AHaTomuAa Bbimorartenei gna Android

Bbimoratenu (ransomware) npeacTaBastoT U3 ceb6a 0cobbIi TUM BpeAOHOCHbIX MPOrpamMmm AN MOBUbHbIX YCTPOICTB,
KOJIMYECTBO KOTOPbIX MOCTOAHHO pacTeT. BbiMoratesin MOXHO paszenvTb Ha ABe Oonbliune rpynnbl: nepsble
cneumManusmMpyoTcs Ha 610KMPOBaHUKM 3KpaHa ycTpoicTBa nonb3oBatens (lock-screen ransomware), a BTOpble
WKNPYHOT Ha HEM AaHHbIe (crypto-ransomware). 3a HeCKO/IbKO J1IeT CBOEMN AeATENIbHOCTM 06a 3TUX TUMa YrKe NPUBEM
K 3HaYMTEIbHbIM GUHAHCOBLIM NOTEPAM MO/Ib30BaTENE N, @ TaKKe NOTEPAM UX INUYHbIX AAHHbIX.

MogobHo apyrMm Tunam BpegoHocHoro MO ans Android, Takmm Kak, Hanpumep, SMS-TposHbl, BbiIMOraTenm
CyLLeCcTBEHHO 3BONOLMOHUPOBAAN B TeYeHMEe NoCAeHUX HECKOIbKUX 1eT, Nnpu 3Tom VX-aBTopbl aganTUpoBanu
MHOTIMe BpeAOoHOCHbIE TEXHUKM, AOKA3aBLLME CBOLO 3¢$PEKTUBHOCTb B aHANOMMYHbIX BPEAOHOCHbIX MPOorpammax, 4
HACTONbHbIX CUCTEM.

O6uwue cBeaeHuns

Boimoratenu kKak gna Windows, Tak U gna Android Mcnonb3yloT TeMy «MNOAMLENCKOro BbiMoraHus» (police
ransomware) B KayecTBe TeMbl A/17 3KpaHa 610KMPOBKU. [laHHaa Tema ABAAeTCcA BNoJiHE 3GPEKTMBHOM, TaK Kak
3/10YMbILLUE€ HHUKM UCMO/b3YIOTYYBCTBO BUHbI M0OJ/1b30BaTe/s, 06BUHAA €r0 B MPOCMOTPE MU XPaHEHWUM HENEerabHOro
KOHTEHTa Ha ycTpolicTBe. CxoXxKne YyepTbl MOBUIbHbIE BbIMOTaTENIN MMEIOT U C NeYaNbHO U3BECTHLIM CEMEMNCTBOM
TaKMX BpegoHocHbix nporpamm ana Windows Kak Cryptolocker, Hanpumep, OHW WCNOAb3YIOT CTOMKKE
Kpuntorpaduyeckme anroputmbl Npu WndposaHumn ¢paiinos Takum obpasom, YTobbl Y Nob30BaTENA HE BblI0 NyTH
BOCCTAHOB/IEHMA A0CTYNA K 3alwmdpoBaHHbIM paitnam. MocKonbKy N01b30BaTEIb XPAHUTHA CMAPTHOHE 3HAYUTENBHO
6o/ibluee KOMIMYECTBO J/IMYHbIX AAHHbIX, Yrpo3a MOTepW 3HAYUTE/IbHOTO KOJIMYECTBA [OaHHbIX MO/1b30BaTe s
CyLLeCTBEHHO BO3pacTaerT.

OZHO U3 MHTepecHbIX HabntoaeHUIM, KOTOPOe HaM yAanocb caenaTb, 3aKN04YaeTca B USMEHEHMN reorpaduryecKoi
OpMEeHTaUMKN 3/10YyMbILUNEHHMKOB CO CTpaH BocToyHoW EBponbl Ha mpodune cTpaHbl. Hanpumep, nogasnsiollee
HO/bLIMHCTBO e pTB BbiMoratenei cemeiicts Android/Simplocker n Android/Lockerpin pacnonaratotcs 8 CLLA.

Ob6a BblWeynoMAHYTbIX TUMNa BbiIMOratesien 6blIM OYeHb PaACNpPOCTPAHEHHOM Npobaemol oA nosib3oBaTesen
Windows HauuHaa ¢ 2013 r., Korga nonynspHOCTb 3TUX BPeAOHOCHbIX MPOrpamm y KubepnpecTyrnHMKOB cTana
CYLWECTBEHHO MOBbILATLCA, HECMOTPA Ha TO, YTO OHM BbINM pPacNpPOCTPaHeHbl U ropasgo paHblue. 3aparkeHue
BbIMOraTeIAMN MPUHOCUIO CEPbE3HbIE HEMPUATHOCTM KaK 418 NPOCTbIX NO/1b30BaTe1eN, Tak U 418 KOPNOPaTUBHbIX.
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Puc. Ctatuctnka obHapy»xeHui Bbimorateneit ana Android no gaHHbim ESET LiveGrid.

Mcnonb3oBaHMe 310yMblLlLEHHUKAMUW BbiMOraTeneit MMeHHo ana Android He sBaAeTcA cny4alHOCTbIO. [OCKOABKY
Koaun4yecTBo cMapTdoHOB Ha aTon OC pacteT M3 rofa B ros, NOAb30BATE/NIN BCE YaLle BbIOMPAOT UMEHHO UX ANA
XPaHEHUS IMYHBIX N LLeHHbIX AaHHbIX. COOTBETCTBEHHO, TaKOW BU3HEC NPUHECET MM MAKCMMaslbHOE KOJIMYeCTBO
BbIFOAbI.

Bo3MO}KHble BEKTOpPbI 3apaXKeHunaA

3710yMbIWAEHHMKM UCMONB3YIOT ANA BbiMoraTteneit Android TakyHo }Ke MacKMpPOBKY, KaK M 418 ApYrnX Bpeg0oHOCHbIX
NPOrpamm, KOTopas 3aK/1t04YaeTcs B TOM, YTO M0/1b30BaTeNs yoeKAatoT B IETMTUMHOCTU NPUIOKEHUSA. PasnmnyHble
NonynspHble NPUNOXKEHUA, TAKUE KaK UIrPbl, a TAaKXKe CBA3AHHbIE C NOPHOrpaduei NpuaoKeHNa, 4acTo BbIOUPAOTCA B
KayecTBe MPUKPbLITUA U NS YBENNYEHUSA BEPOATHOCTM KOMMPOMETALMKN NOTEHLMANbHOM }KepTBbl. B HEKOTOpPbIX
cnyyasx, BpegoHocHble APK-daitibl cHabKeHbl 3Ha4KOM U Ha3BaHMEM JIETUTUMHOIO NPUAOXKeHUA. [l pyroi cueHapuii
npeanosaraet NPAMOE UCMO/Ib30BaHNE 3/10YMbILLIEHHUKAMWU NETUTUMHOFO NPUNOXKEHUA, B KOTOPOE BCTABAAETCA
BPEAOHOCHbIN KOA, NPY 3TOM UCXOAHbIE GYHKLMM NPUIONKEHUA COXPaHAtoTcA. [loBeAeHME BPe A0OHOCHOM MPOorpaMmbl
MOKeT bbITb U He3aMeTHbIM 4J1A N0Ab30BaTe/IA YCTPOMCTBA, 3TO MPOUCXOAMT B TOM C/yvyae, KOr4a aBTOpbl He
Mo/1aratoTca Ha MexaHM3m 610KMPOBKM IKpaHa Man WwudposaHMa GpainnoBs, Kak B caydae ¢ 6akgopamm nanm SMS-
TposiHaMM. Hy)KHO OTMETWUTb, YTO TAKOE W3MEHEHWEe JIETUTUMHOTO MPUIOXKEHUA NMPUBELET K €ro HapyLleHUo
LLeIOCTHOCTU U HECOOTBETCTBUIO YKA3aHHbIX B LLdPOBOM NOANUCK AAHHbBIX.

Hy»HO OTMETUTb, YTO HM OAMH U3 ONMUCbIBAEMbIX HAMW BbIMOTaTe iei He 6bl1 06HapyKeH B MaraaMHe NpuaoXKeHUi
Google Play. OaHako, CcylLecTBYIHOT C/Ay4au ychnewHoro o6xoAa BpPeAOHOCHbIMM MPOrpaMmamu MOCTOAHHO
yny4dwaembix mep 6e3onacHoct Google ana marasmHa Play. Hawu aHanntukmn obHapyKuBaam u otnpasasam B Google
COTHM NpumepoB BpegoHocHoro MO ans Android, Bkatoyas, Takoe BpegoHocHoe M0 Kak Fake AV, wnuoHckoe MO ¢
OYHKUMAMM KpaXkM YYeTHbIX AaHHbIX, TPOsHbl N8 KAMKPpoga, 63KAopbl, NOTEHUUANbHO. HeKenaTtesbHble
npunoxeHua (PUA) c nokasom peknambl, npoune PUA-npuioxeHua u apyrue. Bupyconucatenu Tak:ke npumeHsor
cneumasibHble MeToabl 3apaXKeHUA YCTPOMCTBA TaKMM 06pasom, YTOObl OT/NIOXKWTbL cpabaTbiBaHWE ¢daKTUYecKon
NoJIe3HOM Harpy3KM NyTEM MUCMOJIb30BaHUA 3arpy3unKoB (4ayH/10a4epoB), a TakKe gponnepoBs. C ApYroi CTOPOH.I,
NCNONb30BaHME TaKMX NPOABUHYTbIX TEXHUK KaK aBTOMATMUECKan yCTaHOBKa BpeaoHocHoro MO drive-by download He

eHHbIM B Android.



Bsaumogpeiicteue c ynpasasaowmm C&C-cepsepom

Mocne ycnewHoOM YCTaHOBKM B cucTeme, 60/bLUMHCTBO BPpeAOHOCHbIX nporpamm gns Android coobuwiatotT 06 atom
«4OMOWY, T. €. HayaaneHHbit C&C-cepsep. Kak NnpaBuo, 3To OTNpaB/ieHHOE COObLLEHME BK/IHOYAET B ce 65 HEKOTOPYHO
OCHOBHY0 MHbOpPMaLMIO 06 YCTPOMCTBE, TaKYIo KaK, Moge b ycTponctea, Homep IMEI, ncnonbayemsbiii A3bIK U T. 4. B
C/lyyae yCTaHOBKM MOCTOAHHOrO NoaKAtoYeHUs mexay C&C-cepsepom M 60TOM, 3/10YMbILLAEHHUK MOKET OTMNPaBNATb
eMy KOMaHZab! 411 UCNOoJIHEHUA. TaKMM 06Ppa30M, 3/10YMbILLAEHHUK MOKET KOHTPO/IMPOBATLOOTHETU3 YCTPOICTB MNOA,
ynpasneHmem Android.

HeKoTopble npMMmepbl yAaNeHHbIX KOMaHA, KOTopble NoAAePrKUBAIOT BbiMoraTein gis Android, npmeeaeHbl HUXKe:

e  OTKpbITb HY*KHbIK URL-agpec B Be6-6pay3epe;

e oTnpasuUTb SMS-coobLIEHNE BCEM KOHTaKTaMm;

e 336/10KMpOBaTb UM Pa3bNOKNMPOBATb YCTPOKCTBO;

®  OTNpPaBUTb 3/10YMbILLNEHHUKAM SMS-coobLeHMA C YCTPOMNCTBA;

®  OTNpPaBUTb 3/10YMbILLIEHHUKAM MHPOPMALMIO O KOHTAKTaxX XKepTBbl;

e BblIOpPaTb HYXHbI TEKCT cCOObLIEHMA C TpeboBaHMEM BbIKYNa;

e 0OHOBMTbLCA A0 HOBOW BEPCUU;

e paspelunTb UK 3aNPeTUTb XpaHeHne JaHHbIX Ha YCTPOMCTBE;

®  paspeLwunTb UNn 3anpeTutb nogrkatoyeHme Wi-Fi;

® OTC/IeXMBaTb reorpaduyecKkoe pacnonoxKeHue noab3oBaTe s c UCnoib3oBaHuem GPS.
O6bl4HO ANA cBA3M 60Ta C yaaNeHHbIM CepBEPOM UCMO/b3yeTCA NPOTOKO HTTP, HO B HEKOTOPbIX CAyYaAX Mbl TaKKe

Habnoganu ucnonb3oBaHue ana sanmoaenctama ¢ C&C Takoro nybanyHoro cepsuca Kak Google Cloud Messaging.
3TOT cepBUC NO3BOAAET NPUNOKEHMAM Nog ynpasneHnem Android Ha cmapTdoHax obmeHUBaATLCA AaHHbIMK. [na
BPEAOHOCHbIX Lienen TakKe ncnonbsyetca cepsuc Baidu Cloud Push. HekoTopble 06pasubl BpeA0HOCHbIX MPOrpamm,
KOTOPbIE Mbl aHA/IM3UPOBA/IN, UCNOIb30BANIN AaHOHMMHbIN cepBuc Tor (fomeHbl .onion) u npotokon XMPP (jabber).
TposaHbl 4ns Android moryT nony4atb KOMaHAbl M NOCLINATL YAANEHHO AaHHbIE C UCNOAb30BaHMEM SMS-coobLLEeHUIA.

MeTopabl camo3aLuThbl

3afaya 3aparkeHus yCTpoiiCcTBa Nob3oBaTeNnda nog ynpasneHnem Android Bpe JOHOCHOM NPOrpammon He SIBASEeT
TPMBMANBbHOM 33Ja4ei ANA 3N10YMbIWAEHHUKOB. [axe A1a Nonb3oBatesneit 6e3 ycTaHoBAEHHOIO aHTUBUPYCHOM
pelweHus, Takoro kak ESET Mobile Security, cyLiecTBytoT MexaHM3Mbl 3aLWmTbI 0T Bpe 4oHOCcHoro MO camoli OC. MNocne
06X0/43 3aLLMTHbBIX MEXaHWU3MOB 3/10YMbILLIE HHUKAMMW, OHM 3aNHTE PECOBaHbI B TOM, YTOObI Bpe LOHOCHAs Mporpammva

OCTaBaz1aCb TaM Kak MOXXHO Ao ibLue.

Mb! Habt04aM UCNOb30BaHME BPeLOHOCHBIMM Nporpammamm gas Android pasnmyHbiXx MeXaHWM3MOB CAMO3aLLUTb,
KOTOpble NPENATCTBOBANIN HapPYLIEHUIO UX AEATENbHOCTU AW yAANEHUIO0 U3 cUcTeMbl. Hanpumep, BbIMOratesb
Android/Lockerpin mor BHelLTaTHO 3aBepLUAaTb NPOLLECCbl aHTUBUPYCHbIX PeLleHnin. OAHUM U3 CaMblX YHUBE PCaslbHbIX
MeTO/L0B, KOTOPbI Mbl HAb1H0 AaeM B UCMOIb30BaHMM BUPYCONMUCATENAMU, MpUYEM BCe bosiblue U bonblue, ABAAET
nosyyeHue NpuBMUAErMA aaMUHUCTPaTopa ycTpoictea (Device Administrator). HecMoTpA Ha To, YTO TaKOM peXKuUm
paboTbl He ABAAETCA HACTO/IbKO OMACHbIM Kak MoOJlydeHMe MpaB root, OH BCE pPaBHO MpenocTaBaseT
3/10yMblILNEHHWKAM pacluMpeHHble MOJIHOMOYMA By ay4M NONYYEHHbIM Ha YCTPOMCTBE.



https://www.esetnod32.ru/home/products/mobile-security/android/
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@ Activate device administrator? @ Activate device administrator? @ Activate device administrator?

%‘ PornDroid lal Video Player J  Video Player

-

For start application - activate *) Video Player Install * ) Video Codec Access Request

Activating administrator will allow Activating administrator will allow Activating administrator will allow
PornDroid to perform following Video Player to perform following Video Player to perform following
operations operations operations

* Set storage encryption
Require that stored app data
be encrypted

Cancel Activate Cancel Activate Cancel Activate

Puc. Mpumepbl BpegoHocHoro MO gna Android, KoTopoe 3anpalinBaeT NnpaBa agMUHUCTPATOPA B CUCTEME.

JlernTumHble NMPUAOKEHUS C MNPUBUAETMAMWU AAMUHUCTPATOPA YCTPOMCTBA MCMOb3YIOT TaKWe pPacClUMpPeEHHble
nosiHomouna B OC g/1a pas/inyHbIX Llenei, KoTopble, Kak MpaBuo, CBA3aHbl ¢ 6e30macHOCTbio. BpeaoHOCHble
NPUIOXKEHMA, HANPOTUB, UCMONb3YIOT UX A1A CBOE M CaMO3aLUMTbl OT yAa e HUA U3 CUCTEMBI. [Tepes yaaneHnem Takoro
npunoxeHua us Android, ero npaBa AAMMHWUCTPATOPA AOMXHbI ObiTb OTO3BaHbl. HeKoTopble BpeAOHOCHble
nporpammsl, Takne Kak Android/Lockerpin, ncnonb3ytoT nony4YeHHble NPpUBUNETUN /1A YCTAaHOBKU UAM U3MEHEHWA
PIN-Koaa aKpaHa 6/10KMPOBKMU.




Android ransomware
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1st Android police ransomware
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AUG 2014
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Puc. XpoHonorusa noasneHua sbimoratenei ana Android.

MepBble cnyyan nosBaeHUA BbiIMoratesien ana Android conpoBorKganuncb gobaBneHnem BpeAoHOCHbIX GYHKLUNA K
danbmMBbIM aHTUBMPYCaAM. TakmMe nogaenbHble aHTUBUPYCbl BblIM PACMPOCTPAHEHbI YKe A0/1IF0 BPEMSA, Ha4YMHAA C
2012 roga gna Android u ¢ 2004 roga ana KomnbtoTepoB. Kak cneayeT U3 Ha3BaHUA, TakMe NPOrpaMmMbl MOKa3biBaOT
nosb3oBaTe o GaNbluMBbIe COOOLLEHWNSA O CKAHMPOBAHUK GANIOB Ha YCTPOMCTBE, @ 3aTEM MbITAOTCA 0OMaHYTb ero,
noKasblBaa coobueHne c TpeboBaHUEM oNNaThbl AaNbHENLLUX AENCTBUI aHTMBUpPYCa MO 06e3BpeKMBaAHMIO YIPO3bl.
3TV NporpaMmbl TaK*Ke Ha3bIBAOTCA «Sscareware», MOCKO/1bKY OHW BbIMOraloT AEHEKHbIe CpeACTBa Y XKepTBbl Nowie
ee 3anyrMBaHma NPUCYTCTBUEM aKTUBHOIO 3apaxKeHuns YCTPOMCTBa.

BonbWKWHCTBO BbiMoratesien ¢ ¢yHKUMeln 6NOKMPOBKM 3KpaHa ycTponctBa gna Windows ucnonb3yloT Temy
NpPaBoOOXPaHUTEIbHLIX OpraHoB (police ransomware) npu 3anyrMBaHMM MoJsib3oBatend. CXOXuiA MeToa
3/10YMbILUNIE HHMKM HAa4ya/TM UCMOJ1b30BaTb B BbiMoraTenax u gns Android. Mogo6HbIM BUA BbIMOraTes1e i CyLe CTBEHHO
yBE/IMYMBAET BO3SMOXKHOCTb YCMELIHOMO BbIMOTaHUA AeHEeXHbIX CPeACTB Y M0J/ib30BaTeNdA, NOCKOIbKY K KepTse
obpalLatoTca OT MMEHM MPaBOOXPAHUTENbHbIX OPraHOB, MPM 3TOM MM COObBLI@eTcA, YTO Ha YCTPOMCTBE Oblan
0bHapyKeHbl HE3aKOHHbIE AeNCTBUS.

MepBbiM BapMaHTOM BbiMoraTens-wndposanblimka ana Android ctano cemeiicTBO BPeAOHOCHbIX NPOrpamm Mog,
Ha3BaHnem Simplocker B mae 2014 r. MocneaHune Tpuroaa Bbimoratenu ana Android npoaonKatoT cBoe pa3sBuTue, 3a
3TO BpeMs Obl10 06HAPYKEHO HECKOJIbKO HOBbIX CEMEICTB 3TOro BpegoHocHoro MO.

Android Defender

JTa BpeaoHOCHAA nporpamma bblna Bnepsble 06HapyKeHa B cepeamHe 2013 r. n AaBnAeTca NpuMe pomM danbLUNBOrO
aHTMBMpYyca gna Android, a Takke, paKkTMyeckn, nepebiMm BoiMoraTtenem gna Android. Kak BUAHO Ha PUCYHKE HUMKE,
No/sb30BaTe/IbCKUI MHTEpdEC BPEAOHOCHOTO MPUNOMKEHMUA MbITAETCA MMWUTUPOBATb E€ro 3aKOHHbIA aHanor.
310yMbIWAEHHUKM NPeayCcMaTPUBAIOT TaKyto QYHKLUMIO AN ybeKaeHUs Nosib30BaTens B IEFIMTUMHOCTM aHTUBUPYCA.
NHTepecHO 0OTMEeTUTb, YTO BO BpemMA $asibLUMBOrO CKaHMPOBaHMA GaiioB Ha AMCKe, TPOSH OTOBpaXkaeT Ha3BaHUA
CTBYHOLUMX HA KapTe NamATK Gpaiinos., YTo AeNaeT 3ToT npoueccelle 6onee npaBaonoa06HbIM

. HazBaHuMa cemelcTB BPeAOHOCHbIX MPOrPamMm TaK}Ke yKasaHbl CyLIEeCTBYHOUMe, OAHAKO,
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HUKAKOro OTHOWEHWA K yCTpOl\;ICTBy nonb30BaTeENNA OHUN HE NMMEIOT.

AR [ ANDROID DEFENDER

FINISHED

15 critical threats was foun
on your device

VIEW ALL THREATS FOUND

ANDROID DEFENDER

¢ PROTECTION

TRIAL

SETTINGS

“ REGISTRATION

0 ANDROID DEFENDER Q ANDROID DEFENDER

Android.BgServ Only registered versions of Android Defender can
remove malware. To fully register the software,
please purchase a key or manually enter your key

FinFisher if you've already purchased Android Defender
Registered versions have all the necessary

: functionality for full device protection, including

Android.AccuTrack our award winning antivirus and anti-advertising

services

Android.Ackposts

PURCHASE FULL VERSION
Android.Acnetdoor

® Android.Walkinwat/Pirater MANUAL ACTIVATION
Android.AnServer/Answerbot CONTINUE UNPROTECTED

Android.Adsms
Benefits and opportunities of registered

Android.Zsone versions

5 25 Secure online shopping and banking with
10. ® Android.Biige our identity protection

% - 7 Links and webpages are scanned to make
Android.DroidDreamLight your online experience safer

¢ Automated updates and improvements

12. ® Android.RootSmart

REMOVE ALL THREATS NOW

«” Anti-spam and anti-phishing features

& Real time protection and online firewall

Puc. BHewHuit Bug danblumsoro aHTueupyca Android Defender (Fake AV).

Ha faHHOM 3Tane No/sb30BaTeNb MO-NpPesKHEMY UMEET AOCTYN K HAaCTPOIKe No4 Ha3BaHWeM «continuing unprote cted»,
o

aT e ai= b NpunoxeHue. OQHaKO, 3aMyLLEeHHbIW BCnomoraTe ibHbli ce peuc OC, KOTOPbIU MPWH aa/ eXRUT
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danblUMBOMY aHTUBMPYCY, AenaeT CMapTOOH MPaKTUYECKU HEenpurogHbiM ANS8 WUCMONb30BaHUA, MOCTOAHHO
oTobpaxkan cneumanbHble OKHA C MpeaynpeskaeHUAMU Kaxkaplid pas, Korga nosb30BaTesb NbiTaeTca 3anyCcTUTb
npunoxeHue. BoibpaB HacTpoliky «Stay unprotected», nonb3oBaTtenb BCEro Nvwb M36aBUT cebs OT TeKyLLero
BCMN/1bIBAOLLETO OKHA, MPM 3TOM CPasy e NoJy4ns HOBoe.

The process you are trying to launch
com.android.vending is inf d with
Android.DroidDreamLig launch was

blocked to prevent sending a paid SMS.
We highly recommend to remove this
malware immediately

Remove now Stay unptotected

Puc. 3akpenneHHOe BpeAOHOCHOM NPOrpammoin cooblieHWe AnwaeT NONb30BaTENA BO3MOXHOCTU HOPMasbHOM
paboTbl C yCTPOIACTBOM.

B Tom cnyyae, ecnv Bnagenew,cMaptdoHa NoAAaETCA Ha Y10BKY 3/10yMbILLIEHHUKOB M PELUaeT 3an1aTuTb T pe byemyto
CYMMy O/ Mepexoa Ha «MoJIHY0 BEPCUIO aHTMBUPYCa», ero pa3oyapoBaHua Ha 3TOM He 3aKaHumBsatotca. Cnycra
LWeCTb4YacoB MOC/e CBOEro 3anycka B cMCTeMe, BpeAOHOCHaA Mporpamma 0To6pasuT Ha BECb 3KpPaH YCTPOIMCTBa OKHO
C nopHorpadryecknmmn KapTUHKamMK, KOTOPOE He MOXKET BbITb 3aKPbITO.
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This may include passwords, images,
visited sites and online chats.

Below is image which was intercepted by
Android Defender to prevent stealing.
To protect your privacy you need to

remove all malware found (14 threats were
found).

REMOVE ALL THREATS NOW

Puc. 3kpaH 610kupoBku Android Defender c nopHO-KapTUHKON.

Mpu onnate, BageneL,cmapTPoHa TaKKe 0CTaBAAET 3/10yMblLLIEHHUKAM AaHHbIE CBOEM KpeAUTHOM KapTbl, KOTOPas
MOXKeT bbITb MCNONb30BaHa ANA NPOBEeAEHMA MOLLEHHNUYECKUX TPaH3aKLMN. KaK YKa3aHO Ha CKPMHLLOTE, MOLLE HHUKM
npegnaraloT NOb30BaTE/NO CKUAKY, CHUMXaa cymmy Ao $89,99.

AHTUBUPYCHbIM NpoayKT ESET Mobile Security o6Hapy»<umsaeT Android Defender kak Android/FakeAV.B.
Bbimoratenb ¢ pyHKUMAMMU $paNbLUMBOrO aHTUBUPYCA U NOPHO

Ewe oanH TMN BbiIMOraTens B BMAE NOALENbHOMO aHTUBUPYCa KonupyeTuHTepdelic He npoaykTa Android Defender, a
Ha3BaHWE NIETUTUMHOIO NPUIOXKEHUA Be3onacHocTM oT Avast. Peub ngetT o BpeAOHOCHOM Mporpamme, KOTopas
06Hapy»KMBaeTca aHTMBUPYCHbIMK npoayktamu ESET kak Android/FakeAV.E. OHa ncnonb3yet 6peHa M3BECTHOTO

pecypca PornHub, 4To6bl HaltTK CBOIO ayAMTOPUIO Cpean NOCEeTUTENEN 3TOro pecypca.



http://virusradar.com/en/Android_FakeAV.E/description

IT MAKES YOUR ‘% BIGGER
& YOUR WET A Error

Connect error. At first you must be
checked for viruses.

Puc. Boimoratenb MaCKuUpyeTca nog npunoxeHume gnAa npocMoTpa NOPHO.

Mocne 3anycka NPUIOXKeHWs, NOb30BATE/Ib BMECTO MPOCMOTPA NOPHOrpaduye cKUX POAMKOB MOyYaeT coobLieHMe,
YTO €ro YCTPOWCTBO HY}KHO NPOBEPUTb Ha BUPYCbI. Mocne HaxKkaTua Ha KHonKy OK, ¢anblumMBbIM aHTUBMPYC, KOTOPbIM
BHELUHEe MOXOX Ha Avast, 3anyckaeT nceBao-CKaHNMPOBaHMeE.

,qnunst! ,qnumst!

License agreement Scanning

Clicking the Agree button, you agree with
el e SO e Scan completed.

ﬁ\fAST user agreement
and privacy policy

These communities

By activating this option, you consent to the transfer
o an anonymaous AVAST certain data related to
safety.




,Zcicu/nst! ,@gounst!

Logs About

On your device were found the following malware: This is an automated Avast scanner only. We
detected viruses on it. Your device is in danger and
is now blocked for security reasons

To unlock your device and to buy Pro version of
Avast procced to the next screen.

Puc. BoimoraTtenb Android/FakeAV.E mackupyeTtca nog ¢panblunmBoe aHTUBMPYCHOE NpuaoskeHne Avast.

NHpopmauma, KOTOpY0 MOLIEHHMKM BbIBOAAT MOJIb30BATENIO, ABNAETCA LOBOJIbHO CTPaHHOM. Bo-nepBbix, camo
MOKa3blBaeMoe CO0bLLEHNE TOBOPUT O TOM, YTO «YCTPOWMCTBO HAaXOAUTCA B OMACHOCTU U 6biN0 3a610KMPOBAHO MO
coobpaxeHuam besonacHocTu». [lanee, npeanaraerca NpMobpecTu paclimpeHHYo Bepcuio ncesao-3atmTHoro Mo.
MonobHoe noBeaeHMWe BbIAAET NOb30BATENIO UCTUHHbBIE HAME PEHUS NoNyYeHHOoro um MO, Tak Kak 610KMpoBaHWe
YCTPOICTBA ABHO He COOTBETCTBYET GYHKLUMAM N€TMTUMHOIO aHTuBMpyca. OTobpaykaemblii 418 NOb30BaTENNA IKPaHC

coobuieHmem TpebyeT oT Hero BbinnaTy wrpada B8 pasmepe S$100, uTobbl M36ekaTb BO3MOKHbIX MPaBOBbIX
nocneacTsuii.




(& ~
— i) MoneyPak

Tahe your cash 10 one of they
10004 A0S
- - : H 1
- ‘ =2 H Please follow the instructions on the right

Porchase € wih casd o Do | |

Legal notice

Fine payment must be made within 48 hours
including weekends and holidays.

Legal action if notice period not sarved
To unlock your device and avoid other
legal consequences you are obligated to
pay a fine of $100. Payment of the fine is
done by GreenDot MoneyPak payment
voucher. After payment is made your
device will be unlocked and legal actions
will not be taken.

u-\:rl g “

If you do not pay thi fine within the time period of 48
hours, appropilate segal action will be taken.

To unlock your device and avoid other legal
consequences you are obligated to pay a fine of $100.

@ MoneyPak

Puc. Onnata Bbikyna ans Android/FakeAV.E.

Y Hac CNoXuNnocb BnevatieHue, 4Yto dBTOPbl 3TOrNO BbiIMOratesia CKOnnpoBain TeKCT COO6LLI,EHME C Tp66OBaHMEM
BblKynay p,pyroﬁ Bpe,ﬂ,OHOCHOﬁ nporpammsbl, Tak Kak B TEKCTE BCTPEYAIOTCA Te XKe rpammaTtnyeckue OLUNOKN.

Monwnue ickue BbiImoratenu

Bbimoratenu ans Windows Mcnonb3oBanu pasinyHble TeMbl 419 A€ MOHCTPALMKN B KayecTBe 3KpaHa 6/10KUPOBKU.
HekoTopble 6onee paHHMe 06pasLpbl UCNONb30BAIN TEMY CMHEro 3KpaHa cmepTu (BSOD) unau coobuieHne o6
aktueauumn Windows. Mbl 06HapyXnBanmn pasnnyHble TeMbl, KOTOPbIE 3/10YMbiLLAEHHUKM UCNOAb30BaAN ANA SKPaHa
H6N10KNMPOBKK, 0AHAKO, Hanbonee pacnpoCcTpaHeHHbIM U3 HMX Bbla1a TeMa NPaBOOXPaHUTEIbHbIX OPraHoB (NoAuLMUK).

Takve nonuvuelnckme BbIMOraTeNn YTBEP)KAA/N, UYTO YCTPOMCTBO 6bIO  33aB/IOKMPOBAHO  MECTHbIMM
NPaBOOXPAHNUTE/IbHBIMW OPraHaMM, TaK Kak Ha HeM 6biN0 06HapyKeH He3aKOHHOE CoAe PHRUMOE, TINBO C YCTPOKCTBA
OCYLLECTBNANACL MPOTUBOMNPABHAA AeATENIbHOCTb. B KayecTBe TEKCTa 418 3KpaHa BNOKMPOBKM MUCMOJIb30BaANC,
MHOrAa, 6Pannch CTaTbM U3 YTOIOBHOTO KOZeKca. TEKCT TaKKe YTBEPXKAas, YTO MPY OnJiaTe COOTBETCTBYOLLLEN CYMMbI,
No/ib30BaTe/1b 0CBOOOXKAAETCA OT OTBETCTBEHHOCTW. ITOT TUM BbIMOTaTe/Iei YacTo UCMO/Ib3YET re0I0KALLMIO Ha OCHOBE
IP-agpeca, yTobbl BbIbpaTh HYKHbI 6aHHEP CO 3HAYKOM NPaBOOXPAHUTEIbHbLIX OPraHOB HYXXHOrO rocy AapcTBa.
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3a cKaynBaHue n ycTaHOBKY
HenuueH3noHHHoro 0 Baw
TenedoH 6bin
3ABJIOKUPOBAH B
COOTBETCTBUM CO CTaTbeN
IVAYARL S HORETTT
UCKITIOYNTENbHbIX Npas. [Ans
pa36/10KMPOBKU BaLLero

TenedoHa onnatute 1000 pyo6.

Y Bac ecTb 48 yacoB Ha
onnary, B NPOTUBHOM Cllyyae
BCe [laHHble C Ballero
TenedoHa 6yayT
6e3B03BPATHO YHUYTOXKEHbI!

UHCTpYKUMA onnaTbl

1. Hanaute 6nvxaniumin TepMuHan
cuctembl nnatexen QIWI.

Puc. MepBblii NOANLENCKUIM BbIMOraTenb 6bln HaLeNeH Ha pyCCKOroBOpALLMX Noab3oBaTenen Android.

MepBble 3K3eMNAAPbI NOANLENCKUX BbiMoraTenen gna Android nosBuance B nepeoi nonosuHe 2014 r. n 6bian

Hamnpas/ieHbl NPOTUB PYCCKOrOBOPALIMX NOAb30BaTeIel. Bckope nocne 3Toro, 6611 06HapY»KeHbl BAPUAHTbI U Ha

AHT/IMACKOM fA3blKe.
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Baw renedon 3ABJIOKUPOBAH, a ece
Bawum nuuHble faHHbie (BKIIOYan faHHbie
BAHKOBCKUX KAPT) sawmndposaHHbl U
nepeHeceHbl Ha Haw cepeep

Buaeo ¢ Bawwm yyactuem 6bino
3arpy)XeHo Ha cepsep

MpuyrHa 6NOKUPOBKKH OBCNYIKHBAHWA ~
noceuieHre W NPOCMOTP 3anpeLLeHHbIX
WHTEPHET pecypcoe coaepKaliue

anemexTbl NnopHorpagum ¢ yuactuem
HECOBEPLIEHHONETHHX, INEMEHTDI

- iﬁ
l' At 3 )
,',;,-a,\}‘ VRO 1 EPC 1 DBO)
: BHY I PEHEFIX ABA
\ ‘_:;.;/ & PAN
W~ PECTTYE/WKH KAZAXCTAH

Baw renedon 3ABJIOKUPOBAH, a sce
Bawm nuuHble fgaHHblie (BKNIOYan gaHHble
6aHKOBCKMX KapT, COLMANbHbIX CeTeH)
SAWLMODPOBAHHDI 1 nepeHeceHb! Ha Hawl

cepeep

Bupeo ¢ Bawum yvactuem YCNEWHO
3arpy»XeHo Ka cepeep

MpuunHa 6NOKMPOBKH O6CNYIMHUBAHUA -

Baw renedon 3ABJIOKUPOBAH, a Bce

Bawwm nuuHble gaHHble (meouan AaHHble

6aHKOBCKHX KapT, COLMANbHBIX CETeH)

SALLMPPOBAHHDI 1 nepeHeceHbl Ha Haw

)

Bugeo ¢ Bawum yyacruem YCNEWHO
3arpy»<eHo Ha cepeep

MpuunHa 6NOKMPOBKHM O6CTYIMHBAHMS -
NOCeULeHUe U NPOCMOTP 3anpeLyeHHbIX
MHTEPHET PecypcoB coaepixaliue
aneMeHTbl NopHorpaduu ¢ yuactuem

mMB[ POCCUA

MASACTERCTEO Be ey TREFGOC N

Baw renedou 6bin 3a6noKuposan 3a
NPOCMOTP NOPHOrpaduK, a UMEHHO
MaTePUanos CoOAePKALLMX INEMEHT b
neaopUnnM ¢ ynacTuem
HECORBEPLIEHHONE THUX.

Ha Bac Hanoxed agMHHUCTPaTHBHbIA
wrpad 8 pasmepe 1000 pybnen. Onnaty
wrpada Bul MOXeTe NPOU3BECTH B NIOGOM
TEPMMHANE ONNATHLI UAK CANOHE MOGUNBLHOR
CBA3K,NYTEM NEPENUCNeHUA CYMMbI
B3bICKAHHA Ha HOMep aboHenTa MTC

Ha onnary wrpada Bam oreegeno 12 vacos!
Mocne necTynnexnun onnartbl Baw Tenedon
OyneT pazbnokuposan B TeveHun 24x vyacos
B cnyvae e onnartk! B TeveHuu 12 wacos no
BceMm KoHTakTam Bawero Tenedona, 6yaer
OTNPABNEHHO COOOLLEHHE, O TOM, 4TO Baw
TenedoH 6bin 3a6NOKMPOBAH 3a NPOCMOTP
MaTepuanoB CoAepXallux INeMeNThH
neaodunuu (ABTCKOro NOPHO), NOCNE YEro,
BCe faHHbie GyAyT yaaneuw, a tenedon

A e

noceuwleHue U NpoCMOTP 3anpelleHHbIX

Puc. BoimoraTtenib Android/Locker MCnoib3yeT CHUMKM Kamepbl 1 reo10Kaumio 418 3anyrMBaHUa. nosib3osatens, Ha

npUMMepax yKasaHbl 3KpaHbl 610KMPOBOK 418 Poccun, YKpaunHbl, KasaxcraHa.
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FEDERAL BUREAU OF INVESTIGATION

DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

FBI HEADQUARTERS
WHASHINGTON DC DEPARTMENT, USA

FBI Criminal Investigative Division
Samsung GT-19300
353163057198805

AS A RESULT OF FULL SCANNING OF YOUR DEVICE, SOMF
S FILES MAY ND JRATTERDANCE
OF Tk FOR EN PORNOGHAPHIC MAS BEEN FIXED
FOR THIS REASON YOUR DEVICE MAS DCEN LOCKED

Suse

oL

.

GB

INFORMATION ON YOUR LOCATION AND SNAPHOTS
CONTAINING YOUR FACE MAVE BEEN UF ON THE FBI
CYBER CRIME DEPAATMENT S DATACENTER

Your device is blocked in virtue of the
infringement of the Federal Law of
the United States of America:

FIRST OF ALL FAMLIA
SECTION THE LEGA

THESE POSITIONS

WITH THE POSITIONS STATEDIN
\ NS AC
BEAR CRIMINAL CHARACTER
ANDYOUAREAC THE PENRALTY AS A BASL
MEASURE OF PUNISHM T ON YOU WHICH YOU ARE OBLIGED
TO PAY IN A CURRENT OF THREF CALENDAR DAYS 1S IMPOSED

* Part1, Chapter 110, § 2252A

THE SIZE OF THE PENALTY 15 $500.00 *§1460
ATTENTION' DISCONRNECTION OR DISPOSAL OF THE DEVICE OR *§ 1461
YOUR ATTE TO UNLOCK THE D§ !
OF APPALCHENDED AS UNAPPROVED *§1462
oN© *§1463
UCTION OF CRUMINAL INVESTIGAT
ASE OF PENALTY NON PAYMENT *of the 18 U.S.C.

CURRENT OF THREE CALENDAR DAYS FROM THE DATE OF Twis
NOTIFICATION, THE TOTAL AMOUNT OF PENALTY WL BE

TRIPLED AND THE RESPECTIVE FIN ILL BE CHARGED TO THE
DUISTANDING PENALTY. IN CASE OF DISSENT WITH IHE

Visiting websites containing
pornography is detected from your

Mandiant U S A Cyter Securny
FOI Department of Dedense
US A Cyber Crieme Conter

ATTENTION!
Your Device has been blocked up for safety
reasons listed below.All the actions performed
on this device are fixed.

You have visited Web resources
which contain porn materials
forbidden by US federal law.
The following malefactions are
fixed:

* Child's porn
* Zoophilia
* Video content containing the scenes

of child abuse.

Also your device contains the
following elements:

-You are accused of viewing and storage of
forbidden child pornography and zoophilia

You have violated World Declaration on non
proliferation of child pornography

* Video materials of porn content
including sexual acts with children
(persons up to 9 years old)

You are accused of committing the crime
envisaged by Article 161 of United States of
America cnminal law

Article 161 of United States of America
Puc. Bbimoratenb Android/KoIer nepeKknt4Ynnca Ha KomnpomeTaunto aHINoA3bIYHbIX no/Jib3oBaTeneu.

AHTUBMpPYCHbIe NPoayKTbl ESET 06HapyX1BalOT 3K3eMNAAPbI BbilLenpuseaeHHbIX Bbimorateien Kak Android/Koler u
Android/Locker.

Simplocker

B huctbl ESET 06HapyXuam nepsbiit Bbimoratenb ¢ dyHKLMel WwndposaHma Gannos gisa Android.
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http://virusradar.com/en/Android_Koler/detail
http://virusradar.com/en/Android_Locker/detail

AHanornyHoe BpegoHocHoe MO ana Windows paHee yxe No/ly4no A0CTaTOUYHO LNPOKYHO PacnpoCcTPaHeHHOCTb U
YCMELWHO MCNO/1b30BaN0Ch 3/10YMbILIEHHUKAMM 419 BbIMOTaHUA 3HAUYUTENbHbIX CYMM C UX XepTB. Cpean ApKMX
npeacTaBuTENE MOMKHO BblAENUTb Takne cemelictea Kak Cryptolocker, Cryptowall, CTB-Locker, Torrentlocker.

Mocne cBoOEro 3anycka Ha YyCTPOMCTBE, BbiIMOraTeib oTobparkaeT No/ib3oBaTe o coobuieHme cTpeboBaHMeM BbIKYMa,
KaK 3TO MOKA3aHO Ha pUcyHKe HuxKe. LndpposaHue dpannos ocywecrenaetca Simplocker B otaenbHOM NporpammHoOm
notoke. BpegoHocHaa nporpamma Android/Simplocker.A ocyuiecrsiser nomck Ha SD-KapTe onpeaeneHHbIX TUMOB
danoB, TakKMX Kak n3obpaxkeHuns, LOKYMEHTbI, BUAEO CO caeayowmmm pacwmperHnamu: JPEG, JPG, PNG, BMP, GIF,
PDF, DOC, DOCX, TXT, AVI, MKV, 3GP, MP4. ®ainnbl windpyroTcs c UCNONb30BaHMEM CUMMETPUYHOTO Wwndpa AES. Cam
KNtoY WindpoBaHMA OblN }KECTKO 3alUUT B TEJI0 BbIMOraTeNs, MpPU YeM Haxoauacsa TaM B OTKpbITolM dopme. Takum
obpasom, He cocTaBnsno 601bWOro Tpyaa paclwmndposaTsb Gpaiibl U NOAYYUTL K HAM AocTyn. 1o 3ToM NpUYKnHE, Mbl
Ha3Ba/In CEMENCTBO 3TUX BbiMoraTeneinmeHHo Simplocker (npoctoit 610KknpoBLLMK). Mbi TaKKe nosaraem, 4To 13-3a

NPOCTOTbI €ro peanunsayum, 3to 611 AMbo proof-of-concept (PoC) yrposbl, 1M6O paHHAA Bepcua ee 6o1ee C0XKHOM
aHanora.

3a NnpocMOTp AETCKOro NOPHO Balu 3a npocMoTp M pacnpocTpaHeHne
TenedoH 3a6noKupoean! AeTcKoi nopHorpaduu u BuAEO COo
Ans pa3bnoKUpoBKy Ballero cueHamu 300¢pmnun saw TenedoH
TenedoHa onnaTute 500 py6. 3ABJIOKUPOBAH!
[nsa pa3bnoKMpoBKM Ballero
Baut Owo\£453018 TenedoHa onnarure 1200 py6. Y Bac
eCcTb 24 yaca Ha onnary, B NPOTHBHOM
l.WMuMwﬂmmmu sce S
2. Wg&w::;gpm TenedoHa 6yayT 6e3B03paTHO
3. BeeauTe HoMep Tenedona +79641574182 YHUUTOXKEHHbI!
4 ﬂonmom:mmum BALL
5 KITIOH KOTOpbA yXa3aH Bbilue 1. Haigure Gruokaitluni TEpMUHAN CUCTEMBE

5. BCTRBLYE AEHLIW B KYTHOPONPHEMHHK M HAXMHTE
ONNaTMTL

nononxexue QIWI VISA WALLET

6. B Teyennm 180 MUHYT NOCE NOCTYNAEHHA 3. BeeguTe womep Tenedona +79606248077 u

nnarexa eaw Tenedon GyAeT pastnoKMposaH.

HAXMUTE fanee

7. Tax e MOXETE ONNATHTL YEPES CaNoHbl CBAIN 4. MOABMTCA OKHO KOMEHTApHIA - TyT BaeguTe BALL

.OawcoﬁuEspoeub Homep Tenedona 6e3 Tku

BHUMAHME: NonbiTxy pasénokuposats Tenedod 5. BCTaBLTE AEHLIM B KYMIOPONPHEMHHK M HAXMUTE
% CAMOCTORTE/NILHO NPUBEAYT: . OnNNaTUTL

110NHOM GNOKWPOBKE BaLLero TenedoHa u noTepu 6. B Teqesun 180 MUHYT NOCHE NOCTYNNEHUA
mmmu-wn:i M, BUAEO, nNaTexa Mbi pastnoKMpyeM Bal TeNeGoH.
5e3 fanbHefwed BOIMOKHOCTH PAIGNOKHPOBAHUA

W BOCCTAHOBNEHHA AAHHBIX.

Puc. CoobuweHus c TpeboBaHmem Bbikyna Android/Simplocker nepsbix Bepcuii.
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3a npocMmoTp
sanpeweHHoro(Megopunus,3oodpunu
Al M T.A.) NOpHO Ball TenedoH
6nokupoBaH!

Bce ®oT0 1 BAEO MaTepuans! C Balwen Kamepb!
nepeAaHHbl Ha PaCCMOTPEHKe.
[ns pa3bnokupoekK Bawero TenedoHa u yaanexue

MeTepuanos

Bam HeobxoanMMo onnaTuts wWrpad 1000 py6. 8

TeyeHun 24 yacos
Jins 3TOr0 Bam HYXXHO NONonHRUTL Homep
+79147011354
B 6nuxanwem TepMuHane onnarsl.

BHUMAHME: MNpu nonbiTke u3bexats wrpada

Bce panHbie 6yayT HanpasneHHbl B Ny6nuYHbIe
MCTOYHUKK

Puc. lna 3anyrMBaHms }KepTBbl BbIMOraTe/1b UCMOJIb3YyeT CHUMKM QPOHTaIbHOM KamMepbl YCTPOMCTBA.

TeKcT cooblieHUs BbiImoraTe st bbl1 HanMcaH Ha PYCCKOM fi3blKe, a onJiata TpeboBanack B py6.1ax UAn B YKPAUHCKMUX
rPUBHAX, YTO CBMAETENbCTBYETOO OpUEHTaLMM 3/10YMbILLTEHHUKOB Ha MO/Ib30BaTe el B YKkpauHe. CoobLieHme TakKe
YKa3blBa/O epTBe KakMM 0b6pa3om c/negoBasio onaaTUTb BbiKyM. B KayecTBe niaTeXKHbIX CUCTEM YKA3blBA/UCh
MoneXy unu QIWI, Tak KaK B 3TOM C/1ly4ae nosiyy4atena BbINOAHEHHOro NAaTeXa He Tak MPOCTO OTCAeAnTb, KaK, ecnm
6bl, OH 6bl/1 BbINO/HEH C UCNO/1b30BaHUEM KPEAUTHOM KapTbl.

HeKkoTopble moandukauymm Simplocker Takke oTobparkanu B coobleHnn ¢ TpeboBaHMEM Bbikyna GOTO KepTebl,
KoTopble Obl/10 3aXBa4eHO NyTeM AOCTYMNa K Kamepe ycTPoicTea. TaKon MeToA,MCN0/1b30BasIcA 3/10YMblLLIE HHUKaMK
ANA YCUEHNA HETaTUBHOMO BO34EMCTBUSA Ha XKEPTBY.

BeKropbl pacnpocrpaHeHus Simplocker

KnbepnpectynH1KK, KoTopsble 3apabaTbiBann Ha Simplocker, ncnonb3oBanu ans ero pacnpoctpaHeHua 3dde KTUBHYIO
CXEMY MACKMPOBKWU BPEAOHOCHOIO MPUIOMKEHUA B NIETMTUMHOE WAW K3BecTHoe. Kak npaBuio, MAcKMpOBKa
BbIMOJIHAMACL MO4 NPUNOXKEHWE, KOTOPOE MMENO OTHOWEHME K NMOPHO, 3TO MO0 BbiTb MPUIOKEHUE A5 €0
MPOCMOTPA UM CaM NOPHO-POJIMK. B Apyrom ciyyae npuaoKeHne MackMpoBaiochb Nog urpbl, Hanpumep, Grand Theft
Auto: San Andreas nnm nog Takue obme npuaoXKeHUs Kak npourpbiBatens Flash Player.

PacnpocTpaHeHme Simplocker ocyuiecTBnanock 1 ¢ NOMOLLBIO MeHee M3BeCTHOTO cnocoba, TaKOro Kak 3arpy3ymKk uan
AayHnoagep (downloader). Mcnonb3oBaHMe 3arpy34nMKoB O4YeHb PACcCnpPOCTPaHEHO B MUpe BpeaoHocHoro MO ans
Android, Takoit meToa He NO/b30BaNCA NOMYAAPHOCTbIO Y 3/10YMbILWIEHHUKOB. 3arpysqumK
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ABNAETCA OYEeHb KOMMAKTHbIM MO pPasmMepy W MCMNO/Mb3yeTcA 3/10YMbIWAEHHUKAMW A1A  3arpy3kM  Ha
CKOMMNPOMETUPOBAHHOE YCTPOMCTBO HY}KHOTO MM COAEPKUMOTO (Bpe 4OHOCHOM NPOrpammbi).

Mcnonb3oBaHWe 3arpy3ynmKkoB AN PacnpocTpaHeHuA BpeaoHocHoro MO gaeT 3/10yMblWIEHHMKAaM HeKoTopble
NPenMYLLECTBA 418 COKPbITUA BPEAOHOCHOM aKTMBHOCTM OT [/1a3 MPOBEPAIOWMX, B YAaCTHOCTU, OT MPOrpammbl
NPOBEPKM NPOrPaMm Ha JIETMTUMHOCTb CO CTOPOHbI MHCTPymeHTa Bouncer, paboTatowero B Google Play. 310
AOCTUraeTca cneayowmmMmm CBOMCTBaMM 3arpy34mMKoB.

e [lpunoKeHue cneumanmsnpyeTca Ha BbIMOJHEHUN TObKO OAHOM GYHKLMM - OTKpbITUKM URL-agpeca. Camo no
cebe, Takoe 4elCTBME HE MOXKET KBaIMPULMPOBATLCA Kak BPeAOHOCHOE.

e 3arpy3uMk He TpebyeT crneumanbHbix npas (permissions) ana pabotbl B Android, Kak 3To aenator
«MNOTEHUMaNbHO oOnacHble MpPUNoXKeHUsa». [lo3ToMy TOT MNO/Nb30BaTe/b, KOTOPbIA KOHTPOAMPYET
3anpallmBaeMble NPUAOKEHMEM MPaBa B NPOLECCe YCTaHOBKU, HE CMOXKET Y3HaTb €ro UCTUHHbIE GYHKLMN.

Kpome 3TOro, 310yMblLIEHHUKN UCMOb3YIOT eLe OAMH CNeLManbHbli TPIOK A1A TOro, YTObbl CKPbITb UCTUHHbIE
dYHKUMM 3arpy34umKa, npueeaeHHbIN Bbilwe URL-agpecHe yKasbiBaeT Hanpamyto Ha APK-¢ann. Bmecto aToro, ccbl/ika
BeZET Ha NPOMEXKYTOUYHbIN CepBEp, a OTTYAa NepeHanpaBaseTca Ha 3arpy3Kky ¢anna.

Mbl He HabnrAaNM pacnpOCTPaAHEHME 310YMbILLIEHHUKAMU BeIMoraTens Simplocker Yyepes marasvH RpuIOKeHUM
Google Play.

Simplocker Ha aHrauiickom

Cnycta mecauy nocne obHapyXeHMa nepBbix BapnaHToB Simplocker, Mbl Ha4ann 06HapyXMBaTb HOBbIE BE PCUM STOTO
BbIMOraTe ia, KOTopble CoAepKann HECKOJIbKO 3HAYUTENbHbIX yay4dlleHUA. OgHUM M3 Hambosiee 3aMeTHbIX CTaso
N3MeHeHMe A3blKa TEKCTa COOOLIEHMA A5 BbIBOAA Ha 3KpaHe 610KUPOBKU. 15 3TUX Lienen 6bi BbiIGpaH aHTTUMACKUNA
A3bIK.

[na moTmeaLmm onnatbl BblKyna noab3oBaTtesiem, bbina BbibpaHa TeMa 6,10KMPOBaHMA YCTPOMCTBA CO CTOPOHbLI PEP
(FBI) 3a ocywecTBneHusa nNpoTUBOMPaBHbIX AENCTBUIN: UCMONb30BaHWe nupatckoro MO, npocmoTpa AeTcKoi
nopHorpadum, n ap. Cymma BbiKyna B HOBOM Bepcun coctasnana ot 200 go 500 gonnapos, a B Ka4ecTBe cpe ACTBA
onnatbl 6blna BbibpaHa nnaTexkHaa cuctema MoneyPak. Kak u B npegpiayweit Bepcun Simplocker, HoBas
MoandUKaums TakkKe MCNONb30BaNa CHUMKM Kamepbl NONb30BaTeNS AN1A ero 3anyrMBaHus. [aHHaa moandukauma
0BHapyKMBaeTCcA HalMMKM aHTUBUPYCHbIMM NpoayKTamm Kak Android/Simplocker.l.

17



REAL OF INVESTIGATION

YOUR DEVICE HAS BEEN SEIZED

C CTED ILLEG TENT

Your device has been seized as a result of one or
multiple of the felonies below:

* You have been subjected to violation of ( op,ng 0|
and Related Rights Law (Video, Music
and dllegally using or distributing copy
contents. Article 1, Section 8, Cause 8
Crimmal Code provi

ph
of the

s for a fine of two to five
hundred minimal wages or a deprivation of liberty
for two to eight years

* You have been viewing or distributin
Pornographic content
provides for a deprivation of iberty for four to twelve
years

g prohubited

Pursuant to the amendment to Criminal
Code of United States of America of May 28,

AN e e lafdeccac cas Il fa e

Article 202 of the Criminal Code

MoneyPak

FBI

FEDERAL BUREAU OF

To unlock your device and avoid legal
persecution to the maximum extent of the
law, you are obligated to pay a fine of $500.
Acceptable payment must be made through
GreenDot MoneyPak. Load a MoneyPak card
with $500 and enter the code below.
MoneyPak cards can be found in most
stores, gas stations and paypoints.

You are suspected in attempting to download,
possesion and/or distribution of prohibited
obscene pornography content (child
pornography and/or zoophilia and/or sexual
assault scenes)

You have violated Federal law which
prohibits the production, distribution,
reception, and possession of an image of
child and any obscene pornography using or
affecting any means or facility of interstate
or foreign commerce.

‘ As soon as the
money arrives to the
U.S. Department of
the Treasury, your
device will be
unblocked in 24
hours.

According to 18 U.S Code, Part1, Chapter 110, §
2252A called Certain activities refating to
material constituting of containing child
pornagraphy and states the following

Ty Your camera is used for gathering
additional information for investigation.
All the footage will be added to a criminal
(a)(5)(A) - Whoever knowingly possesses, or case.

knowingly accesses with intent to view, any

book, magazine, periodical, film, videotape,

computer disk, or any other material that

contains an image of child pornography that has

been masled, or shipped or transported using "

= % 1
anv maane ar farilitu Af intarotata nr farainn N

Where | can buy MoneyPak?

onevPak voucher code

Puc. CoobueHus c TpebosaHnem Bbikyna Android/Simplocker nocneaytoumx Bepcuii Ha aHIIMUCKOM.

MocnegHue BapmMaHTbl BIMOraTe s TaKkKe CoAePrKanu HeKoTopble n3meHeHUA. Bmecto ©EP 6bina BbibpaHa cy:kba
AHB (NSA), KoTopas 06BMHANA }KePTBY B NOCELEHMUM "3anpeLL,eHHbIX NopHorpaduyeckux caitos" n Tpebosana 500

A40NN1ap0oB B Ka4ecCTBe BblKyMa.

NATIONAL
SECURITY
AGENCY

DEFENDING OUR NATION
SECURING THE FUTURE

AS A RESULT OF FULL SCANNING OF YOUR DEVICE,
SOME SUSPICIOUS FILES HAVE BEEN FOUND AND
YOUR ATTENDANCE OF THE FORBIDDEN
PORNOGRAPHIC SITES HAS BEEN FIXED. FOR THIS
REASON YOUR DEVICE HAS BEEN LOCKED

INFORMATION ON YOUR LOCATION AND
SNAPSHOTS CONTAINING YOUR FACE HAVE BEEN
UPLOADED ON THE NSA CYBER CRIME
DEPARTMENT'S DATACENTER.

* YOU HAVE BEEN SUBJECTED TO VIOLATION OF
COPYRIGHT AND RELATED RIGHTS LAW (VIDEO,
MUSIC, SOFTWARE) AND ILLEGALLY USING OR
DISTRIBUTING COPYRIGHTED CONTENTS
ARTICLE 1, SECTION 8, CAUSE 8 OF THE CRIMINAL
CODE PROVIDES FOR A FINE OF TWO TO FIVE
HUNDRED MINIMAL WAGES OR A DEPRIVATION OF
LIBERTY FOR TWO TO EIGHT YEARS

* YOU HAVE BEEN VIEWING OR DISTRIBUTING

PROHIBITED PORNOGRAPHIC CONTENT, ARTICLE 202

OF THE CRIMINAL CODE PROVIDES FOR A

FNR ENIIR TO TWRIVE

NEPRIVATINN NE | IRFATV

NATIONAL
SECURITY
AGENCY

DEFENDING QUR NATION
SECURING THE FUTURE

RIGHT TO PAY A PENALTY WHICH IS SET TO US, DEPARTMENT
OF THE TREASURY, THIS WILL BE CONSIDERED AS AN
ACCEPTANCE OF MISUNDERSTANDING FACT AND AS A
COMPENSATION FOR EFFORTS MADE 8Y THE GOVERNMENT
ON THE CURRENT INVESTIGATION, ALSO THIS WILL PREVENT
THE SENDING OF ALERT MESSAGE TOWARDS ALL CONTACTS
FROM YOUR CONTACT LIST IN ORDER TO INFORM THEM
ABOUT AN OFFENCE YOU ARE INVOLVED IN

NATIONAL
SECURITY
AGENCY

DEFENDING OUR NATION
SECURING THE FUTURE

- FAMILY D |

DR R R

DR I IR R R

YOUR CAMERA IS USED FOR GATHERING ADDITIONAL
INFORMATION FOR INVESTIGATION. ALL THE FOOTAGE WILL

BE ADDED TO A CRIMINAL CASE ENTER PIN

ME LT

K ann P oLl

o *g
W #

FINE PAYMENT DETAILS Clear 0

aboBaHMem Bbikyna Android/Simplocker ot AHB.



B mononHeHue K cnucky $ainios, KOTopble NoasepraloTca WdPoBaHUIO, 417 3TOro BblM BKAKOYEHbLI Pa3UYHble
apxusbl: ZIP, 7z, RAR. 310 "06HOB/MEHME" BbIMOraTeNs CTano BECbMa HEMPUATHBIM 4J15 NOJIb30BaTe1el, MOCKO/bKY
NNLLAET UX AOCTYMa K apXmBam C COAe PXHUMbIM Pe3ePBHbIX AaHHbIX YCTPOMCTBA, KOTOPbIE XPaHATCA B popmaTe Takmnx
apxueos. Moc/sie noTepun A0CTyNa K Takum paitiam, No1b30BaTE b YIKe HE CMOXET BOCCTaHOBUTb CBOW AaHHbIE OTTYa.

Bonee npoaBuHyTbie BapuaHTbl Simplocker, 3anpalunBatoT y NONb30BaATE/S PEXKUM aIMUHUCTPATOPA YCTPOMCTBA AN
CBOEW YCTaHOBKM, YTO AeNaeT UX AanbHellee ydaneHue CNoXHOM 3agadven. Mepen yaaneHuem Bbimoratens,
nosib3oBaTe to byaeT HyXKHO 0TO3BaTb Y HETO pacLUMPEHHbIE NpaBa. 3Ta onepauuns ABAAETCA TPYAHO OCYLLLE CTBUMOMN,
NMOCKO/IbKY 3KpaH YCTpoicTBa 3a610KMPOBaH.

[ pyrum npumeyaTeibHbIM U3MEHEHUEM B HOBOM BE PCUM BbIMOTATENA CTal NEPEXOL, 3/10YMbILLAEHHMKOB Ha NPOTOKON
Jabber XMPP (Extensible Messaging and Presence Protocol) ana B3aumogeiictaus co ceoum ynpasnastowmm C&C-
cepsepoM. [laHHbI NPOTOKO/ NOMOraeT KMbepnpecTynHMKam CyLLECTBEHHO YCI0XKHUTL NMPOLECC OTC/1eXKNBAHMA
nepeaaum TpaduKa MeKay BbiIMoratenemM nyianeHHbiM cepee pom. Boimoratens Android/Simplocker ncnonb3yert ero
ANA OTNpaBKM MHGOPMALMKN O 3apaxkeHHOM ycTpolictBe Ha C&C-cepBep M MONYYEHUS KOMaHA AN5 UCMOHEHWA.
HekoTopble MoaNdMKaLUKM 3TOTO BbIMOFATENA TAKMKE MCNO/1b30BAN .ONION AOMEHbI AHOHUMHOW ceTU Tor ANA TOW e
uenu.

Hanbonee BarkHbIM LIAarom B npotiecce asontounun Simplocker cran nepexos 310yMblLLAEHHNKOB Ha HOBbI M MEXaHW3M
XPaHeHUA Katoven WndpoBaHMA, KOTOpPbIe NCNONb3YIOTCA 418 WKdpoBaHMA ¢ainnoB. Yepes HECKO/IbKO MeCcALEB
nocne nOABMEHMA MeEPBbIX BEPCUMA, Mbl OOHapyXuauM HOBble MoaudUKaUMK BPeAOHOCHOM NPOrpammsl,
MCNONb3YHOLME YHUKANbHbIE KAOUM WndpoBaHuA, KoTopble Simplocker nony4van ¢ yaaneHHoro cepeepa. ITOT LWar
03HaMeHOBasn coboli nepexon aBTOPOB OT 3Tana TECTMPOBAHWUA BbIMOraTeNd Ha MOJIyYeHME OT HEero peasbHoM
NpubbIAN, MOCKO/IbKY B TAKOM C/lyyae pacndpoBKa paiinioB CTaHOBUTCA NPAKTUYE CKU HEBO3MOKHOM.

Lockerpin

B npeaplaywmx Bepcuax Bbimoratene ana Android, BO3MOXKHOCTb OAOKMPOBKM 3KpaHa, Kak Mpaswuso,
peasn3oBbIBasiacb NyTeM NOCTOSHHOM MPOPUCOBKM OKHA C COOOLLEHMEM O BbiKyne B 6eCKOHEYHOM UuKAe. Takum
06pa3om, Mo/b30BaTeNb NMLWAACA BO3MOXKHOCTM pPaboTaTb € yCTpoMcTBoM. OBPaTHO MOAYYUTb KOHTPOJIb Hazg
YCTPOMCTBOM 6b1/I0 BO3MOKHO C Mcnonb3oBaHMeM uHTepoeica Android Debug Bridge (ADB) MaM OTKAOYEHWEM
peXKrMma agMUHUCTPATOpPa C NOC/IeAyOLWMM yaaleHUEM BPeAOHOCHOTO NpuIoXKeHusA B besonacHom pexxkume ( Safe
Mode).

B cnyvae c Android/Lockerpin, Bupyconucatenn npmbernm K HOBOMY U30LLPEHHOMY npuemy 6/10KMPOBKU yCTPOICTBA
nytem cmeHbl ero PIN-Kkoza. 1A BbINO/IHEHMA STOrO NpMeMa, BbIMOTaTe/1b A0/1XKEH MNONYYMTb NpaBa agMUHUCTPATOPa
YyCTpOWCTBa Npu cBoel yctaHoBKe. MNocne cmeHbl PIN-Koga y Mo/sb30oBaTens OCTaeTCA Mano LIAHCOB, YTOObI
BOCCTAHOBWUTb ZOCTYM K yCTPONCTBY. OH MOXKET NOIYYMTb K HEMY AOCTYM, EC/IN A/15 YCTPOMCTBA paHEee NCMN0o/1b30Baslach
onepauma pyTuHra (root), nM60 Ha yCcTPOICTBE YCTAaHOBAEH MHCTPYMeHT MDM. Elwe ogHMM MeTOAO0M BO3BPaLLEHUA
KOHTPO/1A HaZ yCTPOMCTBOM OCTaeTcA ero 3aBoAcKoM copoc (factory reset), KOTOPbIM YHUUTOMKMT HA HEM BCE AaHHbIE.
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' [Apyrue cTpaHbl
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Puc. Fleorpadua pacnpoctpaHeHusa Android/Lockerpin.

CornacHo cratuctmke ESET LiveGrid, Hanbosbluee KONWYECETBO 3apakeHuid ycTponcTB npuxoautca Ha CLUA u
coctaBnseT 72% oT obuwero KonMyecTsa 3apaxeHuit. Takoe pacnpeseneHue 3apaxkeHnin Lockerpin no crpaHam
ABNAETCA TEHAEHUMEN, COrNACHO KOTOPOW 3/10YMbILLNEHHUKM NEPEXOAAT OT 3apaKeHUsA nosab3osBatenen B Poccun un
YKkpanHe Ha CLUA, roe oHM MOryT nosiyuymtb 60blie Npubbinn. 3n10yMblLLIEHHUKM MAcKkUpytoT Lockerpin nog,
NpUIoXKeHWe 4J1a NPOCMOTPa NOPHO.

Bonee paHHue Bepcum cemelictea Android/Locker nonyyanu npasa agMMHUCTPaTOPa YCTPOMCTBA aHaI0MMUYHO MHOMM
Apyrm TpoaHam ana Android, KOTopble MCMOb3YIOT 3TOT MEXaHU3M B KauecTBe 3aluTbl oT yaaneHua us OC. MNpu
3TOM OHM MONAratoTCA Ha NOb30BaTE /A, COMNALLIAMOLLIErOCA NOAHATb MPUBUAETUU NPUNOKEHNA [0 TAKOTO YPOBHA NpK
€ro yCTaHOBKe.

MocneaHve BepCcum BbIMOraTe1a COAE PKaT XUTPbIA MPUMEM NONYYEHMSA NP aB aAMUHUCTPATOpPa yCTpoicTBa. Lockerpin
MoKasblBaeT MOAb30BaTeNI0 CNelmanbHOe OKHO C MPOoCcbboM YCTaHOBUTL «O06HOBAEHUEY, KOTOPOE NepeKpbIBaeT
cuctemHoe okHo Android ¢ npocbboi NoATBEPAMTL NPEAOCTaBNeHUE PaCLUMPEHHbIX MPaB NPUAOMKeHU0. OKHO
BbIMOratens odopmneHo Takum obpas3om, uyTo KHonka «Continue» TOYHO cOBNagaeT C KHOMKOM «Activate»
CACTEMHOrO OKHa. Takum 06pa3om, Nosb30BaTe/lb HE MHUUMWMPYET YCTaHOBKY OBHOBAEHMWS, a NOATBEpPXA3ET
npeaocTaBaeHMEe PaclUMPEHHbIX NPaB Ha YCTPOMCTBE BPeAOHOCHOMY MPUIOXKEHMUIO.
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O% : :
FST Update patch installation 8% Update patch installatien

ctivate button in the next window
Given cperation can't be cancelled.
Additional information you can find here: Jnpacking the components

hitpc/frediube. com

NN R
F'g_.,

Update patch installation

Installation

Al B 10:47

Puc. OemoHcTpauus ncnonbsyemoro Android/Lockerpin npvema no obmaHy nonb3oBatens ANA NOATBEPMKAEHWSA

no/siyd4eHus nNpas agMMHUCTpaTopa.

Mocne ycnelwHoM yctaHOBKK B cuctemy, Android/Lockerpin AeACcTBYET Kak NOAMLIEACKMIA BbiMOraTe b, [onb30oBaTesto

oTobparkaeTca CoobLeHMEe OT «MNPaBOOXPaHMTE/bHLIX OpraHoB» € TpeboBaHMEM BbiKyna pasmepom S$500 3a

NPOCMOTP U XpaHeHMe 3anpeLLeHHbIX NopHorpaduyecknx maTe puanos.
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DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION

FBI HEADQUARTERS
WASHINGTON DC DEPARTMENT, USA

AS A RESULT OF FULL SCANNING OF YOUR DEVICE, SOME
SUSPICIOUS FILES HAVE BEEN FOUND AND YOUR
ATTENDANCE OF THE FORBIDDEN PORNOGRAPHIC SITES HAS
BEEN FIXED. FOR THIS REASON YOUR DEVICE HAS BEEN
LOCKED

INFORMATION ON YOUR LOCATION AND SNAPSHOTS
CONTAINING YOUR FACE HAVE BEEN UPLOADED ON THE FBI
CYBER CRIME DEPARTMENT'S DATACENTER

FIRST OF ALL, FAMILIARISE WITH THE POSITIONS STATED IN
SECTION “THE LEGAL BASIS OF VIOLATIONS™. ACCORDING TO
THESE POSITIONS YOUR ACTIONS BEAR CRIMINAL
CHARACTER, AND YOU ARE A CRIMINAL SUBJECT. THE
PENALTY AS A BASE MEASURE OF PUNISHMENT ON YOU
WHICH YOU ARE OBLIGED TO PAY IN A CURRENT OF THREE
CALENDAR DAYS IS IMPOSED. THE SIZE OF THE PENALTY IS

$500.00

ATTENTION! DISCONNECTION OR DISPOSAL OF THE DEVICE
OR YOUR ATTEMPTS TO UNLOCK THE DEVICE
INDEPENDENTLY WILL BE APPREHENDED AS UNAPPROVED
ACTIONS INTERFERING THE EXECUTION OF THE LAW OF THE
UNITED STATES OF AMERICA (READ SECTION 1509 -

AN M @ F @

Puc. CoobuieHune c TpeboBaHmnem Bbikyna ot Android/Lockerpin.
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Thu, 16 July

Enter PIN

Puc. 9kpaH 610KMpoBKK BbiMoraTena Android/Lockerpin Ha ckoMnpomeTMPOBaHHOM YyCTPOMCTBE.

Mo ncreyeHUto onpeaeieHHOro TalimayTa, KOTOPbIN C/ieayeT 33 0TobpakeHMEM TEKCTA BbIMOTraTe 1A NMo/b30BaTeHo,
BpeAOHOCHaA Nnporpamma meHsAeT PIN-Kog nnmyctaHaB/InMBaeT ero B cay4vae otcytcreus. 31oT PIN-Koa npeacrasnaset
3 cebs NPOM3BONBHO CreHepUpPOBAHHOE YeTbIPex3HAYHOe 3HAYEHWE, KOTOPOE HE OTCbINAeTCA Ha cepsep
310yMblWNeHHMKam. HeKkoTopble moandukaumm Lockerpin cHabkeHbl pyHKUmMet copocayctaHoBneHHoro PIN-koaa.

MexaHu3ambl camo3awmutbl Lockerpin

Kpome nonydyeHus paclMpeHHbiX MNpaB agMUMHUCTpaTopa ycTpoiictBa B cucteme, Android/Lockerpin Takke
MCNONb3yeT arpeccMBHble MeTOoAbl CaMO3alUUTbl ANA NoAAEPYKAHUA CBOETO NMPUCYTCTBUA B cucteme. [nsa aToro
BbIMOraTe/b perucTpupyet ¢yHKumMio obpatHoro Bbi3oBa (callback) gns nosBTopHOro nonyyeHus npas
aAMUHUCTPATOPA CPasy XKe Nocae NonbITKU UX yaaneHua. Npun sTom Nosb3oBaTe 1to ONATb 0TObparkaeTcA panbLuvBoOE
OKHO C 3aNpOCOM Ha YCTaHOBKY OOHOB/EHMUSA.
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On ) )
3* Update patch installation

Operation is forbidden!

System application can't be deleted.

Continue

Puc. Boimoratesib 610KMpyeT NONbITKM NO/Ib30BaTE/IA OTO3BATb Y HETO NPaBa aAMUHUCTPaTOpPA.

B KauecTBe AONONHUTENBLHOM Mepbl camo3awmThbl, Lockerpin Tak:ke NbITaeTca 3aBe pLUNTbL BCE paboTatoLLMe NPOoLEecchl
aHTUBMPYCHbIX Nporpamm B Android. 3To NnpoucxoauT B TOM C/ly4ae, KOraa noJsib3oBaTe/ib MbiTaeTcss 0TO3BaTb Y
BPEAOHOCHOrO MPUIOXKEHUS NpaBa agMUHUCTpaTopa. Lockerpin umeeT ¢yHKUMIO 3aBepLUEHMA MPOLECCOB TPEX
aHTUBUPYCHbIX Nporpamm: ESET Mobile Security, Avast n Dr.Web.

if (v26.get (v19) .processName. contains ( (| ywilyy) o com.eset
thi=.killProc (vZ6&.get (v19)) ! com.avast
this.Kickav(vl7, w26, v19);
- com.drweb

com.android.settings

Puc. Lockerpin cneunanumsmpyetca Ha ybuitcTBe 3anyLieHHbIX NPOLLECCOB.

BpeaoHocHas nporpamma He CMOXeT 3aBepLlunTb npoueccol ESET Mobile Security nau yaanutb ero u3 cuctemsl,
O[lHAKO, OHa TaK)Xe nbiTaeTca ybuTb npouecc com.android.settings B LenAx NPeAOTBPALLEHUA YyAaneHuA
BPEAOHOCHOTO NPUNOKEHMA BCTPOEHHBIM MEHEKEPOM NPUNOKEHUN.

JISUT

CeMencTBO BbiMOraTe iei, KoTopoe aHTUBMPYCHble NpoaykTbl ESET o6HapyskueatoT Kak Android/LockScreen.Jisut,
ABNAETCA AOBO/IbHO CTPAHHbBIM. B 0T/IMYME OT OCTanbHbIX BbiIMOraTeiei, KoTopble 6bl1M CO34aHbl AAA M3BAEYEHMUA
L)

pTa MO[],VICI)VIKaLI,VIﬂ MCNOJ1b3yeTCA KaK WanoCTb. Hanbonblee pacnpocTtpaHeHne OHa noay4uia
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http://virusradar.com/en/Android_LockScreen.Jisut/detail

B Kntae u, CKOpee BCero, npeacraBaifaeT us cebn pe3ynbrart pa60TbI noApoOCTKa 13 Kutaa.

BONbLWMHCTBO BbiMOraTenelt TPebyHOT BbIKYN Yepes Ty MAaTEXKHYH CUCTEMY, TPAH3AKLMIO B KOTOPOW HEBO3MOMKHO
oTcneaAnTb. 310yMbILLIEHHUKM BbIBUpPatOT Takue cuctembl Kak MoneyPak, MoneXy nnu Bitcoin. Tem He meHee, aBTopb!
Jisut B3 Ha BOOpPYKEHME MHOM MOAXO0A, KOTOPbIM He npeagnosaraeT aHOHUMHOCTU. TEKCT aKpaHa 6A10KUPOBKU
BbIMOFaTeNA COAEPHUT KOHTAKTHYIO MHGOPMAULMIO 3/10YMbIWNEHHUKA ANA KUTaMCKOM coumanbHoM cetn QQ.
CoobueHne Npu3biBaeT NO1b30BaTE/A CBA3ATLCA C3/10YMbILW/IEHHUKOM ANA NoayYe HUA cBOMX palinioB 06paTHO. Ecim
nHdopmauma B npodunax QQ BepHa, To BO3PaCT 3/10yMbILLNEHHMKOB BapbupyeTca oT 16 oo 21 roaa.

Mepsble BapmaHTbl Android/LockScreen.Jisut Hauyann noaBnaTbcA B mepsoi nonosuHe 2014 r. C Tex nop, Mbl
0bHapy»KMBanu COTHN MmoandUKaLMiA 3TOM BPeOHOCHOM NporpamMmbl, KOTopble BeayT ceba HEMHOro MHavye Man
0TOOparKatoT Pas3/IMUHbIN TEKCT BIKpaHe 610KMPOBKK, HO BCE OHM OCHOBaHbI Ha 0AHOM KoaoBoW 6a3e. Bce cemelicTBo
BbIMoraTtesiei Jisut oTanMyaeTcs oT 4pyrnux M3BeCTHbIX BbiMoratenen tuna LockScreen.

OpgHa u3 moauduKaumit Jisut cneumanusmMpyeTtca Ha CO3Z4aHWM MNOJIHOIKpPAHHOro oKHa (Activity), KoTopoe
nepeKpbIBaeTBCE OCTa/IbHbIe OKHA. PN 3TOM 3TO OKHO NPeACcTaBAseT U3 cebs YepHbI GOH, TaK YTO A4/1A MO b30BaTENA
3TO BbIFAAUT TAK, KaK BYATO yCTPOMCTBO 3a6/10KMPOBAHO MM BbIKNOYEHO. B cnyyae, eciv Noab30BaTe/b Bbi3blBAET
meHto Android ons BbIKNHOYEHUA AW Nepe3arpy3Ku yCTPOICTBA, eMy 0TObparkaeTca coobLieHMe B LYTAMBOM dopme.
HeKkoTopble moandrKaumm BbIMOraTeNA TaKKe NPOUrpPbIBatOT My3blKy M3 duabMa Psycho nssecTHoro KMHopexkmecepa
Anbdpena XMYKOKa, Bbi3blBas BUOPALMIO YCTPOCTBA B 6& CKOHEYHOM LIMKAE.

Device options

(") Power off

l_r Data network mode

Flight mode

Mute Vibrate

FHAHTEET! qq785399141

Puc. LyTnusble coobuieHua Jisut Ha KUTalCKOM: cneBa: « BbIkniounTb, Tol MepTB!», cnpaBa: « A Haaetoch Tebe Beceno!
Mpoatocep Shen Sheny.

Ewe ogHa mogndurKaums Jisut npocuT Nos1b30BaTeNsA HaXKaTb Ha KHOMKY CHAaANMCbIO: «f MAUOT» ThicAYy pa3. B ciyyae
BbIMO/IHEHUA OMNepaLyMm, BbiIMOraTe/lb He OCYLLECTBAAET HUKAKUX AeUCTBUN, NPW 3STOM cOPachiBas CHETYMK HaAXKaATUN
[0 HyNs.

er
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AW1835 &R A s W 4 18:36
3 B Q =
Connectiont My device Accounts More
Network connections
& Wi-Fi iz

l%mgm FAML

"t

% Bluetooth

84 Data usage

¥ More networks
HREE

Connect and share
NFC

AR | BIFIER !

Puc. CoobuieHue c Hagnucbto: «MoxKanyincra HaxKMUTE KHOMKY BHU3Y TbICAYY pas».

B nononHeHue K yNOMAHYTOMY Bbllle F1yNOMy NOBEAEHMIO BbIMOTFATEIA NO PO3bITPbILLY KEPTBbI, HEKOTOPbLIE ero
moaMdUKaLmMm coaepKaTt Bpe 40HOCHbIE GyHKUMK. OAHOM M3 TaKUX GYHKLUMIN ABNAETCA BO3MOXKHOCTb cMeHbl PIN-Kkoaa
AN NaponA NoNb30BaTe A aHaNorMYHO TOMY, Kak 3To caenaHo B Android/Lockerpin. Jisut moxkeT oTobpaskarb
nosb3oBaTeto U GanbluMBbIA 3KPaH OJIOKMPOBKM, KOTOPbIA UMUTUPYET NETUTUMHBIA 3KpaH 6J10KMPOBKK. ITa
nocneaHAA GYHKLMA TaKkyKe BCTpeyvanach B cemencTsax Bbimoratenen Android/Locker n Android/Koler.
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Puc. ipyrve npumepbl 3KpaHa 610KMPOBKM BbIMOTaTe A,

Mbl Habnoganu BapuaHTbl Jisut, KOTOpble TaKKe crneumanmMsnMpoBasncb Ha otnpaBke SMS-coobuleHnin ¢ URL-
CCblLK B.IEK KOHTaKTaM No/1b30BaTENS.
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Kak 3awuTtutb ycTpoiicTeo nog ynpasneHuem Android

Onanonbsoatenent mobunbHoi OC Android BaxkHO 6bITb B Kypce MHGOPMALLIMM O TOM YIpo3e, KOTOPYH NpeacTaBastoT
13 cebs BbIMOraTein, a TakKe 0 COOTBETCTBYHOLLMX NPOdUAAKTUYECKUX MepaX AN NpeaoTBpaLleHna 3apaxeHus. B
Lensax 3alwmTbl oT BpegoHocHoro MO cnepyeT M3beratb YCTaHOBKU NPUIOKEHWUIA U3 HEOdULMANbHbIX MarasvHoB,
YCTaHOBUTb y cebsl Ha ycTpoiicTBe aHTUBMpPYcHoe MO un perynsapHo o6HoBaaTb OC 1 npunoxkeHus. Kpome aTtoro,
NoNb30BaTeNIO CAeayeT peryiapHo AenaTh Pe3ePBHYIO KOMMIO BayKHbIX AaHHbIX YCTPOMCTBa.

CobntogatouimMe yKasaHHble NpaBuia NOAb30BaTeNN BPAL AWM CTONKHYTbCA C YrpO30M YCTAHOBKW BPEAOHOCHbIX
NPOrpamMmm WaM NOTEPU CBOMX AAHHbIX. [lake B TOM C/lyyae, eCc/u Mo KakMm-n1nbo npuyYnHam, YCTPOMUCTBO byaeT
3a6/10KMPOBAHO BbIMOraTeIeM, aKTyaslbHYO KOMUIO 3aMdPOBAHHbLIX AAHHbIX MOXHO BCEraa BOCCTAHOBUTb W3
pe3epBHOM Konun. Kpome 3TOro, MOXKHO BOCMOJ1b30BaTbCA C/IEAYIOLLMMMN NOE3HbIMM cnocobammu aia 60pbbbl C

HUMMN.

[Ona 60NbWKNHCTBA MPOCTbIX CEMEMCTB BbIMOraTeseld, KOTopble CneunanmM3npyoTca Ha 610KMPOBaHUM dKpaHa
no/b30BaTeNs, 3arpy3Ka yCTpoicTBa B 6€30NacHOM peskmMme ABAAETCA MPOCTbIM cnocobom yaaneHusa BpeaoHOCHOM
npuaoxeHus. MocKoNbKy 3arpy3Ka B TaKOM peskume H610KMPYeT 3anyCcK CTOPOHHMX NPUAONKEHUI, BpeaoHocHoe MO
TaKXe JIMWINTLCA BO3MOXKHOCTU CBOEro 3anycka. Cnocobbl 3arpy3ku ycTpoiicTBa B 6€30MacHOM peXkMme MOryT
OT/IMYaTbCA B PasHbIX MoAensx. B cayyae ucnosib3oBaHMA BbIMOraTesiem Npas agMUHUCTPaTopa B CUCTEME, OHU
[ONXHbI 6bITb 0TO3BaHbI Nepea yaaneHnem BpeaoHOCHOrO NPUAOKEHUA.

B Tom cnyvae, ecnn BbIMOraTesnb C NpaBaMyv agMWHWUCTPATOPA YCTPOMCTBA 3ab/IOKMPOBAA YCTPOWMCTBO C
ucrnonbsosaHnem PIN-Koga Android nam napons, cutyauma ¢ ero pasbIOKUMPOBKOM CYLLECTBEHHO YCAOMKHAETCA.
Pa3610KMpOBaTh YCTPOICTBO B TAKOM C/lydae BO3MOMKHO C MCNOJIb30BaHMEM MeHeaxKepa ycTponcTea Google Android
Device Manager ununanbtepHatusHoro pelwenna MDM (Mobile Device Management). YcTpoIiicTBa C aKTUBUPOBaHHOM
dYHKUMEN root UMELOT B TaKOM cydae 60/1blue BO3MOXKHOCTEN BOCCTAHOBEHMA. B KauecTBe KpaliHe i Mepbl MOYKHO
MCNONb30BaTb 3aBOACKOM COPOC YCTPOICTBA, KOTOPbIN YAANUT HA HEM BCE AaHHbIE.

Mpu 3apaskeHMmM BbimoraTenem c pyHKumen wmdposaHua hannos, Takum Kak Android/Simplocker, mbl pekomeHayem
MOJ/Ib30BaTe/1t0 CBA3ATLCA C TEXHUYECKOW NOAAE PPKKOW NMOCTaBLLMKA, UCMO/1b3yEMOro UM pelleHna be3onacHocTu. B
3aBUCMMOCTM OT KOHKPETHOM MognMdUKauumM BbIMOraTena, paclundpoBKa GpaitnioB MOXKET ObiTb, KaK BO3MOXKHA, TaK U
HerT.

Mbl coBeTyEM N0/1b30BATENAM HE NOMAAATbCA HA YA0UYKY 3/10YMbILLINEHHUKOB U HE N1aTUTb TPEBYEMYO CyMMY BbIKyMa
no caegyloWwmm NpMyYnHam. B To Bpems, Kak HEKOTOpble KnbepnpecTyrnHble rpynnbl BbIWAW Ha BbICOKMI YPOBEHb
npodeccMoHanmnama M AeUCTBUTENIbHO paclWndpoBbIBaOT Gainbl MNOAb30BaTENA MOCAE OnJaTbl BblKyna, TaKas
cUTyauma npoucxogmt He Bcerga. Hanpumep, aBTopbl BbiMOratesien-wmnpposanbpmkos and Android nbiTatoTen
KOMMpPOBaTb MHOTME NPUEMbl aHanormyHbix cemeincts gnsa Windows (Filecoder), npuyem genatoT 3To BeCbMa MJIOXO.
[na nonb3oBaTenia U3 3TOro BblITEKAET ABA CNEACTBUA: BO-NEPBbIX, AAXKe B C/ly4ae ONAaTbl BblKyMna, OH HEe CMOXXET
pacwndpoBatb haisbl. Bo-BTOPbIX, B HEKOTOPbIX CAyYasnx, baiibl MOXKHO byaeT pacindpoBaTts M 6€3 onaaThl BbiKymMa.

HekoTopble BapuaHTbl BbiMorateneit ana Android, KoTopble Mbl aHanU3MPOBanK, He codepKanu B cebe Koz
paclmbpoBKKN GainNoB 1 yaaneHus skpaHa 610KMPOBKM, MOSTOMY ONJaTa BbIKyMa B TAKOM C/lyHae TaKKe HUYeM He
CMO3KeT MOMOYb.

Bocnpuatue cuTyalmm 3aparkeHusa BbiMOraTesiem A1 OAHOrO MoJ/ib30BaTeNnA UAnN e KOPMNOPaTUBHOMN eanHULpbI
cBOAMUTCA K Bomnpocy Aosepua. MosKHO nu A0BepATb KMbepnpecTynHMKam U AeNCTBUTENbHO I OHW BO3BPAaTAT
YCTPOMCTBO U dainbl Ha HEM B COCTOSIHWE, NpeallecTBytollee 3apaxkeHuo? OyeBUAHO, YTO HUKTO HE MOXKET
npeaocTaBUTb TaKUX rapaHTuii. [lake B TOM ciayyae, ecnu Bbikyn 6yaeT oniaveH, a AaHHble BO3BpallleHbl, He
CYLLLeCTBYET rapaHTUiA ero NOBTOPHOM KoMnpomeTauuun. Takum o6pasom, Mas Ha NoBoAy Y 3/10yMblLLIIEHHUKOB KepTea
nm OYKeHHY0 KnbepnpecTtynHuKaMmm Urpy, B KOTOPYIO BCE PaBHO NMPourpaer.
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KaKk y»e ynomuHanoch Bbiwe, cobaogeHme npodpuaakTMUeckMx Mmep Ha ocHose 6a30Bbix npasua 6e3onacHocTy,
KOTOpbIE 3aK1HYalTCA B MCMO/Ab30BaHUM OBHOB/IEHHOIO aHTMBMPYCHOro M npoyero MO Ha Android, a Takke
pe3epBHOE KOMMPOBaHWE [MAaHHbIX ABAAETCA Haunydwen mepont 6esonacHocTU. MOCKOAbKY B 3TUX MpasBuiax
6e30MacHOCTN HET HUYETO C/IOXKHOTO, Mbl HE BUAMM MPUUUH, MO KOTOPbIM UX MOXHO HE BbIMO/HATD.
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