ESET NOD32
AHTUBUNPYC

Bbicmpoe U HadexHoe pelueHue
045 6a30800 3auiumsl KOMNblomMepa

®
WCCNEAYN. OTKPbIBA. OBLLANCA




ESET NOD32
AHTUBUNPYC

BblCTpOe 1 HafeXXHOoe peLueHune ans
6a30BOW 3aLLMTbI KOMMbIOTEPA OT BCEX
BW/,0B BMPYCHbIX YrpO3 1 aTak Xakepos C
OMNTUMaJIbHbIM COYeTaHneM 3PPeKTUBHOMN
33Tl U MUHUMAJTbHBIM BAVSIHUEM Ha
NMpOV3BOANTE/IbHOCTb KOMMNbtoTepa. ESET
NOD32 AHTUBMPYC BK/IIOHAET MepeoBbie
TexHonormm 6e3onacHoOCTu, B TOM Yucse
HoBbIn CkaHep UEFI, n obecneynsaet
BbICOKYHO CKOPOCTb paboTbl KOMMbIOTEPA
[la>Ke BO BpeMS Urp 1 NpocMoTpa GU/IbMOB.
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Q) OcraBaitTecb Ha 6e30nacHOM CTOPOHE UHTEepHeTa

[loBepbTe 3aWnTy KoMMbtoTepa TexHonornam ESET NOD32, nposepeHHbIM 110 MUAIMOHAMM NMoJib30BaTes1en no Bcemy Mupy. ESET NOD32 AHTUBMPYC
0BHapYXXMBAET 1 yCTPaHAEeT BCe BUAbI YrpO3, BK/KOYASA BUPYChl, NPOrpaMMbl-BbIMOraTe v, YepBu 1 WNMOHCKME NporpaMMbl. OH 3aLLMLLAET OT BPeAOHOCHOMO
MO, ncnonb3ytoLero ys3BUMOCTM B MONYASPHbIX MPUIOXKEHUSX, 610KMPYeT LeneBble aTaky 1 3KCAI0MTLL. B TO »ke BpeMsa GyHKLMA 3aLLMTbl OT GULLMHIA
obeperaeT OT MOLIEHHNYECKNX CAaUTOB, KPAAYLLMUX INYHbIE AaHHbIE, TakMe KaK IOrMHbI U Naposiv Uav faHHble 6aHKOBCKMX KapT.

AHTUBUPYC U AHTULLNNOH

ObecneynBaloT NPOAKTUBHYIO 3aLLMTY OT BCEX TUMOB BPeLOHOCHBIX MPOrpaMM v NpeAoTBPALLAIOT PacrpocTpaHeHne
BMPYCOB C Ballero KomnbtoTepa Ha MK Apyrvx nosb3oBatenem.

AHTUGUWINHT

3aWMLLAET INYHbIE AAHHbIE (TOMMHBI U NApOW, AaHHbIE 6AHKOBCKMX KApT 1 ApP.) OT NMOMbITOK XMLEHNS Yepe3
noAAenbHble CarTbl, MACKMPYIOLLMECS NOA HACTOALLME.

3awmTa oT 3KCN/I0UTOB

BAIOKMpYeT atakm BpefloHOCHbIX MPOrpamm, MCMO/b3YIOLMX YA3BMMOCTW B MOMYAAPHBIX MPOrpamMmax 1 MpuiosKeHmsx,
yCTpaHseT 6/10KMPOBLUMKM 3KPaHA 1 TPOSHbI-BbIMOraTesu.
3awmiaeT ot atak Ha Be6-6pay3epsbl, PDF-pefakTopbl, No4ToBble KaneHTbl, Microsoft Office 1 Java.

PacwmpeHHoe ckaHupoBaHue
namaTu

Mo3BonsieT 06e3BpexmBaTh 3allnbpoBaHHbIE BPeAOHOCHbIE MPOrPaMMbl, KOTOPbIE YCTaHAB/IMBAKOTCA HA KOMMblOTEP
CKPbITO OT MO/Ib30BaTENS.

O6na4yHoe ckaHUpoBaHue

YCKopsieT NpoLecc CKaHMPOBAHWS 3a CHET UCMO/b30BaHMS Henbix CMCKOB 6e30macHbIX GannoB 13 penyTauMoHHON
6a3bl AaHHbIX ESET LiveGrid.

Mo3BoNseT BOBpeMSA OCTAHOBUTL AENCTBUA HEM3BECTHOM BPEAOHOCHOM NMPOrpamMMbl, OCHOBbLIBAACh

Ha NOA03pUTENIbHOM NMOBEeAEHUN N HANNYUKM AaHHbIX O Hel B ESET LiveGrid.

CkaHuMpoBaHue npu 3arpyske
daiinos

YMeHbLuaeT obLiee BpeMst CKaH1POBaHWS MyTeM NPOBEPKYM OnpeseieHHbIX TUMoB Gpaiios (HanpumMep, apXvBoB)
BO BPeMsl VX 3arpy3Ku.

CKaHUpOBaHME B MOMEHT
npocTos cucTeMbl

MpoBOAWT NOIHOE CKAHMPOBAaHVE KOMMbIOTEPA, KOrAa OH He UCMO/b3yeTCs.
MomoraeT 06Hapy>KWTb NMOTEHLIMA/IBHO HEAKTUBHBIE YrPO3bl MPeXAe, YeM OHU MPUYUHAT Bpes,.

KoHTponb ycTpoiicTs

MpefoTepallaeT NoMbITKM HeCAHKLMOHMPOBAHHOIO KOMMPOBAHWUSA AAHHbBIX HA BHeLLHee YyCTPONCTBO.
Mo3BOANSET 3aMpeTuTb AOCTYN K CbeMHbIM HocuTensam (CD, DVD, USB-dneLuku, ANCKOBbIe HAKONUTENN 1 Ap.)
Mo3sonset 6/10KMpoBaTh YCTPOMCTBA, NOAKOHaeMble Yepes Bluetooth, FireWire n nocnegosartensHble/
napannesbHble NopTbl.

Cuctema npeaoTBpaLLeHus
BTOpXeHuii (HIPS)

Mo3BonseT Npon3BecT 60/1ee TOHKYK HACTPOMKY NOBEAEHUS CUCTEMBI.
[laeT BO3MOXHOCTb 3afaTh NpaBuia 41 CUCTEMHOrO PeecTpa, akTUBHbIX NMPOLLECCOB M NPOrpamMm AJ1s MOBbILLEHUS
YPOBHS 6e30MmacHoCTy.

3awuTa oT CKpunT-atak

O6Hapy>XmMBaeT aTtaku Bpe,OHOCHbIX CKPMNTOB, KOTOPbIE MbITAIOTCA NCMOb30BaTh ya3BMMOCTM Windows PowerShell.
HaxoamT BpeOHOCHbIE CKpUMTLI Ha Javascript, atakytowme Yepes 6pay3ep. Moaaep>kmBatoTcs 6paysepsl
Mozilla Firefox, Google Chrome, Microsoft Internet Explorer n Microsoft Edge.

3awmTa oT nporpamMm-

OCyLLI,ECTBJ'IﬂeT MOHUTOPUHI NoBeAeHNA I'IpVII'IO)I(eHI/IVI M NpoLeCCoB, NbITalOLLMXCA 3aLLIVI¢pOBaTb JINYHble AaHHble

BbIMoOrareneu nosib3oBaTens Uav 3abnoKMpoBaTh K HUM LOCTY.

Moao3puTenbHble NpUNoXKeHNs BNOKUPYIOTCS MK peLleHre 0 610KMPOBKe NpeaaaraeTcs NPUHATL NOb30BaTESIO.
CkaHep UEFI 3awmiaeT oT yrpos, atakyloLmx KoMnbioTep Ha 6onee ryboKom ypoBHe — A0 3arycka onepaumoHHOM CUCTeMbl
Microsoft Windows Ha KoMMbloTepax ¢ CUCTeMHbIM nHTepdencom UEFI.



€3 Oy TUTE NOJIHYIO MOLHOCTb KOMMblOTEpa

PelueHne 06ecneymBaeT HaLexHYH0 3aLMTY U MPY 3TOM He 0Ka3biBAeT BAUAHMSA HA 6bICTPOLENCTBME CUCTEMBI. Bbl MOXETE MCMO0/1b30BaTh BCIO MOLLb
KOMMbtoTepa Ans paboTbl, UIP M NOUCKA B MHTEPHeTe. [Py UCMO/b30BAHMM HOYTOYKA Bbl MOXKETE A0r0 paboTaTh OHAAMH W HACAXKAATHCS

nrpamu, 6e3 NoAKIOHeHNN K 3NeKTPOCeTU 1 He OTB/IeKasiCb Ha BCM/IbIBAIOLLME OKHA.

Huskoe BausiHue MoAfep>KMBAeT BbICOKYHO MPOM3BOAUTEIbHOCTb KOMMbIOTEPA M XOPOLLIO paboTaeT Kak Ha HOBOM, TaK U Ha CTapoM
Ha CUCTeMHbIe pecypcbl obopyaoBaHuM.
ABTOMaTm4eckme o6HoBneHUs ESET NpUxoaaT 4acTo 1 HeboNbWMMK NOPLUMUAMK, YTOBbI He BANSATH HA CKOPOCTb
NOAKMOYEHNS K MHTEPHETY 1 He MeLlaTb Baluen paborTe.

UrpoBoii pexxum BnokupyeT BCn/bIBaKOLLME OKHA, @ 3an1aHMpoBaHHble 3aa4n 6@30MacHOCTM NEePEHOCUT Ha pYroe Bpems,
4YTOBbI COXPAHUTbL CKOPOCTb PABOThbl MPUIOXKEHUI U MHTEPHEeTa.
Mo3BoAsET 3a6biTb O Pa3ApaXKalOLLMX BCM/IbIBAIOLLMX OKHAaX BO BPEMS Nokasa npeseHTauui, npocmMoTpa GpuasMoB
1 paboTbl APYrX MOTHOIKPAHHbIX MPUIOXKEHWIA.

SKOHOMMUS pecypcoB Mpu OTK/IKOYEHUN OT 31eKTPOCETU MPOrpamMmMa aBTOMATUYECKU NepeK/ItyYaeT HOYTEYK B CMeLManbHbI PeXUM
HOyT6yKa 1 3KOHOMHO pacxofyeT CMCTeMHbIe Pecypchbl, OTKNaAbiBasi OGHOBNEHWS N pecypcoeMKme 3a4aun.

& YnpasnsiTe nMueH3MAMM Yepes nopTan

Mpwu co3paHnm 6ecnnaTHOW y4eTHOWM 3anncy Ha nopTane my.eset.com Bbl NMOAy4YUTE 0630p COCTOSAHWUSA NPUOBPETEHHBIX INLLEH3UIA 1 BalLMX YCTPOWCTB,
Ha KOTOPbIX akTMBMpoBaHa 3awmta ESET.

MeHepKep nuLeH3ni MpocmaTpuBaiTe CTaTyC akTUBALMW, YNIPABNSNTE NPUOBPETEHHBIMU INLLEH3UAMM U NPUBA3bIBANTE YCTAHOB/IEHHbIE
nporpammbl ESET Ha pasHbiX yCTPOMCTBAX HA MPOCTOM B UCMO/b30BAHUM e1HOM NopTase my.eset.com.

[ ]
W YcTaHOBUTDb 1 3a6bITb UM UCMO/1b30BaTb BCE BO3MOXXHOCTU
nporpamMmbl — pewaTb Bam

ESET NOD32 AHTUBMPYC OTAMHAET yA06Has HaBMraLms 1 COBPeMeHHbIV An3anH. Mocne yCTaHOBKM NporpaMma MMeeT BCe pekoMeH/yeMble HAaCTPONKK
3aLLMTBI U pacnmncaHne CKaHMPOBAHWS, KOTOPble MOXKHO JIerKO MOMEHSTb. [MaBHbIV 3KpaH NporpaMMbl MO3BO/SET BCeraa ObITb B Kypce COCTOSHMSA
3aLLMTbl KOMMbIOTEPA M BO3MOXHbIX Npo6aemM 6e30nacHOCTU. HenpepbiBHOW 3alluTe CrnocobCTByeT paboTa aHTUBMPYCa B GOHOBOM pexume.

ESET NOD32 AHTVBMPYC 06paLlaeTcs K Bam TOJIbKO TOT/a, KOrAa Ballle BMeLLaTesIbCTBO AeNCTBUTEIbHO HEOBXOANMO.

[eiACTBUSA B OAUH KUK MporpaMma MHTYUTUBHO MOHATHA, yA06HA B HABUraLMM 1 MO3BONAET BbICTPO HANTH BCE HEOBXOAUMOE.
OTo6paXxkaeT Tekyllee COCTOSHME 3aLLMTbl KOMMbIOTepa U Hanbosiee NonyspHble GYHKLUM B FIABHOM OKHE.

MNMpoctoe o6HOBNEHME [ns noaAepXKaHns HenpepbiBHOM 3aLLMTbl BICOKOrO K/1ACCa BCe yy4LleHUs U HoBble QYHKLMM aBTOMATUYECKM
A0 HOBbIX Bepcuin CTAHOBATCA LOCTYMHbI B NPOAYKTE.
T'MbKune HacTpomKm MpesnaraeT paclimpeHHble HACTPOMKI 6830MacHOCTU, KOTOPble MOXHO MeHSATb B COOTBETCTBUM C NOTPEBHOCTAMM

nosnb3oBaTesns. MOXHO BbI6paTh Hy>XHble 06/1aCTU CKAHUPOBAHWS, YCTAaHOBUTb yA06HOe BpeMs CKaHMPOBAHWS, pasmep
$annos 1 apxnBoB 415 NPOBEPKMN U Ap.

ESET Sysinspector MPOABUHYTBIA MHCTPYMEHT ANArHOCTUKM A1 GUKCALMM KPUTUHECKOW CUCTEMHON MHbOPMAaLMK A1S yCTpaHeHUs
LUMPOKOrO Cr1cka BOMpOCoB 6e30MacHOCT 1 COBMECTUMOCTY.
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