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1 Introduction

Dear user,

We are glad that you have chosen the Safetica software for protecting your company. In this
Manual you will find a step-by-step guide taking you through the whole installation process for all
supported network environments. Should you encounter a problem during installation, first consult
the complete documentation of Safetica. If, after that, you still have not reached a solution, contact
technical support at http://www.safetica.com/support.

Safetica brings a completely new approach to internal security. It is the first security solution which
combines real prevention with actual protection against internal threats. By monitoring users it re-
veals their risk behavior, and by blocking unsolicited actions and protection against data leakage
(DLP) it protects the company from the consequences of undesirable activities by employees. No
other software can protect a company against all major internal threats in such an all-encom-
passing manner.

For successful installation of the product, we recommend that you read the complete documenta-
tion for Safetica. Here you can find detailed information ranging from initial deployment on the com-
pany network to examples of usage, evaluation of output and how to solve the most frequent prob-
lems.

To quickly master basic practices and usage, use the Safetica quick guide.
Thank you,

Safetica Technologies team, producer of Safetica

2 About safetica

Every day your company can be damaged by its own employees. They may only pretend to be
working, misuse company resources, or steal and lose sensitive data. Safetica security software is
the only application in the world that protects your company against all the major failures of your
staff: sensitive data leaks, financial losses, and damage to your company reputation. At the same
time, it alerts you to potentially dangerous behavior among your staff long before their conduct
threatens your company.

Safetica modules

‘@ Auditor

Detect potentially dangerous employee behavior right from the moment it starts. Monitor employee
working activity and detect who is trying to damage your company.

v DLP

Prevent your employees from misusing the data they are granted access to, and protect sensitive
company information against unauthorized persons.

&? Supervisor

Obtain control over employees’ working activity. Eliminate undesirable behavior and thus increase
employee productivity.



2.1 Architecture

The Safetica product is based on a client — server architecture. On end workstations, the Safetica
client runs communicating with the server. Together with the client, the downloader agent runs on
workstations, which is designed to install, update and manage other client components. To man-
age, set up, and display the obtained data, the console or WebSafetica is used. Data obtained from
individual end workstations are stored on a database server. The database also stores the settings
for all Safetica components.

Each of the following parts can be installed on a separate computer.

Server

The Safetica server runs as a service on a dedicated server, provides connection between the
database and other Safetica components and enables their remote management.

Recommended hardware and software requirements

Quad-core processor 2.4 GHz, 2 GB RAM, 3 GB disk space. Supported operating systems are Mi-
crosoft Windows Server 2008 R2 or later.

Note: Only a single server instance can be installed on one computer.

Console

The console is used to set up and manage clients and downloader agents on end computers and
for server services (of the server) and databases; it's also used to set up all Safetica functions on
endpoint stations. It also displays the output of acquired data, statistics and graphs. It can run any-
where provided there is a connection to the managed server.

Recommended hardware and software requirements

Dual-core processor, 2 GB RAM, 2 GB of disk space. Supported operating systems are Microsoft
Windows 7 32-bit and 64-bit and newer versions of the Windows operating system.

WebSafetica

WebSafetica is a web console for managing Safetica and displaying records obtained from end-
point stations.

Help for its use and deployment is available online at http:/go.safetica.com/kb/en.

Downloader Agent

The Downloader client is a Safetica component used to manage the Safetica client on end com-
puters. It allows remote installation, updating and other management tasks.

Recommended hardware and software requirements

The same as the requirements of the console.

Client

The client provides all the security and monitoring functions of Safetica at endpoint stations. It con-
sists of the following main parts:

e Client service — is always launched at system startup and provides monitoring, enforces the
security policy and facilitates communication with the database and server. The client service
manages the operation of the Auditor, DLP and Supervisor modules on the endpoint stations.

During the installation of the client, the Downloader Agent component will be installed automatically


http://go.safetica.com/kb/en

unless it has been installed previously.
Note: The minimum supported version of the Safetica client is 6.8.
Recommended hardware and software requirements

The same as the requirements of the console.

Database

The database is used to save the settings and records received from all Safetica components.
Each server needs three dedicated databases to store logs, settings and categories of applica-
tions, sites and extensions. To save the databases, Microsoft SQL Server 2008 32-bit and 64-bit
and higher versions, including Express editions (www.microsoft.com) can be used. WebSafetica is
available only for MS SQL 2012 and higher, including Express editions

Note: For hardware and software requirements of the database servers mentioned above, please
visit the website of the manufacturer.

3 Installation

Safetica is installed using a universal installer that includes all necessary components. Once you
run it, you can chose one of the two installation methods:

e Automatic installation (Safetica installation) — automatically installs all components on a com-
puter.

e Manual installation (Expert installation and extraction of components) — manual installation of
individual Safetica components.

Choose one of them and continue in the installation.Enter topic text here.

3.1 Automatic installation

After launching the installer, you can choose from two options: Automatic or Manual installation.
This guide will only describe the Automatic installation which installs the server component, admin-
istrative consoles including WebSafetica, IIS web server and Microsoft SQL Server Express data-
base server on the current computer. Clients are installed during the first launch of Safetica after in-
stallation. Make sure the computer has enough computing power to handle operation of the data-
base, server and also WebSafetica. The recommended configuration is a quad-core processor,

8 GB RAM, 100 GB free disk space. This installation is intended exclusively for testing or for a smal-
ler number of Safetica clients installed on end computers.

If you want to adjust the installation parameters or perform the installation for more clients, we re-
commend choosing the Manual installation. Its description is available in the full manual which you
can open in the installer under Manual installation -> Documentation -> Complete manual.

After launching the Safetica installer, proceed as follows:
1. Click on Automatic installation and confirm the licence agreement
2. The next step displays the hardware requirements. Read them and continue.

3. Enter a strong password for the default administrator account safetica. Confirm the licence
conditions of the SQL server and start the installation by clicking Install.

Note: WebSafetica uses the Microsoft [IS web server and is available on ports 80 and 443.
Make sure that there is no application running on the computer that would block ports 80 and

443, or configure different 1S ports after installation.


http://www.microsoft.com/

3.2

Please
1.
2.

o g &~ w

Manual installation
follow this procedure for Safetica deployment:

Before installation please check whether your network fulfils the deployment conditions.

Install the server on selected computers. During installation, choose which database will be
used by server for storing data.

Install the console or WebSafetica on the PC from which you want to manage Safetica.

Using console, connect to the server and perform initial Safetica configuration.

Install downloader agent on the end workstations.

Use console to install the client on the end workstations (client installation via console is
only possible on computers with the downloader agent installed).

After deploying all components and checking if everything has been correctly installed, you can
start working with Safetica.

In the c

3.21

hapters below you can find a more detailed description of each deployment step.

Before installation

Take the following steps before installation:

1.

2.

(0]

Check whether the hardware and software requirements of all three Safetica components
are met.

Analyze your corporate network:

Decide on what PCs you are going to install the server in your environment. When making
the decision, take the following into account:

= The PC with Safetica server must be able to connect to the SQL server on which the
main databases will be stored.

= Depending on the number of SECs connected and the database server type, set how
many servers you wish to install in your environment. The number of SECs that can
connect to one server is limited by the SQL database which the server uses for storing
data — see below.

Decide on what PCs you are going to install the console in your network. The PC with con-
sole must be able to connect to all servers you wish to administer by using the administra-
tion console.

Decide on what PCs you are going to install the downloader agent in your network.

= The PC with downloader agent must be able to connect to some server in your environ-
ment.

Decide on what PCs you are going to install the Safetica client in your network. When mak-
ing the decision, take the following into account:

= For every Safetica client, decide what server it will be connected to. Not every PC will be
connected to all PCs with server.

= The PC with client must be able to connect to some server in your environment.

Select and designate SQL servers on which the central databases of the individual server
will be stored. When making the decision, take the following into account:

= Every server needs three designated databases on the SQL server: one for settings,
one for records and one for the category database.



3. Before installing the various Safetica components (server, console, client), ensure they will
not be blocked by a firewall or antivirus software.

0 Add exceptions for incoming connections to the process STAService.exe and the following
ports on the PCs on which the server will be installed:

= 4438 (communication client -> server, database).
= 4441, 4442 (communication console -> server).

0 Add exceptions for the process STAConsole.exe on the PCs on which you will install the
console.

0 Set exceptions for the following processes on the PCs on which you will install the client:
STCService.exe, STUserApp.exe, Safetica.exe, outgoing and incoming connections.

0 Set exceptions for port 1433 (default port for database connection) on the PCs on which
you will install the databases.

= 1443 (communication client, server -> database).
4. Download the universal installer with the latest Safetica release.

o0 The universal installer contains all components necessary for installation.

3.2.2 Installing server
Safetica server ensures that all Safetica clients, the console and the databases are interconnected.
To perform the installation, proceed as follows:

1. Launch the universal installer that you have downloaded. After selecting your language, and
agreeing to the license terms, go to Installation > Safetica Management Service.

B Safetica Setup - *

Installation

Mecessary files for instalation. @

Safetica Management Service
SMS The server component. Indudes the dient installers. The installer
extraction can take few minutes,

Safetica Management Console, Safetica Web Console
SMC wEE| | The management console for setting servers, dients and agents and
for displaying records.

Safetica Agent
. 5A The endpoint component used for Safetica Endpoint Client remote
Alh management (nstallation, deactivation, support).
o Safetica Endpoint Client
Py Y Optional: The endpoint component. Note: Endpoints are installed
32hit E4bit | via Safetica Management Consale.
--- Safetica ---

2. Here you several options:
0 Run the installation directly from the universal installer by clicking on Run Installer.
o0 Extract only the server installer, which you can then use separately for later installation.

Note: In the third part Tools and Components you will find components essential for cor-
rect installation of the client or Microsoft SQL Server 2012 SP2 Express. If you are going
to install Microsoft SQL Server 2012 SP2 Express from this installer, make sure you
have installed the Microsoft Installer 4.5 component. If this component is not installed, in-
stall it now.

3. After running the installer (either from the universal installer or from the extracted one), se-



lect your language once again and accept the license terms. Select the installation folder.
4. Select the Installation Folder.

5. This is followed by an important step of configuring Microsoft SQL Server where the in-
stalled server will store its databases.

6. Furthermore, please specify:

o0 Enable automatic definition update — by selecting this option you allow console to automat-
ically install the updates of definitions (if Internet and database connections are available).
The updating process may increase the workload of the SQL Server. This setting can be
changed any time you like in Console -> Maintenance -> Update -> Definition updates.

0 Send statistics automatically — select this option to allow console to send anonymous stat-
istical information to Safetica Technologies which in turn allows us to actively solve any
problems and to improve the product. No sensitive information or security-related informa-
tion is sent. You can change this setting any time you like in Console -> Maintenance ->
Database management -> Maintenance -> Statistics sending.

It is advisable to keep both the options enabled.
7. Complete the installation. Server will install and then launch automatically.

8. Once the installation has successfully completed, verify that the STAService.exe is running
(Task Manager -> Services -> STAService — running)

9. Finally, verify that you have added exceptions to your firewall and antivirus for the STASer-
vice.exe process and that ports 4438, 4441 and 4442 are not blocked.

Note: By default, console uses ports 4441, 4442 for connecting to server and client uses port 4438.
You can change the settings to use different ports as well.

3.2.2.1 Microsoft SQL Server settings

Next, you must choose the SQL Server on which the server will store the databases. You can
choose from the following options:

a. Custom SQL Server — If choosing this option, you can use your existing Microsoft SQL Server
installation to create the database. Supported Microsoft SQL Servers are listed in the require-
ments. For a description of the configuration, continue to Configuring an Existing SQL Server.

b. New installation of SQL Server Express — If choosing this option, you will install Microsoft SQL
Server 2012 SP2 Express on your existing PC. The new server will be used for creating the
server databases. For a description of the installation, continue to Installation of New SQL
Server Express.

c. Use existing SQL Server Express — If you have an existing instance of Microsoft SQL Server
2012 SP2 Express on the PC where you are going to install server, you can choose this last
option. The existing SQL Server will be used for storing server databases. For a description of
the configuration, continue to Configuring an Existing SQL Server.




Safetica Management Service - b4

SQL server selection

SOfeTICO' Selecting the SQL server, with which will SMS communicate

Choose with which SQL server will Safetica Management Service communicate:

Custom SQL server

Uses a 50L server of your choice {on this or on a different computer, of a
different edition, etc.), minimal required version of Microsaft SQL Server is
2008,

New installation of SQL Server Express
Installs a new instance of Microsoft SQL Server 2012 SP2 Express on this

L&" computer,
T

Use existing SQL Server Express
Uses existing instance of SQL server Express from this computer, minimal
required version of Microsoft SQL Server is 2008 R2 Express,

--- Safetica ---

< Back Cancel

Configuring an Existing SQL server

If you choose your own SQL server during Safetica server installation, you need to check first if this
server is correctly set for storing databases.

e Check whether SQL Server authentication is set to mixed mode — SQL Server authentication
and Windows authentication (Microsoft SQL Server Management Studio -> Server settings -
> Security -> SQL Server and Windows Authentication mode).

e The SQL server must be available in the network via the TCP/IP protocol (SQL Server Con-
figuration Manager -> SQL Server Network Configuration -> TCP/IP Enabled).

e Auser with administration rights (sysadmin) must be created in the SQL server. Apply this
user when entering the data.

If you have no SQL server installed, follow the instructions and go to Installation of User's Own SQL
Server.

If you have the SQL Server installed and it meets all criteria set the opening section, you can begin
the configuration:

1. First complete the following:

o IP or address — enter the IP address or SQL Server name here. The SQL server must be
available via this address or name both for newly installed server and for Safetica clients
that will connect via this server. When filling this in, you can specify the SQL Server in-
stance (e.g. 192.168.100.1\InstanceName). If entering a plain IP address or name, the de-
fault SQL server instance will be applied.

o0 User name — enter the name of the user for the SQL server. The user must have adminis-
tration rights (sysadmin). The user will be applied for creating and connecting to all three
databases that will be automatically created on the SQL server after server installation.

0 Password — SQL server user name.

o Database name prefix — adds a prefix in front of the database name. For instance, when
using the db prefix, the resulting database names will be db_main, db_log and db_cat-

egory.
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Safetica Management Service = *

. . Connection settings
9 SOfefl cQ SQL Server connection data

Following data can be stored to local registry for SMS to connect to SQL database. If you
used steps for new or existing SQL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to SQL database by SMS
and all of its dients. Optionally you can set prefix for database names, which will be used by
Safetica Management Service. For default prefix 'safetica’ the names would be
safetica_main, safetica_data and safetica_category.

IP or address: | SERVERDZ|

User name: | safetica

EEEEEEEETEEE
Password:

Database name prefoc | safetica

Skip ===

--- Safetica ---

2. Click Verify and save.

3. Click Next, continue and finish server installation. After completing the server installation,
three databases will be created on the SQL server:

o safetica_main — used for storing and sharing settings between server and client.
o safetica_data — used for storing data recorded from clients.
o safetica_category — used for storing applications, websites and appendices categories.

Note: You can later change the connection to the server via the console in the Server settings sec-
tion. The configuration of this connection is described in the section server settings.

3.2.2.1.1.1 Microsoft SQL Server installation

If you don't have SQL Server installed proceed as follows when installing new SQL Server:

1. Install MS SQL on your server from the following components.

W SQL Server 2008 Setup

-0l x|
Feature Selection
Select the Express with Advanced Services features to install. For clustered installatons, only Detabase Engine Services and Analysis
Services can be clistered.
Setup Support Rules Descripton
Feature Selection Tncludes Management Studio support for
Instance Configuration the Database Engine and 5L Server
Express, SQL Server command Ine ity
(5QLCHD), and the 5QL Server Poershel
provider.
Ready to Instal
Installaton Progress
Complete
Selectall | unselect &l
[eieroa Qservert

<iack | met> | concl | mep |
4

2. Set up Mixed mode authentication in the relevant installation step.

11



Database Engine Configuration

Speciy Database Engine authentication security mode, administrators and data drectories.

Setup Support Rules
Feature Selection
Instance Configuration

Server Configuration

Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Instalation Progress

Complete.

Account Provisioning @ | Data Directores | FiLEsTREAM

Specky the nd ad for the

€ windows authentication mode:

 Mixed Mode (SQL Server authentication and Windows authentication)

Bult-n SQL Server account

Enter password:  [seveseeses

Confirm password; [seseessess

Specify SQL Server adminitrators
QL Server admrstrators
have unrestricted access to
the Database Engine.

Remave

R I = |
4

Fle Action View Help

Configuration Manager tool

TCP/IP Properties

Make sure that you have the MS SQL server set to listen, for example, on port 1433. You
can do this using the Sql Server

x|

BRI

Protocol Neme Status.

Y sharedMemory  Enabled o
¥ Nemed Pipes Disabled 192.168.0.2
YRR Enabled 0
Tvia Disabled

ves

No
127.0.0.1
0

1433

Active
Indicates whether the selected [P Address s active,

ok | cancel Aoy

b |

Create a new MS SQL user with sufficient rights to create databases using the Sql Server
Management Studio tool. Select the authentication type in the setup as SQL Server authen-
tication and enter a new password.

B Microsoft SQL Server Management Studio

Fie Edt Vew Debug Tooks Window Community Help

i Newquery | [y | 2 i {5 | Oy |5 I B | ) o

Comect~- ) W m T 3 F
5 b localhost (SQL Server 10.50. 1600 - PRODUCTION
) [ Databases
[® [ System Databases
@ [ Database Snapshots
151
1 s2
1383
B [ Security

= [ e

Filter

Start Powershell

Reports

[ server Roles
[ credentials

& Securables

27 Status

" Windows authentication
4 SQL Server athertication

=lolx
[ setectapase 8 5 Sent ~ [y Hep
= Login niame: =y Gearch

Password.

Corfim password:
I=| Specify oldipasswor

Old passw

¥ Enforce password policy
¥ Enforce password expiration
¥ User must change password at next login

C Meppedtocethicats [

Ll

 Mappedto ssymmetic key |

™ Map to Credertial [

5 Seript. ~ [ Help

14
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Server role is used to grant serverwids secuty prvileges to a User.

Server roles:

Installing a new SQL Server Expr

If you do not own any SQL Server, you can install Microsoft SQL Server 2012 SP2 Express from
this installer.

(] bulkadmin
dbcreator

] setupadmin
(] sysadmin

ess

Note: The Express edition comes with the following restrictions:

12

The connection of server to these databases is set via console in section Server settings.



e |t uses only one processor.
e |t uses maximum 1 GB of RAM.
e The maximum database size is 10 GB.

Due to these restrictions to the Express edition of the SQL Server, the ideal number of SECs
connected to server with this SQL server is 50, with a maximum of 70.

In the configuration of the new SQL Server the following settings are entered by default:
e The SQL server instance name is MSSQLSERVER.

e The default password for the user "sa" is set to "safetica". The "sa" user will be applied for
access to all three databases.

Note: If the group policy (local or domain policy) defines a certain password complexity, then a
password must be entered for SQL installation that corresponds to the policy set.

Safetica Management Service - x

. SQL Server Express installation
.
9 SOfeh cQ Selecting parameters of the Microsoft SQL Server 2012 5P2
Express

Selecting parameters of the new instance of Microsoft SQL Server 2012 SP2 Express. Please
enter a name for new SQL instance and password for SQL administrator account 'sa’, Default
values for Instance name is 'M55QLSERVER' and 'safetica’ for sa account password.

Use default values

Instance name: [MSSOLSERVER

gggggggggggg

1 agree with Microsoft SQL Server 2012 5P2 Express licence terms
SQL Server 2012 SP2 Express EM.rtf

- Safetica -

After clicking the Use default values button, you can change the data shown above. For security
reasons, we recommend using a different name for the user "sa".

After accepting the License Terms of Microsoft SQL Server 2012 SP2 Express, you can click Next
to launch the SQL server installation.

After completion of SQL Server Express installation, click Next and enter the SQL server user
name and password for the server that will be used for database access. The default user is safet-
ica with password safetica. For security reasons, we recommend changing the default user pass-
word safetica.

Safetica Management Service o x

. SQL server configuration
'
S'Ofehco Sets parameters for the selected SQL server

The selected SQL server will be configured by dicking the Next button. TCP connection and
SQL authentication will be allowed and firewall will be configured to allow SQL server
applications. Then will be added the SQL account, which will SMS use to connect to database.
Only an SGQL server on this computer can be configured and only by a user with appropriate
privileges.

User name: | safetical |

Password: | EEEEEEEEEEEE |

Repeat password: | P —— |

Skip =5

- Safetica —-

13



Click Next.

When SQL server configuration has been completed, click Next and confirm the settings for SQL
server connection in the following dialog by clicking Verify and save. Click Next.

Safetica Management Service T *

Connection settings

SOfehCO' SQL Server connection data

Following data can be stored to local registry for SMS to connect to SQL database. If you
used steps for new or existing QL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to SQL database by SMS
and all of its dients. Optionally you can set prefix for database names, which will be used by
Safetica Management Service. For default prefix 'safetica’ the names would be
safetica_main, safetica_data and safetica_category.

IP or address: | SERVER02|

User name: | safetica

D N D
Password:

Database name prefoc | safetica

Skip ==>

--—- Safetica —

Continue and finish server installation. After successful completion of the server installation, three
databases will be created on the SQL server:

e safetica_main — used for storing and sharing settings between server and client.
e safetica_data — used for storing data recorded from clients.
e safetica_category — used for storing applications, websites and appendices categories.

Note: You can later change the connection to the server via the console in the Server settings sec-
tion.

Configuring existing SQL Server Express

If you have Microsoft SQL Server 2012 SP2 Express already installed on the PC where you are in-
stalling the server, you can use it for creating the databases. The installer will automatically re-con-
figure the existing SQL server installation on that PC. Server will automatically connect to this in-
stance and create the respective databases after installation.

Note: The Express edition comes with the following restrictions:
e It uses only one processor.

e |t uses maximum 1 GB of RAM.

e The maximum database size is 10 GB.

Due to these restrictions to the Express edition of the SQL Server, the ideal number of clients
connected to server with this SQL server is 50, with a maximum of 70.

In the first dialog enter the SQL server user name and password for the server that will be used for
database access. The default user is safetica with password safetica. For security reasons, we re-
commend changing the default user password safetica.

14



Safetica Management Service i *

SQL server configuration

SOfehCO ' Sets parameters for the selected SQL server

The selected SQL server will be configured by dicking the Mext button, TCP connection and
S0L authentication will be allowed and firewall will be configured to allow SQL server
applications. Then will be added the SQL account, which will SMS use to connect to database.
Only an SQL server on this computer can be configured and only by a user with appropriate
privileges.

User name: | safetical |

Password: | TEETELEEEXEE |

Repeat password: | EEEEEEEEEEEE |

Skip =>>

--- Safetica ---

Click Next.

When SQL server configuration has been completed, click Next and confirm the settings for SQL
server connection in the following dialog by clicking Verify and save. Click Next.

Safetica Management Service i b4

. Connection settings
.
9 S’OfEhCO SOL Server connection data

Following data can be stored to local registry for SMS to connect to SQL database. If you
used steps for new or existing QL installation, some of the fields will be filed. Change or
choose the server address to such, that can be used to connect to SQL database by SMS
and all of its dients. Optionally you can set prefix for database names, which will be used by
Safetica Management Service. For default prefix ‘safetica’ the names would be
safetica_main, safetica_data and safetica_category.

1P or address: | SERVER02|

User name: | safetica

I
Password:

Database name prefioc | safetica

Skip ===

--- Safetica -—-

Continue and finish server installation. After successful completion of the server configuration,
three databases will be created on the SQL server:

e safetica_main — used for storing and sharing settings between server and client.
e safetica data — used for storing data recorded from clients.
e safetica_category — used for storing applications, websites and appendices categories.

Note: You can later change the connection to the server via the console in the Server settings sec-
tion.

3.2.3 Installing console

The console is the central point for managing the software. It is used for setting up and managing
both clients and servers as well as for database management, and of course for the management
of Safetica modules. The console also shows statistics, charts, and monitoring outputs. By using
the console, you can manage multiple instances of Safetica servers. All you need is a console run-
ning on any computer that can access the managed server. Neither the number of console installa-
tions nor the number of its users is limited by the license.

Proceed with the installations as follows:

15



1. Launch the universal installer that you have previously downloaded. After selecting your lan-
guage and agreeing to the license terms, go to Installation -> Safetica Manahement Con-
sole.

2. Here you several options:
0 Run the setup directly from the universal installer by clicking on the Run installer button.
o0 Extract only the console installer, which you can then use separately for later installation.

Note: In the third part Tools and Components are components that are necessary for
proper function of Safetica Enpoind Client or Microsoft SQL Server 2012 SP2 Express.
If you will be installing Microsoft SQL Server 2012 SP2 Express.

3. After running the installer (either from the universal installer or from the extracted one), se-
lect your language once again and accept the license terms. Select the installation folder
and complete the installation.

4. Finally, verify that you have added exceptions to your firewall and antivirus for the STACon-
sole.exe process.

3.2.4 Initial configuration

After successfully installing the console and server, the whole system must be set up properly, be-
fore starting installing the downloader agent and client on end computers. All administration and
settings are carried out via the console.

Overview of main configuration steps:

1. Start the console. In the dialogue box, enter the service account credentials to log on to the
server. The service account username is safetica and the default password is S@fet-
ic@2004. In the advanced settings, enter the address or name of the server with the in-
stalled server. Use the default port 4441 for the console logon to the server Finally, press
OK to confirm.

Safetica 7

Enter the credentials te log in to a Safetica Management Service, Vou can
change the server to connect to in Advanced section.

User name: | safetica
User's password: | ssssssssssss S

» ADVANCED

Here you can choose the server to connect to from the list. If it is not
listed there, you can enter its address manually.

Choose server: PC-DOE] 7

Port: | 4441

2. Then the wizard for initial configuration is opened in Safetica. The setting of the Safetica
server and SMTP server for sending e-mails is done during installation. If all goes well, the
wizard opens in item three. Set the new Safetica service account password for logging into
the Safetica console. Click on Continue.

Note: The service account has full authorisation for all Safetica functions and settings.
Keep the login credentials for this account in a safe place. If you want to provide others
with the access to Safetica, create a new account for them in the tab Maintenance ->
Access management -> Add account.
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DASHBOARD ALERTS REPORTS WEBSAFETICA AUDITOR DLp SUPERVISOR MAINTENANCE PROFILE HELP
= N
+ v o
& PC-DOE
1/ SERVER DEPLOYMENT
\ 2/ OUTGOING (SMTP) MAIL SERVER
EY 3/ ADMINISTRATOR PASSWORD A

Please set the password for ‘safetica’ account. This is the administrator account, Keep the credentials safe. If you want to give access to
somebedy else, use the Maintenance > Access Management view to create new account,

New Password

Repest password: | yg,

v 4/ ACTIVE DIRECTORY

v 5/ ENDPOINTS CONNECTION

W 6/ LICENSE

v 7/ CONGRATULATIONS!

3. You can import your corporate structure to Safetica from your corporate Active Directory.
This is only possible if the computer with Safetica server is in the domain. If you do not
make of use of this option, the new connected clients will be put in Unknown group. You can
perform import from Active Directory later in Profile-> Server settings in Database connec-
tion setting section.

‘S) Safetica 7 - o
|-
E A X [ 0 v ¢ g & 0
DASHBOARD ~ ALERTS REPORTS ~ WEBSAFETICA AUDITOR DLP SUPERVISOR ~ MAINTENANCE  PROFILE HELP
» I
s v o
=& |PC-DOE

v 1/ SERVER DEPLOYMENT

&

v 2/ OUTGOING (SMTP) MAIL SERVER

&

v 3/ ADMINISTRATOR PASSWORD

&3]

A\ 4/ ACTIVE DIRECTORY

<

If you use Active Directory, you can impert its structure, If you don't use this option, all the newly connected stations will be added to the
Unknown group. You can import Active Directory structure later using the Server settings view.

v 5/ ENDPOINTS CONNECTION

v 6/ LICENSE

v 7/ CONGRATULATIONS!

4. This step will help you install a downloader agent on endpoints, so that they can be connec-
ted to Safetica. After clicking on Get Agent package, an installation file of the downloader
agent is generated that you can install at workstations. The agent installation can be done in
two ways:

o Remote (batch) installation

o Manual installation

After installation of downloader agents you can automatically install and activate Safetica cli-
ents by clicking Automatically activate endpoints. The task of the client installation can be
managed from Console -> Maintenance -> Endpoint management.
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(S Safetica 7

E A X[ L v ¥ L & 0@

DASHBOARD ALERTS REPORTS WEBSAFETICA AUDITOR DLP SUPERVISOR MAINTENANCE PROFILE HELP
+ v ¢
& PC-DOE v 3/ ADMINISTRATOR PASSWORD
v 4/ ACTIVE DIRECTORY
A 5/ ENDPOINTS CONNECTION

This step will help you to connect the endpoints. An endpoint connects to the server after the client component packsge s installed on it You can
distribute the client component package by several means (two of them are described below). If you encounter any problems, you can find help
here.

Remote installation: The package is distributed via GPO (or similar service) to the endpoint stations and installed.

Manual installation: You can distribute the package via the external drive or shared folder visible to the endpoints. Run the package on endpoints
one by one and follow the instruction shown. Tip: You can install the package even on this computer and check if it connects to the server.

Get Agent package

This section lists installation state of the endpoints. After the client component is successfully installed on endpoint, the computer needs to be
restarted. You can restatt it locally or remotely using the Restart link in the list. The link sppears when the client component installation finishes.
When the client component is successfully installed and the computer is restarted, the installation state changes to Active. You cannot proceed
until there is at least one active endpoint.

Computer State
PC-DOE Active
No licence inserted You can let the endpoints activate automatically after the installation using the button below. However, restart of the computers will still be
Go to Licence manager needed.

5. Inthis step, enter the license key in Safetica. The license key may be entered later in Main-
tenance -> License management. The functions of Safetica will not be available without the
license key.

E A X [ 0 ¥V & & & 6

DASHBOARD  ALERTS REPORTS ~ WEBSAFETICA AUDITOR DLP SUPERVISOR ~ MAINTENANCE  PROFILE HELP

ol 1 |

+ v <

& [PC-DOE
1/ SERVER DEPLOYMENT
v 2/ OUTGOING (SMTP) MAIL SERVER
v 3/ ADMINISTRATOR PASSWORD
v 4/ ACTIVE DIRECTORY
5/ ENDPOINTS CONNECTION
B 6/ LICENSE A

Enter the license number | 0000010001000 oK.

The most suitable endpoint integration level will be automatically set according to the purchased module. If you want to change it, go to

Maintenance -> Integration settings.

v 7/ CONGRATULATIONS!

Go to Licence manager

6. Inthe last step of the wizard you can either choose the preset functions of Safetica or adjust
them manually in each function.

7. Exit the wizard by clicking on Start protection!

3.2.4.1 Batch Installation of downloader agent using GPO

If you are using Active Directory, you can bulk install the downloader agent using a Group Policy. To
use the bulk installation, it is necessary to extract the relevant MSI package of the downloader agent
component from the universal package.

The installation will be described on an example of installation using the Group Policy in Windows
Server 2008 R2. Described names and some steps may vary slightly depending on the version of
the server system.

1. Start the Safetica universal installer.
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2. Go to Installation -> Safetica Agent -> Extract installer. In the installer configuration, enter
the server address and port to which the downloader agent will connect. Save the installa-
tion package on a shared disk or shared directory in the corporate network and set access
rights (read and run will be sufficient) to this folder for the desired group (probably default -
Domain Users and Domain Computers).

3. Go to Administrative Tools -> Group Policy Management.

. Remote Desktop Services
4w Active Directory Administrative Center
Q Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
[ Active Directory Sites and Services
: Active Directory Users and Computers
2 ADSI Edit
. Component Services
37; Computer Management
=} Data Sources (ODBC)

]
i, DNS
— A" 2] Event Viewer
ey
- Command Prompt - E Group Policy Management
j g: &, iSCSI Initiator
Notepad | o — X X Allows management of Group Policy across sites, domains, and
o 5, Loa eaiy oy
[ Group Policy Management (T @ performance Honitor
@ i Security Configuration Wizard
Documents Server Manager
@ Internet Explorer i =
b - & Services
= Computer —
% Local Security Policy ‘32| Share and Storage Management
s \* Storage Explorer
v’f_f - System Configuration
5
- Control Panel @ Task Scheduler
% Security Configuration Wizard @ Windows Firewall with Advanced Security
Devices and Printers (3] Windows Memary Diagnostic
E Windows PowerShell Modules
Administrative Tools » & Windows Server Backup
Help and Support
Run...
3 All Programs

I Search programs and files Log off >|

IR T

4. Right-click the organizational unit to which you want to deploy the downloader agent and se-
lect Create a GPO in this domain and link it here ...

E Group Policy Management B ;Iglil
=L File Action View Window Help |;li|i|
e Al EaiN = RN 7 s
__==_‘£ Group Policy Management

=l _ﬁ Forest: production. autolight. com
B (£ Domains

production.autolight.com
Linked Group Policy Objects |Group Palicy Inher'rtancal Dielegation |

Create a GPQ in this domain, and Link it here... Prd;ar = I SES I Ekecen I L I S5 Statusl M Fiherl

E?_J‘ Default Domain Policy  No Yes Enabled None

Link an Existing GPO...
é’r Group | Block Inheritance

H [2] Domain

- ;‘:Ih?l Group Palicy Modeling Wizard. ..
= rter
o & MNew Organizational Unit
L& Sites

se¢ Group Policy Mi Search...
¢ Group Policy Re Change Domain Controller....
Remove
Active Directory Users and Computers...

View 3
MNew Window from Here

Refresh

Properties

Help
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5. Give an arbitrary name to the new object (for example, Safetica Deployment).

6. Select your newly created group policy and right-click to select Edit.

E Group Policy Management
&, File  Action View

Window  Help

=101x]

€92 |HE

_a Group Policy Management

JRETE

SES Deployment
= _ﬂ Forest: production. autolight.com

Bl (2, Domains Scope | Detailsl Settingsl Delegation I
= j’j production, autelight.com Links
I;EII Defait Domain Policy Display links in this location: Ipmdudion.autolight.com

|27 Domain Cor EXS Iﬂes. s o O s ket s GFO.
[5t Group Polic Enforced
[ WMI Filters v Link Enabled

| Erforced [ Link Enabled [ Path
(5] Starter GP¢. SaveReport... n.autolight com No Yes
[ Sites

production autolight.com
- Vi ]
sEd Group Policy Modeli e

[ Group Policy Result FE O [ 5

Delete
Rename
Refresh

Help

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:
Mame =

|
82, Authenticated Users

ﬂ Domain Computers (PRODUCTION Domain Computers)

7.

tings and click on Software installation.

E Group Policy Management Editor
File

Action  View Help

In the window that opens, navigate to Computer Configuration -> Policies -> Software Set-

=101

&9 | 7= k= HE

\=[ SES Deployment [WIN-K2HI2GTDA | Name = | version | Deployment state | Source |
= Computer Configuration
E‘ [ Policies There are no items to show in this view.
= [ Software Settings

Software installati
] Windows Settings
] Administrative Templat
71 preferences
= 4%, User Configuration
] Policies
|| preferences

8. Right-click on the window with a list of software and select New Item -> Package ...
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File Action View Help

B Group Policy Management Editor |

=101

&5 70 Hc= | HE

|=[ SES Deployment [WINACZHI2GTDA | Name =

| Version | Deployment state | Source
= ]3‘,1 Computer Configuration

= [ Policies
B [ Software Settings
Software installatic
] Windows Settings
] Administrative Templat
| Preferences Paste
B ¥, User Configuration

Refresh
ZJ- Policies View N
|| Preferences e ——

Arrange Icons #
Line up Icons
Properties

Help

9.

E Group Policy Management Editor
File Action View Help

There are no items to show in this view.

In the MSI package selection dialog box, navigate to the shared network folder where you
copied the MSI package with the downloader agent, and select it.

8 (=]

& Bz HE

L= SES Deployment [WIN-K2HI2GTDA

Name =+ I Version I Deployment state I Source
[l {4 Computer Configuration

= | Policies
E [ Software Settings
Software installatic

There are no items to show in this view.

Ed
[ windows Settings
(] Administrative Templat CK) | | \WwInK2HI2GTDAST\Users \admin4\Desktop GES deploy =l [QH Search SES deploy 2
|| Preferences
Bl 4% User Canfiguration Organize v  New folder
| Policies
|| Preferences .0 Favorites
Bl Desktop 1! safetica_agent ]
4 Downloads i) saindi_10_x64 8/22/2011 11:54AM  Windows Inst:
5| Recent Places
-l Libraries
@ Documents
J’ Music
[E5] Pictures
E Videos
;-;l Computer
€l Network
| | -l
N — i
| File name: I safetica_agent

j IWindows Installer packages (*.rj

Open I

Cancel |
4

10. In the next dialog window, select Assigned and confirm.
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B Group Policy Management Editor o ] (|

File Action Wiew Help

&= |H=E = HE

\=[ SES Deployment [WIN-K2HIZGTDA | Name Version | Deployment state | Source |
=l il Computer Configuration ) o
= [ Policies There are no items to show in this view.

= [ Software Settings
Software installatic
] Windows Settings

[ Administrative Templat Deploy Software |

|| Preferences

= 4 User Configuration Select deployment method:
|| Policies .
|| Preferences ' Published
% Assigned
" Advanced

Select this option to Assign the application without modifications.

ok | cancel |

11. Next, open Computer Setup -> Management Templates -> Windows Components -> Win-
dows Installer. There, you should find the item Always install with elevated privileges and set
it to Enabled. This ensures that the downloader agent will be installed on end workstations
properly and without problems.

H Group Policy Management Editor — 3] x|

File Action View Help

e« sl HET

[ Internet Explorer ;I B Windows Installer
71 Internet Information Services

% Lomhon.and Sensors Always install with elevated Setting | State |
- NetMeeting ) privileges |i] Enable user to browse for source while elevated Not configured
% Networl; Acc.ess Protection o ) 4 | |i=| Enable user to use media source while elevated Mot configured
j ge::.worn Pro{]:chor Edit policy setting. |i=| Enable user to patch elevated products Mot configured
nline Assistance B - ; >
[ Parentsl Controls Requirements: Always install with elevated privileges Mot configured
[ Password Synchronization At least Windows 2000 12| Prohibit Use of Restart Manager Mot configured
[ Presentation Settings Descrintinn: |iz] Remove browse dialog box for new source Not configured
|| Remote Desktop Services Direct: ::_!Alwavs install with elevated privileges
7| RS5Feeds syster
<= N an H i il
% Security Center VP EE] Always install with elevated privileges Frefais Saii | Next Setting |
| Server for NIS This =
71 shutdown Options privile: .
] Smart Card priviles € Mot Configured Comment:
= progre
% Sound Recorder theus & Enabled
sl Tablet PC assian
|| Task Scheduler autom (= Dicabled
] Windows Anytime Upgrade Add ol s .
- upported on: -
[ 7] Windows Calendar - ;a:gerll e At least Windows 2000
= z
J_ Windows Color System directt
|| Windows Customer Experience Improw: have
[ Windows Defender indudi - gptions; Help:
] Windows Error Reporting restric
1 Windows Explorer - - — -
j T I.n?taller IFY;U Directs Windows Installer to use system permissions when it
[ Windows Logon Optians gpregr installs any program on the system.
=R Tl This setting must be set for the machine and the
1 | l 4 * Extel | user to be enforced. This setting extends elevated privileges to all programs. These
|22 setting(s) privileges are usually reserved for programs that have been

assioned to the user (offered on the deskton). assianed to the

12. After rebooting client computers for which the policy was created, the downloader agent will
automatically install. To enforce policy updates, enter the gpupdate /force command on a
client workstation.

13. Policy configuration is completed and the distribution of the downloader agent is ready now.
When the client computers are started, the downloader agent installs.
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3.2.4.2 Manual installation of downloader agent

The downloader agent is used to install, update and manage the Safetica client at the end worksta-
tions. For manual installation of the downloader agent at the end workstation, proceed as follows:

1. Open the universal installer and select your language. Confirm the license conditions and
go to Installation > Safetica Agent.

2. Here you have several options:

0 Launch the installation directly from the universal installer by using the Run installer but-
ton.

o Extract only the downloader agent installer that you can use separately for later installa-
tions.

Note: In the third part - Tools and Components you will find components essential for
correct client or Microsoft SQL Server installation.

3. Inthe next step, fill in the following information for proper downloader agent connection to
server:

0 Server address — server address to which the downloader agent will connect.

Note: You can also enter multiple addresses that can be used by the downloader agent to
connect to one server. This is useful is scenarios where the downloader agent is in-
stalled on a laptop being used also outside the company premises where it will have a
different address for server connection. If you enter more addresses, separate them
with the | symbol. Example: 192.168.100.2|158.142.12.10|145.65.87.22.

0 Port — the port where server will be listening. The default port is 4438.

Click on Next.

4. After the configuration is saved, the downloader agent installer will launch. After clicking on
Next, the downloader agent will install on the end workstation and then connect to the
server.

Successful downloader agent installation can be verified from console, where the user tree will

show the & icon with the end workstation name. Client can be remotely installed on the end work-
station with the downloader agent installed.

Note: The downloader agent component will be automatically installed along with the client.

3.2.5 Installing client

Safetica client is the last component of the Safetica product that you need to install. It is an essen-
tial component. On the client computers, it ensures the enforcement of security policies and en-
sures that all the functions configured in console run properly. For end users, it can also provide a
set of security tools for their own use.

Recommended installation procedure

1. Install the downloader agent on the endpoint station.

2. Safetica client installation should be performed remotely over Console -> Maintenance ->
Endpoint Management. Follow the instructions in the Endpoint management section.

Manual installation using the universal installer

1. Launch the universal installer that you have previously downloaded. After selecting your lan-
guage and agreeing to the license terms, go to Installation > Safetica Management Client
x86 or x64 — this depends on which operating system version is installed on the endpoint.
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2. Here you several options:

(0]

(0]

Run the setup directly from the universal installer by clicking on the Run installer button.

Extract only the client installer, which you can then use separately for later installation.

Note: In the third part Tools and Components are components that are necessary for
proper function of Safetica Enpoind Client or Microsoft SQL Server 2012 SP2 Express.

3. You will be asked to enter the following information before extraction or running the installer:

0 Server address — address of server for client to connect to.

o Port - port on which the server listens. The default is 4438.

Note: You can enter multiple addresses that client can use for connecting to a single
server. This is useful in scenarios where client is installed on a laptop that is used also
outside company premises, where it will have a different address for server connection.
If you enter multiple addresses, separate them with the | symbol. Example:

192.168.100.2|158.142.12.10|145.65.87.22.

0 Language of client — language of the client.

B Safetica Setup

Configuration
MSI Installation Package Configuration

>

Flease configure following parameters of the dient installation package:

Server address | 192.168.0.1] |
address |alternative address|...

port [355 ]

Language of Client | English

--- Safetica ---

Cancel

4. Select the installation folder.

5. You can verify successful installation from the console where you will find icon L in the
user tree with the name of the endpoint station. If you cannot find the endpoint station in the
console, verify that the STCService.exe service is running on the endpoint station (Windows
Task Manager > Services > STCService — running) and make sure that in your firewall and
antivirus you have established exceptions for the following processes: STCService.exe,
STPCLock.exe, STMonitor.exe, STUserApp.exe, and Safetica.exe.
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