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1. ESET Endpoint Antivirus

Mporpamma ESET Endpoint Antivirus 6 npeacrasnset
o601 HOBbIN NOAXO0A K CO34aHUI0 AeACTBUTENIbHO
KOMMJIEKCHOM cMcTeMbl 6e30MacHOCTM KOMMbloTepa.
AKTyanbHas BepcMA MOy /1A CKAHMPOBAHMA
ThreatSense® obecneunBaeT CKOPOCTb U TOYHOCTb,
Heobxogumble gns obecneyeHmn 6e3onacHoOCTH
KomMmnbtoTepa. Takum 0b6pasom, NPOAYKT npeacTasaseT
cob0i MHTENNEKTYaNbHY CUCTEMY HEMNPEPbIBHOM
3alLMTbI OT aTaKk M BpeJOHOCHbIX MPOrpamm, KoTopble
MOTYT yrpoxaTb 6€30MacHOCTU KOMMbIOTEPA.

Mporpamma ESET Endpoint Antivirus 6 — ato
KOMMIEKCHOE peLleHne ana obecneyeHuns
6e30nacHOCTH, ABAAIOLEeeCcA Pe3ybTaTOM A0NTUX
YCUINI, HaNpPaBAEHHbIX Ha AOCTUNKEHNE ONTUMA/IbHOTO
COYeTaHMA MAKCMMAJIbHOM CTeMNeHM 3aLMTbl C
MWHUMaNbHbIM BAUSHUEM Ha MPOU3BOAUTENBHOCTb
KomnbtoTepa. CoBpeMeHHble TEXHONOMMU, OCHOBAHHbIE
Ha MPUMEHEHUM NCKYCCTBEHHOTO UHTENNEKTA,
cnocobHbl NnpodunakTMyeckm sawmwats MK oT BUpYCoB,
LUMMOHCKMX, TPOAHCKUX U PEKTAMHbIX NPOrpamm,
yepBeW, PyTKUTOB U ApYrunx aTak u3 MHTepHeTa 6e3
BAVAHUA Ha MPOU3BOAMTENIbHOCTb KOMMbIOTEPA U
nepepbIBOB B paboTe.

OdTa nporpamma npegHasHayeHa B NepByto ouepep
OJ19 UCNO/1b30BaHMA Ha paboumnx cTaHUMAX B cpedax
HebOoNbLWMX U KPYNHbIX NpeanpusaTuii. Ero MoXHO
ncnonb3osaTb ¢ ESET Remote Administrator 6, yto
NMO3BOSAET C IETKOCTbIO YNPaBAATb N0ObIM
KOIMYECTBOM K/IMEHTCKMX Paboumx cTaHLUUN,
NPUMEHATb MOJUTUKM U NPaBUIa, OTCIEKNBATb
obHapyKMBaemble yrpo3bl U yAaNeHHO HacTpanBaTb
cucTemy ¢ 1toboro NoAKAOYEHHOIO K ceTH
KOoMnbloTepa.

1.1 HoBble BO3MOXHOCTU Bepcuun 6

Mpaduueckuit nHtTepoeic nporpammbl ESET Endpoint
Antivirus No/IHOCTbIO U3MEHEH: BHELLHWIM BUA, CTaN
nydwe, a paboTa c npunoxkeHnem — bonee
WHTYUTUBHO NOHATHOM. HUXKe npuBeaeHbl HEKOTOPbIE
YNYYLIEHWA B LLECTON BEPCUN NMPUIONKEHUA.

¢ 3awura goctyna B UHTepHeT: oTciexnBaeT obmeH
JAHHbIMU MeKay Beb-6pay3epamm 1 yaaneHHbIMK
cepBepamm.

® 3alWuTa 3N1eKTPOHHOM NoYTbl: obecneynBaeT
KOHTPO/1b COOBLWEHNI, NONYYEHHbIX MO NPOTOKO/1aM
POP3 1 IMAP.

¢ 3awumTa oT GULIMHIA: 3aLUMLLAET OT NOMbITOK
NONYYUTb NAPOSU U APYTYIO KOHOUAEHUMANBHYIO
MHpOopMaLMIO, 3anpeLas AOCTYN K BPeAOHOCHbIM
Beb-caliTam, KOTopble MPUHUMAIOT BUA, HOPMaJIbHbIX
Beb6-caliToB.

© KOHTPO/b YCTPOIACTB: C MOMOLLbIO 3TOWN BYHKLMM
MOXHO CKaHMPOBaTb, 6IOKMPOBATb U/ UMY UBMEHATb
paclimpeHHble GUAbTPbI U/ UK paspeLleHns, a TakKe
YKa3bIBaTb, MOXKeT /I NO/Ib30BaTe /b NOYy4aTb
[OCTYN K BHELIHWUM YCTPOMCTBAM M paboTaTtb C HUMM.
3Ta GYHKLUMA JOCTYNHA B BEpCUM nporpammbl 6.1 1
6onee No3gHUX BEPCUSX.

® Pexxum npeseHtauun: nossonseT ESET Endpoint
Antivirus paboTaTtb B GOHOBOM pexume 1 b6iokmpyeT
BCE BCM/IbIBAOLLME OKHA M 3aMN/1aHUPOBaHHbIEe
3a4auu.

® 06 KA NOKANbHbIN K3LL: MOBbILLAET CKOPOCTb
CKAaHMPOBAHUA B BUPTYa/IM3NPOBAHHbIX Cpeaax.

1.2 Tpe6oBaHuA K cucteme

Ona ontumanbHon paboTtbl ESET Endpoint Antivirus
CUCTeMA AOJIPKHA OTBEYATb YKa3aHHbIM HUXKe
TpeboBaHMAM K 060pYA0BaHNIO M MPOrPaMMHOMY
obecneyeHuto.

______JTpeGosannsk cnereme

ApxuTeKTypa Intel, 32- unn 64-paspsaHas
npoueccopa

OnepaymoHHaA macOS 10.9 1 bonee nosgHue
cucTema BeEpCUMU

macOS Server 10.7 n bonee
nosaHue Bepcum

06bem namaTtn 300 Mb

O6bem cBobogHoro |200 Mb

MecCTa Ha AMcKe

2. Monb3oBaTenu, noaka4aloLLMecs
yepe3 ESET Remote Administrator

ESET Remote Administrator (ERA) 6 — aTo
npuaoXeHWe, NO3BONAIOLLEE OCYLLECTBAATD
LLeHTpaaM30BaHHOe ynpasaeHue npoayKramm ESET,
yCTaHOB/IEHHbIMW B ceTeBOM cpege. Cuctema
ynpasneHus 3agadamm ESET Remote Administrator
NO3BOJIAAET YCTAHOBMUTb pelleHuna ESET gna
obecneyeHuns 6e3onacHOCTM Ha yaaneHHble
KOMMNbOTEPbI U BbICTPO pearMpoBaTb Ha HOBble
npob6aembl 1 yrpo3sbl. PeweHune ESET Remote
Administrator He npegocTaBnaeT 3aWMUTy OT
BPeAOHOCHOTO KoAa. [1nA 3aWwmTbl Ha KaXKAOM KANeHTe
[OKHO MCNOJIb30BaTbCA COOTBETCTBYHOLLEE PELLUEHUNE
ESET.



B peweHuax ESET ana obecneyeHma 6esonacHoOCTH
npeaycMmoTpeHa noaaeprKka ceTen, UCNob3yOLLMX
HECKONbKO N1aTPopm pasNnYHbIX TUMOB. B ceTu moryT
O4HOBPEMEHHO MPUCYTCTBOBATb ONepPaLMOHHbIE
cuctembl Microsoft, Linux u Mac OS, a Tak»Ke cuctembil,
paboTatoLme Ha MOBUIbHbIX YCTPOMCTBAX (MOBUABHbIX
TenedoHax 1 naaHweTax).

Ha pucyHKe HUXe npeacTaBieH NpUMep apXUTEKTYpbI

ceTu, 3almweHHOM peweHunamm ESET ana
obecneyeHuns 6e30NacHOCTU. ITUMM peLleHUAMMU

ynpasnaeT npunoxeHue ERA.
ERAAgenL I

Administrator's
Web interface

Tomcat
‘Web server

ESET Product

ERA Agent

ERA Agent

ERA
Webconsole

ERA Proxy

ERA Agent
ERARD sensor
I ERA Agent I I ERA Agent I I ERA Agent I I ERA Agent I I ERA Agent I

NMPUMEYAHUE. lononHuTenbHble cBeaeHUA cm. B ESET
Remote AdministratorgokymeHTaummn B UHTepHeTe.

2.1 ESET Remote Administrator Server

Cepsep ESET Remote Administrator Server agnaeTtca
YyNpaBAAKLWNM KOMNOHEHTOM npoaykTa ESET Remote
Administrator. OH o6pabaTbiBaeT BCe AaHHbIe,
nosiy4aemble OT KIMEHTOB, KOTOPble MOAKAKYAOTCA K
cepBepy nocpeacTBom areHTa ERA[ 6. Arent ERA
ynpowaeT 06MeH AaHHbIMU MeKAY KANEHTOM U
cepBepoM. [JaHHble (KypHa/bl KAMEHTOB, dalinbl
KOHOUIypauumn U peninkaumm areHToB U T. A.) XpaHATCA
B 6a3e gaHHbIX, KOTOpyto peweHue ERA ncnonbsyet
ON1A CO34aHMA OTYETOB.

[Ons npaBunbHon 06paboTkM AaHHbIX cepBepy ERA
TpebyeTca ctabunbHoe coeguHeHMe ¢ cepBepom 6asbl
OaHHbIX. nA onTMManbHOM NPOU3BOANTENIBHOCTHU
peKkomeHayeTca ycTaHOBUTb cepBep ERA 1 6a3y gaHHbIX
Ha pa3Hble cepBepbl. KomnbloTep, HA KOTOPOM
ycTaHoBneH cepsep ERA, gonkeH 6biTb HAaCTPOEH Ha
nprvem BCcex 3arnpocoB Ha NOAKAOYEHUE OT areHTOB,
NpoKcu-cepsepa n KomnoHeHTa RD Sensor. Takue
NOAKNOYEHUA NPOXOAAT NPOBEPKY C UCMONb30BaHNEM
cepTudmkatos. MNocne yctaHOBKM cepBepa ERA
CTaHOBUTCA AOCTYNMHOW Be6-KOHCONb ERA|_5'1,
NMO3BONAOLLAA YNPABAATb KOHEYHbIMM pabounmm
CTAHUMAMM, HA KOTOPbIX YCTAaHOBAEHbI peleHnAa ESET.

2.2 Beb-KoHcONb

Be6-koHconb ERA — 3T0 npuioxkeHue c Beb-
UHTepdeicom, KoTopoe oTobparkaeT AaHHble,
nosy4yeHHble C cepsepa ERA|_5'I M nossonser
ynpasBnaTb peweHmamm 6esonacHoctu ESET B ceTw.
JocTyn K Be6-KOHCOMM OCYLL,eCTBAAETCA C MOMOLLbIO
6paysepa. B Helt oTobparkatoTca obme cBeaeHUA O
COCTOAHUN KIMEHTOB B CETU, N €€ MOXKHO UCNO0Nb30BaTb
ONA yOaneHHOro paseepTbiBaHUA pewweHnit ESET Ha
HeynpasaaeMbIXx KOMNbloTepax. Ecnm paspewnts
[0CTynN K Beb-cepBepy U3 UHTepHeTa, peweHue ESET
Remote Administrator mo»kHo ByaeT ncnoab3osaTb
npakTMyecku B 1tobom mecte 1 Ha Ntobom ycTponctse.

MaHenb MOHUTOPUHIa BE6-KOHCOMN

REMOTE ADMINISTRATOR

ADMINISTRATOR

Dashboard

< Computers 3¢ Remote Adminisirator server | Antivirus threats Firewall threats | AuditLog
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B BepxHel 4acTn KOHCOM PACcnoN0XKEHO CpeacTBO
BbICTPbIA NOUCK. B packpbiBatoLLLeMca MeHHO BbibepuTte
NyHKT Uma Komnblotepa, Aapec IPv4/IPv6 nnn Umsa
yrposbl, BBeAMTE B TEKCTOBOE MOJie NOUCKOBYO ¢pasy u
LLLeIKHUTE 3HAYOK Nynbl (MK HaxkmuTe Knasuwy BBO[,
), 4TOBbI BbINOTHUTL NOUCK. Bbl ByaeTe
nepeHanpasneHbl B pasgen «Fpynnbi», rae 6yayT
NOKa3aHbl pe3ynbTaTbl MOUCKA.

2.3 Mpokcu-cepsep

Mpokcu-cepeep ERA — 370 ewe oanH KomnoHeHT ESET
Remote Administrator, KoTopblit BbINONHAET ABe
bYHKLUMK. B ceTax cpeaHero pasmepa M KOpPnopaTUBHbIX
ceTax ¢ 60/IbLLIMM KOTMYECTBOM KINEHTOB (Hanpumep,
10 000 1 6onblue) NnpoKcu-cepsep ERA moxeT
MCNO/1b30BaTbCA A1 pacnpesesieHUA Harpy3Kku mexay
HECKOJIbKMMU NPOKcKu-cepsepamm ERA, cCHMXKaA Takum
06pa3om HarpysKy Ha rnaBHbIV cepBep ERA[ 51 Opyrnm
npenmyLLecTBom nNpokcn-cepsepa ERA asnaetca To,
YTO €ro MOXHO MCNO1b30BaATb 417 MOAKAKYEHUA K
yaaneHHom punmany co cnabow casbto. ITO O3HAYaET,
YTO YCTAaHOBNEHHbIE Ha BCEX KAMeHTax areHTbl ERA
NOAKNHOYALOTCA He K rnaBHOMY cepBepy ERA, a K
npokcu-cepsepy ERA, KoTopbii HaxoaMTcs B
NIoKanbHOM ceTu punmana. Takum obpasom
0CBOOOXKAAETCA KaHan €Bs3n ¢ punmanom. MpoKeu-
cepsep ERA npnHMMaeT NnOAKNOYEHUA OT BCEX
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NIOKaNbHbIX areHToB ERA, nonyyaeT oT HUX AaHHble U1
nepenaeT uUx Ha rnasHbln cepsep ERA (nau gpyromn
npokcu-cepsep ERA). 3To no3BonsieT BKAOYATb B CETb
60/blle KNAMEHTOB 6e3 yxyaleHus ee
NpPoun3BOANTENBHOCTM M 06paboTKKM 3anpocoB K Hase
OaHHbIX.

B 3aBMCMMOCTM OT KOHOUIYpaL MK ceTU MPOKCU-cepBep
ERA mokeT nogKntoyaTbca K rnasBHomy cepsepy ERA
yepes Apyroi NpoKcu-cepBep.

Y106bI NpoKcn-cepsep ERA paboTtan Hag/exKalwmm
06pa3om, Ha rMaBHOM KOMMbOTEPE, HA KOTOPOM 3TOT
cepBep YyCTaHOBAEH, HYXKHO YCTaHOBWUTb areHT ESET, a
Cam KOMMNblOTEp cneayeT NOAKAIOUYNTL K BEPXHEMY
ypoBHI0 ceTu (cepsepy ERA nnu npokcn-cepsepy ERA
BEPXHETro YPOBHSA, eC/IN TaKo UMeeTcs).

2.4 AreHT

AreHT ERA ABNAeTCA BaXKHbIM KOMMOHEHTOM
nporpammbl ESET Remote Administrator. PeweHusa no
obecneyeHuto 6esonacHocTu ESET, paboTatowme Ha
KNMEHTCKMX KomnbtoTepax (Hanpumep, ESET Endpoint
Antivirus ), obmeHMBalOTCA AaHHbIMM C cepBepom ERA
yepes areHTbl. 3TO NO3BOAET LEHTPA/IM30BaHHO
ynpaBAsaTb pelleHnaMmn besonacHocTm ESET,
YCTAHOBAEHHbIMW HA YOANEHHbIX KNNeHTax. AreHT
cobupaeTt MHGOPMaALMIO Ha KNMEHTE U OTNPaBAAeT ee
Ha cepBep. Korga cepBep oTnpaBasaeT 3a4avy KINEHTY,
ee BHava/ie NoayyaeT areHT, KOTOPbIN 3aTeM
HanpasAnAeT ee KNMeHTy. [Nepegaya faHHbBIX MO ceTU
NPOUCXOANT MEXKAY areHTOM 1 BEPXHUM YPOBHEM CETU
ERA — cepBepoMm 1 NpPOKCU-CEPBEPOM.

[na ceasun c cepsepom areHT ESET ucnonb3yeT o4MH m3
Tpex MeToA0B, YKa3aHHbIX HUXKe:

1. ATeHT KNMeHTa HanpAmYHo CBA3bIBAETCA C CEPBEPOM.

2. ATeHT KNMeHTa CBA3bIBAETCA C CEPBEPOM Yepes
MpoKcu-cepeep.

3. AreHT KNIMeHTa CBA3bIBAETCA C CEPBEPOM Hepes
HECKOIbKO NPOKCU-CePBEPOB.

AreHT ESET obmeHMBaeTca JaHHbIMU C
YCTAHOBAEHHbIMUM Ha KNNeHTe peweHmnamm ESET,
cobupaeT MHGOPMaLMIO O MPOrpaMmmax, UCMosiblyeMbixX
Ha TaKOM K/IMeHTe, U nepeaaeT KAMEHTY NoJyYeHHble
OT cepBepa CBeAeHUA O KOHPUTypaLmu.

NMPUMEYAHMUE: Y npokcu-cepsepa ESET ectb
COBCTBEHHDIV areHT, 0TBEYaloLWLMl 32 0OOMeH JaHHbIMM C
KNMEHTaMU, APYTMMU MPOKCU-CEPBEPAMU U CEPBEPOM.

2.5 RD Sensor

RD (Rogue Detection) Sensor — 370 BXOAALIMIA B COCTaB
ESET Remote Administrator MHCTPyMeHT Noucka
KoMMbloTepoB B ceTh. OH N03BOAAET ObICTPO
no6aBnaTb HoBble KomnbloTepbl B ESET Remote
Administrator 6e3 Heob6xo0a4MMOCTU UCKaTb N A00aBAATb
WX BPYYHY0. Kaxapli 0BHapyKeHHbIN B ceTu
KOMMbloTep oTobparkaeTcs B BE6-KOHCONM U
pobasnseTca B cTaHAAPTHYHO rpynny «Bce», nocne yero
C OTAE/IbHbIMWU KMEHTCKUMM KOMMbIOTEPAaMM MOKHO
BbINO/HATb 4ONO/IHUTEIbHblE AEUCTBUA.

CpepactBo RD Sensor naccuBHO NpPOCNYyLIMBAET CeTb,
06HapyKMBaeT HaXo4ALMECA B HE KOMNbIOTEPbI U
HanpasnaeT MHbopMaLMio 0 HUX cepBepy ERA. 3aTem
cepsep ERA npoBepsneT, ABAAIOTCA I 0OHapPYXKeHHble
MK HeM3BECTHbIMM UK YKe HAXO0JATCA No4, ero
ynpasaeHnem.

3. YcTaHOBKa

3anycTuTb ycTaHoBOYHbIN daiin ESET Endpoint Antivirus
MOMHO IByMA crnocobamu:

® Ecnuv oN1a yCTaHOBKM MCMOJ1b3yeTCA YCTaHOBOYHbIN
CD/DVD-pauck, BcTaBbTe ero B auckosog, (CD/DVD-
ROM) n aBaxapl LWeIKHUTe 3HAYOK ycTaHOBKM ESET
Endpoint Antivirus, 4yTo6bl 3anNyCcTUTb YCTaHOBLLMK.

® ECnuM yCTaHOBKA BbINOHAETCA C MOMOLLbIO
3arpyseHHoro daina, ABaXKabl WENKHUTE 3TOT daiin,
YTOObI 3aMYyCTUTb YCTAHOBLLMK.

800 (=) ESET Endpoint Antivirus
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Ypanuts ain ceefenmui

MacTep yCTaHOBKM MOMOKET HaCTPOUTb OCHOBHbIE
napameTpbl NPUAOXKeHUA. Ha HayanbHOM cTagnn
YCTaHOBKM YCTaHOBLUMK aBTOMATMYECKM NpoBepseT B
NHTepHeTe Hannune nocieaHen Be pcum Nporpammsi.
Mpu Hannumm 6onee HOBOM BEPCUM CUCTEMA, NPEKIE
Yyem NPOAO/IKUTL NPOLECC YCTAaHOBKK, NpeanaraeTt
3arpysuTb 3Ty BEPCUIO.



Mocne NPUHATUA TNLLEH3MOHHOIO COrNalleHNA MOMKHO
BbI6pPaTb OAMH U3 YKa3aHHbIX HUXKE TUMOB YCTaHOBKMU.
e O6blyHasn yCTaHOBKam

e BbibopouHas ycraHoskal 7]

® YpaaneHHas yCTaHOBKam

3.1 OG6bluHas ycTaHOBKaA

B perknume 06bIYHOM YCTaHOBKM UCMO/b3YHOTCA
napameTpbl, nogxoasawme ana 601bWNHCTBA
nonb3oBaTeneii. ITv NnapameTpbl obecneynsatoT
MaKCUMa/bHYIO 3aLLMTY U BbICOKYHO
NPOM3BOANTENIbHOCTb cUCTEMbI. OBblUHasA yCTaHOBKA —
3TO BapMaHT Mo yMO4YaHUI0. Mpu OTCyTCTBUM 0CODObLIX
TpeboBaHWiM He cneayeT BbIbBUpPaTb APYroi cnocob.

ESET Live Grid
Bnaropaps cucteme cBoeBpeMeHHOro 0bHapyXKeHus
ESET Live Grid komnaHua ESET noctoaHHO nosny4yaeT
CBOEBPEMEHHY MHOOPMALMIO O HOBbIX 3apaXKeHUAX U
MMeeT BO3MOXKHOCTb ONepPaTUBHO 3alimLLaTb
nosnb3oBaTesiei. 3Ta cucTemMa obecneymBaeT OTNPaBKY
HOBbIX yrpo3 B 1abopaToputo ESET no nsyueHuto yrpos,
raoe oHW aHanusmpytroTca, obpabatbiBatoTca U
nobasnatoTca B 6asy gaHHbIX cMrHaTyp Bupycos. Ana
N3MeHEeHMA NapameTPOB OTNPaBKM NOAO3PUTENbHbIX
danoB HaxkMUTE KHOMKY HacTpoiika.
,ﬂ|;0ﬁl'I0ﬂHVITeanble cBeAeHua cm. B pasgene Live Grid
25],

MoTeHuManbHO HeXXenaTtebHble NPUIoKEHUA
MocnegHUM geincTBMEM NPU YCTaHOBKE ABASETCA
HacTpoliKa ob6HapyKeHNA NOTEHUUANBHO
HeXXenartenbHbIX NPUNOoXKeHUIK. Takme nporpammbl
MOTFYT He ObITb BpeLOHOCHbIMWU, O4HAKO OHM YaCTO

HEeratTnBHO B/IMAKOT Ha pa60Ty OI'IEp&LI,VIOHHOVI CUCTEMbI.

OHM 3a4acTyto NOCTaBAATCA BMECTE C MONE3HbIMU
NPUNOXKEHUAMM, N UX YCTAHOBKY MOKET BbITb TPYAHO

3aMeTUTb BO BPEMSA YCTAHOBKM BCETO NaKeTa Nporpamm.

XOTA Npu yCTaHOBKE TaKMX NPUNOKEHNN 0ObIYHO
oTobparkaeTca yBeJOMAEHME, OHU BNOJHE MOTYT BbITb
yCTaHoBNeHbl 63 cornacusa nosib3osaTens.

Mocne ycraHoBkM ESET Endpoint Antivirus cnegyeTt
BbIMOJIHUTb CKAHMPOBAHWE KOMMbIOTEPA Ha Hannume
BPeAOHOCHOTo Koaa. B rnaBHOM OKHe nporpammbl
BblObepuTe NYHKT CKAHMPOBAHUE KOMMbIOTEPA, a
3aTem — CKaHupoBaHue Smart. [lononHuUTenbHble
CBeAEeHMA O CKAHMPOBAHUM KOMMbIOTEPA MO
TpeboBaHuMIo cm. B pasaesie CKaHMPOBaHWe
KoMmnbloTepa no Tpe6osarmio 141,

3.2 Bbi6opouHasn ycTaHOBKaA

PeKrMm BbIGBOPOYHOM YCTAaHOBKM NpeAHa3HauYeH a1
ONbITHbIX NO/b30BaTENEN, KOTOPbIE XOTAT U3MEHUTb
OONO/IHUTEIbHbIE NAPAMEeTPbl B XO4e YCTaHOBKMU.

KomnoHeHTbl nporpammbil

PeweHwue ESET Endpoint Antivirus MoXHO yCTaHOBUTb
6e3 HEKOTOPbIX OCHOBHbIX KOMMNOHEHTOB (Hanpumep,
6e3 3aWmnTbl IHTepHEeTa U 3N1eKTPOHHOM MoYThI).
CHuMUTe GNaXKKM BO3/1e KOMNOHEHTOB, KOTOPbIE He
HY}KHO YCTaHaB/MBATb.

Mpokcu-cepeep

Ecnu Bbl Mcnonb3yeTe NPoOKCU-cepBEP, M0 NapameTpbl
MOMHO YKa3aTb, YCTaHOBMB daxKoK fl ucnonbsyo
npokcu-cepeep. lanee seegnte IP-agpec nnm URL-
agpec npoKcu-cepsepa B none Agpec. B none «Mopt»
YKaXXuUTe nopT, N0 KOTOPOMY NPOKCU-CepBep
NPMHMMAET 3anpocbl Ha coeguHeHue (3128 — aTo nopT,
NCMoNb3yeMbll MO yMO4YaHUI0). Ecnn Ha npoken-
cepBepe TpebyeTca ayTeHTMdMKAUNSA, BBEAUTE
Nnpasw/ibHble UMA NO/Ib30BaTEA 1 NapPO0Jib, KOTOPbIE
HeobxoauMbl 415 AOCTYNa K NPOKcK-cepsepy. Ecnum
NPOKCU-CepPBEP HE NCNONb3yeTCsA, BbibepuTe BapmaHT A
He UCNo/b3yto NPOKCU-cepBep. Ecv Bbl He yBepeHbl B
BblbOpE, UCMO/Ib3YITE TEKYLME CUCTEMHbIE
napameTpbl, ycTaHoBUB dnaxKok CUCTeMHblIe
napameTpbl (peKomeHayeTcs).

MpaBa

Ha cnepnytolem aTane MOXKHO onpesenuTb
Nno/ib30BaTeNEN MW FPYNNbl NONb30BaTENEN C
npaBamu, KOTOPbIe CMOTYT U3MEHATb KOHOUTYpaumio
nporpammsl. Ytobbl 4O6aBUTL NONb30BATENEN B
cnucok Monb3oBaTtenu ¢ npaBamu, Bbibepute nx B
CMUCKE B 1I€BOM YACTU OKHA M HAa*KMUTE KHOMKY
Do6aButb. YTobbl 0TOBPa3nNTb BCeX NOb30BaTEIEN
cucTeMbl, ycTaHoBuMTe Gaxok MoKasbiBaTb Bcex
nonb3oBareneii. Ecnm cnncok «Monb3oBaTtenu ¢
npaBamm» MNycT, BCe N0/1b30BaTE/IN CMOTYT U3MEHATb
KOHbUIYpaLMio NPOrpaMmbl.

ESET Live Grid

Bnarogaps cucteme cBOeBPeEMEHHOTO 0OHAPYKEHUSA
ESET Live Grid komnaHusa ESET noctoAHHO nosy4yaeT
CBOEBPEMEHHY MHOOPMALLMIO O HOBbIX 3apaXKeHMUAX U
MMeeT BO3MOXKHOCTb OMepaTUBHO 3alLmLLaTb
nosib3oBaTesieil. ITa cuctema obecneymBaeT OTNPABKY
HOBbIX Yrpo3 B nabopaTtoputo ESET no nsyyeHuto yrpos,
roe oHW aHanusnpytotcs, obpabaTtbiBatoTCA U
pobasnstoTca B 6asy gaHHbIX CUrHaTYp BUpYcoB. Ona
U3MeHeHMA NapameTPOB OTNPABKM NOL403PUTENbHbIX
balinioB HaxXmuMTe KHOMKY HacTpoiika.
JononHutenbHble cBeaeHUs cM. B pasgene Live Grid

[25),



MoTeHUManbHO HeXKenaTenbHble NPUNOXKEHUA

Ha cnegytowem sTane yCTaHOBKM HYXHO HacTPOUTb
0bBHapyXeHMe NOTEeHUMANbHO HeXKeNnaTeNbHbIX
NpUNoXKeHuit. Takne Nporpammbl MOryT He BbITb
BPEAOHOCHbIMM, OIHAKO OHM YaCTO HEraTUBHO BAUAIOT
Ha paboTy onepaumoHHOM cuctembl. OHM 3a4acTyto
MOCTaBAAOTCA BMECTE C MOAE3HbIMM NPUNOXKEHUAMM, U
MX YCTaHOBKY MOXeT 6bITb TPY/AHO 3aMeTUTb BO BPEMSA
YCTaHOBKM BCETO naKkeTa nporpamm. XoTs npu
YCTaHOBKE TaKMX NPUNONKEHUI 06bIYHO OTOBparkaeTcs
yBe4OoM/IEHME, OHM BMNOJIHE MOTYT 6bITb YCTaHOBAEHbI
6e3 cornacusa nonb3oBaTens.

Mocne ycraHoBkM ESET Endpoint Antivirus cnegyeTt
BbINMO/IHUTb CKaHMPOBaHME KOMMbOTEPA HAa Hanume
BPeAOHOCHOrO KoAa. B rnaBHOM OKHe nporpammbl
BblbepuTe NYHKT CKaHMpOBaHME KOMNbIOTEpPa, a
3atrem — CKaHupoBaHue Smart. [lononHUTENbHYIO
MHPOPMALMIO O CKAHMPOBAHMM KOMMbIOTEPA NO
TpeboBaHuMto cM. B pasgene CKaHMpoBaHWe
KomnbloTepa no Tpe6osarmio 141,

3.3 YpaneHHasa ycTaHOBKaA

Bbl MOXKeTe co34aTb MaKeT yCTaHOBKM U YCTaHOBUTb ero
Ha LLeneBblX KOMNbloTepax ¢ nomoubto MO ana paboTobl
C yAaneHHbIMM paboymmm cTonamn. YCTaHOB/IEHHOM
nporpammoti ESET Endpoint Antivirus moxHo
yNpaBnATb yaaneHHo c nomouwbio ESET Remote
Administrator.

YaaneHHas yCTaHOBKa COCTOMT 13 ABYX 3Tanos.
1. Co3aaHue nakeTa yaaneHHOMN YCTaHOBKM C MOMOLLIbIO

YCTaHOBLUMKA ESET|_8'1
2. YoaneHHasa yctaHoBKa ¢ nomoubto MO ansa pabotbl €
yAaneHHbIMU paboyrumu crona:vmm

C nomouwpto nocnegHem sepcum ESET Remote
Administrator 6 Tak}Ke MOHO BbINO/IHATb YAANEHHYO
YCTQHOBKY Ha KIMEHTCKUX KOMMNbIOTEPaX NoA,
ynpasneHnem macOS. MoapobHble MHCTPYKLMK CM. B
3TOM CTaTbe 6a3sbl 3HaHUM (CTaTbs 4OCTYMNMHA HE Ha BCeX
A3blKax).

3.3.1 Co3paHue nakeTa yaaneHHoOM yCTaHOBKU

KomnoHeHTbl nporpammbil

PeweHune ESET Endpoint Antivirus MOXKHO yCTaHOBUTb
6€e3 HEKOTOPbIX OCHOBHbIX KOMMOHEHTOB (Hanpumenp,
6e3 3aWwnTbl MHTEPHETA U 3/TEKTPOHHOM MOYTbI).
CHUMUTE DNaXKKKU BO3/1€ KOMMOHEHTOB, KOTOPbIE He
HYKHO YCTAaHABNMBATb.

Mpokcu-cepsep

Ecnu Bbl cmonb3yeTe NPOKCU-CeEPBEP, Er0 NapameTpbl
MOXHO YKa3aTb, yCTaHOBUB ¢piaxkok A ncnonbsyto
npokcu-cepsep. Janee seeante IP-agpec nnm URL-
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afpec npoKcu-cepsepa B none Agpec. B none «MopT»
YKayKuTe MopT, N0 KOTOPOMY MPOKCU-CEPBEP
NPMHMMAET 3anpockl Ha coeguHeHue (3128 — 3To nopT,
MCMONb3yeMblli MO yMOI4aHUIo). Eciv Ha npoKcn-
cepsepe TpebyeTcs ayTeHTUPUKaLMSA, BBEAUTE
npaBW/ibHbIE UMSA NONIb30BaTENA Y NAPO/b, KOTOPbIE
HeobxoaMMbI ANA JOCTYNa K NPOKcu-cepeepy. Ecan
NPOKCU-CEPBEP HE NCNONb3yeTCs, BbibepuTe BapmaHT A
He MUCMNo/b3yo NPOKcU-cepsep. Ecnu Bbl He yBEpeHbI B
BblbOpe, UCNONb3YITe TEKYLLME CUCTEMHbIE
napameTpbl, ycTaHoBUB GaaxKoK CUCTEeMHbIe
napameTpbl (peKomeHayeTcs).

MpaBa

Ha cnegytowem aTane MOXKHO onpesenuTb
Nno/ib30BaTeNeN UAN Fpynnbl NONb30BaTeNel C
npaBamM, KOTOPbIE CMOTYT M3MEHATb KOHOUTYpaL Mo
nporpammsl. Ytobbl 4O06aBUTL NONb30BATENEN B
cnucok Monb3oBarenu ¢ npaBamu, BbibepuTe UX B
CMMCKe B 1I€BOM YaCTM OKHA M HAaXKMUTE KHOMKY
[Do6aButb. YTo6bI 0TO6PA3UTL BCEX MOMb30BaTENEMN
cucTeMbl, yctaHoBuTe daxKok MoKasbiBaTb Bcex
nonb3oBatenei. Ecnm cnmcok «Monb3oBatenu c
npaBamm» MycT, BCE N0/1b30BaTe/IN CMOTYT U3MEHATb
KOHOUrypaLmio Nporpammsi.

ESET Live Grid

bnarogaps cucteme cBoeBpeMeHHOro 06HapyKeHus
ESET Live Grid komnaHus ESET nocToAHHO nosyyaeT
CBOEBPEMEHHY0 MHOOPMALMIO O HOBbIX 3apaXKeHMUAX U
MMeeT BO3MOXHOCTb ONepaTUBHO 3almLLaThb
nosib3oBatenei. Ita cuctema obecneymBaeT OTNPaBKy
HOBbIX Yrpo3 B nabopaTtoputo ESET no nsyyeHuto yrpos,
rae OHW aHanM3npytoTea, o6pabatbiBatoTCa U
nob6asnatoTca B 6a3y gaHHbIX CUrHATYp BUpYcoB. A
WU3MEeHEeHMA NapameTPOB OTMNPaBKM NOAO3PUTEbHbIX
dbannoB HaxkmuTe KHonky Hacrpoiika.
JononHutenbHble cBeAeHUs cM. B pa3gene Live Grid

[239),

MoTeHUManbHO HeXeNnaTeNbHble NPUIoKEHUA

Ha cneaytouiem aTane yCTaHOBKM HYXKHO HAacTPOUTb
0bHapyKeHMe NOTEHUMANbHO HEXKeNaTebHbIX
NPUNOXKeHUIK. Takme Nporpammbl MOTyT He ObITb
BP€A0HOCHbIMWU, O4HAKO OHM YaCTO HETaTMBHO BAUAIOT
Ha paboTy onepaunoHHon cuctembl. OHM 3a4acTyto
NOCTaBNAOTCA BMECTE C NOE3HbIMU NPUIONKEHUAMM, U
WX YCTAaHOBKY MOMKeT 6bITb TPYAHO 3aMeTUTb BO BPEMS
YCTaHOBKM BCEro MakeTa nporpamm. XoTa npu
YCTaHOBKE TaKUX NPUNOKEHMUI 06bIMHO OTObpakaeTca
yBeJOMEHME, OHW BMOJIHE MOTYT ObITb YCTAHOB/IEHDI
6e3 cornacus nonb3osaTens.

®daitnbl yaaneHHOM yCTaHOBKU

Ha nocnegHem stane paboTbl MacTepa yCTaHOBKM
BblbepuTE LLeNeByIo NanKy A nakeTa YCTaHOBKM
(esets_remote_Install.pkg), cueHapua o6ono4Kkn


http://go.eset.eu/knowledgebase?lng=1049&segment=home&KBID=SOLN3605

yCTaHOBKM (esets_setup.sh) v cueHapusa 060/104KM
yoaneHus (esets_remote_Unlinstall.sh).

3.3.2 YpaneHHaA yCTaHOBKa Ha ueneBble
KOMNbIOTEpbl

Ha uenesble KomnbtoTepbl Nporpammy ESET Endpoint
Antivirus MOXHO YCTaHOBUTb C MOMOLLLbIO MPUIOKEHUA
Apple Remote Desktop nnau gpyroro Mo,

noAaAe prKMBatoLLLEro YCTAHOBKY CTAaHAAPTHbLIX MaKkeToB
macOS (.pkg). Ans ycTaHOBKM Nporpammbl CKONUpPYMTe
Ha LeneBble KOMMbOTEPbI Galbl MU 3aNYCTUTE HA HUX
cueHapumn 060104KN.

Y1obbl ycTaHOBUTL ESET Endpoint Antivirus c nomolubto
Apple Remote Desktop, BbinonHuUTe cneaytolme
aencreua.

1. LLenkHuTe 3HauoK Konuposatb B Apple Remote
Desktop.

2. HarkKmuTe KHOMKY +, nepenamTe K cLeHapuio
060/104KM yCTaHOBKM (esets_setup.sh) n BbibepuTe
ero.

3. BblbepuTe B packpbiBatowemca meHto MomecTutb
06beKTbI B PacnoioxKeHne /tmp 1 WenkHuTe
Konuposarb.

4. llenkHuUTe afieMeHT YCTaHOBUTb, YTOObI OTNPaBUTb
nakeT Ha Lies1eBble KOMMNbIOTEePbI.

MoapobHble MHCTPYKUUM MO aAMUHUCTPUPOBAHUIO
KAMEHTCKMX KOMMbIOTEPOB C NOMOLLbto cpeactaa ESET
Remote Administrator cm. B UHTEPHET-AOKYMEHTALUM
ESET Remote Administrator.

3.3.3 YpaneHHoe ypaneHue

Y1obbl yaanutb npunoxeHune ESET Endpoint Antivirus c
KIMEHTCKMX KOMMbIOTEPOB, BbINOAHUTE OMNUCAHHbIE
HUMKe aeincTBums.

1. BoinonHuTe B nporpamme Apple Remote Desktop
KomaHay KonupoBaTtb 06beKTbl, BbibepuTe
cueHapuii 06o104KM yaaneHus (
esets_remote_unlinstall.sh, cospaeTcs BmecTe ¢
YCTaHOBOYHbIM MaKeTOM) U CKONUPYWTE ero Ha
LefieBble KOMMbIOTEPbI B KaTanor /tmp (Hanpumep, /
tmp/esets_remote_uninstall.sh).

2. B pasgene 3anyctutb KOMaHAY Kak BblbepuTe
anemeHT «[lonb3oBatenb» 1 B nose Monb3oBaTtenb
BBeauTe root.

3. WenKkHuTe anemeHT OTNpaBuThb. 10 3aBepLUeHUN
YOANEHUA B KOHCOIM OTOOPA3UTCA KypHan.

3.3.4 YpaneHHoe o6HOBNEeHME

[na yctaHoBKM HOBbIX Bepcuii ESET Endpoint Antivirus
ucnonbsyite B Apple Remote Desktop komaHay
YcTaHOBUTb NaKeThbl.

4. AKTMBauuAa nporpammol

Mocne 3aBeplUeHMA YCTaHOBKKM Bam ByAeT npeaoxKeHo
aKTMBMPOBATb YCTaHOBMEHHbIN NPoAayKT. EcTb
HEeCKOJIbKO cnocoboB akTuBaumu. JoCcTynHOCTb TOro
WM MHOTO Cnocoba MOXKeT 3aBMUCETb OT CTPaHbI, a
TaKKe OoT cnocoba nosyYyeHus NpoayKTa (Ha KoMNaKT-
unu DVD-aucke, c Beb-cTpaHuubl ESETuT. a.).

Y1o6bbI aKTMBMpPOBaTb 3K3emnaap ESET Endpoint
Antivirus HenocpeaCTBEHHO B NPUIOXKEHUN, LLENKHUTE

3Ha4yok ESET Endpoint Antivirus @, pasmeLlleHHbIN B
CTpoke meHto macOS (B BepxHel 4YacTu aKpaHa), a
3aTeM LLEIKHUTE 3/1eMeHT AKTUBaLMA NPOrpaMmmbil.
AKTMBALMIO NPOAYKTA MOXKHO BbIMO/IHUTb TaKKe B
rNaBHOM MeHto. 1A 3TOro Hy»KHO NocaeA0BaTeIbHO
BblOpaTb 3n1emeHTbl CnpaBKa > Ynpas/ieHue NULEH3NE
nnn CocToAHMe 3aWUTbl > AKTUBUPOBATb NPOAYKT.

see ENDPOINT ANTIVIRUS

AkTI c 0
Knoua

Apyrie BapuaHTbl aKTHBALMM

JlAUeHINOHHBIA KoY Q Aamnnucrparop GesonacHocti

- - - - e

ANTABMPOBATS € NONOLLLIO AULIENZNH U3 YeTHOS
2aNUCH AAMAHACTPaTOP2 BE30NACHOCTH.

@ OdpnaitH-auLeH3ua

X bain obnalin-nuuerzum ucnonsayercs, ecau
nporpamma ESET Endpoint Antivirus we
noaKAONENa K CeTh.

® AiTiBitposart noaxe ¢ nomowsio RA

C noweuuwio ESET Remote Administrator
nporpaumy ESET Endpoint Antivirus mowno
aiTusMpoBaTL No3Xe.

BopMAT KI0HA: XXX XX XXX

TiauenauomL KnIoM YKGIN B COOBLIEHUM 2neXTPONNOG
NONTH, KOTOPOE BN NOAYUWIM NIOCTE NOKYMKM AUUENIUM B
WiTepiete, nu na MuuenawonHOi KapTOuKe, BxoRAMEd B
womnneT.

@ AxTusuposaTs
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Ons aktuBaumnm ESET Endpoint Antivirus moHo
BOCMO/1b30BaThCA 1H0ObIM U3 MEPEYUCIEHHbIX HUXKE
cnocob6os.

® AKTMBMPOBATb C NOMOLL,bIO IMLEH3UOHHOTO K/toYa -
YHUKanbHana cTpoka B dopmate XXXX-XXXX-XXXX-
XXXX-XXXX, ucnonbsyemas gna naeHTMpuKaumm
BNadenbla U akTUBaLUM TNLEH3UK. JIULLEH3UOHHbIN
KJ1H0Y MOYHO HaNTM B COOBLLEHUN 3NEKTPOHHOM

5. YpaneHue

3anyctutb cpeactso yaaneHusa ESET Endpoint Antivirus
MOHO ABYMA crnocobamu:

BctaBbTe ycraHoBOYHbIN CD/DVD-AMCK ¢ nporpaMmmoli
ESET Endpoint Antivirus B AMcKoBOA, OTKPOITE ero Ha
paboyem ctone unu B okHe Finder n aBaxkabl

LWEeNKHUTE 31eMEHT YAanurhb.

e OTKpoOMTe ycTaHOBOYHbIN dann ESET Endpoint
Antivirus (.dmg) n aBaKabl LLENKHUTE 3NEMEHT
Ypanutob.

® 3anyctute nporpammy Finder, oTKpoiTe nanky
MpunoxKeHunA Ha KeCTKOM UCKE, WENKHUTE,
yaepKuBas Knasuwy CTRL, 3Ha4ok ESET Endpoint
Antivirus, a 3aTem BblbepuTe KomaHay MoKasaTb
copepxumoe naketa. OTkpoinTte nanky Contents >
Helpers n aaxapl WwenkHUTe 3Ha4yok Uninstaller.

nouYTbl, NOlYy4eHHOM noc/sie npuobpeTeHns
Nporpammebl, UM Ha INLEH3MOHHOM KapTe B
yNaKoBKe NpoayKTa.

°* AgMUHUCTpaTOpP 6€30MNacHOCTU: y4eTHasA 3arnuchb,
co3aaHHan Ha nopTane ESET License Administrator ¢
MUCNONb30BaHUEM YYeTHbIX AaHHbIX (agpec
3/IEKTPOHHOM NOYTbI U Mapob). ITOT cnocob
NO3BO/IAET LEHTPANMN30BaAHO YNPaBAATb
HECKONIbKUMM NNLLE H3UAMM.

® OdnanH-NULEH3UA - IBTOMATMUUYECKM CO34aHHbIN
dain co cBeiEHUAMM O NULLEH3UU, KOTOPbIN
nepegaetca B npoayKTt ESET. daiin obnaiH-
NIMUEH3MK co3gaeTca Ha nopTane ESET License
Administrator u ucnonbsyeTca B cpeaax, B KOTOPbIX
NPUNOXKEHNE HE MOXKET MNOAKIUNTBLCA K LEHTPY
NINLLEH3NPOBAHMUA.

6. Kpatkuit 0630p uHTepdeiica
nporpammbil

lnaBHoe okHO ESET Endpoint Antivirus pasgeneHo Ha
[ABe OCHOBHble YacTu. OCHOBHOE OKHO crpaBa

coe pAKUT MHGOPMALLMIO, OTHOCALLYHOCA K MapameTpy,
Kpome Toro, Bbl MOXKeTe aKTUBMPOBATb KANEHT NO3XKeE, BbIOPAHHOMY B r/TaBHOM MEHIO C/leBa.
€C/1M Ball KOMMNbIOTEP HAXOAMTCA B yNPaBAAEMOWN CETH,
A AJMUHUCTPATOP NAAHMPYET aKTMBUPOBATL

nporpammy c nomoupto ESET Remote Administrator.

B rnaBHOM MeHIO AOCTYMHbI cnegywouwme pasgenbl:

® CocrosiHMe 3aWUTbl: 0TOOparkaeTcs MHPopMauma o
MPUMEYAHUE: Mcnonb3ya npegocTaBaeHHble COCTOAHMM 3aLLUTbl KOMNbIOTEPA, KOHTPOANA AOCTYNa
AAMUHUCTPATOPOM SINLLEH3UMN, NpUIoXKeHue ESET B IHTepHeT 1 3aWmTbl 3/1€KTPOHHOM NOYTbI.
Remote Administrator moxkeT akTMBMpPOBaTb ° CKaHMpOBaHWe KOMNbIOTepa: 3TOT pa3ges no3sondeT
KIMEHTCKME KOMMbIOTEPbI B aBTOMATUYECKOM peXxume. HACTPOWUTb M 3aNyCTUTb CKAHMPOBaHNE KOMNbIOTEPA
no Tpe6osatuiol 14).
B ESET Endpoint Antivirus Bepcmmn 6.3.85.0 (1 B 6onee e O6HOB/EHME: BbIBOAUT MHPOPMaLMIO 06
NO3AHMX BEPCUAX) MOXKHO aKTUBMPOBaTb MPOrpammy C 0b6HOBNEHMAX 6asbl AaHHbIX CUTHATYP BUPYCOB.
NMOMOLLbIO TEPMUHANa. ,ﬂ.ﬂﬂ 3TOro nucnon b3yl‘;|Te ° Hacrpoﬁka: 3TOT pa3aen Ucnoab3yeTcs ana
Cnefytouyro KOMmaHAay: HacTPOMKM ypoBHA 6e30MacHOCTN KOMNbloTepa.
sudo ./esets _daemon --wait-respond --activate ° Cny)'l-(eﬁHble NPOrpaMMmbl: 3TOT Pa3aesn
key=XXXX-XXXX-XXXX-XXXX-XXXX o
3aMEHUTE XXXX-XXXX-XXXX-XXXX-XXXX TULLEH3NOHHbIM npeaocTasnAeT AOCTyN K aitnam ”‘ypHa“OB@'
K/1I0YOM, KOTOPbIN yKe Bbl/1 UCNO/1b30BaH ANs ”“aH”POB'—'-'MKVm, KapaHTMHy|2_6'1, 3anyLeHHbIM
ngogeccam@ W OPYrMM BO3MOXHOCTAM MPOrpammbl.

akTmBauum ESET Endpoint Antivirus nam y
3apeructpuposaH B ESET License Administrator. B * Cnpaska: obecneunsaeT 4OCTYN K ¢paiinam cnpaskm,
6a3se 3HaHWi1 B HTepHeTe, opMe 3anpoca Ha

pe3y/ibTaTe BbINOJHEHWNA KOMaH/pl 0TObpa3nTca
coctoaHmne «OK» unu coobLieHme o6 ownbke, ecau NojyHeHne NOAAEPIKKM M LONONHNTEIBHON
nHdopMaLMmn 0 Nporpamme.

adKTnBaUMA 3aKOHYUTCA HEYAa‘-Iel\;I.
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6.1 CouyeTaHuAa Knasuwl

HurKe nepeumncneHbl coYeTaHUA KNaBuULL, KOTOpble
MOKHO MCMO/1b30BaTb Npu paboTe ¢ nporpammont ESET
Endpoint Antivirus.

® cmd+,— oTobpaxkeHue Hactpoek ESET Endpoint
Antivirus.

® cmd+0 — BOCCTAaHOB/IEHWE Pa3mepa No YMOHAHUIO
rNaBHOro oKHa nporpammsl ESET Endpoint Antivirus n
ero nepemMelleHme B LEHTP 3KpaHa.

® cmd+Q — CKpbITME raBHOIO OKHa nporpammbl ESET
Endpoint Antivirus. EFoO MOXHO OTKpPbITb, LLEKHYB
3Ha4yoK ® nporpammsbl ESET Endpoint Antivirus B
cTpoke meHto macOS (BBepxy 3KpaHa).

® cmd+W — 3aKpbITMe rMaBHOrO OKHa nporpammbl ESET
Endpoint Antivirus.

MepeuncneHHble HUXKe coYeTaHMA KnaBuw paboTatoT,
TO/IbKO eCcnu BKAtoYeH napameTp Ucnonb3osatb
o6bluHOe meHIo (HacTpoiika > 3apaTtb HacTpoiiKu
npunoxeHusa > UHTepdeiic).

e cmd+alt+L— oTKpbITUe pasaena daitnbl }KypHana.
® cmd+alt+S— oTKpbITUe pa3aena MNaHMPOBLUUK.
® cmd+alt+Q — oTKpbITUE pasgena KapaHTuH.

6.2 MNposepkKa paboTocnocobHOCTU cUCTEMDbI

YT106bl NPOCMOTPETbL COCTOAAHME 3aLUMTLI, B F/1aBHOM
MEHI0 LeNKHUTe 31emeHT CocToAHMe 3aLuThbl. B
OCHOBHOM OKHEe NofABUTCA CBOAHAA MHPOPMaLMA O
pabote moaynen ESET Endpoint Antivirus.

see ENDPOINTANTIVIRUS
' Cocronnve saupms MakcumanbHas 3awmura
Q, Cranmposanme kounbiorepa

£ Obnomnenne

. ) )
A Crywebsie nporpaumsi Kownbiorep Wurepwer u anexrponnan

2 Copasa
SHICTPHIE CCBTKA

Q
[
a

879
11087 20150128)
20.12.16, 4:00:00 20 nonyaA

6.3 YcrpaHeHMe HENONAA[0K NPOrpaMmMmbl

Ecnn moaynb paboTaeT Hag/exKalmm obpasom,
oTobparkaeTca 3eneHblin GnaxKoK. B npoTMBHOM cnyyae
NOABNAETCA KPACHbI BOCKANLATEIbHbIN 3HAK UK
OpaH¥KeBbIN 3HAYOK yBeAoMNeHUA. [lonoNHUTEeIbHble
cBEAEHUA O MOZY/1e U PEKOMEHAYEMOE pelleHne ans
yCTpaHeHusa npobaembl 0TOBParkatoTcs B I/1TaBHOM OKHe
nporpammsl. YTo6bl U3MEHWUTb COCTOSHWUE OTAENbHbIX
MoAYNEN, LWEeNKHUTE CUHIOKO CCbIZIKY MO KaXKabIM

yBeOOMNEHUNEM.

Ecnun npennoXKeHHble peLleHus He NO3BONIAOT
YCTPaHUTb Npobaemy, MOXKHO NOMbITAaTbCA HANTU
pelweHue B 6ase 3HaHUIM ESET nnn obpaTtuTbea B CyXKOY
noAfepKu knneHToB ESET. Cnyrkba noanepryku

6bICTPO OTBETUT Ha BallM BOMPOChI U MOMOMKET PeLInTb
ntobble npobnemsbl ¢ ESET Endpoint Antivirus.

7. 3awmTa KomnbloTepa

KoHourypaumnio KomnbloTepa MOXKHO HalTK B MEHIO
Hacrtpoiika > Komnblotep. Tam oTobpaxkaeTca
cocTosiHWe napameTpa 3awuTa ¢paitnoBon cuctembl B
pexume peanbHOro BpemeHu. Ytobbl OTKAHOUNTD
OTAEeNbHbIe MOAYNU, NEPEKTIOYNUTE UX B COCTOSIHUE
OTK/IKOYEHO. O6paTuTe BHMMAHKUE, YTO NPM 3TOM
3alMTa KOMMbOTEPA MOXKET BbITb 0c/1abneHa. YTobbl
OTKpPbITb NOAPOOHbIE NapameTpbl 1t060ro U3 moaynei,
HaxkmuTe KHomnKy Hactpoiika.

7.1 3awmTta OT BUPYCOB U LUNMUOHCKUX NpOorpamm

CucTema 3almMTbl O BUPYCOB 0b6ecneynBaeT 3aluTy oT
BPEAOHOCHbIX aTaK, M3MeHAA palinbl, KOTOpble
NnoTeHLMabHO NPeAcTaBAAoT yrposy. Mpu
06HapyKeHMM Bpe4OHOCHOTO KOJa MOy /b 3alMTbl OT
BMPYCOB M LUMMUOHCKUX Nporpamm obe3BpekunsaeT ero,
610KMpPYA 1o BbINOJIHEHWE, A 3aTEM OYMLLAA, YAANAA
WKW NOMELWAs Ha KapaHTUH.

7.1.1 O6wme napameTpbl

B pasgene O6wue (Hacrpoiika > 3apaTb HacTpoOiiKu
npunoxKeHusa > 06Lwme) MOKHO BKIHOYNUTD
06Hapy>KeHMe NPUNOXHKEHNIN HECKObKMX TUMOB.

® MoTeHUManbHO HeXKenaTeNbHble NPUNONKEHUA: He
BCE MOTEHLMA/IbHO HeXKe laTebHble MPUNOKEHUS
ABNAOTCA BPeAOHOCHbIMW, OAHAKO OHM MOTYT TEM
WA UHBbIM 06Pa30M CHUXKATb NPOU3BOANTENBHOCTb
cuctembl. MNpu yCcTaHOBKE TakMe NPUIOKeHUSA
06bIYHO 3anpaLIMBatloT COrnacKe Noab30BaTeNS.
Mocne nx ycTaHOBKKM paboTa cUCTEMbI UBMEHSAETCA.
Hanbonee 3ameTHbl TaKMe U3MEHEHMA, KaK
nosBAEHME HeXKenaTeIbHbIX BCM/1bIBAOLLMX OKOH,
3aMyCK CKPbITbIX NMPOLECCOB, yBE/IMYEHME CTEMNEHU
MCNONb30BaHMA CUCTEMHbIX PECYPCOB, U3MEHEHUE
pe3y/NbTaToB MOMCKOBbIX 3aNPOCOB M 0bMeH
JAHHBIMW C yAaneHHbIMU CEpPBEPaMM.
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¢ [loTeHUMaNbHO ONacHble NPUIOKEHUA: B 3Ty
KaTeropmo BXOAUT KOMMe pUYeCKoe 3aKOHHOoe
nporpaMmmHoe obecrneyeHne, KOTOPbIM MOTYT
BOCMO/1b30BaTbCA 3/10YMbILNEHHUKM, EC/TN TaKMe
NPUNOXKEHUA YCTaHOBAEHbI 6€3 BegoMa
nonb3oBaTens. 3T0 B TOM YUCae cpeacTsa
YOANEeHHOro A0CTyna, Mo3TOMY MO YMOAYAHUIO 3TOT
napameTp OTK/IOYEH.

® [lopo03puUTesibHble NPUNOKEHUS: K TAKUM
NPUIOKEHUAM OTHOCATCA MPOrPaMMbl, CxKaTble C
MOMOLLbIO YMAKOBLLMKOB UKW CPEACTB 3aLLUTbI.
CpeacTBa 3almMTbl TAKOrO TMMA YacTo UCNONb3YHOT
3/10YMbILNEHHWUKM, YTOObI N36€eKaTb OOHAPYKEHUA.
YNaKoBLLMK — 3TO CaMOpPacnakoBbIBatoLWMICcA
MCNONHSAEMbI dalifl, KOTOPbI MOMKET CoaeprKaTb
HECKONbKO TMNOB BpeaoHOCHOTO MO B ogHOM
nakete. Hanbonee pacnpocrtpaHeHHbIMU
ynakoswmkamu asnatotca UPX, PE_Compact, PKLite n
ASPack. Mpwn cxkaTuUmM pasHbIMU YNAKOBLLMKAMMN OAHO
M TO »Ke BpegoHocHoe N0 moxeT 06HapyKMBATbCA
Nno-pasHOMYy. TaKKe y yNaKOBLIMKOB eCTb
CNOCOBHOCTb C TEYEHMEM BPEMEHW U3MEHSATH CBOU
CUrHATYpPbl, YTO YCNOXKHAET OOHapyKeHMe n
vAaneHue spegoHocHoro 0.

YT06bI HACTPOUTL UCKAOYEHUA ANna GakiIoBOM CUCTEMbI

NN MHTEpHETa U NOYTbI| 12], HAXKMUTE KHOMKY
Hacrpoiika.

12

7.1.1.1 WUcKnoueHusa

B pasgene NCKNtoYeHMA MOXKHO UCKIKOYNTD U3
CKaHMpPOBaHUA onpeaesieHHble dhainbl, Nanku,
npunoxeHus v agpeca IP/IPv6.

dalinbl M Nanku, ykasaHHble Ha BKNagxke dainosan
cuctema, byayT UCK/IIOUYEHbI U3 CKAHUMPOBAHUSA ANA BCEX
MoAyen: Moayna CKAHMPOBAHWUSA NPU 3anycKe, Moayna
CKAHMPOBAHUA B PeKMME peasbHOro BpeMEHU U
MOAYNA CKAHUPOBaHUA No TpeboBaHUIO (CKaHMpPOBaHME
KomnbioTepa).

® [lyTb: NyTb K UCKAOYaeMbIM paiiiam M nanKam.

® Yrposa: ec/im pAaaoM C UCKAtoYaembim dparinom
yKa3aHo uMA yrposbl, Gaiin He NpoBepAeTCA TONbKO
Ha NpegMeT 3TOM yrpo3bl, a He Bcerga. Ecnm dann
OKarKeTCs 3aparkeH Apyron BpeaoHOCHOM
NpPorpamMmoi, Moy b 3alMTbl OT BUPYCOB 3TO
0BHAPYHKUT.

o |t : CO34aHNe HOBOrO UCKNOYEHUA. YKaXKUTe NyTb K

06beKTY (JonycKkaeTca UCNoAb30BaHMe
NoACTaHOBOYHbIX 3HAKOB *(3Be3do4Kka) U ?(3HakK
Bonpoca)) 1mbo BbibepuTe Nanky uan dain B
CTPYKTYpe OepeB.a.

e | T |: ynaneHue BbIbpaHHbIX 3anuce.

® Mo yMOn4YaHUIO: OTMEHA BCEX UCKIIOYEHUIA.

Ha Bknagke UHTepHeT M nouyta 13 CKaHMPOBAHUA
NMPOTOKO/I0B MOXHO UCKAOUYUTb ONpeaeneHHble
npunoeHusa v agpeca IP/IPv6.

7.1.2 3awmTta npu 3anycke

®yHKuMs npoBepku GannoB Npu 3anycke
npeaycmaTpuBaeT aBTOMATUYECKOe CKaHMPOBaHUe
dbannoB Bo Bpems 3anycka cuctembl. Mo ymondaHuio
TaKoe CKaHMPOBaHMe BbINOJHAETCA PErYyAAPHO KaK
3an/saHMpPOBaHHas 3a/ia4a Noc/e BXoAa N0Nb30BaTeNA B
CUCTEMY M Nocae ycnewHoro obHoBeHUA 6a3bl
OaHHbIX BUPYCOB. YTOObI MU3MEHUTb NapaMeTpbl MOAYNA
ThreatSense, KOTopble BAUAIOT HAa CKAHMPOBAHME NpPU
3anycKke CUCTeMbI, HaXXKMKUTe KHoMKy HacTpoiika.
JononHuTenbHble CBeAEHUA O HACTPOMKE MOayNA
ThreatSense npuBeaeHbl B 3TOM pasgene [161.



7.1.3 3awura ¢aitnoBoit cucTeMbl B peume
peanbHOro BpemeHu

DyHKUMSA 3aLWLMTbI GaliIoBON CUCTEMbI B peXUME
peanbHOro BpeMeHU NPoBepPAET BCE TUMbl HOCUTENIEN U
3anycKkaeT CKaHMPOBAHME NPU HACTYNAEHUN PA3TNYHbIX
co6bITMI. 3a cHET UCNONb30BAHUA TEXHOIOTUM
ThreatSense (onucaHue npuBeaeHo B pasgene
Hactpolika napameTpoB moayna ThreatSense mﬂ)
3awmTa $aIoBON CUCTEMBI B PEXMME PEANIBHOTO
BPEMEHM MOXKET ObITb Pa3HOM 4N1A HOBbIX U yiKe
cywecrsytowmx dannos. Ana HOBbIX GpaiinoB 3aWmTy
MOHO HacTpouTb bosiee TOHKO.

Mo ymonyaHuto Bce painbl CKAHUPYOTCA MPU UX
OTKPbITUK, CO3A,AHUM 1 UCNONIHEHUN. PeKomeHayeTca
He M3MEHSATb HAaCTPOMKM MO YMONYAHUIO, MOCKO/bKY
OHM 0becneymBaloT MaKCMMaIbHYO 3aLLUTy
KOMMbIOTEPA B peXMME PeasibHOro BpemeHun. OyHKLmMA
3aLMTbI B peXMME peasibHOro BpeMeHM 3anycKkaeTca
Npw 3arpysKe cuctembl n obecneymnsaeT NOCTOAHHOE
CKaHMpOBaHMe. B 0cobbix cnyyasx (Hanpumep, npu
BO3HWMKHOBEHMUM KOH(NMKTA C APYTMM MOy AeM
CKaHMPOBAHUA B PEXKMME PeasbHOro BpemeHu) paboty
bYHKLMM MOYKHO 3aBEPLUNTD, LLLEIKHYB 3HAYOK ESET
Endpoint Antivirus ®, pacnonoeHHbili B CTPOKE MEHI0
(B BEPXHEW YacTK 3KpaHa) M BbIOpaB BapuaHT
OTKAOUUTD 3aLWKUTY $aiiNnoBOM cUCTEMbI B peasibHOM
BpemeHu. Kpome T0ro, GyHKLMIO 3aLLmMTbl $alinoBoii
CUCTEMbI MOKHO OTK/IHOUUTb B I1aBHOM OKHeE
nporpammsl: BbibepuTe HacTpoiika > Komnblotep u ans
napameTpa 3awmrta $painnoBoii cucTembl B pexxume
peanbHOro BpeMeHM YCTaHOBUTE 3HaYeHUe
OTK/TIOYEHO.

B moayne ckaHMpPOBAHUSA B PEXUME PeaNbHOTIO

BpemeHM (Real-time) MOXKHO UCKNOYUTL Cleaytowme

TUNbl HOCUTENEN.

¢ }ecTKue JUCKU: }KeCTKNE ONCKM CUCTEMDbI.

e CbeMHble HocuTenu — Komnakr-/DVD-amckm, USB-
yCTpolicTBa xpaHeHus, Bluetooth-yctponctea u T. n.

e CeTeBble HOCUTENU: BCE NOAKAOUYEHHbIE ANCKMU.

PekomeHAyeTca OCTaBUTb NapameTpbl MO YMOAYAHUIO,
a USMEHATb UCK/IIOYEHUA U3 CKAHUPOBAHUSA TO/IbKO B
0cobbIx cnyyasx (Hanpumep, ecan CKaHMPOBaHUE
onpefeneHHbIX HocutTenen NpUBOAMT K
3HAUYUTEIbHOMY 3aMme/IeEHUI0 0OMeEHa AaHHbIMM).

YT06bl M3MEHUTb AONONHUTEIbHbIE MapPaMeTpbI
3aWmMTbl GaNN0BOM CUCTEMDbI, BbIDEPUTE MEHIO
Hactpoiika > 3apaTb HacTPOKK NPUNOXKeHUsa (Unn
HaxkmuTe cmd+,) >3awmTa B pexxmme peanbHoro
BpeMeHMU 1 PALOM C MyHKTOM PaclumpeHHble
napameTpbl Ha*KMUTe KHOMKY HacTpoiika (onuvcaHue
npuseAeHoO B pasgesie PaclunmpeHHble napameTpbl

CKaHMQOBaHMHm).

7.1.3.1 PacwupeHHble napameTpbl

B 3TOM OKHe MOXHO 3a4aTb TUMbl 06bEKTOB, KOTOPbIE
CKaHupyeT moaynb ThreatSense. [LonoAHUTENbHYIO
MHPOPMALMIO O CAMOPACNaKOBbIBAIOLLUXCA apXMUBaX,
nporpammax ckatma UCnoaHAeMbiX ¢painioB U1
pacwmMpeHHOM 3BPUCTUHECKOM aHa/nu3e CM. B pasgene
0 HacTpoKiKkax napameTpoB moayna ThreatSense [16).

M3meHATb 3Ha4YeHMA NO YMOYaHUIO B pasgene
MapameTpbl aQPXMBOB NO YMOIYAHUIO He
pekomeHayeTcs. CKNtoYe HUAMM MOTyT BbITb C/lyyau,
Korga TpebyeTca ycTpaHUTb onpeseneHHyto
npobsemy, NOCKO/IbKY yBEMYEHUE YPOBHSA
B/IOXEHHOCTM GaliioB B apXMBE MOMKET CHU3UTb
NpPon3BOANTENBHOCTb CUCTEMbI.

MapameTpbl moaynsa ThreatSense ana ucnonHAeMbix
$aiinoB: No ymonyaHu1o paclUMpeHHbIN 3 BPUCTUYE CKUIA
aHaNM3 Npu UcnonHeHun GaiiioB He NPUMEHAEeTCs.
HacTtoatenbHoO pekomeHayeTca BkAtounTb ESET Live
Grid  onTMmmM3aumo Smart, YToObl YMEHbLLUTb
BO3AEMNCTBME HA MPOU3BOAUTENIbHOCTb CUCTEMbI.

MoBbICUTb COBMECTUMOCTb CETEBbIX TOMOB: 3TOT
napameTp NOBbIWAET NPOM3BOAUTENBHOCTb NPK
nosyyeHum gocryna K ¢dannam B cetu. Ero cneayet
BK/IIOYUTb, ECIN NPU NONYYEHUM JOCTYNA K CETEBLIM
OMCKaM NOHMMKAETCs MPOU3BOAMTENBHOCTb. ITa
bYHKLMA CNONb3yeT KOOPANHATOP CUCTEMHBIX paiinos
B8 OS X 10.10 unun 6onee nosagHe sepcuun. [lomHUTe, 4TO
He BCe NPUNOXKEHMA NOAAE PHKMBAIOT KOOPANHATOP
dannos, Hanpumep Microsoft Word 2011 He
nogneprkmeaet, a Word 2016 noaaeprkmBaer.

7.1.3.2 N3meHeHMe napameTpoB 3aLLUTbI B peKume
peanbHOro BpemeHwu

3awuTa B peXkMme peasbHOro BpeMeHwu ABaseTca
Hambonee cyLLeCcTBEHHbIM 3/1EMEHTOM BCEW CUCTEMbI
obecneyeHus besonacHocTn. M3meHATb MapameTpbl
MOAYNA 3alUMTbI B PEXUME peasibHOro BpeMeHu
ceflyeT C OCTOPOXKHOCTbI0. ITO peKoMeHayeTcs
AeNaTb TONIbKO B 0COObIX C/1yYasnx, Hanpumep npu
BO3HWKHOBEHUU KOHPIMKTOB C KAaKUMU-NMBO
NPUNONKEHUAMMU UM MOAYNAMU CKAHUPOBAHUA B
peXKume peanbHOro BpeMeHu, NpuHaaeKawmmm
OPYTVIM @HTUBMPYCHbIM MPOrpamMmmanm.

Mocne yctaHoBKM ESET Endpoint Antivirus Bce
napameTpbl ONTUMU3NPYIOTCA C LLe/1bto 0becneyeHus
MaKCMMaIbHOW 3aWMTbl CUCTEMbI. YTOObI BOCCTAHOBUTL
napameTpbl MO YMOAYAHUIO, HaXKMUTe KHOMKy Mo
YMOYAHUIO B 1I€BOM HUMKHEM YI/1y OKHA 3aluTa B
peXxXume peanbHOro BpeMeHM (A1anorosoe OKHO
HacTpoiika > 3apaTb HacTPOIiKK NPpUNoXKeHUa > 3aluTa
B peXKMme peanbHOro BpeMeHHM).
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7.1.3.3 MpoBepKa 3awWmTbl B peKume peasbHoro
BpemeHu

Y10bbl yOe anTbCs, YTO PYHKLUMA 3aLMUTbl B PEKUME
peanbHOro BpemeHu paboTtaeT U 06HapyKmBaeT
BMPYCbl, BOCNONb3YyHTECH TECTOBLIM paliiom eicar.com.
3TO cneumManbHblt 6e3BpeaHblint daitn,
06HapY*KMBaeMbI BCEMM MPOrpamMmmMamm 3aLinTbl OT
BMpycoB. OH co3aaH nHctutyTom EICAR (EBponeickuit
MHCTUTYT aHTUBUPYCHbIX KOMMbIOTEPHbIX
nccneoBaHUn) AN TeCTUPOBaHUA GYHKLMOHANbHOCTU
AHTUBMPYCHbIX NPOTPaMM.

YT06bI NPOBEPUTH COCTOAHME 3aLUNUTBI B PEXKUME
peanbHOro BpemeHu 6e3 1cnosib3oBaHMA NPOrpammbl
ESET Remote Administrator, yctaHoBUTE C NOMOLLbIO
TepMUHana yaaneHHoe NOAKAYEHME K KANEHTCKOMY
KOMMNbIOTEPY, @ 3aTEM BbINOJIHUTE CNEeAYIOLLYHO

KOoMaHAay:
/Applications/.esets/Contents/MacOS/esets daemon
--status

OTO6pa3MTCHCOCTOﬂHMGlmOpyﬂﬂCKaHMpOBaHMﬂB
peXunme peasibHOrNro BpeMeHU: RTPStatus=Enabled UJU
RTPStatus=Disabled.

Mpy Mcnonb30BaHUM TEPMUHANA MOTYT OTODparkaTbeA
cnepyrolme ceeaeHun:

® yCTaHOB/IEHHAA HA KIMEHTCKOM KOMMbIOTEPE BEPCUA
nporpammsl ESET Endpoint Antivirus;

® naTta u Bepcua 6asbl AaHHbIX CUTHATYp BUPYCOB;

® NyTb K cepBepy 06HOBNEHUIA.

MPUMEYAHUE. Ucnonb3oBaHMe TepMUHaNa
peKoMeHAYyeTCA TONbKO AJ1A OMbITHbIX NO/1b30BATENEN.

7.1.3.4 YcTpaHeHMWe HenoaAaokK c HepaboTtatowmm
mopaynem 3aluThbl B perKume peasibHoro BpeMmeHu

B aTom pasgene onucaHbl npobaembl, KOTOpPblie MOTYT
BO3HWMKHYTb C GYHKLMEN 3aLLMTbI B PEXKMME PeasibHOro
BPEMEHMU, a TaKxKe crnocobbl UX YCTPaHEHUS.

3awuTa B peXxMme peasibHOro BpeMeHU OTKAKUYEHa
Ecnv 3awmTa B peknme peasibHOro BpeMeHu bblna
C/ly4aHO OTK/IOYEHA MO/1b30BATENEM, €€ HYKHO
BKAOUYNTL. [N 3TOrO WENKHUTE B I1aBHOM MEH!O
Hactpoiika > KomnbloTep v ycTaHOBUTE ANA NapameTpa
3awuTta ¢aiiIoBoOI CUCTEMBI B PEXKUME peasibHOro
BpemeHu 3HayeHne BKJIOYEHO. 3awuty daiinoson
CUCTEMbI B PEXKMME PeasIbHOro BPEMEHM TaKKe MOKHO
BK/1IOUNTb B OKHE HACTPOEK MPUIOKEHUSA B pasaene
3awuTa B peXKume peasnbHOro BpeMeHHU, YCTaHOBUB
dnarkok BKnountb 3awwuty ¢paiinosoii cuctemol B
pexume peanbHOro Bpe MeHM.
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@DYHKUUA 3aLUTbI B PEXXMME peasibHOro BpeMeHU He
06Hapy»Ku1BaeT 1 He 06e3BpeKMBAET BUPYChHI
Y6eautech, 4TO Ha KOMMbIOTEPE HE YCTAaHOB/IEHO
Apyroe aHTUBMPYCHOE npunoxeHue. MNpwu
oaHoBpemeHHOoM paboTe ABYX CUCTEM 3aLWTbI OT
BMPYCOB B PEXKMME PEaNbHOro BPpeMEHM MOTYT
BO3HMKATb KOHONMKTbI. PeKOoMeHAyeTcsa yaaiuTb BCe
ApYyrue aHTUBMPYCHbIE MPUIOKEHUA.

3awuTta B pexxmme peanbHOro BpeMeHu He
3anyckaetcsa

Ecnmn moaynb 3almThl B peXXMMe peasibHOro BpeMeH!
HEe MHUUMANMN3MpPyeTCa NpK 3anycKke CUCTEMbI, 3TO
MOMKeT ObITb BbI3BaHO KOHGJIMKTOM C APYrMMU
nporpammamu. Ecnm y Bac BO3HMKAa TakaA Nnpobaema,
obpaTtmTeCch 3a MOMOLLIO B C/TYXKOY NOAAE PHKKU
KnneHToB ESET.

7.1.4 CKaHMpoOBaHMe KOMNblOoTepa no TpeboBaHUIO

Mpu 06HapyKeHUN CUMNTOMOB BO3MOXKHOTO
3apakeHus KomnbtoTepa (HeobbluHOE NoBeAeHME U
T. N.) 3anycTuTe ckaHupoBsaHue Smart. A
obecneyeHUs MakCMManbHOM 3aLLMTbl CKAHUPOBAHWE
KOMMblOoTEpa ciedyeT BbINOAHATb PErynapHo, a He
TOJIbKO MPU MOA03PEHUM Ha 3aparkeHune. PerynapHoe
CKaHWPOBAHWE NO3BOSIET 0OHaAPYKUTb BUPYChI,
nponyLieHHble MOAYNEeM CKaHUPOBAHMUA B peXume
peasbHOro BpeMeHU NPu UX COXPaHEHUN Ha OUCK. ITO
MOKeT MPOU30NTH, ECTN MOAY/Tb CKAHMPOBAHUA B
peXunume peanibHOro BpeMeHu Bbln OTKAOYEH MU
MCMNoNb30Basack ycrTapesLwas 6asa gaHHbIX CUTHATYP
BMPYCOB.

see ENDPOINTANTIVIRUS

' Cocromme saum CkaHMpoBaHUe KoMnbioTepa

Q, Crannponanme xounsiorepa
O Obwomnenwe Q CKanvposanme Smart
£ Hacrpoiica
EQ\ Bui6opoUHOE CKatMposaHme
3¢ Crywebtie nporpaumsi

? Copama BHCTPHIE CCHUIKM

28.01.15, 4:35:08 20 nonyas
o
w: 11086 (20150128)

PeKkomeHayeTcs 3anyckaTb CKaHMpPOBaHME KOMMNbOTEPA
no TpeboBaHMIO XOTA Hbl pa3 B MecAL, MoXKHO
HaCTPOWTb CKaHMPOBaHMeE TaK, YTOBbI OHO 3aMyCcKanochb
no pacnucaHuio (Cny»e6Hble nporpammbi >
MnaHUpPOBLUUK).

TaKe MOMKHO NepeTackMBaThb BblAeNeHHble Gainbl 1
nanku c paboyero ctona unu ns okHa Finder Ha
rnaBHbI 3KpaH ESET Endpoint Antivirus, 3Hayok Dock,
3HAYOK B CTPOKe MeHIo © (B BepxHel YacTn aKpaHa)
WM 3HAYOK NpuioxKeHus (B nanke /Applications).


http://www.eicar.org/85-0-Download.html

7.1.4.1 Tvn ckaHUpPOBaHUA

[ocTynHbl ABa TMNa CKAHNMPOBaHWA KOMMbIOTEPA MO
TpeboBaHuto. CKaHMpoBaHue Smart no3sonAeT 6bICTPO
NpoBepuUTb cucTemy 6e3 HaCTPOMKKU Kaknx-1nbo
napameTpoBs. BbibopoyHoe ckaHMpoBaHMe No3BonAeT
Bbl6paTbh NPOdUIb CKAHNPOBAHMUSA MO YMONYAHUIO U
yKa3aTb 06beKTbI, KOTOPbIE HYXKHO NMPOBEPUTb.

7.1.4.1.1 CkaHupoBaHue Smart

Pekum ckaHMpoBaHMA Smart no3soaseT 6bICTPO
3aMnyCTUTb CKAHMPOBAHWE KOMMbIOTEPA U OYNCTUTD
3apakeHHble ¢annbl 6es BMellaTeIbCTBa
nosib3oBatena. [NaBHbIM NPEeMMYLLECTBOM 3TOFO
MeToAa ABAAETCA NPOCTOTa UCMOb30BAHMA U
OTCyTCTBME HEODXOAMMOCTM AeTaNbHO HAaCTPaMBaThb
napameTpbl CKaHMpPOBaHMA. PYHKUMA CKAHUPOBAHUA
Smart npoBepseT Bce Gainibl BO BCEX NAMNKax U
aBTOMATUYECKM OUYMLLAET UM yaanseT ObHapyKeHHble
3apaxkeHus. Mpun 3ToM aBTOMATUYECKMN UCMOJIb3yeTcA
YPOBEHb OYMCTKM NO YMONYaHMIO. [LONONHUTENbHbIE
CBEAEHUA O TUMAX OYUCTKU CM. B pasgene Ouncrkal 171

7.1.4.1.2 BbibopouHOE CKaHUPOBaHUE

Bbi60poUYHOE CKaHUpOBaHMUE NO3BOAET YKa3aTb
napameTpbl CKAHMPOBAHWA, TaKME KaK 06BEKTbI U
MeTOoAbl CKaHMPOBaHMA. MNpenmyLLeCTBOM 3TOrO TUMNa
CKAaHMPOBAHMA ABMAETCA BO3SMOMKHOCTb AE€Ta/IbHOW
HaCTPOIKM NapamMeTpoB. PasnnyHble KOHOUIypaumm
MOMHO COXPaHWTb B BUAE MNO/Nb30BaATENbCKUX
npodusei CKaHMPOBAHMA, KOTOPblE NOAE3HbI MPYU
peryaspHOM CKaHMPOBAHMM C OAMHAKOBbLIMM
napameTpamu.

YT00bl YKa3aTb 06bEKTbI CKAHMPOBAHMSA,
nocnezoBaTesibHO BbibepuUTe 3/1€ MEHTbI
CKaHMpoOBaHMe KOoMNbloTepa > BbibopouHoe
CKaHMpPOBaHUE U OTMEeTbTE B [PEBOBUAHON CTPYKTYpe
HYHble 06BbeKTbl. O6BEKTbl CKAHMPOBAHMUA TAKKeE
MOYKHO onpezensaTtb 6osiee TOYHO. A 3TOro yKaxuTte
NyTb K NoAJiexKalle il CKaHMPOBaHMIO Nanke unu danny.
Ecnum Hy»HO NpOCKaHUpoBaTb cuctemy 6e3
NPUMEHEHMUA OYMCTKM, BbibepuUTe NapameTp
CKaHupoBaTb 6e3 ounucTku. Kpome Toro, B pasgene
Hactpoiika > OuncTKa MOXKHO BbIOpaTb OAMH U3 Tpex
YPOBHEN OYUCTKM.

MPUMEYAHMUE. Nonb3oBaTtenam, He UMEOLLUM
[0CTaTOYHOro OnbITa PaboTbl C aHTUBUPYCHbIMMU
nporpammamm, He peKomeHAyeTCA BbIMO/HATb
BbIBOPOYHOE CKaHUPOBaHME.

7.1.4.2 O6beKTbl CKQHUPOBaHUA

JepeBo 06beKTOB CKaHMPOBaHMA NO3BOAAET BblIOUpPaATb
dalinbl U NAnNKu, KOTOPbIE HY»KHO NPOBEPUTL Ha
Ha/nuyMe BUPYCoB. Bbibop ManoK moxkeT
OCYLLECTBNATLCA TaKXKe B COOTBETCTBUM C MapaMeTpamu
npoduns.

O6beKTbl CKAHMPOBAHUA MOXKHO onpeaenuTb bonee
TOYHO, BBEAA MyTb K Mankam nau parinam,
noasexalwmm CKaHMpoBaHuUto. Bbibepute 06bEKTDI
CKaHMPOBaHWA B AEPEBE, COAEPIKALLEM BCe AOCTYMHblE
Ha KomMnbtoTepe nanku. g aToro ycraHoBUTE GiaxkKm
BO3/1€ HYXHbIX PalifioB 1 MNanok.

7.1.4.3 Mpodunnm cKaHMPOBaAHUA

MpeAnoyTuTe IbHbIe HAaCTPOMKM CKAHUPOBAHUA MOYKHO
COXPaHUTb AN UCNONb30BaHMA B byaywem. na
KayKOoro peryispHo Ucnosibayemoro Habopa
napameTpOB PeKOMEHAYeTCs CO34aTb OTAE/IbHbIN
nNpodub (C pasnnYHbBIMU 06bEKTAMU, METOAAMU
CKAHWPOBAHUA U T. 4.).

Y106bI cO3a4aTb NPOdUNbL, B F/TAaBHOM MEHIO Bbibepute
nyHKT HacTpoiika > 3agaTb HaCTPOMKKU NPUNOKEHUA
(vnn HaxkmuKTe coveTaHue Knasuw cmd+,) >
CKaHupoBaHMe KOMNbIOTEPaA M BO3/1€ CNUCKa
cylwecTByowmx npoduneii Bbibepute KomaHay
U3meHuUTb.

® 00 Cranvposanve komnsioTepa

Mpoduns ckaHuposanms:

(o smart + | vaw )

Mogyns ThreatSense: | Hactpoika.. |

ObwexTss canmposanws: | Hacrpoi

A MO TPEBOSANMIO UCTOMISYETCR ATA MPOSEPKM BaI08 U MANOK Wa KOMMMIOTEDE. ETO MOKHO Jamyckams
10TePa’ @ [7128HOM DKNHE NPOTDaM M. 3AECH MOXHO HACTPOUTL NIPIMETDH CKAHUPORINHA KOMTISIOTEDA NO TPE6OE:!

“Cranuposas

(=] nocne

Mapamerp "Buknio<enme KOMNLIOTEPa NOCTE CKAHAPOBaNAR" NO3BOTAET BHIMIOLHTE KOM!
BUKTIONEHYE MOXHO OTMENHTS B N106OE BpEMS, €CTH ITa GyHKUNA He 3A610KHPOBaHA NP
E (OMNLIOTEPa MPUBOAUT K CEPOCY ITOTD NAPAMETDa

TOro, Kax 3asepUHTCA CKaMpOBaNKE N0 TpeGOBaNMAI.
ESET Remote AJministrator unw wacTpOMKauK 3arylienton
e 10y

| Mo ymonuanmio | @

[na cosgaHuns npoduna CKaHMPOBaAHMA B COOTBETCTBUM
C KOHKPEeTHbIMW NOTpeBHOCTAMM CM. pa3aen HacTpoiika
napameTtpos moayna ThreatSense mﬂ, rae onucbiBaeTcs
KaXKablii mapameTp, UCNONb3YEeMbI A1 HACTPOMKK
CKaHMPOBAHWA.

Mpumep: Npeanonoxmnm, Nob30BaTe o TpebyeTea
€034aTb COHCTBEHHbIN NPOGUAb CKAHUPOBAHMSA,
npuvyem KOHOUrypaLmsa CKaHMPoBaHUA Smart YacTUYHO
yCTpauBaeT ero, 0HAKO eMy He HYXHO CKaHMPOBaTb
YMAKOBLUMKN MW NOTEHUMANBbHO Hebe3onacHble
NpPOrpaMmmbl U MpY 3TOM HEOBXOAMMO NPUMEHUTD
TLATeNbHYO OYMCTKY. B Ananorosom okHe CNncoK
npoduneit MoaynA CKaHMpPoBaHUA No Tpeb6oBaHuUIO
BBEAUTE MMA NPOdUNA U HAXKMUTE KHOMKY [106aBUTb, a
3aTem — OK. MNocne 3Toro 3agaiTe HyKHble
napameTpbl, HacTpous moaynb ThreatSense v 06beKTbI
CKaHMpoBaHus.
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Ecnv nocne ckaHMpPOBaHUA MO TPebOBaHMIO HYKHO
OTK/IIOUYNUTb ONEPALUOHHYIO CUCTEMY U BbIKIOUUTD
KOMMNbIOTEP, BOCNO/Ib3YHTECh MapameTPoOM

BbIKNIOYEHNE KOMNbIOTEPA NOC/E CKAHUPOBAHUA.

7.1.5 Hacrpoiika napameTtpoB moayna ThreatSense

ThreatSense — 370 cobcTBEHHaA TEXHONOIMA
KomnaHuu ESET, BK/tovatoLas B ceba HeCKObKO
CNOXHbIX MeToA0B 06HapyKeHus yrpos. OHa ABnsAeTCA
NMPOAKTUBHOM, T. €. 3aLUMLIAET AaXKe HA PaHHMX 3Tanax
pacnpocTpaHeHusa HOBbIX yrpo3. Mpu aTom
NCrnonb3yeTca codYeTaHUe HeCKOTbKMX MeTOA0B
(aHanus Koma, amynaumMa Koaa, YHUBepcanbHble
CUTHATYpPbI, CUTHATYPbl BUPYCOB), COMETAaHUE KOTOPbIX B
3HAUYUTE/IbHOM CTeNeHM NoBbIWaeT YPOBEHb
6e3onacHoCTM KomnbloTepa. Moayb CKaHUPOBAHUA
cnocobeH KOHTPOAMPOBaTb HECKO/IbKO NOTOKOB
OaHHbIX OAHOBPEMEHHO, 33 CYET Yero yBeIMYnBaeTcs
3¢ PeKTUBHOCTb 0BHapyXKeHUA yrpo3. TexHonorma
ThreatSense Takke apPpeKTMBHO NpeaoTBpaLLaeT
NPOHUKHOBEHWE PYTKUTOB Ha KOMMbIOTEP.

Ona moayna ThreatSense MOXHO HAaCTPOMUTb HECKO/IbKO
napameTpOB CKaHUPOBaAHUA:

® pacWMpPeHNn U TUNbI GpainNoBs, NoANEKALLMX
CKaHMPOBaAHWIO;

® coyeTaHMe MeTOoA0B 0OHAPYKEHUsA Yrpos3;

® YPOBHM OYMCTKM U T. 4.

Y106bl OTKPbITH OKHO HAacTPOMKK, BbibepuTe HacTpoiika
> 3a4,aTb HACTPOMKU NPUNONKEHUA... (U HAXKMUTE
cmd+), a 3aTem HaxkmuTe KHonky Hactpoiika... moayns
ThreatSense B moaynsx 3awmra npm 3anycke, 3awmra B
peume peanbHOro BpemeHu 1 CKaHMpoBaHue
KOMMbIOTEPA, B KOTOPbIX UCMO/Ib3yEeTCA TEXHONO0IUA
ThreatSense (cm. HUxKe). PasHble cueHapum
obecneyeHusa besonacHOCTM MoryT TpeboBaTb
Pas/INYHbIX HAacTpPoeK. Mo3ToMy TEXHO/IOTUIO
ThreatSense M0OHO HaCTPOUTb OTAE/IbHO ANA KaXK40ro
U3 MepeyYnCcneHHbIX fJanee Moaynen 3anThbl.

® 3awuMTa Npu 3anycKe: aBTOMaTUYECKas NPOBEPKa
¢daiinos, BbIMOAHAEMAnA NPU 3aryCcKe CUCTEMbI.

® 3awuTa B pexxume peanbHOro Bpe MeHM: 3aLmTa

$annoBoOM CUCTEMbI B PEKUME PEeasbHOro BpEMEHM.

CKaHupoBaHMe KOMMblOTepa: CKaHUPOBaHUe

KOMMblOTEpPa No TPeboBaHMIO.

3awumrta gocryna B UHTepHeT

3awmTa 3/1e KTPOHHO NOYTbI

MapameTpbl ThreatSense onTMMM3MpPOBaHbI ANA
Ka*K4oro nus moaynem, u ux UsmeHeHne MoXKeT
CyLLLeCTBEHHO NOBAUATH HA PaboTy cUCTEMBI.
Hanpumep, ecnn HacTpouTb NapameTpbl TAaKUM
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06pa3om, 4Tobbl yNaKOBLUMKM NPOBEPANUCL BCErAa MU
MOZAY /b 3aLLMUTbI B PEXKMME PeanbHOro BpeMeHM
MCNONb30BaN PACIMPEHHYIO 3BPUCTUKY, 3TO MOMKET
3ameanuTb paboTy cucTembl. B cBA3M € 3TUM
PEKOMEHAYETCA HE U3MEHATb UCMO/Ib3yeMble Mo
yMon4aHuto napameTpbl ThreatSense ans scex
MOoAy/1el, KPOME MOAYNA CKAHMPOBAHUA KOMMbOTEPA.

7.1.5.1 O6beKTbl

B pasgene O6beKTbl MOXKHO YKasaTb dalinbl, KOTOpble
HeobXxo4MMO NPOBEPATb HA NpeaMET 3aparKeHus.

® CMMBO/IMYECKME CCbIJIKU: CKaHMpPYoTCA dalinbl,
COAEeprKalume TEKCTOBYO CTPOKY, KoTopas
MHTEepPNpPeTUPYEeTCA U UCNONb3yeTcA OnepaLMoHHOM
CUCTEMOW KaK NyTb K Apyromy danay unm Katanory
(TonbKo ANs cCKAHMPOBaHUA KOMMbOTEPA).

¢ [outoBble ¢aitnbl: CKaHUPYOTCs paibl
3/IEKTPOHHOM MOYTbI (HEAOCTYNHO AN1A 3aWMThI B
peXnume peasibHOro BpeMeHHu).

® MouToBble AWMKNU: CKAaHNPYHOTCA NOUYTOBbIE ALLUKM
nonb3oBaTes B cucteme (HeAOCTYNHO 414 3alWMTbl B
peXMme peanbHOro BpemeHu). HenpasuabHoe
MCMONb30BaHME 3TOr0 MapaMeTpa MOXKET NPUBECTU K
KOH®NIMKTY C MOYTOBLIM KNMEHTOM.
JononHuTenbHble CBEAEHUA O NPEUMYLLECTBAX U
HegocTaTKax MPUMEHEHUSA 3TOro NapameTpa CM. B
CTaTbe 6a3bl 3HAHUN.

® ApPXMBbI: CKAHUPYIOTCA CKaTble daliibl B apXmBax C
pacwupeHnem RAR, ZIP, ARJ, TAR U T. 4. (HegocTynHo
4719 3aLMTbI B PEXKMME PEaNbHOr0 BpeMeHM).

e CamopacnakoBblBaloLLMECA aPXMBbI: CKaHMPYLOTCA
dainbl, KOTOpble cogepKaTca B
CaMOopacnaKkoBbIBalOLLMXCA apxmBax (HeAOCTYNHO A/iA
3alLMTbI B PEXKMME PeasibHOro BpeMeH!).

® YNaKOBLUMKHK: B OT/IMYME OT CTaHAAPTHbIX apXMBOB
NPOrpamMMmbl-yNaKoBLLMKM pacrnakoBbIBaOT daliibl B
cUCTEMHYI0 NamaTb. MNpu Bbibope 3Toro napameTpa
CKaHMPYIOTCA TaKKe CTaHAAPTHbIe CTaTUYeCcKue
ynakosLwwmku (Hanpumep, UPX, yoda, ASPack, FGS).



http://kb.mozillazine.org/Email_scanning_-_pros_and_cons

7.1.5.2 MapameTpbl

B pasgene MapameTpbl MOXKHO BbIOpaTb MeTOApI,
KOTopble 6yAyT MCNONb30BaTbLCA NPU CKAHUPOBAHUM
cuctembl. [LOoCTynHbI cieaytolne BapuaHThl:

® IBpPUCTHYECKUIA aHANU3: SBPUCTUUYECKUE ANITOPUTMbI
AHANIN3UPYIOT aKTUBHOCTb MPOrpamm Ha NnpegmeT
BPeAOHOCHbIX AeMcTBUIA. OCHOBHbIM
npenmyLL,ecTBOM 3BPUCTUYECKOTO aHan3a ABNAETCA
BO3MOXKHOCTb OOHapyKMBaTb HOBOE BPeLOHOCHOE
nporpammHoe obecneyeHue, cBeAeHNA O KOTOPOM
elle He nonanu B 6a3y AaHHbIX CUTHATYP BUPYCOB.

® PaclumMpeHHasA 9BPUCTUKA: MeTO/ OCHOBaH Ha
YHUKabHOM 3BpUCTUYECKOM anroputme ESET,
ONTUMMU3NPOBAHHOM A8 OOHAPYKEHUSA
KOMMbIOTEPHbIX YePBEW U TPOAHCKUX MPOrpPaMm,

HaMnCaHHbIX Ha BbICOKOYPOBHEBbIX A3bIKax HEKOTOPbIX CyYanx MOXKET NOTPeboBaTbCA UCKAHUYUTD
nporpammmnpoBsaHma. NMprmeHeHMe paclMpPeHHOM Takue daiinbl U3 ckaHMpoBaHus. Hanpumep,
9BPUCTUKN CYLLECTBEHHO Y/TyHLIAET BO3MOXHOCTH peKoMeHAYeTcA UCKNoUUTb dainbl log, cfgu tmp. Ana
06Hapy)KeHus Bpe 4OHOCHbIX NPOrpamm. BBO/A paclUMPEHMUI UCNONb3YITe ceayowmii popmar:
log
7.1.5.3 OumcrKa cfg
MapameTpbl OYNCTKM OMpeaenatoT Cnocob OUMCTKM tmp

3apakeHHbix GainnoB Moy eM CKaHMPOBaHMA. B
nporpamme npeaycMoTPEHO TPU YPOBHA OUMCTKM.

® Be3 OUUCTKU: 3apakeHHble ai/ibl HE OUYULLLAOTCA
aBToOMaTM4yecku. Mporpamma BbIBOAUT
npeaynpexaeHuve n npeanaraeT Nosb30BaTeNIO
BblOpaTb HYy*KHOE AeNCTBUE.

e CTaHAApTHaA OYMCTKA: NpOorpamma nonbiTaeTcs
aBTOMATMYECKM OYUCTUTb MW YAANUTb 3aPAXKEHHbIN
dainn. Ecnm aBToMmaTnyecku BbibpaTb NpaBuibHoOE
OeWcTBME HEBO3MOXKHO, Nporpamma npea/araet
caenatb BbIbop nosb3osaTento. Boibop
npeaocTaBAAETCA M B TOM C/ly4Yae, eciu
npeasapuTeIbHO onpeae/ieHHoe AeNcTBME He
MOeT BbITb BbINOIHEHO.

¢ TuwiateabHaA OYMUCTKA: MPOrpaMma OUnULLAET UK
yZanseT Bce 3aparkeHHble dainbl, BKAOYaAA apXmBbI.
EAMHCTBEHHOE UCKNOYEHNE — CUCTEMHbIe daliibl.
Ecnu ouncrtka daina HeBO3MOXKHaA, NONb30BaTENb
noJly4aeT COOTBETCTBYIOLLEE YBEAOMNEHME U
npeanoxeHne Bbibpatb Tpebyemoe aencrene.

Mpepynpex geHne.B cTaHAAPTHOM peXMME OUYUCTKM,
KOTOPbIN MUCNONb3YEeTCsA MO YMOYAHUIO, apXUB
yaanaeTtcsa Le/MKOM TOJIbKO B TOM C/ly4Yae, ecu Bce
danbl B HeM 3apaykeHbl. Ecau apxumB coae put
3aparkeHHble U He3apayKeHHble ¢alinbl, OH yaaneH He
6yaneT. Ecnu 3aparkeHHbI apxmnB 0OHapYKeH B perkume
TLATE/IbHOW OYMCTKU, OH YAaNAeTca Le/IMKOM, axKe
€eCc/n B Hem ecTb dannbl 6e3 Bpe JOHOCHOTO KoJa.

7.1.5.4 UcKknioueHusa

PacwmnpeHmnem HasbiBaeTca YacTb UMeHU daina,
oTAe/IeHHas OT OCHOBHOM YacTu TOYKOW. PaclumpeHue
YKasblBaeT Ha TUN 1 coaepRmmoe dalina. IToT pasgen
napameTpoB moayna ThreatSense nossonset
onpeaenunTb TUMbl GanaoB, KOTOPbIE HE HYXHO
CKaHMpPOBaTb.

Mo ymoi4aHWto CKaHupytoTca Bce daliibl He3aBUCMMO
OT WX paclMpeHus. B CNUCOK UCKNOYEHUI MOMKHO
£06aBuTh Nt060e pacwmpeHmne. C NOMOLLbIO KHOMOK

* .= I moxHo paspelwats 1 3anpewwarts

CKaHMpPOBaHME ANA TEX MU UHbIX PacLUMPEHNNA.

Ecnuv ckaHnpoBaHWe onpeaeneHHbIX TUNoB Gpaiiios
npensaTcTByeT HOPMasibHOM paboTe NporpaMmsl, B

17



7.1.5.5 OrpaHuyeHuAa

B pasgene OrpaHUYEeHUA MOKHO YKa3aTb
MaKCMMa/bHbI pasmep 06beKTOB 1 KONMYECTBO
YPOBHE BNOXEHHOCTU /18 CKAaHNMPOBaHMNA apPXMBOB.

® MaKkcumanbHbIi pasmep: onpegenseT
MaKCMMa/IbHbI pasMep CKaHMPyeMbIX 06 bEKTOB.
Mocne ycTaHOBKM OrpaHMYeHUs MOAY b 3aLUMTbI OT
BMPYCOB by AeT NPoBePATb TO/IbKO 06bEKTbI, pazmep
KOTOPbIX MEHbLUE YKa3aHHOro 3HayeHus. He
peKoMeHAayeTCs U3SMEHATb 3HaYEHME N0 YMOAYAHUIO,
eCNv oNs 3Toro HeT 0cobow NPUUKnHLI. OH
npegHasHayeH 4714 OMnbITHbIX NMO/Ib30BaTENEN,
KOTOPbIM HEOHXOAMMO UCKIIOYUTL bonbLINe
06bEKTbI U3 CKAHMPOBAHMS.

° MakcumanbHoe BpeMs CKAaHUPOBaHUA: onpeaensaeT
MaKCMMa/iIbHOE BpeMs CKaHMpPOBaHMA 0bbeKTa. Ecam
nosib3oBaTe /b Onpeaeua 3To 3HaYeHUe, MoAY /b
3alMTbl OT BUPYCOB NPEpPbIBAaET CKAHUPOBaHUE
TeKyLero obbekTa No UCTEYEHUM YKA3aHHOTO
WHTepBasia BpeMeHM He3aBUCMMO OT TOTO,
3aBEpLUEHO OHO UK HeT.

® MaKcMManbHbIii YPOBEHb B/IOXKEHHOCTHU:
onpezenseT MaKCMMabHYO F1yOMHY CKaHMPOBAHMUA
apxmMBoB. He peKomeHAyeTcA U3MEHATb 3HaYeHUe Nno
ymonuyanuto (10); B 06bIYHbIX YCNOBUAX O/1A STOTO HET
ocoboi NpuYmrHbI. Ecnm ckaHuposaHue
npexxaeBpemMeHHO NpepblBaeTcA M3-3a NpeBbllLeHUs
YPOBHS B/IOYKEHHOCTM, apXM1B OCTaeTcA
HenpoBepeHHbIM.

° MakcumanbHbii pasmep ¢aiina: onpegenset
MaKcMMasnbHbIN pasmep dainios B apxuse (nocne
M3B/IeYEHUS), NOANEXKALLMX CKaHUPOBaHMIo. Ecnn ns-
32 3TOro OrpaHNYEeHUsA CKAHMPOBAHME NPEPbLIBAETCS
[0 ero 3aBepLUeHUs, apX1B OCTaeTcA
HenpoBepPeHHbIM.

7.1.5.6 [pyrue HacTPOKM

BK/IIOYUTb UHTEIIEKTYA/IbHYIO ONTUMMU3ALMIO

Korpa BKkatoueHa onTummnsauma Smart, ncnosib3yroTca
ONTMMaNbHbIE HACTPOMKK, 0becneymBatoLme cCamblit
3pPEKTUBHbIN YpOBEHb CKaHUPOBaHMA be3
3ame1eHMA ero CKopocTu. PasHble Moayau 3almTbl
BbIMO/IHAIOT UHTEIIEKTYa/IbHOE CKAaHUPOBAHME C
NPUMeHEHMEM PasINYHbIX MeToA0B. ONTMMM3aLmA
Smart He onpeeneHa B NPOAYKTe KeCTKMM 0b6pasom.
Konnektus paspabotunkos KomnaHum ESET nocTosiHHO
BHOCUT B HEE MU3MEHEHMA, KOTOPbIE MOXHO
nHTerpmposaTb B ESET Endpoint Antivirus c nomouipto
perynapHbix o6HoBneHM. Ecnv onTummsauma Smart
OTK/It0YEHa, NPU CKAHUPOBAHWUWN UCMONb3YIOTCA TOJIbKO
No/Nb30BaTe/IbCKME HACTPOMKKM agpa ThreatSense
KOHKPETHOro Mmoayns.
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CKaHUPOBATb a/IbTe PHATUBHbIM NOTOK AAHHbIX
(NPUMeEHUMO TONIBKO K MOAY/H0 CKaHMPOBaHMA NO
TpeboBaHuo)

AnbTepHaTUBHbIE MOTOKM AaHHbIX (BETBIEHUE
pecypcoB 1 AaHHbIX), UCNonb3yemble $hainioBol
CUCTEMOM, NPeaCTaBAAOT COOOM CBA3N MeXay
daltnamm 1 nankamu, KOTopble He BUAHbI A1 0ObIYHbIX
MeTOL0B CKaHMPOBaHUA. MHOrve BpegoHOCHbIe
nporpamMmmsl BblAatoT cebs 3a albTEePHATUBHbIE MOTOKM
OaHHbIX, 4TObObl M36€eXKaTb 0OHaPYKEHMUA.

7.1.6 [eiictBua npu 06HapyKeHUU 3apaxKeHUA

BpeoHOCHbI Ko, MOXKeT NonacTb B CUCTEMY U3
Pa3HbIX MUCTOYHUKOB: C Be6-CTpaHULL, M3 06LLMX Nanok,
Mo 3/1EKTPOHHOM NOYTE UAKN CO CbEMHbIX HOCUTENEN
(USB-HaKonuTenen, BHELHUX ANCKOB, KOMMNAKT- UAN
DVD-AMCcKOB U T. I.).

Ecnv HabAro4aloTCA NPU3HAKKM 3aparKeHUs KoMNbloTepa
(Hanpumep, oH cTan meaneHHee paboTaTb, YacTo
«3aBMCAET» UT. N.), PEKOMEHAYETCA BbIMOAHUTb
OeWCTBUSA, ONUCaHHbIE HUXKeE.

1. WenkHuTe anemeHT CKAHUPOBaAHUE KOMMbIOTEPA.

2. Bbibepute napameTtp CKaHupoBaHue Smart
(AononHUTEeNbHYO MHOPMALMIO CM. B pasgene
CKaHMpoBaHue Smart|1_5'7).

3. Mo 3aBepLUEHMM CKAHUPOBAHMA MPOCMOTPUTE B
YKYpHae KOJIMYeCTBO NPOBEPEHHbIX, 3aPaXKEHHbIX U
OYMLLEHHbIX hannoB..

EC/M HY»XKHO NPOCKaHWPOBATb TO/IbKO ONpeaeneHHYo
YacTb AMCKa, BbibepuTe BapMaHT BbibopouHoe
CKaHMPOBaHUE U YKaXKNTE 06bEKTbI, KOTOPbIE HYXHO
MPOCKaHMPOBaTb Ha NPeAMET HaNMYMsA BUPYCOB.

Y106bI NOHATH B 06LLMX YEPTAX, YTO MPOUCXOAUT, KOraa
nporpamma ESET Endpoint Antivirus BbiaBnaeT
3apakeHuWe, NpeACcTaBbTe CUTYaLMIO, YTO MOAY /b
3aWmMTbl GaNN0BOM CUCTEMbI B PEXKUME PeanbHOro
BPEMEHM 0OHAPYXNA 3aparkeHne U B MOAYJle HAaCTPOeH
YPOBEHb OUYUCTKM MO YMo4aHMto. CHavana moayib
MbITAETCS OYUCTUTL UAK yaanuUTb Gain. Ecnu gelicteune
Mo YMOJIYaHMIO AJ1A MOAY /A 3aLUUTbI B peXKume
peasnibHOro BpeMeHU He onpeaesieHo, oTobpasuTca
coobuleHne c npeanoxeHnem BbibpaTtb Tpebyemoe
aencrene. O6bI4HO Ha BbIOOP Npea/iaraloTcs AeNCTBUA
Ouuctutb, Yaanutb n Huuero He npegnpuHMMaTh.
Oencrtene Huuero He npeaNpPUHUMATD BbIOMPATb He
peKkomeHayeTcA, TaK KaK B 9TOM C/1y4ae 3aparkeHHbIM
dalin octaHeTcA B cucTeMe H6e3 usMeHeHMn. IToT
napameTp nNpeaHasHayeH 418 CMTyaunin, Koraa
MMeeTCs NoHasA YyBEPEHHOCTb, 4To dain 6e3BpeneH u
nonan noz noAo3peHue no ownbkKe.



OuuncTKa u yaaneHue. Micnonb3yite 04nUCTKY, eCin
¢dain 6bin aTakoBaH BUPYCOM, 406ABMBLUMM B HETO
BPEAOHOCHbIN Koa. B 3TOM ciyyae B nepByto odepeap
dain cnegyeT NONbITAaTbCA OYUCTUTD, YTODDI
BOCCTaHOBUTb €70 NepBOHaYabHoe coctosiHMe. Ecnu
dalin cone pHUT TONbKO BPEAOHOCHBIN KOA, ero
cnepyet yaanuTh.

YpaneHue ¢aiiioB U3 apXMBOB. B peknme 0YMCTKM MO
YMOJIYAHMIO apXMB yAANAETCA LLeIMKOM, TO/IbKO eC/u
OH COZE PHKUT UCKNOUNUTENIBHO 3aparkeHHble Gpaisbl.
MHaye roBops, apXuBbl, B KOTOPbIX €CTb HE3apParKeHHble
darinbl, He yaanatoTca. CKaHMPOBaHUE B PEKUME
TwatenbHasA oUUCTKA ceayeT NPUMEHATL C
OCTOPOXKHOCTbBIO, TaK KaK B 3TOM PeXKMME apXmB
yAanaeTcsa, eCNv COAEPHKUT XOTA Obl OANH 3apParKeHH b
dain He3aBUCUMO OT COCTOAHUA ApYrux ¢annos B
apxuBe.

7.2 3awwmTta aoctyna B UHTEpPHET U 3/1IeKTPOHHOM
noyTbl

YT06bl OTKPbITb HACTPOMKM 3aLLMTbI JOCTYNA B
NHTEepHET N 3N1eKTPOHHOM NOYTbI, B /TaBHOM MEHIO
BblibepuTe NyHKT HacTpoiika > UHTepHeT 1 nouta. 3aecb
MOXHO TaKKe NoNy4YnUTb AOCTYN K AeTaNIbHbIM
HACTPOMKAM KaxKaoro Moaya, WeAKHYB napameTp
Hacrpoiika.

® 3awura goctyna B UHTepHeT: OTC/NeXKMNBaET CBA3b
HTTP mexkay Beb-bpay3epamm v yaaneHHbIMK
cepsepamm.

® 3aLMTa NOYTOBOrO K/IMEHTA: NMO3BOIAET
KOHTPO/IMpOBaTb 06MeH co0bLeHNAMM MO
npoTtokonam POP3 n IMAP.

® 3awmra oT GULIMHIA: 610KMpPYET NOTEHUMAbHbIE
dULWIMHrOBblE aTaKu ¢ Be6-CaliTOB U IOMEHOB,
KoTopble KomnaHusa ESET 3aHecna B 6a3y AaHHbIX
BPELOHOCHbIX MPOrpPamm.

7.2.1 3awwmta gocryna B UHTepHeT

DyHKLMA 3aWmTbl gocTyna B MUHTepHeT npoBepsAeT
obmeH gaHHbIMKU Mexay Beb-b6paysepamm u
YyOANeHHbIMM cepBepamm Ha npegmeT cobatogeHuaA
npasun HTTP (npoToKona nepeaayun runepreKkcra).

YT06bI HACTPOUTL BEO-PUALTP, HYMKHO YKa3aTb HOMEPaA
NOPTOB [/18 COeANHEHUI HTFPmﬂ n/vnun URL-agpeca

[19),

7.2.1.1 MNopTbl

Ha Bknaake MopTbl MOXKHO YKa3aTb HOMepPa NOPTOB,
KOTOpble UCNONb3YOTCA A8 0OMeHa AaHHBIMK NO
npotokony HTTP. MNo ymonvaHuto npegsapuUTebHo
334aHbl Homepa nopTos 80, 8080 1 3128.

7.2.1.2 Cnucku URL-agpecos

B pa3gene Cnucku URL-agpecoB MOXKHO yKa3atb HTTP-
ajpeca, KoTopble cneayeT 610KMPOBaThb, paspeLlmnTb
WA UCKNIOYUTb U3 NPOBEPKN. Beb-caliTbl U3 cnmncKa
3a6/10KMpPOBaHHbIX aapecoB 6yayT HegOCTyNHbI. K Be6-
CailTam M3 CMMCKa a4 pecoB, UCKAOYEHHbIX U3
NpoBepPKM, AOCTYN OCYLLECTBAAETCA 6e3 NPoBEePKM Ha
Ha/sn4yne BPeAOHOCHOIO KOZAa.

Y106bI paspellmnTb 4OCTYN TONIbKO K TeM Beb-canTam,
KOTOpble yYKa3aHbl B cnucke PaspelweHHblit URL-agpec,
ycTtaHoBuTe dnaxkok OrpaHnumtb URL-agpeca.

YT06bl aKTUBMPOBATL CMMUCOK, YCTAHOBUTE PALOM C €r0
nmeHem bnaxKok BKatoueHo. Ecin Bbl XOTUTE NOayYaTh
yBeloM/ieHMe O TOM, YTO B afpeCHYIO CTPOKY BBOAMUTCA
afpec U3 TEKYLLEro CnuckKa, yctaHosuTe ¢aaxok C
yBEeA0MNEHUEM.

Mpu co3ganmm cnuckos URL-aapecos MOXKHO
MCNO/1b30BaTh CreuuyanbHbie CUMBOJbI *(3BE3404Ka) U
?(3HakK Bonpoca). 3Be3404Ka 3ameHAeT 10Oy CTPOKY
CMMBOJI0B, a 3HaK Bonpoca — sitoboi cumeon. Ocoboe
BHMMaHWe cieayeT yaeauTb Npu yKasaHWM agpecos,
WCKHOYEHHbIX M3 MPOBEPKU, MOCKObKY 3TOT CMIUCOK
[OO/IKEH BKAtOYaTb B ce65 TONbKO A0BEPEHHbIE U
HafeKHble agpeca. AHaN0oTMYHO, CUMBOAbI * 1 ?
[OOJIKHbI UICMONb30BaTbCA B 3TOM CMUCKE Haa e Kallum
obpasom.

7.2.2 3awura 3/1IeKTPOHHOM NOYTbI

3aLmMTa 3N1eKTPOHHOM NOYTbI N03BOAIAET
KOHTPO/IMpOBaTb 0O6MeH co0bLLeHNAMM Yepes
npoTtokonbl POP3 n IMAP. Mpu npoBepKe BXOAALLMX
coobLweHn NnporpaMmma Ucnonb3yeT BCE COBPEMEHHbIE
MeTO/bl CKaHMPOBAHWA, KOTopble obecneynBaeT

Moy /b CKaHMpPOoBaHUA ThreatSense. 3To 03HayaeT, 4To
0b6HapyKeHne BpeJOHOCHbIX MPOrpamMm nNpoucxoamT
elle A0 conocTaBneHua ¢ 6a3oi JaHHbIX CUTHATYpP
BMpycoB. CKaHMpoBaHMe obmeHa coobLLeHUAMMN NO
npotokonam POP3 un IMAP He 3aBucuT OT
MCMONb3YyEeMOro KAMEHTa 3/IEKTPOHHOM MOYTbI.

Moaynb ThreatSense: HacTpoiKa: pacluMpeHHas
HaCTpOoliKa MOoAy1a aHTUBMPYCHOTO CKaHMPOBaHUA
Nno3BonAeT BbIbUpaTb 06beKTbl CKAHUPOBAHUA, METOAb!
obHapyKeHusa n T. 4. Haxkmute kHonky HacTpoiika,
YTOb6bI OTKPbITb OKHO PaCLIMPEHHOW HAaCTPOMKM MoayNs
CKaHMpPOBaHWA.
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[o6aButb yBegomaeHue K coobLLeHUAM 31e KTPOHHOM

NouTbl: NOC/E CKAHNMPOBAHUA COOBLLEHMA 3/TEKTPOHHOM

MOYTbl MOXKHO A06aBUTb K HEMY YBELOM/IEHWE,

cofeprKallee pesynbTaTbl CKAHMPOBaAHMA. Ha aTn

yBeAOMNEHMA HEe1b3A No1araTbCA NOJIHOCTbIO,

NMOCKONIbKY OHW MOTYT 6bITb NPONYLLEHbI B

npobaemaTtuyHbix cooblieHmnax B dopmate HTML nau

chanbcudmUMpOoBaHbl HEKOTOPbIMU BUPYCaMMU.

LocTynHbl cneaytowme BapmaHTbl:

® Hukorga: yBeloMeHNA He A06aBAAIOTCA.

® TOoNbKO K 3apaKeHHbIM COOBLLEHUAM: MOMEYaOTCA
KaK NpoBepeHHbIe TO/IbKO co0bLeHMA, coae prKaLimne
BPeAOHOCHbIE MPOrpammbl.

® Ko Bcem cKaHMpyeMbIM cOObLeHUAM: NPOorpamma
pobasnseT yBeLOMAEHMA BO BCE MPOCKAaHMPOBAHHbIE
coobuieHus.

[o6aBnarb npumeyaHue B Nose TeMbl NONYYEHHbIX U
NPOYUTAHHDbIX 3apaXKeHHbIX CO06LLEeHUIA: YyCTaHOBUTE
3TOT PNAXKOK, EC/IN B TEMY 3aParKEHHbIX COODOLLEHUI
HeobxoaMmo [06aBNATL NpeaynpeRaAeHUA O BUpYCcax,
CcreHepUpOBaHHbIE CUCTEMOM 3aLLUTbI 3N1EKTPOHHOM
nouTbl. 3Ta GyHKUMA NO3BOAAET BbICTPO GUNLTPOBATL
3apakeHHble coobLLeHMA 3NEeKTPOHHOM NoyTbl. OHa
TAK)Ke NOBbILIAET YPOBEHb LOBEPUA A/15 MONYYaATENA U,
eCc/inm 06HapyKeHO 3apaxkeHne, NpegocTaBnaeT
LEeHHYo nHdopmaumio 06 ypoBHE yrpo3bl 4aHHOTO
n1cbma UM OTNpPaBuUTENS.

LLiabnoH, po6aBnaemblii B nosie TeMbl 3aparKeHHbIX
coobLeHuii: oTpedakTUpyMTe 3TOT WabAoH, ecin
TpebyeTca U3MeHUTb bopmaT npeduKca TeMbl AN
3aparKeHHbIX NUCEM.

B HUMKHE YacTM 3TOro OKHa MOMKHO TaK»Ke BKAOYUTb
WU OTKNIOYNTb MPOBEPKY OOMEHA AaHHbIMK MO
3/IeKTPOHHOM noyTe no npotokony POP3 unu IMAP.
JononHutenbHble CBEAEHMA CM. B C1eAYOLWMX TEMAX:
® [lpoBepKa NpPOTOKOANA POP3/[20]

® [l[poBepKa NPOTOKO1A IMAP@

7.2.2.1 MposepkKa npoTtokona POP3

MpoTokon POP3 agnAeTcA cambiM pacnpocTpaHeHHbIM
NPOTOKO/IOM, UCNOJIb3yeMbIM A1 NONYYEHUA
COOBLLEHWN B KNTUEHTCKUX MPUNONKEHUAX ANA PaboTbl C
3N1eKTPOHHOM noyTol. NMporpamma ESET Endpoint
Antivirus obecneymBaeT 3alLmMTy 158 3TOrO NPOTOKO/A
HE3aBMCMMO OT TOTO, KaKOW KNMEHT 3/1eKTPOHHOW
NOYTbl UICNONIb3YyeTCA.
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Moaynb 3aWmThl, 06ecneymnBatoLii TAaKON KOHTPO/b,
ABTOMATUYECKM 3aMnyCKaeTCcA NPU 3anyCKe CUCTEMbI U
OCTaeTcs aKTUBHbIM B MamsATU. YTobbl moayb paboTan
npasuabHO, ybeanTech, YTO NPOBepPKa NPOTOKO/1A
POP3 BkntoveHa. KoHTpoab npoTtokona POP3
OCyLLeCTBAAETCA aBTOMaTUYeCKM 6e3 HeobXxoaMMOCTH
nepeHacTPOMKM NOYTOBOrO KAneHTa. Mo ymonyaHuio
CKaHUPYIOTCA BCe AaHHble, NpoXxoaAalipe yepes nopT
110, HO NpU HEOBXOANMMOCTM MOXKHO A06ABUTb U
Apyrue noptbl. Homepa nopToB cneayeT pa3fenatb
3anATOMN.

Ecnun napameTtp Bkaountb nposepKy npotoKona POP3
BK/ItOYEH, BeCb TpadpuK no npotokony POP3
OTCNEXKMBAETCA C LLe/1bto 0OHAPYKEHUA BPEAOHOCHbIX
nporpamm.

7.2.2.2 Tposepka npotokona IMAP

Mpotokon IMAP (IMAP) — 3To elye oAMH MHTEPHET-
NPOTOKO/ AN NONYYEHUA 3NEKTPOHHOM MOYTbI,
KOTOPbIN MMeeT onpeaeneHHble MPenMyLLEeCTBa Nepes,
POP3. Hanpumep, cpasy HECKOJIbKO KAMEHTOB MOTYT
O4HOBpPEMEHHO NOAKNOYATLCA K O4HOMY U TOMY Ke
NOYTOBOMY ALLMKY M NepeaaBaTb CBeAeHUA O
COCTOAHWM COOBLLLEHNSA, B YAaCTHOCTU CBEAEHMA O TOM,
4yTO coobLeHme HBbII0 NPOUYNTAHO, YAAIEHO UK HA
Hero bbln aaH oteeT. Mporpamma ESET Endpoint
Antivirus obecneymBaeT 3aLLMTY 3TOr0 NPOTOKO/1A BHE
33aBMCUMMOCTM OT UCMO/1b3YEMOTO MOYTOBOTO KAMEHTA.

Moay b 3aLWmTbl, 06ecneynBatoLLLMni TaKOM KOHTPO/b,
aBTOMATMYECKM 3anyCKaeTcA NPK 3anycKe CUCTEMbI U
OCTaeTCsl aKTUBHbIM B NamATK. YTobbl moaynb paboTan
npasuabHO, ybeauTech, YTO NPOBEPKA NPOTOKOA
IMAP BkatoyeHa. KoHTposib npoTokona IMAP
OCYLLECTBNAETCA aBTOMaTMYeCKM 6e3 HeobxoanMMOoCTH
nepeHacTPOMKM NOYTOBOTO KAneHTa. o ymonvaHuto
CKAHMPYHOTCA BCE AaHHble, NPOXoALLmMe Yepes nopT
143, Ho NpKn HeOBXOAMMOCTM MOMKHO J06ABUTH U
Apyrue nopTtbl. Homepa nopToB cneayeT pasaenatb
3anATON.

Ecnn napameTp Bkatountb nposepky npotokona IMAP
BK/ItOYEH, BeCb TpaduK no npotokony IMAP
OTC/IE}KMBAETCA C LeNbto 0OHapyKeHNA BpeJOHOCHbIX
nporpamm.

7.3 3awwmra ot puMMHra

TepMUHOM ¢ M nHrobo3HavYaeTcA NpecTynHan
OeATeNbHOCTb C UCNO/1Ib30BaHUEM NPUEMOB
COLMOTEXHUKU (MaHMMyAMPOBaHME NOb30BaTEIAMMU
ON5 NoNy4YeHUs KoHouaeHUManbHOM MHGopmauun).
®PULIMHT 4aCTO UCNONb3yeTcA AN1A NONyYeHMA A0CTyNa K
TaKOM KOHOUMAEHUMaNbHOW MHDOPMALIMK, KaK HOMEPa
6aHKOBCKMX CHETOB, HOMepa KpeauTHbIX KapT, PIN-
KOAbl MM MMEHA NONb30BaTeIei 1 Naposu.



DyHKUMIO 3aLWMTbl OT GULLIMHIA HE PpEKOMEHAYeTCA
BbIKNtoYaTh (HacTpoiika > 3aparb HacTpoiiKK
npunoxeHusa > 3awurta ot GpuULMHra). Bce
noTeHuManbHble ULIMHIOBbIE aTaKu C BE6-CaliTOB UK
OOMEeHOB, 3aHeceHHbIX KomnaHuet ESET B 6a3y AaHHbIX
BpegoHocHoro MO, 610KMpyOTCA, NOC/E Yero
oTobparkaeTca ysegomneHune ob atake.

8. KoHTponb ycTpoiicts

C nomouwpto ESET Endpoint Antivirus Mo»KHO
CKAHWPOBaATb, 610KMPOBATb U N3MEHATb PACLLUMPEHHbIE
dUNbTPbI N/MNN paspelleHns, a TakKe yKasblBaTb,
MOeT JIn NoNb30BaTe b NOyYaTb AOCTYN K
KOHKPEeTHOMY YCTPOMCTBY M paboTaTb C HUM. ITO
yA06HO, eCM aAMUHUCTPATOP KOMMbIOTEPA XOYeT
npeaoTBPaTUTb UCNOb30BAHUE YCTPOICTB, Ha KOTOPbIX
NPUCYTCTBYET HeXelaTeIbHOe COAePKMUMOE.

MopneprK1MBaeMble BHELIHWE YCTPOICTBa:

® [11MCKOBbII HakoNuUTeNb (KecTKui anck, USB-
YCTPOICTBO GA3LW-NamsATH)
Komnakr-/DVD-amnck

USB-npuHTep

YcTpolicTBo 06paboTKM M306parkeHU
MocnepoBatenbHbI NOPT

CeTb

MopTaTMBHOE YCTPOMCTBO

Mpy NoAKNOYEHNN YCTPOICTBA, 3a6/10KMPOBAHHOIO
CYLLECTBYOLLMM NPABUIOM, 0TOBPa3UTCA OKHO
OMNOoBEeLLEHMA, U AOCTYN K YCTPOMUCTBY byaeT
3a6/10KMpOBaH.

B KypHase KOHTPOA YCTPOMCTB 3anmnCbIBAtOTCA BCe
NPOMCLLECTBUA, 3anycKatoLwme GYHKLNIO KOHTPONA

YCTPOWCTB. 3anmcK KypHasaa MOXKHO NPOCMOTPETL B
rnaBHOM OKHe nporpammbl ESET Endpoint Antivirus B
pasgene CnyxebHble nporpammbl > Paitnibl }KypHana
22],

8.1 Pepakrop npasun

MapameTpbl QYHKLMM KOHTPO/IA YCTPOMCTB MOXKHO
M3MeHUTb B MeHto HacTpoiika > 3agaTb HaCTPOIKK
NPUNOXKEHUA... > KOHTPONb YCTPOMCTB.

Ecnuv WwenkHyTb NapameTp BKAKOUMTb KOHTPOIb
ycTpoicts, B ESET Endpoint Antivirus 6yaet
aKTMBMpPOBaHa GYHKLUMA KOHTPOASA yCTpoMcTB. Kak
TONbKO KOHTPO/1b YCTPOWCTB ByAEeT BK/AIOYEH, Bbl
CMOKeTe YyNpaBAATb POSIAMM KOHTPOAA YCTPOMCTB U
N3MEHATb MX. YTOObI BKAOUNTD U BbIKHOYNUTb MPABUIIO,
MCnonb3ayiTe GNaKoK PALOM C €0 UMEHEM.

Ona pobaBneHusa nav yaaneHusa npasua UCNoNb3ynTe

KHOMKK i mi— I'IpaBMna npuBegeHbl B nopAagKke nx

npunoputeTa: umerouwme 6onee BbICOKUI npunoputer
npaBuia pacnosiaraloTcAa Bbllle. YT06bI U3MEHUTD
nopAaokK, A4OCTAaTOYHO nepeTawnTb NpaBnI0 Ha HOBOE

MECTO UJIN LLENKHYTb R M BblOPaATb HYXKHbIN
napamerp.

ESET Endpoint Antivirus aBTomaTnyeckm obHapyKmnBaeT
BCE MOAK/0YEHHbIE YCTPOMCTBA M UX NapameTpsbl (Tun
YCTPOWCTBA, NPOU3BOANUTENIb, MOAE /b, CEPUIMHbIN
Homep). BmecTo Toro 4ytobbl co3gaBaTb NpaBma
BPYYHYIO, LLEeIKHUTE NapameTp 3anoaHUTb, BbibepuTe
YCTPOMCTBO U HaxXmuTe KHoMKy MpoaonKutb, 4Tobbl
€034aTb NPaBuno.

HeKoTopble yCTpoIACTBa MOXKHO Pa3peLLmnTb UK
3a6/10KMpPOBaATb HAa OCHOBAHWUK CBeAEHWI 06 nX
nosb3oBaTe e, rpynne noab3oBaTenein unm e
COOTBETCTBMM C HECKOZIbKMMU AONOTHUTEIbHbIMM
napameTpamM, KOTOpble 334at0TcA B KOHOUIypaLmMm
npasuAa. B cnvcke npaBua coaeprKUTCA HECKONbKO
ONUCAHWI ANA KaxK40oro npasmaa. B TOM YMCAe UMS, TUN
YCTPOICTBA, CEPbE3HOCTb PETUCTPUPYEMbIX COBLITUI U
AencTBue, noaneKallee BbINONHEHUIO Nocne
NOAKIOYEHMA YCTPOMCTBA K KOMMbIOTEPY.

Uma
Y106bI YyNPOCTUTH MAEHTUMKALMIO NPaBUAa,
BBeAuTe ero onucaHue s noae Uma. Y1obbi
BKJIHOUNTb MW OTKHOUMUTb 3TO NPABUAO,
YCTaHOBUTE UK CHUMUTE dnaxKok Mpasuno
BKJ/IOYEHO. ITO MOXET ObITb N0E€3HO B TOM
Cny4vae, eC/v Bbl HE XOTUTE MONHOCTbIO YAANATb
npasuno.

Tun ycTpoicTBa
BbibepuTe HY»KHbIN TUN BHELLIHETO YCTPONCTBA B
packpbiBatolLemca meHto. CBeeHus o Tune
YCTPOWCTBa MNOCTYNaloT U3 ONEePaALUOHHOMN CUCTEMbI.
K 3anommrHaloWwmm ycTponcTBam oTHOCATCA
BHELLHME ANCKU U TPAAMLMOHHbIE YCTPOCTBA
YTeHMA KapT NaMATH, NOAKAOYEHHbIE C MOMOLLbHO
nHTepoeiica USB nnu FireWire. Mpumepamu
YCTPOICTB 06paboTKM N306paXKeHNI cyKaT
CKaHepbl U Kamepbl. [OCKONbKY 3TU YCTPOICTBa
npeaocTaBAOT CBeAEHUA TO/IbKO O CBOMX
[OeNCTBUSAX, a He 0 No0/Ib30BaTeNAX, 33610KMpPOoBaTh
NX MOXKHO TONbKO r106anbHO.
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Deiicteue
[oCTyn K yCTpoMcTBam, He npegHasHauYeHHbIM 418
XPaHEeHUA JaHHbIX, MOXHO TO/IbKO Pa3peLlmnTb UK
3a6710KMpOBaThb. A BOT NpaBuia 4
3aMOMMHAIOLLMX YCTPOMCTB MO3BOAAIOT BbIOpaTh
OZHO U3 YKa3aHHbIX HUXKe NpaB.
YteHue 1 3anucb: byaeT paspeLleH NosHbIv AoCTyn
K YCTpOICTBY.
TonbKo uteHue: byaeT paspeLleHo TONbKO YTEHNE
OaHHbIX C YCTPOMCTBA.
BAoKMpoBaTb: AOCTYN K ycTpoicTay byaeT
3a6/10KMpOBaH.

Tun kputepues
BbibepuTe anemeHT Mpynna ycTpoicTs nnu
YctpoiictBo. C MOMOLLbIO YKa3aHHbIX HUXKE
OOMNONHUTENbHbBIX NAPAaMETPOB MOXKHO TOYHO
HaCTpamBaTb M U3MEHATb NPaBUAA 4/1 KOHKPETHbIX
YCTPOMCTB.
Mpoussogutennb: PuabTpauma nponssBoauTeENEn No
UMEHW UNN naeHTUdUKaTopy.
Mopgenb: HaMmeHOBaHMe YCTPOMCTBA.
CepuitHbIA HOMEp: Y BHELLHUX YCTPOMUCTB 0ObIYHO
eCTb CepuitHble Homepa. Ecnm peyb ngeT o
KOMMaKT- nunu DVD-gucke, To 3TO CEPUIMNHbBIN HOMEP
KOHKPETHOro HOCUTENS, @ He AUCKOBOAA KOMMAKT-
nan DVD-guckos.

MPUMEYAHUE. Echun gna aTnx napameTpoB He 3a4aHbl
3HaYeHMs, BO BPEMSA COMOCTaB/EHNA NPaBUIO
UrHOpMpyeT 3TK NoaA. na napameTpos ¢puabTpaLmum
BO BCEX TEKCTOBbIX MOJIAX HE YYUTbIBAETCA PETUCTP U He
noAjiep*KMBatoTCA NOACTaHOBOYHbIE 3HaKK (*, ?).

MNOACKA3KA. s npocmoTpa cBeAeHUI 06 ycTpoicTee
co3gaviTe NPaBuIO A1 COOTBETCTBYIOLLLETO TUMA
YCTPOKCTBA 1 NOAKNOUNTE YCTPOMCTBO K KOMMbIOTEPY.
Mocne NoAKNOYEHUA YCTPOMCTBA CBEAEHMA O HEM
0TO6PA3ATCA B }KYPHA/E KOHTPOAIA ycrpoiicrsl 22

Cepbe3HOCTb perucTpupyembix cobbiTui
Bcerpa: 3anucbIBatoTCs Bce cObbITUA.
[unarHocTuKa: 3anucbiBaeTca MHpopmaums,
Heobxoaumasa Ana TwaTeNbHOM HAaCTPOMKMU
nporpammsi.
MHdopmauma: 3anmcbiBatoTcs MHGOPMATUBHbIE
COODbLLEeHMS, a TaKKe BCE Nepeync/ieHHbIe Bbllle
ceeZieHus.
MNpepynpexaeHue: 3anucbiBaeTca MHbGopmaLma
060 BCEX KPUTUYECKMX OLLUMOKAX U
npeaynpexaeHusax.
Huuero: *KypHanbl He co3gatoTcs.
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CnucoK nonb3oBarenei
MpaBn/a MOXHO Ha3HaA4YaTb TO/IbKO A/151 HEKOTOPbIX
nonb3oBaTenen UAN Ux rpynn, 4obasaeHHbIX B
CMUCOK Nob3oBaTenem.
MU3MeHUTb...: OTKpbIBaeTcA KOMNOHEHT PegaKkrop
YAOCTOBEPEHUIA, B KOTOPOM MOKHO BbIGUPATL
nonb3oBaTenen uam rpynnbl. YTobbl co3gaTb
CMUCOK NoJib30BaTeNei, B 1€BOM YacTM OKHa B
cnucke Monb3osaTtenu BbibepuTe Nonb3osaTenei n
HaxkKmuTe KHonky [,o6aBuTb. YTobbl yaanuTb
nonb3oBaTens, B Cnucke Bbl6paHHble
Nonb30BaTeM BbibepuTe MMA NoJib30BaTeENSA U
HaXkMUTe KHOMKY Yganutb. YTobbl 0TOBpasnTb Bcex
Nonb30BaTeel CUCTEMbI, YCTaHOBUTE BAAXKOK
MoKasbiBaTb BCcex nosib3oBareneit. Ecam stor
CMUCOK MYCT, BCe NO1b30BaTe/In Nosiy4yar
paspeLlleHus.

NPUMEYAHME. He Bce ycTpoiicTBa MOXHO
dUNbTPOBaTL NO MNO/1IL30BATE/ILCKMM NPaBUIaM
(Hanpumep, ycTpoicTBa 06paboTKKN M306parkeHN
npeaocTaBAAT MHGOPMALMIO TONBbKO O AEACTBUAX, HO
He 0 no/ib3oBaTenax).

9. CnykebHble nporpammbil

B meHto CepBUC HAaxoAATCA MOAYN, KOTOpble
o6neryatoT aAMUHUCTPUPOBAHUE MPOTrPaMMbI U1
npeA/araloT AONOIHUTE IbHbIE NMapameTpbl 411
OMbITHbIX NO/Ib30BaTE/IEN.

9.1 daiinbl )XypHanos

daiinbl }KypHana cogepat UHGoOpMaLMIo O BCEX
BAXKHbIX MPOrPaMMHbIX COBbITUAX, KOTOpbIEe
Npow3oLWAN, U NPeLOCTaBAAIT 0bLMe cBeAeHMA 06
0bHapyKeHHbIX yrpo3ax. BeaeHue KypHaioB ABAseTcs
BaXKHEMLWMM CPeaCTBOM aHA/IN3a CUCTEMDI,
06HapyKeHMUA yrpo3 1 ycTpaHeHUA HenonagoK. OHo
BbINO/IHAETCA B POHOBOM perkMme H6e3 BMeLlaTenbCTBa
nonb3oBatens. [laHHble COXPAHAKTCA B COOTBETCTBUM C
TEKYLLMMM NapameTpamm CTeneHun geTannsaymm
KypHanos. NpocmaTpmBaTb TEKCTOBbIE COOOLLEHUSA U
dalinbl }KypHaNoB, a TaK¥Ke apXMBMPOBATb UX MOXKHO
HenocpeacTBeHHO B cpeae ESET Endpoint Antivirus.

Mony4nTb AOCTYN K daiam }ypHanoB MOXKHO 13
rnaBHoro okHa ESET Endpoint Antivirus (Cny»ke6Hble
nporpammbl > Paiinbl }KypHanos). B packpbiBatoLwemcs
MeH1o XXypHan B BepXHeli YacTn OKHa BbibepuTe
HYKHbIW TUM KypHana. [locTynHbl Takmne Ky pHasbi:

1. O6Hapy:KeHHble yrpo3bl: cBeAeHMA O CODbITUAX,
CBAI3aHHbIX C 0OHaPYKEHHbIMM 3aParKeHUAMM.

2. CobbITUA: B XKypHane cobbITUN PETUCTPUPYHOTCA BCE
BayKHble AEWNCTBUA, BbINOHAEMbIe nporpammoint ESET
Endpoint Antivirus.



3. CKaHupoBaHMe KomnbtoTepa. B 3Tom OKHe
oTobpaKatoTCA pe3ynbTaTbl BCEX BbIMOJHEHHbIX
onepaumii CKaHnMposaHuA. YTobbl NoNYyYnUTb
noApo6Hyo MHPOPMALMIO O TOM UAN UHOM
ornepalmm CKaHMPOBAHMA KOMMbIOTEPA, ABAXKAbI
LLEeIKHUTE COOTBETCTBYHOLLYHO 3aMUCh.

4. KOHTPOANb YCTPOMCTB: COAEPHKUT CMIUCOK
NOAK/IOYEHHbIX K KOMMbIOTEPY CbEMHbIX HOCUTE e
N YCTPOMCTB. B dainn »KypHana 3anmcbiBatOTCs TO/IbKO
YCTPOWCTBA C NPaBUIOM KOHTPOA YCTPOMCTB. Ecm
NpaBwW/a0 He coBNaaaeT C NOAK/IHOYEHHbIM
YCTPOMCTBOM, 3aMMUCb O HEM B }KYpPHaJie He
co3gaeTca. TakXke 34ecb 0TOb6parkatoTcA Takme
cBEAEHMA, KaK TUN YCTPOWCTBA, CEPUNHBIN HOMED,
UMA NPOU3BOAUTENA U Pasmep HocuTena (npm ero
Hanuuum).

5. OTdunbrpoBaHHbIe Be6-CaiiTbl: 3TOT CNMCOK
ncnonb3yeTca 418 NPOCMOTPa CNUCKa Be 6-caiTos,
3a6/10KMPOBaHHbIX GYHKLUMEN 3aLLMTbI AOCTYNA B
MHTeQHeTm.. B 3TuX }KypHanax otobpaxkaeTtca
Bpemsa, URL-agpec, coctoaHue, IP-agpec,
Nno/ib30BaTe b U NPUNOKEHUE, C MOMOLLbIO KOTOPOTO
YyCTaHOBNEHO COeAMHEHMNE CTEM UM UHBIM BED-
canTom.

YT106bI CKONMpPOBaTb coAeprkumoe daina KypHana B
bydep obmeHa, WwenkHuTe dalin NnpaBoit KHOMKOM
MbILWN 1 BbIBepuTe NyHKT Konnposartb.

9.1.1 O6cnynMBaHUE }KYpPHANOB

MNonacTb B pasaen HaCcTpoekK BeaeHUA KypHanos ESET
Endpoint Antivirus MoX»HO 13 rNaBHOrO OKHa
npuaoxeHua. na 3Toro nocsiefoBaTe ibHO WeAKHUTe
Hactpoiika > 3agaTtb HaCTPOMKK NPUNIOKEHUA >
CnyxebHble nporpammbl > Paiinbl }KypHanos. AnA
$annoB *KypHaN0B MOXKHO HAaCTPOUTb HECKOJIbKO
napameTpoB.

® ABTOMAaTU4YeCKM YAaNATb yCTapeBLUME 3anucu
JKYPHana: 3anmcu B JKypHase cTaplue yKasaHHOoro
BpeMeHM (B AHAX) ByayT aBTOMaTMYECKM Y AaNATbCA.

° ONTMMKU3NPOBATb (aiinbl }KYPHANOB aBTOMATUYE CKU:
BK/1tOYAET aBTOMATUYECKYIo AedparmeHTaLuo
$annoB KypHaNoB NPU NPEBbILLEHUM YKa3aHHOM
NPOUEHTHOWM A0/ HEUCMO/b3YEeMbIX 3annce.

Bcto BaykHYO MHbOPMaLMIO, OTODparkaeMyto B OKHax
NpOorpamMmbl, a TakKe coobeHns ob yrposax u
COBbITUAX MOXHO COXPaHATL B yA0H0oUYUTaEMbIX
TEeKCToBbIX popmaTax, Hanpumep B popmaTe 06bIYHOTO
TeKkcTa uam CSV (gaHHble ¢ pa3aenntTenaMmmn-3anaTbimm).
Ecnv Heobxoaumo caenatb 3TU palinbl 4OCTYNHbIMMU
0N 06pabOoTKM B CTOPOHHUX NPUNOHKEHUAX,
ycTaHoBUTe GNaXKOK BKAKOUYUTL 3aNUCh KYPHANIOB B
TeKctoBble daiinbl.

YT06bl yKa3aTh LeeByto Nanky 411 COXpaHeHUs
bainoB }KypHANoB, PALOM C 3/IEMEHTOM
[ononHuTeIbHble HACTPOWKU HAXKMUTE KHOMKY
Hacrpoiika.

B 3aBMCMMOCTM OT HAacTPOEK B pa3gene TeKcToBble
daiinbl XKypHana: U3SMeHUTb MOXKHO COXPaHATb
YYPHasbl C 3aNUCbIO CeAyoWMX AaHHbIX.

® Takue cobbiTUs, Kak HeBepHoe UMA NONb30BAT €14 U
naposb, Heygaer ca06HOBUT b b6a3y JaHHbIX
CUrHAT yp BUPYCOBWU T. A., 3aNMCbIBalOTCA B dalin
eventslog.txt.

® Yrpo3bl, 06HapyKeHHbIE MOAYAMM CKAHUPOBAHUA
MpPW 3anycKe CUCTEMbI, 3aLLUMUTbI B PEKUME PeasibHOro
BPEMEHW U CKAaHMPOBAHMA KOMMbIOTEPA,
coxpaHATca B Gpaine c umeHem threatslog.txt

® Pe3ynbTaTbl BCEX BbINMOJHEHHbIX CKAHWMPOBAHUM
coxpaHsatoTca B popmate scanlog. HOMEP.txt.

® YCTpOWCTBa, KOTOpble B10KMpPYeT GYHKUMUSA KOHTPONSA
poctyna B MHTepHeT, 3aHocATca B ¢ain devctllog.txt

Y106bI HacTpOUTb GDUALTP 3aNUce }KypHana
CKaHMPOBaHUA KOMMbIOTEPA MO YMOJTHAHUIO, HAXKMUTE
KHOMKY M3MeHUTb 1 BbIbEPUTE HYKHbIE TUMDbI
KypHanoB. JJononHuUTeIbHble CBeAEHMA 06 3TUX TMNax
KYPHanoB cm. B pasgene Puabtpauma skypHanal23).

9.1.2 dunbTpayums }KypHana

B sKypHanax xpaHUTcA MHPOPMALMA O BaXKHbIX
CUCTEMHbIX COBbITUAX. PYHKLMA GUABTPALUM KYPHaNa
Nno3Bo/iAeT 0To6Pa3nTb 3aNncK ToNbKo 06
onpeaeneHHbIX cObbITUSAX.

HuxKe yKasaHbl TUMbI }KYPHAI0B, MCMO/Ib3yeMble Yalle
BCEro.

° Kputuueckue npeaynpekaeHus: B 3TU KypHasbl
3aMUCbIBAIOTCA KPUTUYECKME CUCTEMHbIE OLIMBKM
(Hanpumep, cboli 3anycKka Moay A 3alWmTbl OT
BMpPYCOB).

® OWMOKM: B 3TM }KYPHa/bl 3aMMCbIBAOTCSA COODOLLEHMSA
06 owKnbKax, Takue Kak He yaanock 3arpy3nt b ¢ aiin
, N KpUTMYECKME OLLNOBKN.

* MpeaynpeKaeHUs: B 3TV KypPHa/bl 3aNM1CbIBAOTCA
coobLWEeHNs c NpeaynpexKaeHUAMM.,

* NHPOPMALMOHHDIE 3aNUCK: B 3TU XKypHasbl
3anmncbIBaOTCA MHGOPMALMOHHbIE CO0bLLEHMSA, B TOM
yncne coobLLeHMA 0 BbIMOJHEHHbIX 0OHOBNEHMUSAX,
npeaynpexaeHna nT. 4.

¢ lnarHocTuyecKue 3anucu: B 3TW KypHasbl
3aMmncbIBAOTCA AaHHble, He0bXxoaMMble 418 TOYHOM
HaCTPOMKM MPOrpammMbl, a TaK»Ke BCe OMMCaHHble
BblLLE 3amnucu.
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9.2 MnaHupoBLUK

MNaHMPOBLWMK MOMKHO HAMTU B rTaBHOM MeHto ESET
Endpoint Antivirus B pasaene CnyxkebHblie
nporpammbl. 34ecb NpmBeAeH NOHbIN CMIUCOK
3an/1IaHMPOBaHHbIX 33434 M NapameTpbl UX 3aMycKa
(paTa, Bpems v ncnonbayembiii npodub
CKAHWPOBAHUA).

see ENDPOINTANTIVIRUS

V' Cocronmme saupms Hasan MnanMposLmK
Q, Cranmposanme kounbiorepa

Tocneami
280115, 7
280115, 7
280115, 7
280115, 7

£ Obrownenne

EQZZEF

£ Hacrpoiixa

ARERR

X CryweShsie nporpaums

2 Copasa

Aobaswrs 3anavy... VamennTs 3a, aavy Yaanuts

MNaHUPOBLLMK yNpaBAseT 3an/1aHUPOBaHHbIMM
3aJa4amMm 1 3aMyCKaeT UX Mo PacrmucaHunio ¢
npeagapuTeNbHO 3a4aHHbIMM MapaMeTpamm 1
cBoMncTBamu. MNMapameTpbl M CBOMCTBA 33434 coAeprKaTt
TaKyto MHGOPMaLMIO, KaK AaTa M BPEMS BbINOHEHUSA
334a4u, a TaKKe UCMo/b3yemble NP 3TOM NpoduUnu.

B nnaHMpoBLLMKE MO yMO4YaHMIO 0ToBparkatoTca
cnepytolume 3annaHMpoBaHHbIe 3a4a4u.

® 06CNyKMBaHUE KyPHANOB (Moc/e YCTaHOBKM
¢dnaxka MoKasbiBaTb CUCTEMHbIE 3a4,a4M B
HaCTpOlKax NAaHUPOBLUMKA).

® [poBepka dpaiioB Npu BXoae NOAb30BaATENSA.

¢ [IpoBepka ¢annos nocne ob6HoBAEHMA 6a3bl AAHHbIX
CUTHATYyp BMPYCOB.

® PerynapHoe aBTomaTuyeckoe obHoBAEHME.

® ABTOMaTMyecKkoe ob6HOBEHWE NOC/E BXOAA
Nno/sib30BaTe A B CUCTEMY.

YT100bl M3MEHUTb KOHPUIYpaLMto MMetoLLeicA
3an/aHMpPOBaHHOM 33434 (Kak 3a4aHHoM no
YMONYaHUIO, TaK 1 CO34aHHOM NONb30BaTENEM),
LLEeNKHUTE ee, yaeprKuBas HaxaTon knasuwy CTRL, 1
BblOepUTE B KOHTEKCTHOM MEHI0 KomaHay U3meHuUTb
(vnu BbIgENUTE 334a4Y M HAXKMUTE KHOMKY U3MeHUTb

3agauy).
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9.2.1 CospaHue 3aga4

Y106bl CO34aTh 33434y B NNAHUPOBLUMKE, HAXKMUTE
KHOMKY [,06aBUTb 3aaa4y UM LENKHUTE B MYCTOM
none, yaeprkmeas knasuwy CTRL, n BbibepuTe B
KOHTEKCTHOM MeHI0 KoMaHay [,06aBuTb. [,O0CTyMNHbI
NATb TUNOB 3aM/J1aHNMPOBAHHbIX 334au4.

3anycK NpuUnoXeHus.

O6HoBNEeHMe.

06cnyKuBaHue XKypHanos.

CKaHupoBaHMe KoMnbloTepa no Tpe60BaHMIo.
* MpoBepKa ¢ainos, UCNONHAEMbIX NPU 3anycKe
cUcTembl.

NPUMEYAHMUE. Bbibpas 3aga4y 3anycK NPUAOXKEHUA,
Bbl CMOXKEeTe 3amnyCcKaTb MPOrpaMmbl B KayecTse
CUCTEMHOTO NOJ1b30BaTENA C UMeHeEM nobody.
PaspelueHms Ha 3anycK NPUAOKEHUI C MOMOLLbIO
NAAHUPOBLUMKA ONpeaeATCA OnepPaLMOHHON
cucremoit macOS.

B npuBeAeHHOM HU¥XKe NMpMMepe NAaHMPOBLLMK
ncnosbayeTca ana obasneHma HOBOM 3a4a4m
06HOB/IEHMA, MOCKO/IbKY OBHOB/IEHWE — 3TO OAHa U3
Hanboiee YacTo UCMOJb3yeMbIX 3aMIaHUPOBAHHbIX
3adau.

1. B pacKkpblBatoLLLeMcA MeHI0 3anaiaHUpPoBaHHasA
3apgava BblbepuTe NyHKT O6HOBNEHME.

2. B none Umsa 3agaum BBegMTE MMA 33434M.

3. B packpbiBatoLwemca MeHHo 3anycK 3ag,auu yKaxkute
4YacToTy BbINOJHEHMA 3a4a4n. B 3aBucmmoctu ot
YKa3aHHOM YacToTbl 3aMnycKa byaeT npeaioKeHo
yKa3aTb pas/inyHble napameTpbl obHoBAeHMA. Ecnum
BblOpaH BapuaHT OnpeaenseTca Noib3oBaTesiem,
Bam ByZeT npe/ioKeHO yKasaTb AaTy M BpeMA B
dopmate cron(A0NONAHUTENBHbIE CBEAEHUA CM. B
pasgene Co3faHWe No/b30BaTeIbCKOM 3a,u,aqw|?5'1).

4. 3aTeM yKaxuTe, Kakoe Aencteue cnepyeT
npeanpuHUMaTh, €CKM 334a4a He MOXKeT bbITb
BbIMO/JIHEHA B YCTAHOBJ/IEHHOE BPEMA.

5. Haxkmute kKHonky FrotoBo. HoBadA 3agava noABUTCA B
CMMCKe 3an/laHMPOBaHHbIX.

B nporpamme ESET Endpoint Antivirus npegycmoTpeHsbl
YK€ roTOBbl€ 3aM/1IaHNPOBaHHbIE 334a4M, KOTOPble
obecneynBaloT NPaBUIbHYIO PAabOTy NPUNOKEHUS.
MN3mMeHUTb 3TN 334341 HEe1b3A, U N0 YMONYAHWNIO OHU
CKPbITbI. YTO6bI 3TV 334344 0TOBPaXKaAUCh, B F1aBHOM
MEHI0 NOC/Ie40BaTE/IbHO LLENKHUTE 3/IEMEHTbI
HacTtpoiika > 3agaTb HaCTPOMKM NPUNOXKEHUA >
MnaHupoBLKMK 1 ycTaHOBUTE narKoK MoKasbiBaTb
CUCTEMHDbIe 334auM.



9.2.2 Co3aaHue No/b30BaTENIbCKOM 3a4aum

BbibpaB B pacKpblBaloLEMCA CMCKe «3amnyCcTUTb
3agaqy» TMN «OnpeaenseTcs NoAb30BaTeIeM», HYXKHO
[ONONHUTENIBHO YKA3aTb HECKO/IbKO CMELMaNbHbIX
napameTpoB.

[aTty 1 Bpema noab3oBaTeIbCKOM 3343a4M He0H6X0AMMO
yKasbiBaTb B popmate CRON c paclimpeHHbIM
3HayeHMeM roga (CTpoKa 13 WecTu nosen,

pasgeneHHbIX npobenamu):

muHyTa (0-59) wac (0-23) umcrno mMecsua (1-31)
mecsau (1-12) rom (1970-2099) menr Hemesm (0-7,
BOCkpeceHbe — 0 mim 7)

Hanpumep:
30 6 22 3 2012 4

B CRON-BbIpa*keHMAX A4ONYyCKaeTcAa UCMO/Ib30BaHUe

cneayoLmx cneumanbHbIX CUMBOJIOB:

® 3Be3404Ka (*): BblpaxeHne COOTBETCTBYET BCEM
3HaYeHUsAM nosa (Hanpumep, 3Be3g04YKa B TPETbeM
none — 4YMcno mecsaua — o3HavaeT ntoboe yncno);

® nedwuc (-): 3a4aeT AManasoH, Hanpumep 3-9

® 3anaTad (, ): pasgenseT a/IeMeHTbI CNUCKa,
Hanpumep1,3,7,8

® KocaauepTa (/): 3a4aeT War guanasoHa, Hanpumep
3-28/5 BTPeTbeM nose (YNC/Io MecALa) 03HavYaeT
TpeTbe YMCA0 MecsaLa, a TaKkKe Apyrne Yncna C Larom
nATb AHEMN.

Mcnonb3oBaTb Ha3BaHMA gHel (Monday-Sunday) u
MmecAaueB (January-December) Henb3s.

MPUMEYAHMUE. Ecnm 3agaHbl Yncno mecaua n AeHb
HeAe N, KOMaHZAa BbIMOJHAETCA TONbKO B C/lyYae
COBMaZeHMsA 3HaYeHUI No 06oMM NoasAam.

9.3 Live Grid

Cuctema cBoeBpemMeHHOoro obHapyxeHus Live Grid
nossonsaeTt kKomnaHum ESET noctoaHHO 1 6e3
npomezaneHma noay4yatb UHGOPMALMIO O HOBbIX
3apaxkeHuax. [lByHanpasaeHHaa cuctema
cBOEBpPeMeHHOro obHapyKeHua Live Grid co3gaHa ¢

e AMHCTBEHHOW Le1bio — YAYy4YLlUTb NpeaaaraeMyto
nosib3oBaTeIAM 3aWumTy. Jlyywwmnii cnocob noayyatb
MHGOPMALMIO O HOBbIX YIPO3ax Cpasy e nocne mx
NnoAB/eHMA — 3TO NOAAEPMKAHME CBA3M C MaKCMMAbHO
BO3MOKHbIM KOJIN4ECTBOM MO/1b30BaTENEN U
NCNO/1b30BaHME NOJIyYeHHbIX OT HUX AAHHbIX A1A
NOCTOAHHOIrO 06HOBAEHMA 6a3 AAaHHbIX CUTHATYP
BUpYCcoB. B HacTpolikax Live Grid nonb3oBaTenm moryT
BblIOPATb OAUH UX ABYX BAPUAHTOB AENCTBUN.

1. Cuctemy cBoeBpemeHHoro o6Hapy»xeHus Live Grid
MOXHO He BKAtoYaTb. PyHKLMOHANBHOCTb
nporpammHoro obecrneyeHunsa Npm 3TOM He
OrpaHUYMBaAETCA, HO B HEKOTOPbIX cayyasax ESET
Endpoint Antivirus moxeT 6bicTpee ob6pabaTtbiBaTh
HOBble Yrpo3bl, YeM 06HOBAEHME Ha3bl aHHbIX
CUTHATYP BUPYCOB.

2. Cuctemy cBoeBpeMeHHOro obHapykeHusa Live Grid
MOHO HAaCTPOUTb A/1A OTNPABKM aHOHUMHOM
MHPOPMALMM O HOBbIX YIPO3ax M 06beKTAX,
cofeprKaLmx BpeaoHOCHbIN Kog,. 3Ta MHbopMaums
oTnpasnseTca B KomnaHuto ESET ana noapobHoro
aHanwmsa. NiccnepgosaHue 3TUX yrpos nomoraet
KomnaHum ESET 06HOBNATb 6a3y AaHHbIX YIPO3 U
yNy4ylaTb cpeacTBa Ux obHapyKeHUs.

Cuctema cBoeBpemMeHHoro obHapy»xeHus Live Grid
byaeT cobmnpaTb MHPOPMALLMIO O KOMMblOTEPE, KOTOPas
MMeeT OTHOLLEHME K HOBbIM OOHAPYKEHHbIM YrpO3aMm.
OHa MOXKeT BKItoYaTb 06pasel, Koga uan Konuio gpaina,
B KOTOPOM 6blna 06HapyKeHa yrposa, nyTb K daiiny,
ero UM, 4aTy U BpemMsa 0b6HapyKeHUs yrposbl, UMs
npouecca, B KOTOPOM OHa 0BHapyKeHa, U BEPCUIO
onepaLMoHHOM CUCTEMbI NONb30BATENSA.

CylwiecTByeT PUCK, YTO HEKOTOpPasa MHPOpPMaLMA O Bac
WM BalleM KoMMbtoTepe (MMA Nosib3oBaTeNs B NyTU K
KaTasiory U T. M.) MOKeT C/yYaliHO cTaTb AOCTYMHOWN And
COTpyAHUKOB nabopatopum ESET. Tem He meHee 3Ta
nHbopmauma byaeT UCnoab30BaTbCA
NCKNMOYUTENIbHO ana Toro, 4tobbl TOMOYb Ham
He3ameg/IMTeIbHO pearnpoBaTh HA NOABIEHME HOBbIX

yrpos.
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Y10bbl OTKPbITb HAacTpoliKkK Live Grid, B rnaBHOM MeHt0
BblbepuTe NyHKT HacTpoiika > 3aaaTb HACTPOIKK
npunoxeHus > Live Grid. YctaHoBuTe dpnaxKoK
Bkntountb cuctemy penyrauumm ESET Live Grid
(pekomeHayeTca), YTobbI akTUBMpPOBaTH Live Grid, a
3aTeM PAAOM C MYHKTOM PaclumpeHHble napameTpbl
HaxmuTe KHonKy HacTtpoiika.

9.3.1 Mopo3purenbHble Ppainbl

Mo ymonyaHuto nporpamma ESET Endpoint Antivirus
OoTNpaBaseT nogo3puTesbHble ¢paiinbl B nabopatoputo
ESET no usyyeHuto yrpos 414 TwaTteabHOoro aHanmsa.
Ecnu Bbl He XOTUTE, YTODObI Takue daliibl OTNPABAANUCH
aBTOMATUYECKU, CHUMUTE dnarkoK OTnpaBKa
nopo3putenbHbix ¢paitnos (Hactpoiika > 3agatb
HaCTPOMKK NnpunoxKeHua > Live Grid > Hactpoiika).

Mpu 06HapyKeHUM NoAo3pUTENLHOTO daliia ero
MOYHO OTMPaBUTb B Hallly 1abopaToputo AnA aHanum3a.
[na 3Toro B rnaBHOM OKHe Nporpammbl Bblbepute
Cny»ebHble nporpammbl > OTnpasuTb ¢paiin Ha aHanus
. Ecnu daiin oKarkeTca Bpe4OHOCHbBIM MPUIOMKEHUEM,
ero curHaTtypa byzeT nobasneHa B CeAyHOLLYHO BEPCUIO
6a3bl AaHHbIX CUTHATYP BUPYCOB.

OTnpaBKa aHOHUMHOI cTaTUCTUYECKO MHPOPMaLMK:
cucTema cBoeBpemeHHoro obHapy»keHus ESET Live Grid
cobupaeT aHOHUMHYO MHGOPMALMIO O KOMMbOTEpE,
CBA3AHHYHO C HOBbIMW OBHapYyKeHHbIMW Yrpo3amu. ITa
MHbOpPMaLMA BKAKOYAET UMSA BPELOHOCHOM
nporpammsl, AaTy U Bpems ee 0bHapyKeHus, BEPCUto
npuaoxeHua ESET, Bepcmto onepaLMOHHOMN CUCTEMbI
KOMMboTEPa M MUHPOPMALMIO O €70 PACMONOKEHUN.
O6blYHO CTAaTUCTMKA OTNpaBasaeTcs Ha cepBepbl ESET
OOMH WA ABa pasa B AeHb.

Mpumep OTNPaBAAEMOro NakeTa co CTaTUCTUKON:

utc time=2005-04-14 07:21:28
country="Slovakia"

language="ENGLISH"

osver=9.5.0

engine=5417

components=2.50.2

moduleid=0x4ed4f4d4l

filesize=28368
filename=Users/UserOne/Documents/Incoming/
rdgFR1463[1].zip

HH= H H F FH H H I

DUNbTP UCKNIOYEHUA: STOT NapamMeTp NO3BONAET He
OTNpPaBAATb onpesesieHHble TUMbl dpalinos. Hanpumep,
MOXHO UCKNOYNTb Gaiibl, B KOTOPbIX MOXKET
NPUCYTCTBOBATb KOHOUAEHLUMANbHAA MHPOPMALUSA, B
YaCTHOCTU LOKYMEHTbI U 3/1EKTPOHHbIE TabAuLbI.
dalinbl Hanbonee pacnpocTpaHeHHbIX TUNoB (.doc, .rtf
M T. M.) UCKNOYALOTCA MO YMOYAHWUIO. B cnncok
NCKNOYEHUI MOXKHO A06aBUTb U Apyrve Tunbl Gpaliios.
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Appec aneKTPoHHOW noutbl (Heo6A3aTenbHO): aapec
3/IEKTPOHHOM NoYThl ByAeT UCMO/1b30BaH, eCn ANn
aHaNM3a NoTpebyTCA AONONHUTEIbHbIE AaHHbIE.
NmeinTe B BUAY, YTO KOMNaHuMA ESET He cBA3bIBaeTCA C
nosb3oBaTeiaMu 6e3 HeobXxoaMMOCTH.

9.4 KapaHTuH

KapaHTuH NpeHasHayeH B NepByto oyepesb Ana
6e30nacHOro xpaHeHus 3apaxkeHHbIX dannos. Pannbl
cnefyeT NOMELLATb Ha KAaPaHTUH, eC/IM OHU He MOTYT
6bITb M31€4YeHbl UK Be30MnacHo yaaneHsbl, ecnu
YOANATb UX HE PEKOMEHAYETCA U eCTN NPUSTOXKEHNE
ESET Endpoint Antivirus nocuntano ux sapakeHHbIMU
darinamm owmnboYHo.

MomMecTUTb Ha KapaHTUH MOKHO Ntoboin dainn.
PekomeHayeTca NOMeLLATb HA KAPaHTUH dalinbl,
aKTUBHOCTb KOTOPbIX ABNAETCA NOAO3PUTENIBHOM U
KOTOpble, TeEM He MeHee, MOAY/lb CKAHUPOBAHUA He
onpeaenseT KaK 3apaxeHHble. Paiifibl Ha KapaHTUHE
MOXHO OTNpPaBUTb Ha aHanus B Nabopartoputo ESET no
N3y4YeHMUIO Yrpos.

NHpopmaumto o paiinax B nanke KapaHTMHA MOMKHO
NPOCMOTPETb B BUAE Tabnnupl, coaepKallen aaty u
Bpems nomelLeHua ¢aia Ha KapaHTUH, NyTb K ero
NCXOAHOMY PacroNIOXKEHUIO, ero pasmep B baiTax,
NPUYNHY MOMELLEHMA Ha KapaHTUH (Hanpumep, daiin
6b11 fo6aBNEH N0/Ib30BaTEe/1IEM) U KOJTMYECTBO
0BHapyKeHHbIX yrpo3. Manka KapaHtuHa (/Library/
Application Support/Eset/esets/cache/quarantine)
OCTaeTCA Ha KOMNblOTEPE AaKe nocae yaaneHus
nporpammsl ESET Endpoint Antivirus. B nanke
KapaHTUHA ¢ainbl XpaHATCA B 6e30nacHOM
3aWNPpoBaHHOM BMAE. X MOXKHO BOCCTaHOBUTbL Nocne
NOBTOPHOM YCTaHOBKK NpunoxxeHua ESET Endpoint
Antivirus.

9.4.1 MomeweHue $paiinoB HA KAPAHTUH

Mporpamma ESET Endpoint Antivirus aBTomaTnyecku
nomeLlaeT yganeHHble Gpaibl Ha KapaHTuH (ecin
NoNb30BaTeIb HE OTKAOUMA 3TY GYHKUMIO B OKHE
npeaynpexaeHusa). Ytobbl BpyYHYO NOMECTUTb daiin
Ha KAPaHTWH, B OKHE KapaHTUHA WEeNKHUTE 3N1eMeHT
«MomecTuTb Ha KapaHTUH». Kpome Toro, 4tobbl
nomectuTb Gpaia B NanKy KapaHTUHA, MOXHO LWENKHYTb
daiin, yaeprkmeas HaxkaTol knasuwy CTRL, n B
KOHTEKCTHOM MeHI0 NocaeoBaTe1bHO BbIOpaThb
NYHKTbI «Cy»Kbbi» > « ESET Endpoint Antivirus —
nobasneHne ¢annoB B KaPaHTUHY.



9.4.2 BoccraHoBneHue daiina U3 KapaHTUHA

dainn, nomeLeHHbI B KAPaHTUH, MOXKHO BOCCTaHOBUTb
B MCXO4HOE pacnonoxkeHue. s 3Toro Bbibepute dpain
W HaXKMUTe KHOMKY BocctaHoBUTL. BoccTaHoBUTL dain
MOJHO TaK¥e C MOMOLLbIO KOHTEKCTHOTO MEHH0.
Yaepruneana knasmuwy CTRL, wenkHute dann B
KapaHTUHe M BblbepuTe NyHKT BoccTaHOBUTDb. YTOObI
BOCCTAHOBUTb $ai/l B pacnonoxKeHue, oTIn4Hoe oT
TOrO, B KOTOPOM OH M3Ha4Ya/ibHO HAaxoAucs,
ncnonb3yiite KomaHay BocctaHOBUTD B.

9.4.3 OtnpasKa ¢aitna U3 KapaHTUHA

Ecnu Bbl NOMeCTUAM Ha KapaHTUH daiin, KoTopblit
nporpamma He obHapyXuna, unu ecnu gpaiin HeBepHoO
6b11 KBaNUPULMPOBAH KaK 3apaKeHHbli (Hanpumep, B
pesynbTate oWMBKN 3BPUCTUYECKOTO MeToda) 1
NMOMeLLEH Ha KapaHTWH, OTnpasbTe 3TOT dalin B
nabopartoputo ESET no nsyyeHuto yrpos. Ytobbl
oTnpasuTb GaN U3 KapPaHTMHA, LWEIKHUTE ero NpaBoi
KHOMKOW Mblln, yaep*Kueaa knasumwy CTRL, u
BblbepuTe NYHKT OTNpPaBUTb ¢paitn Ha aHaNK3.

9.5 Mpasa

HacTtpoiku ESET Endpoint Antivirus moryt umeTb
60nbLUOE 3HaYeHMe AN NOAUTUKM Be3onacHOCTU
opraHusauum. HecaHKUMOHMPOBAHHOE U3MEHEHME
napameTpOoB MOKeT HapyLWKUTb CTabuUabHOCTb PaboTbl
cucTeMbl M 0cnabuTb ee 3aWwmTy. YTo6bI M36EXKaTb
3TOro, pekomeHayeTcs BbibpaTb NoNb30BaTeIeEN,
KOTOPbIM pa3pelleHo U3MEHATb KOHOUTypauuio
NPUNOXKEHMA.

MpaBa nosib3oBaTenelt MOXHO HaCTPOUTb B MEHO
HacTtpoiika > 3agaTb HaCTPOUKM NPUNOXKEHUSA >
Monb3oBatenb > Mpasa.

JOna obecneyeHna MakcMManbHOM 3aLLUMUTbI CUCTEMb
Heo6Xx04MMO NPABUABHO HACTPOUTbL MPUNOKEHME.
HecaHKLUMOHMPOBAHHOE M3MEHEHWNE HACTPOEK MOXKET
NPUBECTU K NOTepPE BaXKHbIX AaHHbIX. YTOObI CO34aTb
CMUCOK MNO/Ib30BaTeNeN C NPaBaMM, B 1I€BOM YacTU OKHaA
B cnucke Monb3oBartenu BbibepuTe Nonb3oBaTenein u
HaxkmuTe KHonKy Lo6aBuTb. YT06bI YaanuTL
No/sb30BaTe/is, B NPaBOM YaCTM OKHa B CMIUCKe
Monb3oBatenu c npaBamu Bbibe puTe UMA
No/1b30BaTeNA U HAXKMUTE KHOMKY YAanutb. YTo6bI
0TO6pPa3UTbL BCEX MOJ/Ib30BATENEN CUCTEMDI, YCTAHOBUTE
¢dnaxok MoKasbIBaTb BCEX NONb30BaTENEN.

NPUMEMAHME. Echm cnmucok nonb3oBaTesiei c npaBamm
NyCT, U3MEHATb HACTPONKM NPUNOKEHMA MOTYT BCE
No/sb30BaTeIM CUCTEMDbI.

9.6 Pexum npeseHTauumn

PexXum npeseHTauumn — QyHKLUMA, KOTOpas yMeHbLUAeT
HarpysKy Ha NpoLeccop 1 He NO3BONAET NporpaMmme
MeLwaTb Nosb30BaTeNt0 paboTaTb ¢ APYrMMu
npuaoxeHnamm (610KMpPYOTCS BCe BCM/biBatOLWME
OKHa). B yacTHOCTM, 3TOT peknm MOKHO UCNONb30BaTb
BO BpeMsi NpoBeAeHUs Npe3eHTauni, Korga
BMeLIaTeIbCTBO MOAY A 3aLUMTbI OT BUPYCOB ABAAETCA
KpaliHe HekenaTtesbHbiM. Koraa aToT pexunm
aKTMBMPOBaH, BCe BCM/bIBalOLLME OKHa B10KMpytoTCS, a
3ans1aHMpPOBaHHbIe 33/1a4M He 3anycKatoTcA. 3aWwmTa
CUCTEMbI NMO-MPeXKHeMY paboTaeT B GOHOBOM peXKUME,
HO He TpebyeT Kakoro-11M6o BMeLlaTe1bCTBa Co
CTOPOHbI NO/b30BaTENA.

YT06bl aKTMBMPOBATL PEXKMM NPE3EHTALUN BPYUHYIO,
LenKkHUTe Hactpoiika > 3agatb HaCTPOIKK
npunoxeHua > Pexxnum npeseHtauum > Bkaountb
pek1um npeseHTauuu.

YctaHoBuTe dnaxkoKk B NnonHO3IKpaHHOM peKume
ABTOMAaTHYE CKM BK/IOYATb PEXKUM NMPe3eHTaLUun.
Tenepb pexum npeseHTauumn byaeT aBTOMaTUYECKM
BKNIOYATLCA, KOTAa Kakoe-1nbo npunoxeHue byaet
3aMnyCKaTbCA HA MOJIHbIM 3KpaH. Mocne 3aKpbITUSA
NPUNOXKEHUA PEXKUM Npe3eHTaunm byget
aBTOMATMYECKM OTKAOYATBLCA. 3Ta GYHKUMA 0COBEHHO
nosiesHa Npu NpoBeAeHUM Npe3eHTaLUN.

Bbl TaKKe MoxeTe BbibpaTh ABTOMAaTUUE CKM OTKAIOUATb
peXKum npeseHTauum Yepes A1 yKa3aHna BpeMeHU B
MUHYTax, Yepe3 KOTOPOE PeXKMM npeseHTauun byaet
aBTOMaTUYECKM OTK/IIOYEH.

Bkntouasa pexkum npeseHTaLmm Bbl NoABepraeTe
CUCTEMY YrpO3e, MO3TOMY 3HAYOK COCTOAHMA 3aLUMUTbI
ESET Endpoint Antivirus cTaHeT opaHKeBbiM, YTODbI
TEeM CambiM NpeaynpeanTb Bac.
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9.7 3anyweHHble NpPoLeccbl

B cnucke 3anyweHHble npoueccbl 0TobpakatoTca
3anyLeHHbIe HA KOMMblOTepe npoLiecckl. Mporpamma
ESET Endpoint Antivirus npegocrasnaeT noapobHyo
nHdopMaLMio 0 3aNyLLEHHbIX Npoueccax, obecneynsas
3aWMTY NO/Ib30BaTEIEM C NOMOLLbIO TeXHo1ornMK ESET
Live Grid.

* Mpouecc: MMA NpoLecca, 3anyLLeHHOro B HACTOALWMIMA
MOMEHT Ha KomnbloTepe. [1ns npocmoTpa
3anyLWeHHbIX Ha KOMMNbOTEPE NPOLLECCOB MOXKHO
TAKKe MUCMO0/1b30BaTb MOHUTOP aKTUBHOCTYU
(HaxoamTca B nanke /Applications/Utilities).

® YpoBeHb PUCKA: B 60/IbLLUMHCTBE C1y4aeB Nporpamma
ESET Endpoint Antivirus n texHonorua ESET Live Grid
NpUCBaMBalOT YPOBHU pPUCKa 06bekTam (dpalinam,
npoueccam 1 T. M.) C NTOMOLLbIO PAAA 3BPUCTUYECKUX
npaBwu, KOTOPbIE NPOBEPSIOT XapaKTE PUCTUKN
KaXKOooro o6bekTa, @ 3aTEM OLLEHMBAKOT MX
NoTeHLMaNbHY CNOCOBHOCTb K BPpe4OHOCHbIM
AencTBuamM. Ha oCHOBaHMM 3TOrO 3BPUCTUYECKOTO
aHanm3a ob6beKTam NpUCcBanMBaeTCA YpOBEHb PUCKaA.
M3BecTHble NpUAOKeHUA (MomeYveHbl 3e/1eHbIM
LLBETOM) TOYHO ABNAKOTCA YACTbIMU (HaxoaATcs B
6e/10M CnucKe) 1 NO3TOMY UCK/THOYaoTCA U3
CKAHWPOBAHMA. ITO NOBbILLIAET CKOPOCTb
CKaHMPOBAHMA NO TPEHOBAHMIO U CKAHUPOBAHUA B
pexkume peanbHoro BpemeHu. Ecnv npunoxkexue
NoMeyYeHO Kak HEM3BECTHOE (KeNTbll LBET), OHO He
06nA3aTeIbHO ABNAETCA BpeAOHOCHbIM. O6bI4HO 3TO
NpPOCTO HOBOE NpUIoXKeHMe. Ecnu Bbl He yBEPEHDI,
onaceH TOT Uau MHoM dann, oTnpaBbTe ero Ha aHanus3
B nabopartoputo ESET no nsyyeHuto yrpos. Ecnum daiin
OKayKeTcs BpeAOHOCHbIM NPUIOKEHNEM, ETO
curHaTypa byaet gobasneHa B cnegytollee
obHoBNeHMe.

¢ Konuyectso nonb3oBateneii: KoamM4yecTso
nosib3oBaTeIei, UCMONb3YOLWMX ONpeaeneHHoe
npuaoxeHue. 3Ty nHpopmaumio cobmpaet
TexHonoruaA ESET Live Grid.

® Bpems obHapy:KeHUA: BpeMms, Npollejllee Cc Toro
MOMEHTA, KOrZa NpuaoXKeHue bbla1o 06HapYKeHO
TexHonoruen ESET Live Grid.

* NaeHTudMKaTOp NaKeTa NPUNONKEHUA: UMS
NOCTaBLLUMKA UK NpoLecca NPUNOKEHUA.

Ecnun WEeNKHYTb KaKon-TO npouecc, B HUXKHEN YacTn
OKHa NMNoABUTCA AONO/THUTE/IbHAA MHd)OpMaLI,MFI.

e daiin: pacnonoKeHne NPUIOKEHNA HAa KOMMbloTepe.

® Pasmep ¢aiina: dpnsnueckmii pasamep dalina Ha gucke.

® OnucaHue daitna: xapakTepuUcTUKK dalina Ha
OCHOBAHMM OMWCAHUSA, AOCTYMHOIO B OMepPaLMOHHON
cucTeme.
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* UpaeHTUPMKATOP NaKeTa NPUNOKEHUA: UMA
MOCTaBLLMKa UM MPOLLECCa MPUNONKEHUA.

® Bepcua ¢aitna: MHGopmauma oT usgatens
NPUNONKEHNUA.

® MmAa nporpammbl: Ha3BaHME MPUIOKEHUA /UK
drMpmeHHOE HauMeHOBaHMe.

10. UHTepdemc

MapameTpbl KOHGUTYpauuKn MHTepderica NO3BONAOT
HacTpouTb pabouyto cpesy B COOTBETCTBUM C
notTpebHOCTAMM NoNb30BaTeNA. ITU NapameTpbl
[OOCTYMHbI B I1aBHOM MeH!o B pasaene Hacrpoiika >
[ononHutenbHble HACTPOMKMU... > UHTepdeiic.

® [1na otobparkeHus 3actaBkm ESET Endpoint Antivirus
NpW 3anycKke CUCTEMbI yCTaHOBUTE GAXKOK
MoKa3blBaTb 3aCTaBKy NPU 3anycKe.

® C nomouwbto napameTtpa MomecTUTb NpuNoXKeHMe Ha
naHenb Dock MOXKHO pa3smecTuTb 3Ha4YoK ESET
Endpoint Antivirus ® Ha naHenu Dock 8 OC macOS n
nepekntoYaTbCsa mexay nporpammoit ESET Endpoint
Antivirus n gpyrumm 3anyLeHHbIMU MPUNOKEHUAMMU
C NOMOLLbIO COYeTaHUA Knasuw cmd+tab.
MN3meHeHMA BCTYNatoT B CUY NOC/E NOBTOPHOTO
3anycka nporpammbl ESET Endpoint Antivirus
(0bbluHO NOCNe Nepesarpyskn KoMMbloTepPa).

® [MapameTp Ucnonb3oBaTb 06bIYHOE MEHIO N03BONAET
MCNONb30BaTb oNpeaeeHHble coYeTaHMA KnasuL
(cm. pasgen CoyeTaHus Knasmmm) M oTOo6parkaThb
3/1eMeHTbI 06bI4HOTO MeHIo («UHTepdeiicy,
«Hactpoiika» n «CnyxebHble Nporpammbl») B CTPOKe
MeHto macOS (B BepXHEM YacTu 3KpaHa).

® YcraHoBuTe dpaxok MoKasbiBaTb NOACKA3KK, YTOObI
npu HaBeAeHUW YKa3aTena Ha TOT AU UHOM
napameTp ESET Endpoint Antivirus oTobpaanacb
COOTBETCTBYHOLLAA MOACKA3KA.

® NapameTp MokasbiBaTb CKpbITbie ¢paiinbl No3BoNAET
NpPOCMaTPMBaTb U BbIOMPATb CKPbITble haiibl NpK
HacTpoliKe 06'bEKTOB CKAHMPOBAHMUA B PaMKaX
CKaHMPOBaHMA KOMMNblOTEpPA.

® [lo ymo4aHuo 3Ha4YoK ESET Endpoint Antivirus ®
oTObpaKaeTca B 4ONOJHUTENbHbIX 3/1eMEHTaX
CTPOKM MEHI0, KOTOPbIe HAaXOAATCA B MPaBOM YacTu
CTPOKM meHo macOS (BBepXxy 3KpaHa). Ytobbl
OTKNOYUTbL OTODOpaKeHUe 3HaUKa, CHUMUTE GiaxkoK
MokasbiBaTb 3HAYOK B A,OMOJIHUTEJIbHbIX 3/1IeMEHTaxX
CTPOKU MEHHI0. 3TO U3MEeHEeHMe BCTynaeT B cuay
nocne nepesanycka nporpammsl ESET Endpoint
Antivirus (0bbl4HO Nocne nepesarpysku
KomnbloTepa).




10.1 MpeaynpexpeHua v yBeaoMieHUA

B pasgene MpepynpexpeHua U yBe0MAEHUA MOXKHO
HaACTPOUTb TO, Kak Nporpamma ESET Endpoint Antivirus
06pabaTtbiBaeT CUCTEMHbIE YBELOMIEHUA U
npeaynpexaeHns ob yrposax.

Ecnu cHAaTb dpnaxkok OTobparkatb NpeaynpeKaeHus,
npeaynpexaeHnsa BbIBOAUTLCA He ByayT, NO3TOMyY
Aenatb 3To 6e3 0cobbix NPUUYMH He peKoMeHayeTca. B
6ONbLUIMHCTBE C/1y4YaeB yylle OCTaBUTb 3TOT NapameTp
6€e3 M3MeHeHU (BKAOYEH). PaclumpeHHble napameTpbl
onucaHbl B 3TOW rnase| 29],

dnaxok OTobpakaTb yBe40oMIeHUA HA pabouem cTone
BK/ItOYAET NOKas NpeaynpexRaeHni, He TpebyoLwmx
BMelLaTe IbCTBa N0/1b30BaTeNs, Ha paboyem ctose (no
YMOIYaHUIO B MPaBOM BEPXHEM Yy 3KpaHa). MoKHo
334aTb ANUTENbHOCTb OTOOPAXKEHUA YBEAOMNEHWA,
yKa3aB 3HauyeHue napameTpa 3aKpbiBaTb OKHA
yBeA0M/IeHUIi aBTOMaTHUYE CKU Yepes X CeKyHA, (no
YMOJIYaHWNIO — 5 CceKyHA).

HauunHas c Bepcum ESET Endpoint Antivirus 6.2, MoOXHO
OTK/IIOYUTbL OTOBpaXkeHUe onpeaeneHHbIX COCTOAHUIA
3aLWUTbl B OCHOBHOM OKHE NMporpammbl (OKHO
CocTosiHMe 3awWuThbl). [lononHUTEeNbHbIE CBEAEHUA CM.
B cTaTbe COCTOAHMA 3aLLUThI [29)

10.1.1 OtobparkeHue npegynpexKaeHuin

Mporpamma ESET Endpoint Antivirus oTobpaxkaeT
pas/inyHble NpeaynpeKaeHusa U yBe 40MAEHUS,
coobuiatome o 4OCTYNHOCTM OBHOBNEHUI ana
NPOrpammbl 1 ONepPaLMOHHON CUCTEMbI, OTK/TIOYEHUM
TEX UM UHbIX MPOrPAaMMHbIX KOMMOHEHTOB, YAaneHUM
KYPHaNoB 1 T. N. Kaxaoe 13 aTux yBeA0MAEHUN MOMKHO
OTK/IOYUTb, YCTAHOBMB GaxKoK boablue He NOKa3biBaTb
3TO AMANoroBoe OKHO.

B cnucke CNUCOK AManorosbiX OKOH (HacTpoiika >
[ononHutenbHble HAaCTPOUKM... > MpeaynpexKaeHUA n
yBegomaeHua > OTobparkeHue npeaynpexaeHui:
HaCTPOMKa...) MoKa3aHbl BCE ANaN0OroBble OKHA
npeaynpexaeHuii, Kotopble oTobpakaeT nporpamma
ESET Endpoint Antivirus. YTo6bl BK/OYUTb UK
OTK/OYUTL OnpeaesieHHoe yBeAOM/IEHWNE, YCTAaHOBUTE
dnaxKoK cneBa OT UMEeHM OKHa. Kpome Toro, MOXHO
3a4aTb YCNOBUA OTOBPAXKEHUA, COrTacHO KOTOPbIM
6yayT oTobparkaTbCs yBe4OMIeHUs 06 06HOBAEHMUAX
yctpoiicte n OC.

10.1.2 CocTOoAHMA 3aWUTbI

TeKywee coctoaHuMe 3awmTbl ESET Endpoint Antivirus
MOXHO M3MEHUTb. 1715 3TOr0 HY*KHO aKTUBMPOBATb UK
[eaKTMBMPOBATb COCTOAHMA, MOCAEeA0BaTENbHO
WwenkHyB Hactpoiika > lononHUTe IbHble HAaCTPOMKM...
> MpeaynpepeHua u ysegomaeHus > Otobpaxkartb B
OKHe COCTOAIHMA 3aLLUTbI: HAacTPOiKa. CocToAHMA
pa3HbIX KOMMOHEHTOB MNPOrPaMmMbl 0OTOBpaXKaroTca UNu
He oTobpaKatoTcA (eC/IN UX CKPbITb) HA OCHOBHOM
3KpaHe ESET Endpoint Antivirus (okHo CocTosHue
3aLWuThbI).

Bbl MOXKeTe CKpbITb COCTOSIHME 3aLUMTbI Ce Ay OLWMX
KOMMOHEHTOB NPOrpPamMmbl:

® 3awmTa oT PUWwKnHra

3awwmTa goctyna B UHTepHeT

3awuTa NoYTOBOrO KAMEHTa

® Pexum npeseHTaunm

O6HoBNEHNE OMEepPaALMOHHON CUCTEMbI
OKOHYaHMe cpoKa AeNCTBUA TNLLEH3UN
TpebyeTca nepesanyck KomnbtoTepa

10.2 KOHTEeKCTHOEe MeHI0

YT06bI caenatb HekoTopble dyHKUMK ESET Endpoint
Antivirus 4OCTYNHbIMM B KOHTEKCTHOM MEHHO,
LenKH1Te Hactpoiika > 3agaTb HAaCTPOUKMU
npunoxeHus > KOHTEKCTHOE MEHIO0 U YCTAaHOBUTE
bnarkok UHTerpupoBaTb C KOHTEKCTHbIM MEHIO.
MN3meHeHWA BCTYNAT B CUAY NPpW Nocieaytolem BXoZe B
cUCTEMY MM NOC/E Nepe3arpy3kM KoMmnboTepa.
KomMaHAbl KOHTEKCTHOro MeHto 6y ayT AOCTYMNHbI HA
pabouyem ctone v B okHe Finder, ecnu wenkHyTb
noboir paiin, yaeprrmeasa HaxxaToi knasmwy CTRL.

11. O6HOBANAEHUE

Ona obecnevyeHna MaKCMManbHOTO YPOBHS
6e30nacHOCTN HeEOBX0AMMO perynsapHoO o6HOBAATb
ESET Endpoint Antivirus. Moaynb o6HOBAEHUSA
noanep’KMBaeT akTya/lbHOE COCTOAHME NMPOrPamMMbl,
3arpysKas nocaegHo0 Bepcuto 6asbl JaHHbIX CUTHATYP
BMPYCOB.

Y106bI NPpOCMOTPETb UHGOPMALLMIO O TEKYLLEM
COCTOAHUM OBHOBNEHMA, B TOM YNCNEe ATy U Bpems
nocneaHero obHOBMEHMSA, A TAKKe CBEAEHUSA O
HeobX0AMMOCTN OBHOBAEHUS, WENKHUTE B I1aBHOM
MeHt0 anemeHT O6HoBAEHUe. YTOObI 3anyCcTUTb
npoecc 06HOBNAEHMUA BPYUHYIO, WenKkHuTe O6HOBUTD
6a3y AaHHbIX CUrHATYp BUPYCOB.
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O6bIYHO NoCce KOPPEKTHOIO 3aBEPLUEHMA 3arPY3KN B
OKHe 06HOoBNEHMA BbIBOAUTCA coobLeHne O6HOBAeHME
He T pebyer cA, NOCKO/bKY yCT aHOB/AEHHaA ba3a
AaHHbIX CATHAT yp BUPYCOB ABNAET CA aKT Ya/lbHOJ
Ecnv 06HOBUTL 6a3y AaHHbIX CUTHATYP BUPYCOB He
yOAeTca, PEKOMEHAYETCA MPOBEPUTb HACTPOMKM
o6HoeneHusal30]. Camasn pacnpoCTpaHeHHas NpuYMHa
TaAKOM OWKNBKM — HEBEPHO BBEAEHHbIE AdHHblE
nmgeHsmmm WUV HeNpPaBW/bHblE MapameTpbl
nog,KmoquMﬂ@.

B okHe O6HOBNEHME TaKKe yKa3blBaeTca Bepcua H6asbl
[JaHHbIX CUTHaTyp BUpPYycoB. Homep Bepcum aensaeTcs
AKTMBHOW CCbINKOW Ha Beb-caltT ESET, Ha KoTopom
MOXHO MPOCMOTpPETb BCE CUFHATYPbl BUPYCOB,
BK/IIOYEHHbIE B TEKYLLIee 06HOBEHNE.

11.1 Hacrpoiika o6HoBNEHMIT

Pasgen napameTpoB 06HOBAEHUI COAEPHKUT
nHdopmMaLmto 06 NCTOYHMKAX 0OHOBAEHMI, TAKYIO KaK
agpeca cepeepoB 0OHOBAEHUIN U AaHHble
ayTeHTUdMKaLMm gna Hux. Mo ymonyaHuio B
packpbiBatoLLemcs cnvcke CepBep o6HoBNEHUI
BbIOpaH napameTp BbibupaTb aBTOMaTHUYE CKU.
Bnarogaps aTomy dalinibl 06HOBNEHMI By Ay T
3arpyKaTbca ¢ cepsepa ESET aBTomaTuyeckn u ¢
MWHUMaNbHbIM pacxogom TpaduKa.

(- NeXe} O6Hosnerue

O(Nuanﬁ DlononuuTensHii |

Cepsep obHosnenmit:

[ Bui6mpars asTomaruieckw | [ Msmennre...

Mms nons3osatens:

Mapons:

Pacwmpennbie napamerpei: | Hacrpolika...

OumCTUTE Kow OB HOBRGHMIA: | OuncTiTs

1a oBecnesenua NONHOH SaMTLI OT YrPO3 HEOBXORUMO PerymapHo oBHOBMATS 6as AaNWNX CHTHITYP SWPYCOS. JAECH MOXHO HACTPOMTS Napamerps
obomnenns.

| Mo ymonuanmio | @

JocTynHble cepBepbl 0OHOBAEHUIA MOXKHO
NMPOCMOTpeTb B pacKkpbiBatoLLe Mcs cnucke Cepeep
o6HoBneHuit. YTob6bl J06aBUTL HOBbLIN cepBep,
HaXXmuTe KHoMnKy U3meHuUTb, B none Cepsep
o6HOBNEHMI BBeMTE aZipec HOBOro cepBepa U
Ha)kMuTe KHoMnKy 1o6aBuUTb.
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B ESET Endpoint Antivirus Mo»KHO HacTpouUTb
a/lbTePHATUBHbIM (pe3epBHbIin) cepBep 0OHOBNEHNIA.
Hanpvmep, 0CHOBHbIM cepBepoOM MOKET bbiTb CepBeEpP
3epKana, a AONO/IHUTENbHbIM — CTaHAAPTHbIN cepBep
06HoBNeHun ESET. JoNnONHUTENbHbIN CEPBEP AO/KEH
OT/IMYATbCA OT OCHOBHOTO, B MPOTUBHOM C/ly4ae OH He
byzeT Mcnosib3oBaTbeA. He yKasaB AOMONHUTENIbHBIN
cepBep 06HOBNEHWUI, UMA NONb30BaTENA U NAPOb, Bbl
He CMOXKeTe MCMNo/b30BaTb Pe3epBHbI cepBep anA
obHoBNEeHMA NpoayKTa. Ecnm BbIbpaTb 3HaYeHne
«BblbUpaTbh aBTOMATMYECKM» U YKa3aTb B
COOTBETCTBYHOLMX MNOAAX MMA NMOb30BATENA M MAPOIb,
nporpamma ESET Endpoint Antivirus 6yaeT
aBTOMATMYECKM BbIBMpPaTb Hanbosee NnoaxoaaLLmii
cepsep 06HOBNEHUI.

PeXXum npoKcu-cepeepa no3soaseT 06HOBNATL 6asy
[OaHHbIX CUrHATYpP BUPYCOB Yepes NpoKCU-cepsep
(Hanpumep, NoKanbHbIM Npokcn-cepsep HTTP). I3to
MOXKeT BbITb r106anbHbIN NPOKCU-CEpPBEpP, KOTOPbIM
MCMONb3YIOT BCE KOMMNOHEHTbI MPOrpammbl,
Tpebylowme NOAKNOUYEHUSA, UNU APYTON NPOKCK-
cepsep. NapameTpbl r106anbLHOrO NPOKCU-cepBeEpPa
OOJIKHbI 6bITb 334aHbl NPU YCTAHOBKE WY B pasgene
HacTpoiika npokcu-cepsepal 331,

YT06bI KNMEHT TOIbKO 3arpy»Kan 0OHOBAEHUA C MPOKCU-
cepBepa, BbINOJIHUTE Cieaytowme aencTeuma:

1. B pacKkpbIBatOLLEMCA MEHIO BblbepUTE
MoakntoueHMe Yepes NPOKCU-cepBep;

2. WwenkHUTe OB6HaPYKUTb, 4TOObI NpOrpaMmma cama
BBena IP-agpec v Homep nopTa (3128 — 310
HOMeEp, UCNOIb3yeMblli O YMOTYaHUIO);

3. ecnu gna coe AMHEHUA C MPOKCU-CEPBEPOM
TpebyeTca ayTeHTUDUKALMA, B COOTBETCTBYHOLLMX
nonsAx BBeAMTE NpPaBW/ibHble UMA NOJIb30BaTE A
1 NApoNb.

Mporpamma ESET Endpoint Antivirus obHapyxusaeT
napameTpbl NPOKCU-CepBepPa, 3a4aHHble B pasgene
CUCTEeMHbIX HacTpoek macOS. X MOXXHO HacTpPOUTL B

&
macOS, nocnefoBaTeIbHO LWEeNKHYB ' > CucrtemHble
HacTpoiku > CeTb > [lononHUTENbHO > MPOKCK-
cepsepbl.

Ecnu ycraHoBUTbL dpnarkok Ucnonb3oBatb NnpAmoe
noaknyeHue, ecnu npoken-cepsep HTTP HepgocTyneH
, nporpamma ESET Endpoint Antivirus bygeT
aBTOMATMYECKM NbITAaTbCA NOAKAOUNTLCA K CepBepam
o6HoBNEHMA 63 MCNO/b30BaHMA NPOKCU-CepPBepa.
3TOT NapameTp peKoOMeHAyeTCs UICNO/1b30BaTb
MOBWIbHBIM NO1b30BATENAM, KOTOPbIE UCMONb3YIOT
HoyTOYKM MacBook.



Ecnu Bo Bpemsa 3arpy3km 06HOBIEHMI 6a3bl AaHHbIX
CUIHATYpP BUPYCOB BO3HUK/IN OC/IOXKHEHMUA, WENKHUTE 11.2 CospaHue 3aaa4 o6HOBNEHUA
OunCTUTDb K3 06HOBNEHMIA, YTOObI YAaNUTb

BpEMEHHbIE haliibl OBHOBEHMM. YT06bI 3aNYyCTUTL OBHOB/IEHWE BUPYCHbIX CUTHATYP

BPYYHYIO, WenkHuTe « ObHoBNeHUEe» > O6HOBUTL 6a3y

11.1.1 PacwmpeHHble napameTpbl AAHHDBIX CUrHATYP BUPYCOB.

YTOo6bl OTKNHOYMTL NMOKa3 OMOBELLEHUI NOCAE KAXKA0TO
06HOBNEHWA, ycTaHOBUTE daxkoK He oTo6parkaTb
yBeaomneHusa o6 ycrnewHom o6HOBAEHUMN.

O6HOB/IEHNE TAKKE MOMKHO BbINONHATb NO
pacnucaHuio. YTobbl co3aaTh 3an1aHMPOBaHHYHO 3aa4y
obHoBNeHUA, NepenguTe B pasgen CnyxebHble
nporpammbl > MNnaHuposwumK. o ymonyaHuto 8 ESET

Bk/04eHMeE TeCToBbIX 06HOBNEHMIA NO3BOAUT Endpoint Antivirus akTMBMpOBaHbI cneaytoLime 3a4aum:

3arpyxatb MOAY/11, KOTOPblE HaXoAATCA Ha
3aBepLIatoLLeM 3Tane TecTUpoBaHuA. TectoBble
06HOB/IEHMA 334aCTYIO COAEPXKaAT UCMPaBIEHUA
owmnbOoK, KOTopble MPOUCXOAAT B paboTe Nporpammsi.
3arpysKa OT/I0XKeHHbIX 0BHOBAEHMI BbINONHAETCA
yepes HeCKOJ/IbKO 4acoB NOC/e BbiMycKka — 3TO
no3BosAeT ybeanTbca B OTCYTCTBMM KaKMX-1160
OLWKNBOK A0 TOro, KaK BallM KAUEHTbI noayyaT
obHoBNEHUA.

® PerynapHoe aBTomaTuueckoe obHoB/NeHME;
® ATOoMaTtuyeckoe 06HOBNEHUE Noc/e BXoga
nonb30BaTeNsA B CUCTEMY.

Kaxkayto 13 3TUX 33434 MOXKHO U3MEHUTL B
COOTBETCTBMM C KOHKPETHbIMM NOTpebHoCcTAMU. B
[OOMOJIHEHME K 33Za4aM MO YMOJTYaHMIO MOXHO CO34aTb
OOMNO/IHUTEbHbIE 3a43a4M OOHOBAEHUSA C
NoJ/1b30BaTeIbCKMMM HAacTPOMKaMn. [LonosHUTEIbHbIE
CBeAEeHMA 0 CO34aHUN M HACcTPOKe 3a4a4 06HOBAEHUS

CM. B pa3genie I'InaHMpoeg,MKEﬁ.

Mporpamma ESET Endpoint Antivirus cosgaeT CHUMKHK
6a3bl JaHHbIX CUTHATYp BUPYCOB U MOAy/IEN
NpPorpammbl. 3T CHUMKKU UCNONb3YIOTCA GYHKLMEN
OTKaT 06HOBNEHUA. YCTaHOBEHHbIN GNaXKOK
Co3paBaTtb CHUMKM ¢aitnoB 06HOBAEHMII MO3BONUT
nporpamme ESET Endpoint Antivirus co3gaBatb 3Tu
CHUMKM aBTOMaTnyeckun. Ecnm Bbl nogo3pesaeTe, YTo
nocnegHee obHoBeHMe 6a3bl AaHHbIX CUTHATYP
BMPYCOB U/MAn moaynen NporpaMmmbl MOBPEKAEHO UK
paboTaeT HecTabW/IbHO, Bbl CMOXETEe BbINMOAHUTb OTKAT
K npeablayliel BEpPCUMM U OTKIOUUTb 0OHOBNEHMA Ha
YCTAHOBNEHHbI Nepuos BpemeHu. Nnum ke MoXKHO
BK/IIOYUTb paHee OTKAOYEHHblE OOHOBAEHWA, €CU OHU
OT/IOXKEHbI HAa HEONpPEeAeNEHHbIN Nepunos BpeMeHM.
Mpwu oTKaTe K NnpeablayweMy 06HOBNEHUIO YKAXKUTE B
PaCKpPbIBaIOLLEMCA CIUCKe «YCTaHOBUTb TaKOW NMepuoz,
NPUOCTAaHOBKM» BPEMS, Ha KOTopoe TpebyeTcs
NPUOCTaHOBUTb 3arpy3Ky o6HoBAeHUI. Ecnu Bbl
BblbepeTe BapuaHT « [0 0T3bIBa», 06blYHbIE
06HOBNEHMS MOXKHO ByaeT BO30OHOBUTb TONIbKO
BPYUYHYO. Micnonb3yiiTe 3TOT NapameTp C
OCTOPOXKHOCTbIO.

11.3 O6HoBneHue A0 HOBOM C60pKU

[nsa obecneyeHna MaKCMMabHOM 3aLLMTbI BaXKHO
MCNoab30BaTb HOBeMLYo cbopKy ESET Endpoint
Antivirus. YTobbl NpoBepUTb HaIMYME HOBOM BEPCUU, B
rTaBHOM MEHHO B /IEBOM YaCTM OKHa LEeIKHUTE
anemeHT O6HOBNEHME. Ecin goCTynHa HoBas cbopKa, B
HU}KHEW YacTM OKHa 0ToHpasnUTCA COOTBETCTBYOLEE
yBegomneHue. LenkHute NogpobHee, 4TobbI
NpPOCMOTPETb HOMEP BEPCUMN HOBOM COOPKM U
nepevyeHb USMEHEHUN.

Ecnu HaxkaTb KHOMKY 3arpy3uTb, paitn byaeT 3arpyKeH B
nankKy 3arpy3sokK (Mnuv B BbibpaHHyto B bpaysepe nanky
no ymonyaHuio). Koraa daiin byaet 3arpyskeH,
3anycTuTe ero 1 caeayinTe yKasaHMAM Mo YCTaHOBKeE.
CBeZieHMA 0 BaWen nLeH3nn byayT aBTOMaTHUYE CKM
nepeHeceHbl B HOBYIO BEPCUIO.

PekomeHayeTcs perynapHo npoBepATb Hanume
0bHOBNEHWUIA, 0COBEHHO NPU BbIMOJIHEHUM YCTAHOBKU
ESET Endpoint Antivirus c KomnakTt- unm DVD-aucKa.

ABTOMATH4YECKM 3a4,aBaTb MAaKCUMabHbIi BO3pacT
6a3bl AaHHbIX: C MTOMOLLbIO 3TOro NapameTpa MOXKHO
3a4aTb MaKCMMaibHoe BpeMs (B AHAX), MO UCTeYEHUMU
KoToporo 6asa gaHHbIX CUTHATYpP BUPYCOB byaeT
CYMTaTbCA ycTapeBLleit. 10 ymon4YaHMIO YyCTaHOBNEHO
3HayeHue «7 gHen».



11.4 O6HOBAEHUA CUCTEMDI

PyHKUMA 06bHOBNEHUA cucTemMbl macOS aBnaeTca
BaYXHbIM KOMMOHEHTOM, NPeAHA3HAYEeHHbIM 411
3alMTbl NO/Ib30BaTENEM OT BPEAOHOCHbIX Nporpamm. B
Luensax obecnevyeHnsa makcMmanbHoOM 6e3onacHocTm
peKomeHayeTCcA yCTaHaBAMBATb 3T 06HOBAEHMA cpasy
e nocne nx noasneHus. NMporpamma ESET Endpoint
Antivirus 6yzeT nokasbiBaTb yBeAOMIEHUA O
HeyCTaHOB/IEHHbIX 0OHOBNEHMAX B COOTBETCTBUM C
YPOBHEM Ba*KHOCTW. YPOBEHb BaXKHOCTM OOHOB/IEHUA,
4NA KOTopbIx ByayT NOKasbiBaTbCA yBELOMAEHMUS,
MOKHO HacTpouTb B MeHo HacTpoiika > 3agaTtb
HACTPOIiKM NpunoxKeHusa > MpegynpexKaeHua u
yBegomaeHua > Hactpoiika (B packpblBatoLLemcA
cnucke Ycnosusa otobpaxkeHus BbibepuTe NyHKT
O6HOBNEHUA ONEPALUOHHOI CUCTEMDI.

¢ NoKa3biBaTb Bce 06HOBNAEHUA: YBEAOMAEHMA By ayT
0TObOpaKaTbCs ANA BCEX HEYCTAaHOBEHHbIX
0bHOBNEHWI.

* MoKa3biBaTb TOJIbKO pEKOMEHAYEeMDbIE:
yBefomneHus byayT oTobparkaTbca TObKO AN
peKkoMeHayeMbIX 0OHOBAEHUN.

Ecnu Bbl HE XOTUTE NOJIy4aTb ONOBELLEHUA O
HEYCTAaHOB/1IEHHbIX O6HOBI1€‘HMFIX, CHUmMmuUTeE d)]'la)-KOK
O6HoBNEHUA Oﬂepal.IMOHHOﬁ CUCTEMDI.

B oKHe yBegomneHMa oTobparkatoTcs obuime ceeaeHumn
0 AOCTYMHbIX 0BHOBAEHMUAX 418 ONePaLMOHHOM
cucteMbl macOS M NPUAOXKEHUI, KOTOpPble
06HOBAATCA C MOMOLLbIO BCTPOEHHOM B macOS
dYHKUMM 0OBHOBNEHUA NPOrPamMMHOro obecrneyeHus.
Y10bbl 3aNyCcTUTb OOHOBNEHUE, LLENKHUTE B OKHE
yBEAOMJIEHUA U HA AOMALLHEel CTpaHULe
nporpammbl ESET Endpoint Antivirus anemeHT
YcTaHOBUTE HegocTalolme 06HOBNEHUA.

B oKHe yBegoMIeHUA 0TOOparkaeTca Ha3BaHMe
NPUNOXKEHUA, ero Bepcus, pasmep, ceoiictea (dnaru) n
AOMOJIHUTEIbHbIE CBEAEHUA O AOCTYMHbIX
o6HoBNEHUAX. B cTonbLe dnarv ykasaHa cneaytoLas
nHdopmauma:

* [pekomeHayeTca]: nponsBoaUTENb ONEPALLUOHHOM
CUCTEMbI PEKOMEHAYET YCTaHOBUTb AaHHOE
obHoBNEHME, YTOObI MOBLICUTbL YPOBEHb
6e30MacHOCTM 1 CTabUAbHOCTU CUCTEMDbI;

® [nepesarpysKa]: nocse ycTaHOBKM OOHOB/IEHUSA
HeobX04MMO Nepesarpy3nTb KOMMbIOTEP;

¢ [BbIKAOYEHME]: Noc/e YCTaHOBKN 0BHOBAEHMUA
TpebyeTcA 3aBepLlIMTb PaboTy KOMNbIOTEPA, @ 3aTEM
CHOBA BK/IIOYUTb €T0.
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B oKkHe yBegomneHuMA oTobparkatoTcss 06HOBNEHMS,
NoAYyYeHHbIE C MOMOLLBK MHCTPYMEHTA KOMaHAHOWM
cTpoku softwareupdate. NonyyeHHble TakMM ob6pasom
06HOBNEHMA MOTYT OT/IMYATLCA OT 0OHOBAEHUNA,
OTOOparKaeMbIX B MPUIONKEHUN ANA 06HOBAEHMUA
nporpammHoro obecneyeHua. YTobbl yCTaHOBUTb BCE
OOCTYMNHble 0OHOBMIEHUS, MOKa3aHHbIE B OKHE
HeyCTaHOB/IEHHbIX OOHOBNEHMIN CUCTEMBI, @ TAKKe Te
06HOBNEHMA, KOTOPbIE HE NOKa3aHbl B MPUNOXKEHUN
AN 0OGHOBNEHUS MPOrPaMMHOro obecneyeHus,
NCNONb3yATE NHCTPYMEHT KOMAHZHOWM CTPOKM
softwareupdate. YT06bl NONYYUTb LONONHUTENbHbIE
cBefeHuna 06 uHcTpymeHTe softwareupdate, BBeante B
OKHe TepMMHan KOMaAHAY man softwareupdate.
Mcnonb3oBaTb MHCTPYMEHT peKOMEHAYEeTCA TO/IbKO
OMbITHbIM MO/Ib30BATENAM.

12. Pa3sHoe

12.1 AmnopT 1 3KCNOPT NapameTpos

YT106bl MMNOPTUPOBATb CYLLECTBYIOLLYO KOHOUIYpPaLUIO
WY 3KCNOPTUPOBaTb KoHbUrypauuto ESET Endpoint
Antivirus, nocnegoBaTeNbHO WENAKHUTE 3/1EMEHTbI
Hacrpoiika > UMNopT u 3KCNopT NapameTpoB.

MmnopT 1 akcnopT ya0H6HO MCNOIb30BaTb, KOTAA HYXKHO
€O34aTb pe3epPBHYH KOMUIO TeKYLLEe KOHOUIYpaumm
ESET Endpoint Antivirus ana aanbHenwero
MCNO/1b30BaHUA. DKCMOPT NAPAMETPOB TaKKe MOXKHO
MCNO/1b30BaTh A1 NepeHOoCa Kenaemoi KoHdurypaumm
ESET Endpoint Antivirus B gpyrue cuctembl — ¢aiin
KOHUIrypaLmm B CYHUTAHHbIE CEKYHAbI MMNOPTUPYeTCA
Ha Les1eBOM KOMMbloTEpe.

800 MMNOpT 4 3KCNOPT NapaMeTpos

Mporpamma ESET Endpoint Antivirus NO3ONAET COXPAKATE TEKYLULYIO KOHDUIypaumio & dain u
BOCCTAHOBHTE €€ NO3KE.

HMMnopT W 3KenopT

() MMnopT napameTpos

() 3xcnopt napameTpos

WMa daina:
| || oO6sop... |

'\-:’/' | Ortmena | :

Y106bI UMNOPTMPOBATbL KOHOUTYypaLuto, BbibepuTe
MmnopTtupoBaTb napameTpbl 1 WwenkHuTe 0630p,
yTOObI MEPeNTU K Paiiny KoHPUrypaLmm, KOTOPbIN
HYXHO MUMMOPTUPOBATL. YTOOLI IKCMOPTMPOBATL €€,
BblbepuTE IKCNOPTUPOBATL NAPAMETPbI 1 C MOMOLLbIO
cpencTBa 0630pa BbibepUTE pacnosoKeHUe Ha
KOMMbIOTEPE, B KOTOPOE HYXKHO COXPaHUTb daiin

KOHUrypaumu.



12.2 HacTtpoiika NnpoKcu-cepsepa

YT06bI HACTPOUTL NAPaMeTPbl MPOKCU-CEPBEPA,
nocnenoBaTeibHO WeNKHUTE anemeHTbl HacTpoiika >
[ononHutenbHble HacTPoMKK > MpoKcu-cepsep.
HacTpolika npokcu-cepsepa Ha 3TOM YPOBHe
npeaycmaTpuBaeT UameHeHue rnobanbHbix
napameTpoB AnA Bcex pyHKLUMM nporpammbl ESET
Endpoint Antivirus. OHM MCNONb3YHOTCA BCEMMU
MOAYNAMMU, KOTOPbIM TpebyeTcA NOAKAOUYEHUNE K
NHTepHeTy. Mporpamma ESET Endpoint Antivirus
NnoAZePrKMBaeT cieaytoLme TUMbl ayTeHTUPUKALUN:
Basic Access  NTLM (NT LAN Manager).

YT106bI 334aTb NapameTPbl MPOKCU-CEPBEPA HA STOM
YPOBHe, ycTaHOBUTE diaxkok Mcnonb3oBaTb NPoOKcU-
cepsep, a 3atem Beegute |IP- unn URL-agpec npokeu-
cepsepa B nose Mpokcu-cepsep. B none «lMopt»
YKaXKuTe nopT, N0 KOTOPOMY NPOKCU-CEPBEP
NPUHUMAET 3anpockl Ha coeagnHeHue (3128 — 310 NopT,
MCNoNb3yeMblli MO yMOI4aHUio). Kpome Toro, Bbl
MOMKeTe LWeKHYTb OBHapYKuUTb, YTOObI Nporpamma
3ano/siHuna oba nons.

Ecnuv ons coeAMHEHUA C NPOKCU-cepBepom TpebyeTcs
ayTeHTUMOMKaLMA, B COOTBETCTBYIOLMX NOAAX BBEAUTE
npaBu/ibHble UMA NONb30BaTeNA M NApOob.

12.3 O6wWwHKii NOKaNbHbIM K3

YT06bl aKTMBMPOBATb MCMNOb30BaHKE 0bLLero
JIOKA/IbHOTO K3LlWa, MoCcneA0BaTENbHO LWENKHUTE
«HactpoiKa» > «3aaaTb HACTPOMKMN NPUONKEHUS» >
«OB6LLMI NOKaNbHbIM K3LW» U yCTaHOBUTE daXKoK
«BKMIHOYNTb K3LWMpPOBaAHME C UCMOb30BAHNEM 06LLETO
JIOKanbHOro Kawa ESET». 3Ta dyHKUMA noBbIWaeT
NPOU3BOANTENBHOCTb B BUPTYa/IM3MPOBAHHbIX Cpesax,
npegoTBpaLLan NOBTOPHOE CKaHUMPOBaHME 06 EKTOB B
ceTu: Kaxkapbl dann cKaHMpPyeTCs TO/IbKO OAMH pas, a
3aTeM coxpaHseTcs B 06wni kaw. Koraa dyHKUMA
AKTMBMPOBaHa, CBe e HUA O CKaHNMPOBaHWUM GainNoB U1
ManokK B CETM COXPaHAETCA B TOKaNbHbIN KawW. Mpu
cnepytolLem ckaHnpoBaHuu npoayKT ESET Endpoint
Antivirus 6yaeT uckaTb CKaHMpyemble Galifibl B K3LLE U
B C/ly4ae ob6HapyKeHUs byaeT UCKAOYATb UX U3
CKAHWPOBAHMSA.

[ocTynHbl cneayolume HacTPOMKM 0BLWEro I0KanbHOro
Kawwa:

® Uma xocra: uma nnum IP-agpec KomnoloTepa, Ha
KOTOPOM PaCMoONOMKEH KIL;

® [lopT: HOMep NopTa, UCMOAb3YEMOTrO ANA
noakntoveHus (3537 — sTo HOMep, UCNONb3yeMbIH
Nno YMOJ1YaHUI0);

® Maponb: Napo/ib 06LLEro NOKaJbHOIO K3Lwa
(HeobAzaTenbHbIV NapameTp).

NPUMEYAHME. MoapobHble MHCTPYKLMKU MO YCTAaHOBKE
W HACTPOViKe 0bLLero noKanbHOro Kawwa ESET cm. B
PYKOBOACTBE N0/1b30BaATE/IS MO 06WEMY JIOKA/IbHOMY
Kawy ESET. (laHHOe pyKOBOACTBO AOCTYMHO TO/IbKO Ha
aHIIMIACKOM fA3bIKe.)
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