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1. ESET NOD32 Antivirus

ESET NOD32 Antivirus npeacraBnaeT coboi HOBbI NOAX0A K CO34aHUI0 AENCTBUTENbHO KOMMN/IEKCHOM CUCTEMbI
6e3onacHoCTM KomnbtoTepa. Hoseliwasn Bepcusa moaynsa ckaHupoBaHua ESET LiveGrid® obecrneunBaeT CKOpocCTb U
TOYHOCTb, HeobXxoauMble ansa 6e3onacHOCTM KoMnbloTepa. TakMm 06pasom, NPOAYKT NpeacTaBnaeT cobomn
WMHTENNEKTYaNbHYIO CUCTEMY HEMPEPbLIBHOM 3aLLMTbI OT aTaK M BPeAOHOCHbIX MPOrpamm, KOTOPbIe MOTYT YrPOXKaTb
6e3o0nacHOCTM KOMNblOTEPA.

ESET NOD32 Antivirus — 3To KOMNJieKCHoe peleHue gnsa obecnevyeHnn 6e30nacHOCTU, B KOTOPOM COYeTaeTcs
MaKCMMaibHasA CTeNeHb 3alUMTbl U MUHUMAIbHOE BAUAHWE Ha NPOMU3BOAUTENIbHOCTb KOMMbloTepa. Hawwm
COBPEMEHHbIE TEXHO0MMM UCMOJb3YHOT UCKYCCTBEHHbIN MHTENNEKT 1A NPefoTBPaLLEHMA 3aparkeHUA BUPYCaMM,
LUMMOHCKMMM, TPOSIHCKMMMU, PEKNAMHBIMW NPOrpamMmamm, YePBAMU, PYTKUTAMM U APYTMMM YTPO3aMn 6e3 BAUAHMA Ha
NpPOn3BOANTENBHOCTb CUCTEMbI U NMEPEPLIBOB B paboTe KoMMbloTepa.

Bo3moKHOCTU 1 NpeumyLlecTea

YnyJweHHbI uHTepdeiic Monb3oBaTenbCKNt MHTEpdelic Bepcnm 10 3HAUUTENBHO YYYLIEH U YNPOLLEH
C y4eTOM pe3ybTaToB TECTUPOBAHMA Ha NpeameT ya06CTBa MCNOb30BAHMA.
Bce dopMynnpoBKM 1 yBEe JOMIEHUA, MPUCYTCTBYOLLME B rpaduyeckom
NMHTepodeice nonb3oBaTens, 6blIN TWATENBHO NPOAHANN3MPOBAHbI, U TENEPDb
NMHTepdenc noaaepKMBAET A3bIKM C HAaNMCaHMEM CNpaBa HaneBo, Hanpumep
MBPUT 1 apabckunii. UHTepHeT-cnpaBKa Tenepb MHTerpuposaHa B ESET NOD32
Antivirus n coaepxuT gUHaMMYeCKM 0OHOBASIEMble CTaTbM NO NOAAE PIKKE.

3aluTa OT BUPYCOB U LUIMUOHCKUX Ynpekpatowee obHapyKeHMe M 0YMCTKA 60IbLLETO KOMYECTBA M3BECTHbIX U

nporpamm HEWN3BECTHbIX BUPYCOB, YePBEN, TPOAHCKUX NPOrpPaMm 1 pyTKUTOB. MeToz,
PacIMpPEHHO’ 3BPUCTUKMU MAEHTUPULMPYET AaXKe paHHEE HEU3BECTHbIE
BpPeAOHOCHbIE NPOrpamMmmbl, 0becrneunsasn 3alWmUTY Balero KOMNboTepa ot
HEWN3BECTHbIX YIPO3 U HEUTPANM3YA UX 4O TOTO, KAaK OHW MOTYT MPUYUHUTD
KaKkon-n1bo Bpes,. PyHKLMM 3auTbl gocTyna B UHTEPHET U 3aluTbl OT
duwmHra paboTaloT NyTeM oTCNEXKMBAHUA 0OMeHa AaHHbIMWU Me KAy Be6-
6pay3sepamu 1 yaaneHHbIMK cepBepamm (B Tom umcne SSL). PyHKLMA 3awUTbl
NOYTOBOrO K/IMEHTa 0becneynBaeT KOHTPOIb 0BMeHa coO0bLEHMAMM Yepe3
npoTokosbl POP3(S) u IMAP(S).

PerynapHbie o6HOBNEeHUA PerynspHoe o6HOBNeHME MOayNA 0bHapyKeHWA (paHee M3BECTHOrO, KaK
6a3a AaHHbIX CUrHATYpP BUPYCOB) M NPOrPaMMHbIX MOAyAein — Aydlnin cnocob
obecneynTb MaKCMManbHbIM YpoBeHb 6€30MacHOCTV KOMMbIOTEPa.

ESET LiveGrid® Bbl MOKeTe NpoBepUTb PENYTALMIO 3aMYLLEHHbIX NPOLLECCOB 1 daliioB
(penyTauus Ha ocHoBe 06/1aKa) HenocpeACcTBEHHO ¢ nomoubto ESET NOD32 Antivirus.
KoHTponb ycTpoiicts ABTOMATMYECKM cKaHMpyeT Bce USB-ycTpoiicTBa Gpalu-namaT, KapThbl

NamATH, a TaKKe KOMMaKT- n DVD-gucku. baokupyeTt cbe MHble HOCUTENN HA
OCHOBAHWU TMMNa HOCUTENA, MPOU3BOAUTENA, PAa3Mepa U APYIrnX
XapaKTEPUCTUK.

®dyHKuma HIPS Bbl morkeTe 6onee AeTanbHO HACTPOUTb NOBEAEHUE CUCTEMDbI, 334aTb
npaBuaa Ana CUCTEMHOIO PEECTPA, aKTUBHbIX MPOLLECCOB M NPOrpamm, a
TaK¥Ke TOYHO HAaCTPOUTb NMPOBEPKY COCTOSAHMA 6€30MNacHOCTU.

MrpoBoii pexxum OTKNaabIBaeT BCe BCMN/bIBalOLWME OKHA, OBHOBAEHUA UK APYTUe AeNCTBUS,
Tpebytowme 60bLLIOK HArpy3KM Ha cucTeMy, YTobbl obecrneynTb SIKOHOMULO
CUCTEMHbIX PECYPCOB 4/1A UTP UM APYTMX NOJHO3KPaHHbIX NPOLECCOB.

Ona pabotbl dyHKUMIA ESET NOD32 Antivirus He06X04MMO MMETb aKTUBHYIO INLLEH3MI0. PeKoMeHAyeTcs npoaieBaTtb
nuuensnio ESET NOD32 Antivirus 3a HECKO/IbKO HeAenb 0 UCTEYEHUA CPOKa ee AENCTBUA.



1.1 HoBble BO3MOXXHOCTU B 3TOM BEpCUMU

Hoas Bepcua ESET NOD32 Antivirus BkatoyaeT B ceba cnegytolime ycoBe pLieHCTBOBAHMSA:

e 3aluMTa OT aTaK Ha OCHOBe CueHapues: ynpexXagaruwad 3allnTa OT AMHaMN4YeCKNUX aTaK Ha OCHOBe CueHapues U
HeOobbIYHbIX BEKTOPOB aTakMn. ﬂ,ﬂﬂ nonyvyeHmAa AONONHUTENbHbIX CBEAEHMﬁ WwenKHuUTe 34echb.

o BbiCOKasa Npou3BoOAUTEIbHOCTb U HE3HAUYUTEIbHAA Harpy3Ka Ha CUCTeMY: 3Ta BepcuA obecneunBaet 3aWnNTy OT
HOBbIX TUNOB Yrpo3 n NP 3STOM MakCUMa/ZibHO 3¢¢EKTMBHO MCNoN1b3yeT CUCTEMHDbIe peCypCbl, NO3BO/IAA BaM
HacnaxaatbCA Npon3soanUTE/IbHOCTbHO CBOEIro KOMNbOTEPA.

e CoBmectumoctb ¢ Windows 10: ESET nonHoctblo nogaeprkmsaet OC Microsoft Windows 10.
e JAWS: ESET NOD32 Antivirus nogaep»unsaeTt Hanbosee nonynsipHoe CpeacTBo YTeHMA c aKpaHa JAWS.

e CKaHupoBaHue $aiinoBs c UCNOJIb30BaHMEM NMepPeTacCKUBAHUA: /15 CKaHUPOBaHUA Gaii/IoB M NaMNOK BPYUYHYHO HYKHO
BCEro INLWb NepeTaLmTb Gaia nav nanky B yKasaHHyo 061acTb.

e ESET NOD32 Antivirus coobwmT 0 NOAKNHOUYEHUN K HE3ALLMLLEHHOM BecnpoBOAHOM CETU UK CETU CO ciaboi
3alMTOMN.

Ons nonyyeHns gonoaHUTebHON MHbOpPMaLUKM 0 HOBbIX dyHKLMAX ESET NOD32 Antivirus npoynTtainTe cneaytoLLyro
cTaTbto 6a3bl 3HaHMM ESET:

HoBble BO3MOXHOCTM B 3TOMN Bepcum npoayKTos ESET ana noma

1.2 KaKoii y meHs npoayKT

B cBOMX HOBbIX NpoaykTax ESET peanusyeT cpeactea 6€30MacHOCTM Pa3/IMYHOIO YPOBHS: OT MOLLHOTO U 6bICTPOrO
aHTMBMPYCa 40 KOMMIEKCHOTO pelueHns no obecneyeHno 6e30MnacHOCTU, MUHUMANbHO UCMO/b3YHOLWETNO CUCTEMHbIE
pecypcbl. BOT 3TV npoayKThl:

e ESET NOD32 Antivirus
e ESET Internet Security
o ESET Smart Security Premium.

YTobbl ONpeaennTb, Kakoi U3 NPOAYKTOB YCTAaHOB/IEH Y BAaC, OTKPOMTE rTaBHOE OKHO NPOrpammbl (CM. CTaTbio H6asbl
3HaHW). BBEPXY OKHa (B 3aroN0BKe) Bbl yBUAMUTE MMA NPOAYKTA.

B npuBeeHHOM HUXKe Tabauue onucaHbl GYHKLMKU Kaxkaoro 13 npoayKTos.

ESET NOD32 Antivirus ESET Internet Security ESET Smart Security

Premium
3awumTa ot BUpycoB v v v
3awmTa OT LUINMOHCKUX Nporpamm v v v
BNOKMPOBLLUK IKCNNOITOB v v v
3awuTa OT aTaK Ha OcHoBe v v v

cueHapueB

3awuTa ot GULIKHIa

<
<
<

3awwmra gocryna s UHTepHeT

g
g
g

Cucrema npegoTBpaLLeHUA v v v
BTOP’KEeHMUIi Ha y3en (B Tom uncie

MOAY/b 3aLUTbI OT MPOrpPamMm-

LAHTAXKUCTOB)

3awuTa ot cnama

(N
(N

daitepson v v
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MOHUTOPUHT A0MaLLHEN ceTU
3awura Be6-Kamepbl

3alyuTa OT ceTeBbIX aTaK
3awura ot 60THETOB

3awuta 6aHKOBCKOI onnatbl

PoAauTenbCKUin KOHTPO/Ib

NN N KL )

AHTUBOP
ESET Password Manager
ESET Secure Data

LGN C O E N DGR PN ENEN

NMPUMEYAHUE.
HeKoTopble NPoAyKTbl MOTYT 6bITb HEAOCTYMHbI Ha BalleM A3bIKe WY B BalLEM PETUOHE.

1.3 CucremHble TpeboBaHuA

Ons onTumanbHoro ¢yHKUMoHMpoBaHMAa ESET NOD32 Antivirus Bawa cuctema 40/1’KHa OTBeYaTb C/ieAyoLmnm
TpeboBaHMAM K annapaTHOMY M NPOrpamMmMHOMY obecneyeHuto:

MoapeprkuBaembie NpoLeccopbl:

Intel® nnn AMD x86—x64

Moapep:knsaemblie onepaumUoHHbIe CUCTEMDbI:

Microsoft® Windows® 10;

Microsoft® Windows® 8.1;

Microsoft® Windows® 8;

Microsoft® Windows® 7;

Microsoft® Windows® Vista;

Microsoft® Windows® Home Server 2011, 64-pa3psgHan Bepcus.

1.4 TMpodunaKtuKa

Mpu MCNONb30BaHMM KOMMblOTEPa, 0cObeHHO BO Bpems paboTbl B IHTepHeTe, He0H6X0AMMO NOMHUTb, YTO HU OZHA
CUCTEMA 3aLUMTbI OT BUPYCOB He CNocobHa NOAHOCTbIO YCTPaHUTb ONAaCHOCTb 3apaXKEHUM U aTaK. YTo6bl 4OCTUTHYTH
HauBbICLIEN cTeneHn 6e30nacHOCTU U KOMPOPTa, BaXKHO UCMOb30BaTb pelleHne 415 3aWuTbl OT BUPYCOB
Hag/1exKalmm 06pas3om 1 ciegoBaTbh HECKOJTbKMM MOJIe3HbIM NpaBuUaam.

PerynapHo o6HOBAAITE CUCTEMY 3aLLUUTbI OT BUPYCOB

CornacHo CTaTUCTUYECKMM AaHHbIM, MOJIy4eHHbIM OT cucTeMmbl ThreatSense, exkeZIHEBHO MOABAAKTCA ThICAYN HOBbIX
YHUKaNbHbIX 3apaxeHuit. OHM co3aaHbl 418 06xo/a CyLLecTBYoLWMX Mep 6€30MNacHOCTU U MPUHOCAT A0X0 4 UX
aBTOpaM 3a cYeT ApYyrux nosibsosartenei. CneumanmncTbl UccnenoBaTeibCckol nabopatopum ESET exkegHeBHO
aHaNIM3UPYIOT TaKuMe yrpo3bl, NOAroTaBAMBAIOT U BbIMyCKalOT 0OHOBAEHMA ANA HENPEPbIBHOIO NOBbIWEHUSA YPOBHS
3alUMTbI Nosib3oBaTenei. 4na MakcMmanbHOM 3PeKTUBHOCTU STUX OBHOBIEHUI BaXKHO HAaCTPOUTb UX HaZNeXKallUM
obpa3om Ha KomnbloTepe noab3oBaTena. lononHUTeNbHbIE CBeIeHNA O HAaCTPOMKe 06HOBNEHNI CM. B raBe
Hactpolika o6HOBAEHUA.

3arpyKaiiTe nakeTbl 06HOBAEHWIT ONEPALMOHHON CUCTEMDbI U A4PYrMX NPOrpamm

ABTOpPbI BPEAOHOCHbIX MPOrPamM YacTo UCMOIb3YIOT Pas3/inyHble YS3BUMOCTU B CUCTEME A1 YBEANYEHUA
3¢bPeKTUBHOCTM pacnpocTpaHeHMs BpeA0HOCHOTO Koda. [NpuHMMan 3T0 BO BHUMaHMeE, KOMMNaHWM-NPOU3BOANTE NN
NporpaMmHoOro obecrneyeHmns BHUMATENIbHO CIeAAT 33 NOABAEHMEM OTYETOB 060 BCEX HOBbIX YA3BUMOCTAX MX
NPWIOXKEHWI U peryaspHo BbiNyckaloT 06HoBNeHMsA 6e30MacHOCTH, CTapascb YMEHbLIUTb KOIMYECTBO
NoTeHUMaNbHbIX Yrpo3. OYeHb BaXKHO 3arpy»KaTtb 3T 06HOBEeHMA 6e30MacHOCTM cpasy e nocse ux Bbinycka. OC



Microsoft Windows 1 Be6-6pay3sepbl, Takue Kak Internet Explorer, aBnsoTca npumepammn NporpaMm, 415 KOTOPbIX
perynapHo BbliNycKkaoTcs 06HOBNEeHUA Be30nacHOCTH.

Pe3sepBHOe KONMpoOBaHME BaXKHbIX AaHHbIX

ABTOPOB BPeAOHOCHbIX Nporpamm 0bbl4HO He 6ecnoKoAT npobaemsl Nosib3oBaTeNel, a AeACTBUA UX MPOAYKTOB
3a4acTyto NPUBOSAT K NOJIHOM HepPaboToCnocobHOCTM OnepauMoHHOM CUCTEMbI M NOTepe BarkHOW MHGOPMALLMK.
HeobxoaMmo peryiapHo co3aBaTb pe3epBHbIe KOMUM BaXKHbIX KOHGUAEHLUMANbHbIX AaHHbIX HA BHELHMX
HOCUTENSAX, TaKMX Kak DVD-ANCKM UK BHELLHUE KeCTKME ANUCKM. DTO NO3BOAAET HAMHOTO npolie 1 bbicTpee
BOCCTAHOBMTb AaHHblE B C1y4yae cbos cucTembl.

PerynapHo CKaHMPYiiTe KOMMbIOTEP Ha HaZIMuMe BUPYCOB

MHorve n3BecTHble U HEU3BECTHbIE BUPYCbl, YEPBM, TPOSHCKME MPOrPaMMbl U PYTKUTbI OOHaPYKMBaIOTCA MOAY/1IEM
3aLWmMTbl GaliI0BOM CUCTEMbI B PEXKUME PEeasibHOro BpeMEeHM. ITO 03HAYAET, YTO NPU KaXKAOM OTKPbITUM daitna
BbIMOJIHAETCA €ro CKaHMPOBaHWE Ha HaZIMYME NPU3HAKOB AEATEIbHOCTU BPeAOHOCHbIX Nporpamm. PekomeHayem
BbIMOIHATb NOJIHOE CKaHMPOBAHWE KOMMbIOTEPA MO KpalHel mepe oaMH pas B MecsL, NOCKOJIbKY BPeLOHOCHbIEe
nporpaMmbl M3MeHAITCA, @ 6a3a AaHHbIX CUTHATYP BUPYCOB OO6HOBASETCA Kaxaplli AeHb.

Cnepyiite OCHOBHbIM NnpaBuiam 6e3onacHOCTU

910 Hanbonee appeKTUBHOE M NONE3HOE NPaBUNO — Bceraa byabTe OCTOPOKHbI. Ha AaHHbIM MOMEHT Ana paboThbl
MHOTUX 3apaxKeHunl (MX BbINOJIHEHUA U pacnpocTpaHeHNs) HeobXoAMMO BMeLLATENbCTBO No/b30BaTena. Ecaum
cob1t04aTb OCTOPOXKHOCTb NPU OTKPbITUM HOBbIX GainioB, MOMXKHO 3HAUYUTEIBHO COKOHOMUTb BPEMSA U CUJIbl, KOTOPbIE
B MPOTUBHOM C/ly4yae byayT NoTpayeHbl Ha yCTpaHeHMe 3aparkeHMI Ha KoMmnbloTepe. HuKe nprBeaeHbl HEKOTopble
nosiesHble peKomeHAaUmu.

He nocelaite noao3puTtenbHblie Beb-CaliTbl C MHOMECTBOM BCMJ1bIBAOLLMX OKOH M aHUMUPOBAHHOM peK/laMOo.
ByAbTe OCTOPOXKHbI NPY YCTaHOBKE HecnnaTHbIX NPOrpaMm, NakeToB KOAEKOB U T. M.. Mcnonb3yinTe ToNbKO
6e3onacHble NporpaMmbl M nocelwarnTe 6e3onacHble Be6-CalThl.

ByAbTe OCTOPOXKHbI, OTKPbIBAs BAOXKEHUA B COOOLLEHUA 3N1EKTPOHHOM MNoyThl (0COBEHHO 3TO KacaeTcA COObLLEHNN,
paccbllaeMbIX MacCoBO M OTMPABAEHHbIX HEW3BECTHbIMW NLAMM).

He ncnonb3yiiTe yyeTHyO 3anmch C NpaBaMmn agMUHUCTPaTopa 415 NoBceAHEBHOM paboTbl HA KOMMbOTEpE.



2. YCTaHOBKA

CyuiectByeT HECKOIbKO cnocoboB ycTaHoBKM ESET NOD32 Antivirus Ha KomnbtoTepe. Cnocobbl YCTAaHOBKU MOTYT
OT/INYATbCA B 3aBUCUMOCTM OT CTPaHbl U cnocoba nosydYeHUs NpoayKTa.

® /IHTEPaKTMBHbIM YCTAaHOBLLMK MOMHO 3arpy3unTtb ¢ Beb-canta ESET. MaKeT yCcTaHOBKM NoAX0AUT A/1A BCEX A3bIKOB
(BbIBEpPUTE CBOM A3bIK). Cam MHTEPaKTUBHbIN YCTaHOBLUMK NpecTasnaeT coboin ¢paiin HeboNbLLOro pa3mepa;
apyrue Heobxoammble ana yctaHoBkM ESET NOD32 Antivirus dainbl 3arpy»KatoTcs aBToMaTUYECKM.

e ABTOHOMHas YCTaHOBKA: AaHHbIN TUM YCTAaHOBKM UCMO/b3yeTCAa NPU yCTaHOBKE Nporpammbl ¢ KomnakT-/DVD-aucka.
B pamKax 3Toro Tmna ycTaHoBKM Ucnonb3yeTca ¢pann popmaTa EXE, paamep KOTOPOro NpeBsbIaeT pasmep dalina
MHTEPaKTMBHOTIO YCTAHOBLLMKA, U He TpebyeTcA nogkntoyeHue K MHTepHeTy nam AonoaHUTeNbHble dalinbl ans
3aBepLUeHNsA YCTaHOBKM.

BAXKHO!

Mepepn yctaHoBkoi ESET NOD32 Antivirus ybeautecb, YTO Ha KOMMNbIOTEPE HE YCTAaHOBAEHbI APYrve NPOorpammbl
3aLMTbl OT BUPYCOB. ECIM Ha 04HOM KOMMbIOTEPE YCTAHOBAEHO ABa M bosiee pelleHua AnA 3almTbl OT BUPYCOB,
MeXAYy HUMU MOXKET BO3HUKHYTb KOHOAUKT. PeKomeHayeTca yAannTb BCe NpoYme nporpammbl 3alMTbl OT BUPYCOB
c KomnbtoTepa. CNUCOK MHCTPYMEHTOB A/15 YAaNEHUA MOMNYAAPHbIX aHTUBUPYCHbBIX MPOrPaMM CM. B CTaTbe 6asbl
3HaHW ESET (AocTynHa Ha aHITMMCKOM M Ha HECKOTbKUX APYIrUX A3bIKax).

2.1 WUHTepaKTUBHbIN YCTAaHOBLUUK

Mocne 3arpysKku NakeTa yCTaHOBKU UHMEPAKMUBHO20 YCMAHOBWUKA ABaXKAp! LieNKHWUTe daiin yCTaHOBKY U caeayinTte
MOLIAroBbIM MHCTPYKLMAM B OKHE YCTaHOBLLIMKA.

BAXKHO!
[na ncnonb3osaHMA 3TOro TMNa YCTaHOBKM He06X0AMMO NoJKAtoYeHNe K UHTepHeTy.

- X

SECURITY

Yctanosutb ESET NOD32 Antivirus

Mcnonb3syiTe KOMNBKTED ANA pa6oThl, TP M OBLLEHWA, & 3aLLKTY
obecneuwt ESET.

B ot A

BblbepuTe HY}KHbIM A3bIK B PACKPbIBAOLLLEMCA CMIMCKE U HaXKMUTe KHoMKy Mpoaomkutb. Moaoxaute HekoTopoe
BpPEMS, MOKa He ByayT 3arpyKeHbl YyCTAaHOBOUYHbIE dalinbl.

Mocne NPUHATMA YCI0BUIN IMLLEH3UOHHOTO COrnalleHua Bam byaeT npeanoskeHo HacTpoutb ESET LiveGrid® u
0b6Hapy}KeHMe NOTEHLUMANIbHO HeXKenaTe ibHbIX NpunoKeHun. bharogapsa cucteme ESET LiveGrid® komnaHma ESET
NOCTOAHHO MOJIyYaeT aKTya/IbHYI0 MHPOPMALMIO O HOBbIX YIPO3ax U UMeeT BO3MOKHOCTb CBOEBPEMEHHO 3aLUMLLATD
CBOMX Nonb3oBaTeeit. C NOMOLLbIO 3TOM CUCTEMbI Bbl MOXKETE OTNPaBAATb HOBbIE YIPO3bl B UCC/IEe 40BATE/IbCKY O
nabopartoputo ESET, rae oHu aHanmnsmnpytoTca, obpabaTtbiBatoTcs M A06aBNAIOTCA B MOAY b 0OHApYXKeHus.


http://go.eset.eu/knowledgebase?lng=1049&segment=home&KBID=SOLN146
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Mo ymonyaHuto BbibpaH BapuaHT Bkatountb cuctemy ot3biBoB ESET LiveGrid® (pekomeHayeTca), 4To NpUBOAUT K
aKTUBALMM JaHHON GYHKLUUK.

CI'IE,D,YI‘OLLI,MM ,D,eﬁCTBMeM Npun yCTaHOBKE ABNAETCA HaCTDOI\;IKa 06Hapy>Keva NOTEeHUWMaNIbHO HEXeNnaTe/ibHbIX
I'IpVIIIO)KGHVIVI. lMoTeHUManbHO HeXenaTesibHble MPUNOXKEHUA He 06A3aTeIbHO ABNAIOTCA BpeAOHOCHbIMWN, HO MOTYT
HeratmMBHO BZIMATb Ha pa60Ty OﬂepaLLMOHHOVI cuctembl. [lononHUTeNbHble CBeAeHMA CM. B rnase [1oTeHUManbHO
HeXe/1aTe/ibHble NPUN0XKeHUA.

YT06bl 3aNyCTUTb NPOLLECC YCTAHOBKM, HAXKMUTE KHOMKY YCTaHOBUTb. ITa NPOoLLelypa MOKET 3aHATb HEKOTOPOEe
Bpems. Haxkmute KHonKy FoToBo, 4To6bI 3aBEPLUNTL HACTPOIKY NPOrpaMMbl U MPUCTYNUTL K MPOLLECCY aKTUBALUMN.

1 MPUMEYAHME.
Ecnv Balla nnueH3nA no3BonAeT ycTaHaBANBaTb APYrMe BePCUM NPOAYKTa, Bbl MOXKeTe BblbpaTb NPOAYyKT No
CBOEMY YCMOTpPEHMUIO. ,D,OI'IOHHMTEI'I bHble CBEAEHNA O BOSMOXXHOCTAX T€X NN UHBIX NPOAYKTOB MOXXHO
NPOCMOTPETb 34€eChb.

2.2 ABTOHOMHAA YCTaHOBKA

Korga Bbl MHMLMMpPYETE aBTOHOMHYHO YCTaHOBKY (3anyctute EXE-daiin), mactep yCTaHOBKU NOMOXKET YCTaHOBUTb
nporpammy.

NOD32
ANTIVIRUS

YcraHOBWTL

KpaTkoe pyKOEOACTED
PykOBOACTEC NONL3OBATENA

Moanepsxka

HFIOCMOTFIETI: COOepPAXUMOE KOMNAKT-ANCKS

.. T
|Pyccxnu H ,E, http:/fwww.eset.com

BblbepuTe HYKHbIM A3bIK B PACKPbIBAOLLEMCA MEHIO U HAXXMUTE KHOMKY MPoaonXuTb. MoaoxamMTe HekoTopoe
BpEeMs, MOKa 3arpy3aTca yCTaHOBOYHble Gaisibl.

lNocne TOro Kak Bbl NPMMUTE YCN0BUA TIULEH3UOHHOIO COr/1alleHUA, Bam 6yp,eT npeanoxXeHo eeectu JINLLEH3UOHHbI
K/IKOY /11 UCNOJ1Ib30BaTb AUCNETYE P IULEH3UN.

Ecnuy Bac ele HeT NLLEH3MK, BbIbe pUTe BapuaHT becnaatHaa npo6Has Bepcusa, YToObl NpoTecTUpPOoBaTh PAbOTY
npoaykTa ESET B TeueHMe orpaHMYeHHOro nepuoaa BpemeHu, nnu sbibepute Mpuobpectn nuueHsuo. Kpome Toro,
MOHO HaXKaTb KHOMKy MponycTuTb akTUBaLMIO, YTOObI NPOAO/IKUTL YCTAHOBKY 6e3 akTuBauuu. Mo3xe cuctema
npeasoXKMUT BaM BBECTU INLLEH3NOHHbIN K/TtoY.
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2.2.1 BsecTV NIMLEH3UOHHbINA KAKoY

MacTep ycTaHOBKM BbIGUPAET NPOAYKT A5 YCTAaHOBKM B COOTBETCTBUM C BALLMM JIMLLEH3MOHHbBIM KJHOHOM U
oTobBpaXkaeT MMA NPOAYKTa BO BPEMSA YCTaHOBKM. YTOBbI NPOCMOTPETH CMMCOK NPOAYKTOB, KOTOPbIE MOXHO
aKTMBMPOBATb C MOMOLLbIO BaLLEe i INLEH3UK, WEeNKHUTE U3MEeHUTb NPOAYKT. [oNOAHUTENbHbIE CBEAEHUA O
BO3MOMHOCTAX TEX U/ MHbIX NPOAYKTOB MOMKHO MPOCMOTPETb 34€ECh.

Harkmnte KHOMKy MPoAaomKuTb 1 Bbibe puTe HyKHble napameTpbl 410 ESET LiveGrid® n o6HapyKeHUs noTe HUMaNbHO
HeXXenaTenbHbIX NpuNoXKeHui. bnarogapa cucteme ESET LiveGrid® komnaHus ESET nocToAHHO nony4yaet
aKTyanbHY0 MHGOPMALMIO O HOBbIX YTPO3aX M UMeeT BO3MOXKHOCTb CBOEBPEMEHHO 3aLLMLLATh CBOMX NOJIb30BaTeNEN.
C nomoLLpbto 3TON CUCTEMbBI Bbl MOYKETe OTNPaB/IATb HOBbIE YIPO3bl B UCCNeA0BaTeNbCKyo nabopaTtoputo ESET, rae
OHM aHanu3npytoTca, obpabaTtbiBatoTca U Aob6aBnAOTCA B MOAY1b 06HapyKeHUs. MoTeHUnanbHO HeXKenaTtesibHble
NPUNOXKeHUA He 0653aTeIbHO ABNAIOTCA BPEAOHOCHbBIMM, HO MOTYT HEFATMBHO BAMATL HAa PaboTy onepaLmMoHHOM
cuctembl. JlononHuTenbHble CBeAEHUA CM. B rnase [10TeHLUMa bHO HeXenaTe/bHble MpuioXKeHUA.

(es[ZX) SECURITY 7 &

Lnppel nmeroT 3HaveHne, Monyunte MaKkcMMaibHbIFM YPOBEHb 3al4MThI.

Cncrema otswieos ESET LiveGrid® nozsonser cobupate nHgopMaLnmo o No403pHTENBHBX 0BBEKTAY, KOTOPYHD Mbl BETOMATHYECKK
obpabaTeieaem, YToBbl B Hawel oBnadHoll CHCTEME CO3A3EATE MEXaHW3MBl oBHapyeHnA. Co34as U, Mbl KX CPasy NPUMEHAEM, YToBbI
0BECNEYNTE CEOMM KIWNEHTAM MAKCUMANBHBIA YPOEEHE 33LUWTEIL

¥ Brnrounte crcremy otssiece ESET LiveGrid® (pekomengyerca)

OGHEPY)KEHHE noTeHUWMaNbHO HeXXenatefibHbIX HPHIID)KEHHﬁ

Pewerne ESET moeT 0BHapyKMEATh NOTEHLUHWANEHD HEKENATENEHEIE NPUICKEHMA W 33NPALUNEATE NOATEENHASHWE NEPE] WX YCTAHOBKOH.
MoTEHUMANBHO HEXKENATENBHBIE MPWIOHKEHWA MOTYT HE NPEACTABAATE YrPosy DEICNACHOCTH, HO MOTYT CHKATL NPOMSBOANTENBHOCTD,
CKOPOCTh paBoThl M HAJAEKHOCTE KOMMLHITERE WAW 3E NPUBOAMTE K MIMEHEHWNIO NoBEAEHUA, Kak Npasnno, AnA ycTaHOBKN TaKKX Nporpamm
TpeByeTcA paspelleHne Nob3oBaTens,

BrnrounTs DﬁHErJ)OKEHHE NoTEHUWMANBHD HEXENATENBHBIX I'Ipl."IJ'ID)KEHI.-'II:'i

OTenounTe DﬁHEp}OKEHHE MOTEHUWANEHD HEXENATENBHBIX I'IF]If'IﬂD)KEHI."Iﬁ

YcTaHoBWTL CMEHMTE NankKy yCTaHOBKM

YT06bl 3aNYyCTUTb NPOLLECC YCTAHOBKM, HAXKMUTE KHOMKY YCTaHOBUTb. ITa NPoLLelypa MOKET 3aHATb HEKOTOPOEe
Bpems. Haxkmute KHonKy F0ToBO, YTO6bI 3aBEPLUNTbL YCTAaHOBKY NPOrpamMmmbl M MPUCTYMNUTb K NPOLECCY aKTUBaLMN.

1 NMPUMEYAHUE.
Ecnuv Bawa AnueHsmsa no3BoseT BbIOMpPaTb NPOAYKTbI, Bbl MOXKETE YCTaHOBUTb MPOAYKT MO CBOEMY YCMOTPEHMUIO.
[JononHuTe IbHbIE CBEAEHMA O BO3MOHOCTAX TEX UM UHbIX NPOAYKTOB MOYHO MPOCMOTPETb 34€ECh.

JonoNHUTENbHbIE UHCTPYKLUUU OTHOCUTENbHO YCTaHOBKM, cnucTteMbl ESET LiveGrid® 1 dyHKUMM 0B6HapyKeHuUA
NOTEHLUMANbHO HeXKeaTeIbHbIX NPUAOXKEHUI NprBeaeHbl B pasaene MHTePaKTUBHbIN YCTaHOBLLMK.
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2.2.2 WUcnonb3oBaTb AgUcNeTyep ULLEH3UN

Mocne Bbibopa napameTpa Ucnonb3oBaTb gUcneTyep AMLEH3UA OTKPOETCA HOBOE OKHO /151 BBOAA YYETHbIX AaHHbIX
my.eset.com. BBeanTe AaHHble y4eTHOM 3anmcn my.eset.com v wekHUTEe BoiTH, YTOObI UCMO/1b30BATb INLEH3MUIO B
ancneTyepe NULEH3NI. BbibepuTte NMLEH3NI0, KOTOPYH HEOBXOAMMO aKTUBMPOBATb U HaxkmuTe MpPoJoMKUTD, Nocne
yero nporpamma ESET NOD32 Antivirus 6yaeT akTuBMpoBaHa.

NMPUMEYAHUE.
Ecnuy Bac ewe HeT yyeTHOM 3anmncK my.eset.com, 3aperucTpupyiite ee, Haxkas KHOMKy CO3[,aTb yYETHYIO 3anuch.

NMPUMEYAHUE.
Ecau Bbl 3366111 NApOAb, LLENKHUTE CCbINKY fl HE NOMHIO NAPOJIb U Cie Ay Te MHCTPYKLMAM Ha OTKPbIBLLIEicA Be6-
CTpaHuLe.

OucneTtyep nnueHsunii ESET nomoxkeT Bam ynpasasTb BaWMMM anueH3uamm ESET. Bbl cmoskeTe erko npogamnTb U
PaCLUMPUTL CBOKO INLLEH3UIO, A TAK¥Ke NOBbICUTb €€ CTaTyC M MPOCMOTPETb BCHO BaXKHYIO MHPOPMaL Mo 0 Hel. Ana
Hayana yKaxute CBOM NNLLEH3MOHHDBIW KoY. 3aTeM 0Tobpa3nTca MHopmaLma o NPOAYyKTe, CBA3aHHOM C HUM
YCTPOICTBE, a TaKKe KOAMYECTBO AOCTYMHbIX Pabounmx MecT 1 AaTa UCTeYeHUA CPOKa AeNcTBUA. Bbl moxkeTe
OTK/IHOYUTb UM MEPENMEHOBATb KOHKPETHbIE YCTPOMCTBa. [ocne HaxaTuA anemeHTa Mpoanutb cuctema
nepeHanpasuT Bac B UHTEPHET-MarasuH 4148 NoATBEPXKAEHNA NOKYNKK, rAe Bbl CMOXKeTe onaaTtuTb NpoaaeHune
NMLEH3NN.

Ecnn HY»KHO NOBbICUTB CTATyC INLEH3UKN (Hanpumep, ¢ ESET NOD32 Antivirus go ESET Smart Security Premium) nam
YCTaHOBUTb NPOAYKT 6e3onacHocTv ESET Ha Apyrom ycTponcTee, CMCTEMA NMePEHaNPaBUT Bac B UHTEPHET-MarasuH ans
COBEpLUEHMA MOKYMKMW.

B amcneTuepe nuueH3sunit ESET MOXKHO TaKKe A006aBASTb Pa3iNiHbIE NTULEH3UN, 3arPYrKaTb NPOAYKTbI Ha YCTPOICTBA U
npeaoCcTaBNATb AOCTYN K IMLLEH3UAM MO 3/IEKTPOHHOM nouyTe.

2.2.3 [0onNONHUTENbHO

Mocne Bbibopa BapnaHTa CMEHUTb NanKy YCTaHOBKU He06X0AMMO BbIOpaTb Nanky 4/1a yCTaHOBKM. 1o ymonyaHuto
nporpaMma yCTaHaB/IMBaAETCA B YKa3aHHYIO HUXE Nanky.

C:\Program Files\ESET\ESET NOD32 Antivirus\
HaxmuTe KHonKy 0630p, UTOObI KAMEHUTL NANKY (He pekomeHayeTca).

OnAa BbINONHEHUA cneaytowmx 3TanoB yctaHoBKK (ESET LiveGrid® n O6HapyeHue NoTeHUUaNbHO HeXKenaTenbHbIX
NPUNOXKEHUI) CieayinTe NHCTPYKLMAM, KOTOpbIe CoAepKaTcs B pasaesie « MHTepaKTUBHbIN yCTaHOBLMK» (CM. pasaen
NHTEPaKTUBHbIM YCTaHOBLIUK).

LenkHuTte MpoAaonKuTb, a 3aTem — YCTAaHOBUTb, YTOObI YCTAHOBUTb MPOAYKT.

2.3 PacnpocTtpaHeHHble Npobaembl Npu ycTaHOBKE

Ecnuv B npouecce yCTaHOBKM BO3HMKAKOT Kakne-n11bo npobiembl, CM. Hal CMCOK PacnpocTpaHeHHbIX Npobiem npu
YCTAaHOBKE W1 UX PeLIEHWNI, YTODObl HANTKU peLleHne 418 cBoen npobiembl.
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2.4 AKTtUBaLMA Nporpammbl

Mocne 3aBepLUEHNA YCTAHOBKM ByeT NpeNoKeHO aKTUBMPOBATb MPOrPaMMHbIA NPOAYKT.

CywecTByeT HECKOIbKO CNOCOO0B aKTMBaLMM NPOrpammel. JOCTYyNHOCTb TOMO UM MHOTO BapMaHTa B OKHE aKTMBaL MK
MOMKEeT 3aBUCETb OT CTPaHbl U cnocoba nonyyeHus nporpammsbl (Ha KomnakT- unm DVD-aucke, ¢ Beb-cTpaHuubl ESET

T.O.).

e Ecnv Bbl NprMobpenn KOPOOGOUHYH PO3HUYHYIO BEPCUIO MPOTrPaMMbl, aKTUBMPYITe ee, NCnob3yA JINLEH3NOHHbIN
KoY. JINLUEH3NOHHDIN KAtoY, KaK NPaBMa0, PACNoNOXKEH BHYTPM YNAKOBKU NPOAYKTA MK Ha ee Tbl/IbHOW CTOPOHE.
[nAa ycnewHoro BbINONHEHUS aKTUBALMM TNLLEH3UOHHbIN K/1to4 HEOB6X0AMMO BBECTU B TOM BUAE, B KOTOPOM OH
npepocrasfeH. JIMUEH3MOHHbIM KNtoY — 3TO YHUKaAbHaA CTpoKa B popmate XXXX-XXXX-XXXX-XXXX-XXXX nan
XXXX-XXXXXXXX, KoTopas ucnosb3yeTtcs a8 MaeHTUbUKaLmMm BAagenbla u akTUBaLmMm ANLEH3NN.

e Ecnu Bbl XOTUTE oueHUTb Nnporpammy ESET NOD32 Antivirus, npexae 4em nokynaTb ee, BblbepuTe BapuaHT
JnueHsus Ha 6ecnnaTHyo NPOGHYIO BEPCUL0. YKAXKUTE CBOM aApec 3/IeKTPOHHOM NOYTbI U CTPaHy, YTobbl
akTuBmMpoBaTb ESET NOD32 Antivirus Ha orpaHMYeHHbIM Nepuoa BpeMeHu. TecToBas NMLEH3UA By aeT oTnpaBaeHa
BaM MO 3/IEKTPOHHOM noyTe. Kaxkabli N0/1b30BaTe /b MOXKET aKTUBMPOBATb TOJIbKO OAHY NPOBHYIO NNLEH3UIO.

e Ecnuy Bac HET IMLLEH3MM, HO Bbl XOTUTE KYNUTb ee, BblIbepuTe BapuaHT «Mpnobpectm nnuueHsunto». B pesynbrate
OTKpOeTCA Beb-calT MecTHOro pacnpocTpaHutens ESET.

(es[ER) SECURITY T 2

¥ MEHA ecThb MMLEH3KMA ¥ MEeHA elle HET TMLEH3WK

Q Beectn AMLLEH3MOHHBIA KAHOY @ MpobHaa anueHzua
cnonb3yiTe NMUEHIWKD, KYMIEHHYHD Yepes Onpobyiite 3ToT npodykT BECMJIATHO
VIHTEDHET UAW B MarazuiHe, TEYeHHE ONpefeneHHoro EpemMedi. Beect

HYXHO TONBED agpec BHEKTFICIHHCII:i NOYTHI.

@ Mcnonszo0eath AMCNETUED ANLEHIWA

i probj j 3WIKC
BoiiguTe B yyeTHyro 2annce my.eset.com u =8 [lpwobpecTy AMLEHzMIo

EbINOAHUTE GKTHEBALNKD C NOMOLWBHD AHLEHIHK, MNpHOBPETHTE HOBYHD NWUULEHZWKD ANA 3TOMQ WK
J0B3ENEHHON B QMCNETUED NHMLEHIW. AnA gpyrux npogyeroe ESET.

MponycTWTE aKTMEALMIO
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2.5 BBoA NUUEH3MOHHOrO KAoYa

ABTOMATUYECKME OBHOBNEHMA ABNAIOTCA BaXKHbIM KOMNOHEHTOM Balwel 6e3onacHocTu. ESET NOD32 Antivirus 6yaeT
nosy4atb 06HOBMIEHWUA MNOC/AE AKTUBALMM C UCNOb30BaHMEM JIMLLEEH3UOHHOIO Ktoya.

Ecun He BBECTM IMLEH3MOHHDIN KtoY MNOC/e YCTaHOBKM, MPOAYKT aKTUBMPOBaAH He byaeT. CMeHUTb INLEH3NIO0 MOXKHO
B r/1aBHOM OKHe nporpammbl. 15 3TOro WenKHUTe 31eMeHT CnpaBKa U NogaepKa, 3aTeM AKTMBMPOBATb IULLE H3UIO
M B OKHE «AKTMBaLMA MPOrpaMmbl» BBEAMTE AaHHbIE NLEH3NW, MONYYEHHbIe B KOMMNIEKTe C NpoayKTom ESET.

I'IpM BBoAe JIMLLEH3MOHHOrO KAYa BaXKHO YKa3biBaTb €ro MMeHHO B TOM BMNAE, B KOTOPOM OH MNOJZTy4EH.

® JINUEH3MOHHbIN K104 — 3TO YHMKaAbHasA cTpokKa B popmaTte XXXX-XXXX-XXXX-XXXX-XXXX, KoTopas
ncnonbyeTca AnAa naeHTMdMKaumMm Bnagenblia U akTUBALMKN NULLEH3UN.

Bo n3berkaHne HeTOYHOCTEMN peKomMmeHAyeTCA CKOMMpPoBaTb ﬂMLLeH3MOHHbIﬁ K104 N3 3/TEKTPOHHOTO NUCbMa C
pPerncTpaunoOHHbIMMN AaHHbIMU U BCTAaBUTb €ro B HYXXHOe noje.

2.6 O6HoBNeHMe [0 HOBOW BepCUM

Hosble Bepcumn ESET NOD32 Antivirus BbinyckatoTca Ana peannsaumm yaydleHUM uam ucnpasnenmnsa npobnem,
KOTOpble He MOTyT 6bITb YCTPAHEHbl aBTOMATUYECKMM OOHOBEHWMEM MOy e Nporpammbl. O6HOBNEHWE A0 HOBOW
BEPCUMN MOKHO BbINOJIHUTb OOHUM 13 HECKOIbKMUX CNOCO6O0B.

1. ABTOMaTMYECKM NyTEeM OBHOBNEHMA NPOrPaMMbI.
MocKoNbKy 0BHOBMEHMA NPOrPaMMbl PACMPOCTPAHAIOTCA Cper BCeX NOAb30BaTeIEN U MOTYT MOBANATb Ha
HEeKOTOpble CUCTEMHbIE KOHOUTYPALLMU, OHM BbIMYCKAOTCA TO/IbKO NOCAEe A/IUTENIBHOTO TECTUPOBAHMA C LLE/1btO
obecneyeHusa becnepeboHoi paboTbl Ha BCEX BO3MOXKHbIX KOHPUrypaumax. YTobbl nepeiTn Ha HOBYIO BEPCUIO
Cpasy nocsie ee BbiMycKa, BOCNO/Ib3yNUTECb OAHUM M3 NePEeYnCeHHbIX HUMKe crnocoboB.

2. BpyyHyI0 B r/TaBHOM OKHE MPOrpammbl NyTEM HayKaTus KHOMKM NMpoBepUTb Haanume o6HOBNEHUN B pa3gene
O6HoBNEeHue.

3. BpyyHyto NyTeM 3arpy3Ku 1 yCTaHOBKMW HOBOW BEPCUM NMOBEPX NpeablayLue.
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2.7 NepsBoe CKaHMpPOBAHME NOC/E YCTAaHOBKU

Mocne ycraHoBKuM ESET NOD32 Antivirus 1 nepBoro ycnewwHoro o6HoB/eHUA aBTOMaTUYe CKM HaunHaeTcA
CKaHMPOBaHME KOMMbIOTEPA HA HAa/IMYMe BPeJOHOCHOrO KoAa.

CKaHMpOBaHME KOMMNbIOTEPA TAKMKE MOYKHO 3aMyCTUTb BPYYHYIO B I/TaBHOM OKHe Nporpammbl, Bbibpas CKaHMpoBaHue
KomnbloTepa > CKaHMPOBaTb KOMNbloTep. /19 NoAyYeHUA 4ONONHUTEIbHbIX CBEAEHUIA O CKAHMPOBAHUU
KOMMbloTepPa CM. pasgen CKaHMpoBaHWe KOMMbOTepPa.

. - X
NOD32 ANTIVIRUS

CKaHHpOBaHHe KOMNbHOTEpPAa @
A [omalHAn crpannua
(), CETTLIENTIE . CKaHWPOBaHWe KOMMbIOTEpa PacluMpeHHOe CKaHUPOBaHWE v
KOMI‘“:"DTepa \ CP’.EH“FCEEH“E BCEX NOK3NbHBIX JUCKOE 1 BblE‘DquHDE CKEHInpDEaHInE n CKEHHPDEEHHE
s OGHOEHEHHE :-",\'.'l'a.'—lEHHE ';.-'rpCE ChEMHBE HOCUTENEN
& Cepeuc
£ Hacrpoiika MepeTalmTe daiias croaa ANA CKaHMPOBaHMA
© Cnpaeka w noanepkKa

O CkaHWpOoBaHWe KOMMNbIOTEPA
*

OBnapyxeno yrpox: 0
C:\SRecyele.Bin\5-1-5-21-3182146458-818520675-517222923-1000\ SRSFUIV).exe n n

~ Bonblue ceeaeHMi OTKpLITE OKHO CKAHWPOBaHMA

ENJOY SAFER TECHNOLOGY™ [efictere nocne ckaH. | HWYEro He MpegnpuH.. W
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3. PYyKoBOACTBO ANA HAUNHAIOLLUX

B aTom pasgene npueoaAatcsa obuime ceeAeHMA o nporpammHom obecneyeHmmn ESET NOD32 Antivirus n ero ocHoBHbIX
napameTpax.

3.1 TnaBHOe OKHO nNporpammbl

nasHoe okHOo ESET NOD32 Antivirus pa3geneHo Ha ABe OCHOBHble YacTu. OCHOBHOE OKHO CnpaBa COAE PKUT
MHGOPMALMIO, OTHOCALLYHOCA K MapameTpy, BbIBpaHHOMY B I/TaBHOM MeHHO C/ieBa.

Huyke onucaHbl NYHKTbI F1aBHOTO MEHIO.
JomallHaA cTpaHMUa: 3TOT NYHKT NpeaoctaBnfaeT MHPopMaLmio o cocTossHUM 3awwmTbl ESET NOD32 Antivirus.

CkaHMpoBaHUe KomnbloTepa: HaCTpOﬁKa M 3anyCK CKaHMpPOBaHMA KOMMNbOTEPA U1K CO34aHNE BbI6OpOLIHOI'O
CKaHUpoOBaHMA.

O6HoBneHue: oTobpaxkeHne MHPopPMaLUM 06 OBHOBNEHUAX MOAYNA OBHApYHKeHUs.

CepBHuC: N03BONAET OTKPbLITb Galinbl }KypHana, CTaTUCTMKY 3aLlLMTbl, MPOrpaMmMy MOHUTOPUHTA, 3anyLUEeHHbIe
npougeccol, naaHnpoBLuK, ESET Syslinspector n ESET SysRescue.

HacTpoiiKa: c NTOMOLLbIO 3TOr0 NapameTpa MOXKHO HaCTPOUTb YpoBeHb 6e30MNacHOCTU ANA KoMmnbloTepa, UHTepHeTa.

CnpaBKa 1 noggepKa: obecrneunsaeT goCTyn K paitnam cnpasku, 6ase 3HaHu ESET, Be6-caliTy ESET 1 ccbiikam ana
OTMPaBKM 3aMPOCOB B CNYKOY NOAAEPHKKU.

(es[E}) NOD32 ANTIVIRUS

flomMmalHan cTpalnua

CkaHupoBaHue
KOMMNBHOTEPA

Q@ o >

QBHOBNEHNE

v/ Bbl 3aliMLLEHBI

Cepenc

HacTpoiika

@ &= D

Cnpaeka 1 NoAgepxKa

+ ABoctynen Lientp obHoBnenna Windows

Ana eawero KOMNBHITEDRE JOCTYTHLI 0BHOBNEHWA OI'IEpEILI,HOHHOI:i cHeTemMel. Ytobel obecneynTs
SALLUNTY, WX HYXHO YCTaHOBWTL.

JononHuTensHele CEegeHnA

3 TMocneanee obHosnerne: 10 MUHYT Ha3ag
ENJOY SAFER TECHNOLOGY™ @ JeiicTEMTENEHOCTE ANUEHINN: 1/28/2018

Ha skpaHe [JlomawwHAA cTpaHULa oTOOpaXKatoTCA BaXKHble CBEAEHMA O TEKYLLEM YPOBHE 3alLMTbl KOMNblOTEPa. B oKHe
COCTOSIHUA OTOBParXKatoTCA YacTo ncnonbsyemole GyHKumm ESET NOD32 Antivirus. 34ech TakKe yKasaHbl CBEAeHUSA O
nocnefHem o6HOBNEHUM U faTa OKOHYaHWA CPOKA AENCTBUA MPOrpamMbl.

3e/ieHbll 3HAYOK U 3e/1eHbll cTaTyc MaKcumanbHas 3aluTa coobLwatoT 0 MakCMMaibHOM YPOBHE 3aLLMUTbI.
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DeiictBua, KoTopble creayeT BbINOAHUTD, €CIM Nporpamma He paboTaeT HagaeXKawmum ob6pasom

Ecnm moZynb akKTUBHOM 3awmTbl paboTaeT NpaBUbHO, 3HAYOK COCTOAHMSA 3aLLMTbl ByaeT 3en1eHbIM. KpacHbIi
BOCKNMLATE/IbHbIN 3HAK UM OPaH»KeBblii 3HaYOK YBeLOMNEHUA 03HAYaeT, YTO MaKCMMa/bHasA CTeMeHb 3aLLMTbl He
obecneumnsaeTca. B In1aBHOM MeHI0 6yayT 0TOBpaXKaTbCA AOMNOAHUTE IbHbIE CBEAEHMUA O COCTOAHUN 3aLUMTbI KaXKaoro
MOAYNA U NPEAJ/IONKEHbI PELLEHMUA A/19 BOCCTAHOBNEHMA NOMHOM 3aLWmMTbl. NS MU3MeHeHMA COCTOAHNUA OTAEIbHOIO
moayna wenkHuTe Hactpoiika v BbibepuTte Heob6X0AMMbIN MOAY b,

NOD32 ANTIVIRUS

>

flomMmalHan cTpadnua

CkaHupoBaHue
KOMMBHTEPE

o

OBHOBNEHNE

Q

A OnoBelweHue o

Cepenc

6ezonacHoOCTHN
Hacrpoiika 4|

@ =

CNpaeka | NoALepKKa

A 3awwuTa oT ¢uwmMHra He paboTtaeT

3Ta (yHKUNA He paboTaeT, Tak Kak He akTWEHLI ADYTHE HYKHEIE MOSYIN NPOrpamMmbl.

A 3almTa OT BUPYCOB W LUNMMOHCKUX MPOrpaMmM NpUOCTaHOBNeHa

PaGoTa 3Toil dYHKUMKM NPUOCTAHOENEHE, W EALL KOMMBKOTER HE 2ALUMLLEH OT HEKOTOPEIX THMOE
yrpos.
3TO OYEHE OMACHO, NOITOMY 33LLMTY HYKHO BKIFOUYMTE HEIAMELNHTENLHO.

BENHOUMTL 3ALLMTY OT EUPYCOE W LUNKMOHCKHX NpOorpanm

ENJOY SAFER TECHNOLOGY™ v AocTtynen LleHTp obHoBnenua Windows

Mna panara rFAuALATana Aarmmuu ARUAD nauna Ananaiuauuni cucran Urafo aRacnanore

KpacHbIi 3Ha4YOK 1 KpacHasa Hagnucb « MakcumasibHas 3almTa» He 06583aTeNbHO CUTHANMU3UPYIOT O KPUTUYECKUX
npobnemax.
[ns oTobpaxkeHMA TaKOro COCTOSHUA MOKET BbITb HECKOIbKO MPUUMH.

e [Iporpamma He aKTMBUPOBAHA: MOXKHO aKTUBMpPOBaTb Nporpammy ESET NOD32 AntivirusHa [jomaluHeit
CTpaHuue, BbiIbpas AKTMBUPOBATb NPOAYKT 1an Kynutb Bo3ne cBegeHUIA O COCTOAHUM 3aLUUThI.

o Mogynb 06HapyXeHus ycTapen: 3Ta ownbKa NoABASETCA NOC/NE HECKOJIbKUX HEeYAauHbIX MOMbITOK
06HOBUTb 633y AaHHbIX CUTHATYpP BUPYCOB. PeKoMmeHAayeTca NpoBepuTb NapameTpbl 0O6HOBAEHUIA.
Hanbonee yactaa npuMyMHa 3TON OLUMOKM — HENPABUAbHO BBeAEHHbIe JaHHble A4 ayTeHTUOUKALUMN UK
HeBepPHO CKOHPUIrypUpOoBaHHbIe NapameTpbl MOAKAYEHUS.

e Mopaynu 3aWwuTbl OT BUPYCOB U LUIMUOHCKUX NPOrPaMM OTK/HOUYEHbI: MOYKHO CHOBA BKIHOUYMUTD 3aLMUTY OT
BMPYCOB M LUNMMOHCKUX NPOTPaMM, LLEeIKHYB BKAIOUUTD 3aLLUTY OT BUPYCOB M LULMMOHCKUX MPOrPamm.

o CpOK A,elACTBUA NIULEH3UM UCTEK: 06 3TOM CUTHANIM3MPYET KPaCHbIM 3HAaYOK COCTOSAHMSA 3aLuTbl. C 3TOro
MOMeHTa nporpamma 60blLie He CMOXKeT BbINOAHATb 06HOBAEeHMA. [11A NPoANeHUA NULEH3MMU ChedyiiTe
MHCTPYKLMAM B OKHE npeaynpeskaeHus.

OpaHsKeBbli1 LBET 3HaYKa YKa3bIiBaeT Ha TO, YTO AEMCTBYET OrpaHMYeHHan 3awmra. Hanpumep, cyliecreyoTt
npo6iembl C 06HOBNEHMEM NMPOrPaMMbl MM 3aKaHUMBAETCA CPOK AENCTBUA TULEH3UN.
[na oTobpaxkeHNA TAKOro COCTOAHNA MOKET BbITb HECKO/IbKO NPUYMH.

e NrpoBoi peKMm aKTUBEH: BK/TIOYEHWE UIPOBOTO PEXMMA NPeACTaBAAeT NOTEHUMANbHbIN PUCK 418
6e3onacHocTu. Mpur BKAOYEHUN 3TOM PYHKLMM BNOKMPYIOTCA BCE BCM/bIBAOLWME OKHA M OCTAHAB/IMBAOTCA
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BCe 3an/21aHNPOBaHHbIE 3a4a4Mu.

e Cpok AEﬁCTBMH Bawei NNUEH3UUN CKOPO 3aKOHYUTCA: NPU3HAKOM HaTn4unA aTOM I'IpOGﬂEMbI ABNAETCA
nofABJieHWe BOCK/INLLATENbHOTO 3HaKa B 3HaYKe COCTOAHMA 3aLlMTbl PASOM C CUCTEMHbIMKM Yacamu. [Tocne
OKOHYaHWA CPOKa ,Cl,e[/'ICTBMH NNUEH3nn nporpamma 60/blle He CMOXKET BbINO/HATL OOHOBAEHMUS, @ 3HAYOK
COCTOAHMA 3alLUNTbl CTAHET KPAaCHbIM.

Ecnu npea/ioXKeHHble peLlleHusa He MO3BOIAIOT YCTPaHUTL Npobsiemy, BbibepuTe snemeHT CnpaBKa U NoaAepiKKa U
npocmoTpuTe daiibl CNPABKU AN MOULLUTE HYXKHYIO MHbOPMaUMio B 6ase 3HaHui ESET. Ecnm Bam no-npexHemy
HY*XHa NOMOLLb, OTNPaBbTE CBOM 3aNpoc B CNy:KOy noaae pku. Ee cneumanmctbl onepaTMBHO OTBETAT Ha BalM
BOMPOCHI M MOMOTYT HAWTU peLleHune.

3.2 O6HoBneHuA

O6HoBNEHNE MOAYNA 0OHAPYKEHMA U KOMNOHEHTOB NPOrPaMMbl ABAAETCA BaXKHOM YacTbio 06ecneyveHMs 3aLLnThbI
KOMMblOTEpPa OT BPpeAOHOCHOTo Koga. ObpaTnTe 0coboe BHMMaHME Ha UX HAaCTPOWKY M paboTy. B rnaBHOM MeHto
BblbepuTe NyHKT O6HOBNEHME, a 3aTeM LLe/IKHUTe OBHOBUTb, YTOOLI MPOBEPUTL HaslMuMe 0BHOBAEHUI MOy NA
0bHapyxeHus.

Ecnun nMLEeH3MOHHBIM KNtoY He bbin BBeAeH B npouecce akTuBauuu ESET NOD32 Antivirus, Ha aTom aTane byaet
npeanorKeHo ero BBECTMU.

& _ X
(es[=1) NOD32 ANTIVIRUS
O6HoBAeHMe @
A /Jomawnaa crpanuua
CKaHWpOBaHWe ESET NOD32 Antivirus
o KOMMbHOTEpa v Tekyluan eepovs: 11.0.121.0
5 OGHOBNEHHWEe
& Cepanc MocneaHes oBHOBNEHME: 9/14/2017 12:49:27 PM
V’ MocneaHAR NPOBEPKE HA HaNW4We 9/14/2017 12:58:33 PM
¥ Hacpoiika 0BHOBAEHUEA:
@ Cnpaeka w nopgepka Nokasats sce MoAyM
ENJOY SAFER TECHNOLOGY™ MpoeepuTs HanMuMe 06GHOEARHMA
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B okHe [lononHuUTenbHble HAaCTPOMKK (BbibepuTe NyHKT HacTpoiika B r1aBHOM MEHIO, MOC/E YEro WEeNKHUTE 31eMeHT

[ononHutenbHble HACTPOMKKU UM HAXKMUTE KnasuLy F5) cogeprkaTtca pacliMpeHHble napameTpbl 06HoBAeHuWA. Ond

HaCTPOMKM paclIMPEHHbIX MapaMeTPOB OO6HOBNEHUS, TaKMX KaK PeXKMM 06HOBNEHMA, AOCTYMN Yepes NPOKCU-cepBep U

MOAKOYEHMSA K TOKANbHOW CETU, OTKPOWTE COOTBETCTBYIOLLYIO BK/IaAKY B OKHe O6HOBNEHME.

PacwnpeHHble napameTpbl

JALLLATA OT BIAPYCOB
OBHOBNEHME

WHTEPHET 11 3NIEKTPOHHAA
NouTA

KOHTPO/b YCTPOWCTB
CNYHKEBHBIE MPOTPAMMEI

WHTEP@EIAC NOMb30BATENA

Mo ymonyaHwio

OBLUME

B nroouan

Cnncok npodunei

W3IMEHEHUE NPOPKUNA

BreiBepute npodine, KOTOPLIR HY3KHO 3MEHWTE

OCHOBHOE

Tun oBHosaeHUA

OTmentounTe onoeelene ob ycnelwHom oBHOBAEHIN
PEXM OBHOB/NEHWA

NPOKCW-CEPEEP HTTP

Q,

Warernte

Muoii npoduns

PerynapHoe oBHoeneHne

@

[i]
v o
V)

L]
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4. Pabota c ESET NOD32 Antivirus

MapameTpbl HacTponkm ESET NOD32 Antivirus AatoT Nonb30BaTENH0 BO3MOXKHOCTb HAaCTPanBaTb YPOBHM 3aLLMUTbI
KOMMNblOTEpPA.

& _ X
(es[z1) NOD32 ANTIVIRUS
Hacrpoiika @
A JomawHaR crpaHnua
o, CKaHWpOEaHE @ 3almuTa KoMNekoTepa >
KOMNBHITEDS Bee dyHKLMIN 331LMTEI KOMIBIOTEPE AKTHEHBI
5 OB6HOBREHME
= Cepeuc
Sawmrta MHTepHeTa >
a4 Hactpoiika Bee Tpebyemble dyHKLUMIN 330LUTEI FIHTEPHETE BKTHEHEL.
© Cnpaexa v nogepxka

EM|OY SAFER TECHNOLOGY™ 'l |.r"1|".'1|'|0p_ W 3KCNOPT NapamMeTpos 'n PEICLIJM[CIEHH!:IE napamMeTpbl
MeHto HacTpoiika coepuT cneaytowme pasgensi.

@ 3awmrTa KomnbloTepa

3awumra B UHTEepHeTe

BbibepuTe KOMNOHEHT, YTO6bl HACTPOUTb AONOIHUTE IbHbIE NAPAMETPbI 4/19 COOTBETCTBYOLLErO 3aLMTHOIO MOAYA.
B HacTpoiiKax 3aLmTbl KOMMbIOTEPA MOXHO BK/IHOYATb M OTK/IHOYaTh CNeAyolme KOMMNOHEHTbI.

3awura $aitnoBoli cUcTeMbl B peasbHOM BPeMEHMU: NPY OTKPLITUM, CO34aHMM UK 3anycKe ntoboro daiina Ha
BalLleM KOMMbIOTEPE BbINOHAETCA CKAHUPOBAHWE Ha HalMYMe BPpeAOHOCHOTO Koaa.

HIPS: cuctema npeaoTBpalleHUA BTOPMKEHNI Ha Y31 OTCEKMBAeT COBbITUA B ONepaLMoHHON cucTeme 1
pearvpyeT Ha HUX B COOTBETCTBMM C CyLLECTBYIOLMM HAabopom npasu.

MrpoBoii peXKum: BKAOUEHNE NN OTKIHOYEHUE UIPOBOro peskuma. Mocne BKAKUYEHNA UTPOBOro PeXKMMa Ha SKpaH
byaeT BbiBeAEHO NpeaynpexaeHue (o noTeHuManbHol yrpose 6e3onacHocTn), a 4na opopMAEHUA IaBHOMO OKHa
6yeT NpMMeHEH OpaHKeBbIl LiBET.

B HacTpolikax 3awuTbl B UHTEpPHETE MOMKHO BK/IHOYATb M OTK/ItOYATL CeAytoLlme KOMMOHEHTbI.

e 3awwmTta goctyna B MUHTEpPHeT: ec/v 3TOT NapamMeTp BK/IOYEH, BeCb TPaduK no npoTtokonam HTTP u HTTPS
CKaHWpyeTCcA Ha Hannyme BpegOoHOCHbIX MPOrpamm.

e 3awuTa NOYTOBOrO K/IMEHTa: obecneymBaeT KOHTPOIb 06MeHa AaHHbIMM No NnpoTokonam POP3 u IMAP.

e 3awuTa oT pULKHra: obecneunsaeT GpUbTPaUMIO Beb-CaliToB, 3aN0403PEHHbIX B PACNPOCTPAaHEHUMN COAEPHKMUMOTO,
KOTOpOe npegHasHayeHo AnA MaHUMYAMPOBAHMA NOb30BaTeIeM, YTOObI MOAYYUTb OT HETO KOHOUAEHLMANBHYIO
nHdopmaumto.
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[NA NOBTOPHOIO BKAKOYEHMA OTK/IIOYEHHOTO KOMMNOHEHTa 6E30MNacHOCTU LEeIKHUTE nonsyHOK_ Taknum
obpaszom, 4To6bl 0TOOPaA3MACA 3e/1EHDIN cbnamom‘).

1 NMPUMEYAHUE.
MpY OTKNOYEHUM 3aLLMTBI TAKMM CMOCOOOM BCE OTK/IHOYEHHbIE MOAY/TN 3aLMTbI Oy AyT MOBTOPHO BK/OYEHbI NOC/E
nepesarpysku KomnbtoTepa.

B HM}KHE YacTM OKHa HAaCTPOMKM eCTb AO0MNONHUTE IbHbIEe NapameTpbl. YTobbl BbINONHUTL 6oee NoapobHyo
HACTPOMKY NAapaMeTPOB AN1A KaXKA0ro Moayns, nepengute no ccobinke JlononHUTeIbHble HACTPOMKK. YTOObI
3arpy3suTb NapameTpbl HACTPOMNKM U3 dpaina KoHdurypaumm B dopmate XML Unm coxpaHuTb TEKyLLME NapameTpbl
HACTPOMKM B Ppalil KOHOUIYpaLMK, BOCNOAb3ylTech GyHKLMe MMNOPT M 3KCNOPT NnapameTpoB.

4.1 3awmTta KOMNblOTEpa

B okHe «HacTpolika» WenKHUTe NapameTp «3awmTa KOMMbioTepa», YTobbl MpocMoTpeTh 06LLMe cBeaeHMA 060 Bcex

MOZYNAX 3aLLMUTbI. YTOBbI BpEMEHHO OTKAOYUTL TOT UAN UHOW MOAY b, LLENKHUTE -:} ObpaTtute BHMMaHWe, YTo
npv aTom 6yaeT ocnabneHa 3awmra Balero KomnoloTepa. LLleaKHUTe a1eMeHT psaaoM C MOAy1eM 3aLMTbl, YTobbI
NOMYYUTb AOCTYN K AOMOAHUTEIbHbIM HAaCTPOWKam 415 Hero.

LLleNKHMTE 2neMeHT L} > UsmenuTb UcknloueHMs pPALOM C 31emeHTOoM3almTa $paiiNoBoi CUCTEMBI B PeXKUMe
peanbHOro BpeMeHM, YTo6bl OTKPbITb OKHO HacTPOEK MCKAYEHME, B KOTOPOM MOXKHO UCKIHOUUTbL Gaiibl v Nanku u3
CKaHWpOBaHUA.

& — p4
(es[z1) NOD32 ANTIVIRUS
@ 3awmTa KOMNbKOTEPA @
A [oMaluHAA CTpaHMua
3awwTa GalnnoBor cMCTeMbl B pEXMME DeancHoro BpeMeHu
o) CKaHWpOEaHWe ") Braroueno: HesaMeanuTensHoe 0BHapyeEHNE W yAZNEHNE BPEJOHOCHBX MPOrPamMi Ha BaLLIEM #V
*  KoMnbloTepa KOMMBHITEPE.
£ o
J  OGHoeneHne o KoHTponk ycrpoiicts oy
- OTKAKYEHO NOAHOCTHID
&= Cepenc
. ‘) Cucrema NnpeaoTEpalLeHMA ETOPXEHMA Ha yaen (HIPS) #
# HECTPOHKE Braroueno: DﬁHEp}OKEHInE W NpEROTEPALLEHWE HEXENITENEHOMD NOBEREHNA FIpHﬂD)KEHInﬁ.
Cnpaeka w Nojgaepxea -
© P At s c- Wrpoeoi pesxaam
nPMOClaHOEJ'IEHO: ONTAMKWIALWA NPOWSE0ANTENRBHOCTH UID W I'IFIE’-EHTELI,Inﬁ.
@ lMpYOCTaHOBMTE 3aLUMTY OT BUPYCOB W LUNMOHCKAX MPOrpamu
EN]OY SAFER TECHNOLOGY™ 4 VrnopT v skenopt napamerpoe ¥ Paclmpertsie napametpe

MpUOCTaHOBUTD 3aLLUTY OT BUPYCOB U LUMMOHCKUX NPOrPaMM: OTK/IIOYEHNE BCEX MOAY/1e N 3aLLMTbl OT BUPYCOB U
LUMMOHCKMX Nporpamm. Mpu OTKAOYEHMM 3aLLMTbl OTOBpaKaeTca COOTBETCTBYOWEE OKHO. C ero MOMOLLH0 MOXKHO
334aTb Bpems, Ha KoTopoe byZeT OTKAtoYeHa 3alumMTa, BbibpaB 3HaYeHWe B pacKkpbliBatoLLLe Mcs MeHIo Bpemsa. HaxkmuTe
KHOMKY NMpUMeHUTb 419 NOATBE PKAEHUA.
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4.1.1 3awmTa OT BUPYCOB

3awmTa OT BUPYCOB NpeaoTBPaLLaeT BPeAOHOCHbIE aTakM HAa KOMMbIOTEP NyTeM KOHTPOASA GalinoB, 3N1eKTPOHHOM
nouYTbl U cBA3M Yepe3 MIHTepHeT. Ec/in 06HApYKMBAETCA COAEPPKALLANA 3/I0HAME PEHHbIM KOA, yrpo3a, Moay /b 3aLLMTbl
OT BMPYCOB MOXKeT 06e3BpeanTb ee, CHavana 3ab/10KMPOoBaB, a 3aTEM 0YUCTMB, YAA/IUB UM NePeMeCTUB Ha KapaHTUH.

PaCLIJHpEHHbIE napameTpbl Q X @
3ALLWNTA OT BUPYCOB ﬂ OCHOBHOE
3awwTa gaiinoeoii cueTems! B MAPAMETPEI MOJYNA CKAHUPOBAHWA
pexuMe peansHoro BpeMeHn
CKaHMpOBaHWe KOMNbIOTepa No BintounTe 06HapYHEHNE NOTEHLNANBHD HEXKENATENBHBIX o
TpefoBaHuo npUoHKeHWi
-KEHUDOBAHIE B COCTORHIN BrntounTe 0BHapYHEHNE NOTEHLUNANEHD 0NACHBIEX NPUNOXKEHKHI X i ]
npocTon
CKaHnpoBaHWe Npu 3anycKe BrntounTe oBHapy#eHHE NOADIPUTENEHEE NPUAOHEH M (i ]
CheMHbIE HOCHTENH
3aluTa AOKYMEHTOB
HIPS 3ALLWUTA ANTI-STEALTH 0
BrarounTe sawmty Anti-Stealth -
QBHOBMEHWE
WMHTEPHET 1 3NEKTPOHHARA
MoYTA WCKNMHO4EHWA
Cnucok nyTed, KOTOPBIE HYAKHO WCKNHYNTE M3 CKAHWPOBaHNA MamennTtes 0

KOHTPO/b YCTPOIACTE
C/TYKEBHBIE MPOTPAMMEBI

WMHTEP®EIAC MOb20BATENA

MapameTpbl MOAYNA CKAHUPOBAHUA NO3BOAIOT 4J1A BCEX MOAYNEN 3aLLMTbI (Hanpumep, 3awmTbl GaliIoBOMN CUCTEMDI
B peXKMMe peasibHOro BpeMeHMU, 3almThl A0CTYNa B MHTEPHET U T. A4.) BKAKOYUTb MU OTKNOUYNUTL OBHapyKeHue
cnefyoWmxX 3/1€ MeHTOB.

o [oTeHUMaNnbHO HeXKenatesibHble MPUNOKEHUA He BCeraa ABNAOTCA BpeAOHOCHbIMM, O4HAKO MOTYT HEFaTUBHO
NOBNANATb Ha NPOMN3BOANTE/IbBHOCTb KOMMNbIOTEPaA.
L[ ononHNTeNnbHYO VIHd)OpMaLI,MIO O MPUNOXKEHNAX 3TOIO TUMa CM. B I11OCCapun.

e MoTeHUManbHO onNacHble NPUIOXKEHUA: 3TO onpeaeeHNne OTHOCUTCA K 3aKOHHOMY KOMME PYeCKoMY
nporpaMmHoOMy obecrneyeHnto, KOTOPOe MOMKET BbITb UCNONb30BaHO ANA NPUYMHEHMSA Bpeda. K noTeHuManbHO
OMacHbIM NPUNOXKEHUAM OTHOCATCA CPEACTBA YAANEeHHOro A0CTYNa, NPUAOXKEHNA AN B3/1OMa Naposien 1
KNaBMaTypHble LWNMOHbI (MPOrpaMmmbl, PETUCTPUPYIOLLME KaXKA0e HaxKaTue No/ib30BaTe/IeM KNaBuLL Ha
KnaBuaType). 3TOT napameTp MO YMOJIYaHUIO OTK/THOYEH.

[ononHuTeNbHY0 MHGOPMALMIO O MPUIONKEHMAX STOTO TUMA CM. B [/1OCCapUN.

e Mopo3putenbHble NPUNOXKEHUA: K HAM OTHOCATCA MPOrPaMMbl, CXKaTble NPU MOMOLLM YIaKOBLUVKOB UM CPEACTB
3aLLUMTbI. 3/10YMbILLE HHMKM YaCTO MCNO/b3YHOT NPOrpPaMmbl 3TOFO TMNA, YTOObI M36eKaTb 0OHapYKeHUA.

TexHonorus Anti-Stealth asnaetca cnoxkHol cuctemol, obecneymBatoLLelt 0ObHapyKeHWe onacHbIX MPOrpamMm, TaKKUX
KaK PYTKUTbI, KOTOPbIe MOTYT CKPbIBATbCA OT OMepPaLMOHHON CUCTEMBI. ITO 3HAYMT, YTO TaKMe MPOrPaMMmbl
HEBO3MOHO 06HaPYKNUTb C MOMOLLbIO 0ObIYHBIX METOLOB TECTUPOBAHUA.

MUcknroueHUs No3BONSIOT UCKAOUMTL Gaisibl M NANKK U3 CKaHMPOBAHMSA. YTobbl 06ecneymnTb CKaHMPOBAHME BCEX
06BEKTOB Ha Ha/lMuYMe Yrpo3, PeKOMEHAYETCA CO34aBaTb UCKOYEHUS TO/IbKO B C/lyYae KpaliHel HeobXxoaMmocCTH.
O/HaKo B HEKOTOPbIX C/IyYasx BCe e HeobXoAMMO UCKoYaTb 06beKTbI, Hanpumep bonbline 6asbl AaHHbIX,
KOTOpble 3aMea/1at0T paboTy KOMMblOTEPA NPU CKAHUPOBAHUU, UNM MPOrPaMMbl, KOHGAMKTYIOLWME C NPOLLECCOM
CKaHMpoBaHuA. CBeaeHMsA 06 NcKAtoYeHUN 06beKTa M3 061aCTM CKaHUMPOBaHMA CM. B pasaene VckatoyeHus.
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BK/IHOUUTb paclUMpeHHOe CKaHUPOBaHKUe ¢ nomolbio AMSI: nHcTpyMeHT Microsoft Antimalware Scan Interface,
NMO3BO/IAIOLLMIA pa3paboTUMKaM NPUIOMKEHUI CO34aBaTb HOBblE CPeACTBa 3alLMTbl OT BpeaoHocHoro MO (TonbKo
Windows 10).

4.1.1.1 3awwurTa $aiiNIoBON CUCTEMbI B PEXXUME PeasibHOrOo BpeMeHU

®yHKUMA 3aLWMTbI GaliNI0BOM CUCTEMDI B PEXKMME PEasibHOrO BPEMEHU KOHTPOIMPYET BCe CObbITUA B CUCTEME,
OTHOCALUMECS K 3aLLMTe OT BUPYCOB. MpK OTKPbLITUM, CO34aHUMN UAK 3anycKe (aitioB BCE OHM CKaHMPYHOTCA Ha Hanuume
BPeAOHOCHOro KoZa. 3awmTa Gali1oBoM CUCTEMbI B peXKMMe peasibHOro BpeMeHM 3amnycKkaeTca npu 3arpyske
onepaumoHHOMN CUCTEMbI.

PaclumpeHHble napameTpsi Q, O

3ALLWTA OT BUPYCOB E OCHOBHOE

3awmTa daiinoBol cHCTEMEI B

ABTOMaTHYECKK 3aMYCKaTe 3aLUMTY dainoBoil cHoTeMBl B i
pexXiiMe peanbLHoOro EpeMeHH

PEKUME PEANBHOID EPEMEHK
CK3HMPOBAHWE KOMMBIOTEPA MO
TpeboeaHu

cKBHI.-I[:I'Q:IEIBHI.'I"E.l E COCTOAHHUK HOCWUTENW 1A CKAHWPOBAHMWA
npocron
CKaHUpOEaHHe NpK 3amycKe KecTkme gncin i )
CheMHbIe HOCHTENH

CbEMHBIE HOCUTENK i ]
3aLuuTa 4OKYMEHTOB
HIPS Cetesrle grckmn i ]
OBHOBJIEHME

CKAHMPOBATE NPK
WHTEPHET 1 3NEKTPOHHAA
MoYTA OtkpbiTun daiina G

- Cozgavun daina v o

KOHTPOSb ¥CTPOICTB & -

KMcnonHennn daina i ]
CNYEEHBIE MPOMPAMMEI

JocTyne K ChEMHBIM HOCUTENAM i)

WMHTEPQEWC NOMB30OBATENA
MAPAMETPBI THREATSENSE

Mo ymonyaHuto GyHKUMA 3amThl GaliIoBON CUCTEMBI B PEXKMME PeaNbHOro BpeMeHW 3anycKkaeTca Npu 3arpyske
cUcTeMbl M obecrneynmBaeT NOCTOSHHOE CKaHWpoBaHMe. B 0cobbix cyyanx (Hanpumep, NPU BO3HUKHOBEHUN
KOH(NMKTA C APYTMM MOy 1eM CKAHUPOBAHUS B peasibHOM BpeMeHM) 3amTy $aliloBOM CUCTEMbI B pEa/IbHOM
BPEMEHW MOKHO BbIKIOUYNTb. [1N1A 3TOr0 HYXKHO OTKPbITb OKHO JLONONHUTENbHbIE HAaCTPOMKK U B paszene 3awura
daiinoBoit cuctembl B peasibHOM BpeMeHM > OCHOBHOE CHATb J1ayKoK ABTOMAaTUUECKU 3anycKaTb 3awuty ¢aiinosoi
CUCTEMDI B PeXKUME pPeasibHOro Bpe MeHM.

Hocutenu gns ckaHupoBaHus

Mo ymon4vaHuio Bce TUNbI HocuTenemn CKaHUPYKOTCA Ha Hann4vyme BO3MOXKHbIX YIrpo3.

YecTkre fUCKU: KOHTPONMPYHOTCA BCE XKEeCTKUE OUCKM CUCTEMDBI.
CbeMHble HOCUTENU: KOHTPOAMPYHOTCA KomnakT-/DVD-auckum, USB-Hakonutenu, Bluetooth-yctpoictea n . n.
CeTeBble AUCKU: CKAHMPYIOTCA BCE NOAKNIOYEHHbIE CETEBbIE ANCKMN.

PekomeHayeTca OCTaBUTb MapaMeTpbl MO YMOAYAHMIO, @ USMEHATb UX TOJIbKO B 0COObIX Cy4yasnx (Hanpumep, ecim
CKaHMpOBaHMe onpeaeeHHbIX HOCUTENEN NPUBOAUT K 3HAYUTEIbHOMY 3aMe4J/IEHNI0 0B6MeHa AaHHbIMK).

CkaHupoBaTb nNpu

Mo ymonyaHuto Bce dalinbl CKAHMPYIOTCA MPU OTKPbLITUM, CO34aHUN UAWN UCTIONTHEHMU. PEKOMEHAYyeTCs He U3MEHATb
HaCTPOWKM MO YMONHYAHUIO, MOCKOIbKY OHM 06ecrneynBaloT MaKCUMabHYHO 3aLLMTY KOMMbIOTEPA B PeXKUME
peasnibHOro BpeMeHu.
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OTKpbITUE daiina: BKAOUYEHME M OTK/IIOYEHNE CKAHMPOBAHUA NPU OTKPbITUM daitios.

CozgaHue daiina: BKAOUYEHNE N OTKAOYEHME CKaHNPOBaHWA Npu co3aaHmm ¢hainos.

NcnonHeHue ¢aiina: BKAOYEHWE U OTKIOYEHWE CKaHUPOBAHMA Npu 3anycke ¢aiinos.

[ocTyn K cbe MHbIM HOCUTENAM: BK/TIOUYEHWE U OTK/IHOYEHUE CKaHUPOBaHMA MNPU AOCTyNe K KOHKPETHOMY
CbeMHOMY HOCMTE0, Ha KOTOPOM MOTYT XPaHUTbCA AaHHbIE.

o BbIK/JlOYEHUE KOMMbIOTEPA: BK/IIOYEHWE U OTKIHOYEHNE CKAaHUPOBAHMA MPU BbIKIHOYEHUN KOMMbIOTEPA.

3awmTa Gpait1oBOM CUCTEMbI B PEKMME PEabHOro BPEMEHM MPOBEPAET BCE TUMbl HOCUTENEN M 3anycKaeTcA
Pa3IMYHbBIMUK COBBITUAMM, TAKMMM KaK AOCTYN K daliny. 3a cHeT MCNONb30BaHMA MeToA0B 06HapyKeHua ThreatSense
(kak onncaHo B pasgene Hactpolika napameTpoB moayns ThreatSense) 3awmuTy ¢annoBoi CUCTEMbI B peXkume
peanbHOro BpeMeHM MOXKHO HaCTPOUTb AJ/15 CO34aBaeMbIX U yiKe cylecTBytowmx ¢anios no-pasHomy. Hanpumep,
MOHO HaCTPOUTb 3aWnTy GpainIoBOM CUCTEMbI B PEXKMME PeasibHOro BpeMeHM TaK, YTobbl oHa bosee TwaTenbHO
OTC/Ie}KMBaNa BHOBb CO34aHHble daibl.

LNna CHAXKeHMA BANAHUA HA NPON3BOANTENIbHOCTb KOMMbIOTEPA NPU UCMOJIb30BaHMM 3aLWUTbI B PEXKMME peasibHOro
BpemeHu palinbl, KOTOpbIe y¥Ke CKAHUMPOBAIUCH, HE CKaHMPYIOTCA NOBTOPHO, NOKa He byayT nameHeHbl. ®annbl
NOBTOPHO CKAaHUPYHOTCA Cpasy Nocae Kaxaoro obHoBneHUA moayna obHapyKeHuA. Takoe noseaeHUe
KOHTPO/IMPYEeTCA C UCNO/1b30BaHMeM onTumum3zaumum Smart. Echv Ontummsauma Smart oTkitoueHa, Bce dainbl
CKaHMPYHOTCA MPU KaXAOM K HUM gocTyne. 118 usMeHeHUA 3TOro napameTpa OTKPONTe OKHO J,onoaHUTEe/IbHbIE
HACTPOIKK, HaxKaB Knasuwy F5, n nepeliamTe K pasaeny 3awmra ot BUPYCOB > 3aLuUTa B peXKMMe peasbHoro
BpemeHMu. MocnenoBatenbHO LWeAKHUTE 31eMeHTbl HacTpoiika napameTtpoB moayna ThreatSense > ipyroe v
CHUMUTE UK yCTaHOBUTE GNAXKOK BKIHOYUTD MHTENIEKTYA/IbHYIO ONTUMU3ALMIO.

4.1.1.1.1 [OononHuTtenbHbie napameTpbl ThreatSense

JononHutenbHblie NnapameTpbl ThreatSense ANA TONbKO YTO CO3A4aHHbIX U USMEHEHHDbIX cbaﬁnos

BepoATHOCTb 3aparkeHMA TONIbKO YTO CO3LaHHbIX UM M3MEHEHHbIX $alinoB Bbllle NO CPABHEHMUIO C aHANOTUYHbIM
noKasaTtesiem g1 cylecTeyrowmx Gpannos. MMeHHO NO3TOMY Nporpamma nposepsAeT 3Tn ¢palinibl C UICNONb30BaHUEM
[OMONHUTE/IbHbIX NapamMeTpoB ckaHMpoBaHua. ESET NOD32 Antivirus BmecTe ¢ 06bl4HbIMM METOAAaMM CKAHUPOBAHMUS,
OCHOBAHHbIMM Ha CUTHATypax, NPUMEHSET pacluMpPEeHHbI 3BPUCTUYECKUIA aHaN3, YTO AeslaeT BO3MOMKHbIM
0bHapyKeHMe HOBbIX YIPo3 eLle A0 Bbinycka 0OHOBAEHWN MOy /1A 0OHAPYKeHUA. B 4ONONHEHWE K TONIbKO YTO
CO34aHHbIM daiiamM BbIMOJTHAETCA TaKKe CKaHMPOBAHME CAMOPaCNaKOBbIBaOLMXCA apXMBOB (.SFX) 1 ynakoBLLMKOB
(ncnonHaembix GpainnoB C BHYTPEHHUM CxKaTUeM). o yMOAYaHMIO NPOBEPAIOTCA apXMBbI C I1yBUHOM BNOKEHHOCTH

00 10 He3aBMCUMO OT UX PaKTUYECKOro pasmepa. 1A M3MeHeHUA NapameTPOB CKaHMPOBAHMA APXMBOB CHUMMUTE
dnarkok MapameTpbl CKAHUPOBAHMA APXMBA MO YMOJTHAHUIO.

OononnutenbHble napameTtpbl ThreatSense gna ucnonHaemoix ¢aiinos

PaclumMpeHHbI 3BpUCTUYE CKUI aHaNU3 Npuy 3anycKke ¢aiinoB: Mo YyMoN4YaHMIo Npu 3anycke Gainos npumeHaeTcs
pacliMpeHHan 3BPUCTMKA. Ecnm 3TOT napameTp BKAOYEH, HACTOATEIbHO PEKOMEHAYETCA BKIOYUTL ONTUMM3ALLMIO
Smart n ESET LiveGrid®, 4Tobbl yMeHbLINTb BO34ENCTBME Ha MPOU3BOAMUTENbHOCTb CUCTEMDbI.

PacluMpeHHbl i 3BPUCTUYECKUIA aHANIU3 NPU 3anycKe ¢aiIoB CO Cbe MHbIX HOCUTENEN: MPeXKae YeM paspeLLmTb 3anycK
KOZa CO CbEMHOTO HOCUTES, CUCTEMA PACLLIMPEHHOTO 3BPUCTMYECKOTO aHaNM3a SMYINPYET KOZ B BUPTYa/IbHOM
cpefe M OLEeHMBAET ero NoBeAeHue.

4.1.1.1.2 YpOBHMU OUYUCTKMU

3awmTa B pekMme peasibHOro BpeMeHu NpeaycMaTpMBaeT TPU YPOBHA OYMUCTKM (4718 AOCTYNa K HAM LLEeNKHUTE
Hacrpoiika napametpos moaynsa ThreatSense B pasaese 3awura ¢paitioBoii CUCTEMDI B peXKMUME PeasibHOro
BpeMeHMU, a 3aTeM LLLeIKHUTe OUYUCTKA).

be3 0UMCTKU: 3aparkeHHble Gaisibl He ByayT OUMLLATLCS aBTOMATUYECKU. [porpamma BbIBOAMT Ha 3KPaH OKHO
npeaynpexaeHna 1 npeanaraet No/b30BaTeNto BbibpaTh AelcTBME. ITOT YypOBEHb NpeaHasHayeH ans bonee
OMbITHbIX NO/Ib30BaTE/IEN, KOTOPbIE 3HAIOT O AEWCTBUAX, KOTOPbIE CedyeT NPeAnpPUHUMATL B C1yYae 3aparkeHus.

O6bIYHaA OYMCTKA: NPOrpamma MbiTaeTcd aBTOMaTUYECKU OYUCTUTb MW YAANUTb 3apakeHHbI Galin Ha ocHoBe
npeasapuTe ibHO onpeaeIeHHOro AeMCTBUA (B 3aBUCMMOCTM OT TUMa 3apaskeHus). OBHapyKeHWe 1 yaaneHume
3aparkeHHbIX GaliI0B CONPOBOXKAAETCA YBEAOMIEHNEM, OTODPANKAIOLLMMCA B MPAaBOM HUXHEM YIy 3KpaHa. Ecau
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HEBO3MOXHO Bbl6paTb NPaBuIbHOE AeNCTBME aBTOMATUUECKK, MPOrpamma npeanosKuTt BbibpaTb Apyroe aeicreve.
To »e camoe NpouM30MaeT B TOM C/lydae, eC/iv NpeaBapuTe/ibHO onpeaeneHHoe AeUCTBME HEBO3MOXHO BbIMOIHUTD.

TwarenbHaA OUUCTKA: MPOrpaMma OUYMLLAET W yAANAET BCe 3aparkeHHble Gpainibl. MCKAtoYEHWE COCTaBASAOT TO/IbKO
cucTeMHble daibl. ECnvM o4MCTKA HEBO3MOKHA, HA 3KPaH BbIBOAWTCA OKHO MpeaynpekaeHus, B KOTOPOM
nosib30BaTe/Ito NpeanaraeTca BbIMOJHUTL ONpeae/ieHHOoe AeicTBMe.

A BHUIMAHME!
Ecnu B apxuBe cogeprraTca 3apaxeHHble ¢hanbl, cywecTByeT ABa BapnaHTa 06paboTku apxunsa. B ctaHgapTHOM
pexnme («OBblYHAA OYMCTKa») apXmB, B KOTOPOM 3aparkeHbl Bce Galinbl, yaanaeTcs ueankom. B pexume
TLI.I,aTe.I'IbHaFI OYUCTKA YO3aN1AEeTCA apXuB, B KOTOPOM 3aparKeH XOoTA Obl O4uVH d)aﬁn, He3aBUCUMO OT COCTOAHUA
OCTaNibHbIX $annoB..

4.1.1.1.3 MoOMeHT U3ameHeHUA KOHPUrypaumm 3awmuTbl B pexxmme peasbHOro BpemeHu

3almTa B pexkmrme peasbHOro BpeMeHM ABNAeTCA Hanbosee cylecTBEHHbIM 3/IEMEHTOM BCEN cUCTEMbI 06ecneyeHus
6e3onacHocTu. Heob6xoamMmo 6bITb BHUMATEIbHBIM NPU U3MEHEHMM €€ NAaPaMeTPOB. PEKOMeHAYEeTCA U3MEHATb
napameTpbl TO/IbKO B 0COObIX Cy4YanXx.

Mocne yctaHoBkM ESET NOD32 Antivirus Bce napameTpbl ONTUMU3NPOBaHbI 418 MaKCUManbHOM 3aLLMUTbI CUCTEMbI.
[nA BOCCTAaHOBMIEHUA HACTPOEK MO YMONYAHUIO LLENKHUTE =' BO3/1€ KaXA0W BKNAAKN B OKHe ([J,ononHuUTeNbHble
HaCTpOIiKK > AHTUBUpPYC > 3awuTa $aiinoBoii CUCTeMbl B peXKume peasibHoro BpeMeHm).

4.1.1.1.4 TMpoBepKa moayna 3aWmTbl B peXXMme peasibHoro BpemeHu

YT06bI yHEe anTbCs, UTO 3aLLMTA B PEKMME PeasbHOro BpeMeHU paboTaeT 1 0b6HapyK1BaET BUPYCbl, UICNOAb3YIATE
NpoBepoYHbIl dpain eicar.com. 3TOT TeCTOBbIV Paiin anaeTca 6e3BpeHbIM, U €ro 06HAPYKMBAIOT BCE NPOrPaMmbl
3alWmMTbI OT BUpYcoB. dain co3aaH KomnaHuel EICAR (EBpOnencKnin MHCTUTYT aHTUBUPYCHbIX KOMMbIOTE PHbIX
nccaegoBaHui) AnA NpoBepKU GYHKLUMOHNPOBAHMA NPOrPaMm 3aLLmMTbl OT BUpPYcoB. dDaiin AOCTyneH Ans 3arpysKm ¢
Beb6-canTa http://www.eicar.org/download/eicar.com.

4.1.1.1.5 PeweHne npobnem, BO3HUKaIOLWMX NpU paboTe 3awuTbl PpaiizIoBol cUCTEMBI B pexxume
peanbHOro BpemeHu

B atom pasaenie onuncaHbl I'IpO6l'I€MbI, KOTOpPbl€ MOTYT BO3HUKHYTb NPUN NCMOJ1Ib30BaHNW 3alLINTbI B peXUMe peasibHOro
BpemMmeHn, n cnocobbl ux YCTpaHeHuA.

3awmra $aitoBol CUCTEMbI B PeXXMMme peasbHOro BpemeHU OTK/IoUYeHa

Ecnu 3awmTa GalinoBoi cMCTEMbI B pEXKMME PeasibHOro BpeMeHU HenpeaHamepeHHo bblia oTKAoYeHa
No/ib30BaTe/IeM, €€ HY}KHO BKNOUYUTb. 1A MOBTOPHOW aKTMBALLMM 3aLLMUTbI B PEXKMME PeasibHOro BpeMeHM B r1aBHOM
OKHe Nnporpammbl nepeaunte B pasgen Hactpoiika n HaxmuTe 3awuMTa KomnbloTepa > 3awura ¢paiinoBoii cuctemol B
pekume peasnibHOro BpeMeHM.

Ecnu 3awmTa ¢ainnoBoi cUcTeMbI B peXKUME peanbHOro BpeMEHM He 3amnyCKaeTcsa Npu 3arpy3Ke CUCTEMbI, 0ObIYHO 3TO
CBSI3aHO C TEM, YTO OTK/It0UeH NapameTp ABTOMATHUE CKUIA 3anyCK 3awuTbl $GaitioBoii CUCTEMDI B peXXMme peanbHoro
BpemeHU. YToObl BKAOYMTL 3TOT NapameTp, nepengute B pasgen [onoaHUTeNbHble HacTpoiiku (F5) n
nocnegoBaTe/ibHO BbibepuTe 3alimra oT BUPYCOB > 3aLUTa B PEXKMME PeasibHOro Bpe MEeHM.

3aumTa B peXkume peasibHOro BpemeHu He 06HaPY)KMBaeT U HEe oYUl aeT 3apaxKeHua

Y6eautech B TOM, YTO Ha KOMMbIOTEPE He YCTaHOB/IEHbI APYrve MPorpaMmbl 3almTbl OT BUPYCOB. Ecnum Ha
KOMMblOTEPE YCTaHOB/IEHO CPasy ABe aHTUBMPYCHbIX NPOrPaMmmMbl, OHM MOTYT KOHGIMKTOBATL Mexay coboit. Mepea,
ycTaHoBKoM ESET pekomeHAyeTcs yAanuTb C KOMMNbIOTEPA BCE NPOYMe NPOrPammbl 3aLLMTbl OT BUPYCOB.

3awura $paitnoBoi CUCTEMbI B peXXMMe peanbHOro BPEMEHM Ha 3anycKaeTca

Ecnv 3awmTa He 3anyckaeTcs Npu 3arpyske cucteMbl, HO QyHKLMA ABTOMATUUYECKUIA 3anyCK 3awwuTbl ¢painioBoi
CUCTEMDbI B PeXKUME PeasibHOro BpeMEeHM BK/TI0YEHA, BO3MOXKHO, BO3HUK KOHOIMKT C APYTMMU MPUIOKEHUAMM.,
Y106bI NONYUYUTL MOMOLLB A/151 PELLEHMA 3TOM NpobaeMbl, 06paTUTECH B CYXKOY Noaae pKKu KnmeHToB ESET.
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4.1.1.2 CkaHMpoOBaHMe KOMMNblOTEPA

Mogaynb CKaHMPOBaHUA KOMMNbIOTEPA MO TPebOoBaHWUIO ABNAETCA BaXKHOW YaCTbto pelleHus, obecneynsatoLLero
3aWmTy OT BMpYCcoB. OH MCMOIb3yeTea AN CKaHUPOBaHMA GpainioB M NanokK Ha KomnbtoTepe. C TOYKKM 3peHnn
obecneyeHuns 6e30NacHOCTN NPUHLMMNANBHO BaXKHO BbIMOJIHATL CKAHMPOBAHWE KOMMbIOTEPA PETYNSAPHO, a He
TO/IbKO NPW BO3HMKHOBEHMM MOA03PEHUI O 3aparkeHUU. PeKomeHAayeTca peryiapHo BbINMOAHATL NOAHOE
CKaHMpPOBaHWe KOMMbIOTepPa ANA OOHapYKEeHUA BUPYCOB, KOTOPblE He BblIN HaWAeHbI 3aLLMTON Galta10BOM CUCTEMBI B
perkMme peasbHOro BpeMeHu Npu 3anmncu Ha AUCK. ITO MOKET NPOM30MNTH, eCIM B TOT MOMEHT 3alumuTa painosomn
CUCTEMbI B PE€XKMME peasibHOro BpeMeHM bblsia OTKAoYeHa, 6a3a AaHHbIX CUTHATYp BUPYCOB Oblia ycTapeBsLluel nam
e ¢dalin He 6bln pacno3HaH Kak BUPYC NPY COXPaHEHUM Ha AMCK.

[JocTynHo aga TMna ckaHuposaHus MNK. CKaHMpoBaTb KOMNbIOTEP: 6bICTPOE CKAaHWPOBaHME CUCTEMBI, He Tpebylowee
YTOUYHEHMA NapaMeTPOB CKaHMPOBaHUsA. BblI6OpoUHOe CKaHUPOBaHUeE No3BOAAET BbI6paTh OANH U3 NpeABapUTEbHO
onpeaeneHHbix Nnpoduaeit CKaHMpoBaHUA 415 NPOBEPKM CeLManbHbIX Narok, a TakKe No3Bo/fAeT yKasblBaTb
KOHKpPEeTHble 06bEeKTbI CKAHMPOBAHMSA.

Q,

®yHKLMA « CKAHMPOBATb KOMMbIOTEP» MO3BONAET BbICTPO 3aNyCTUTb CKAHMPOBAHWE KOMMbIOTEPA U OUYUCTUTD
3apakeHHble dalinbl 6e3 BMellaTe 1IbCTBA N0/1b30BaTeNA. [IpenmyLLecTBO TaKOro CKAHMPOBAHMA 3aKNOYaAETCA B TOM,
YTO OHO YA06HO B BbIMO/THEHUM U He TpebyeT TWwaTeNnbHOM HACTPOMKM CKAHNPOBAHUA. NpM TaKOM CKaHNMPOBAHUK
npoBepATCca Bce $alinbl Ha TOKaNbHbIX AMCKaX, a TaKKe aBTOMATMYeCKM 0UYMLA0TCA UK yAaNaTcA 0O6HapyKeHHble
3aparkeHua. [1na ypoBHS OYMCTKM aBTOMATMYECKM BbIOPAHO 3HAYEHME MO YMOAYAHUIO. [LONONAHUTENbHYIO
MHPOPMALLMIO O TUMAX OYUCTKM CM. B pasgene OuncTka.

CKaHMpoBaTb KOMMNblOTEP

Kpome Toro, Mo»KHO MCMNo/1b30BaTb GYHKLMIO CKAHUPOBAHMA C UCNOIb30BAHUEM NEPETACKUBAHUA, UTOObI BPYYHYIO
CKaHMpPOBaTb Gpai/ibl UM NAMNKK: ANA 3TOTO HaBeAMTE YKasaTelb MbILW Ha HYXKHbIN Gaiin UAK Nanky, WeNAKHUTE U,
YAEPKMBAA HAXKATOM KNaBULLY MbILWW, NEePEMECTUTE BblAENEHHbIV 31eMeHT B OTMEeYeHHY0 06/1acTb, NOcC/e Yero
OTMYCTUTE KHOMKY MbILM.

B pasaene paclwimpeHHbIX NnapameTpoB CKAHUPOBAHUA AOCTYMHbI C/IeAyHOLLIME BapUaHTbl CKaHMPOBaHWA.

Q‘ Bbi60poYHOE CKaHUPOBaHUe

BbibopoUYHOE CKaHWpOoBaHMe MO3BOAAET YKa3aTb MapaMeTpbl CKAHMPOBAHWA, TaKME KaK 06BEKTbI U MeTOAbI
CKaHMpoBaHuA. NpenmyLecTBOM BbIBOPOYHOTO CKaHNMPOBAHMA ABNAETCA BO3MOXKHOCTb MOAPOOHOM HAaCTPOMKM
napameTpoB. KOHPUIypaUumn MOMKHO COXPaHATb B NO/1b30BaTENbCKUX NPODUNAX CKAaHNMPOBAHWA, KOTopble YyA06HO
NPUMEHATb, €C/IU PETYNAPHO BbIMOIHAETCA CKAHMPOBAHUE C OAHUMMU U TEMMU Ke NnapameTpamu.

¥ ™% CKkaHMpOBaHMe CbeMHbIX HOCUTeNne

Moao6HO CKaHMPOBaHMIO KOMMbIOTEPA AaHHAA QYHKLMA ObICTPO 3aMycKaeT CKAHNMPOBAHUE CbEMHbIX HOcUTeNel
(Hanpumep, KomnakT-auckos, DVD-guckoB, Hakonutenen USB), KoTopble NoAKAOUYEHBI K KOMMbIOTEPY B A@HHbIN
MOMEHT. ITO MOKeT bbITb YyA0O6HO NpM NOAKAOYEHMN K KOMMbloTepy USB-ycTpoicTBa GpasLw-namaTu, coaeprumoe
KOTOPOro Heob6XxoAMMO NPOCKAHNPOBATb Ha HaZlMuMe BPEeAOHOCHbIX MPOrpamm 1 ApYrux NOTEHUMANAbHbIX Yrpo3.

[laHHbIV TUN CKAaHUPOBAHMA TaKXKe MOXHO 3anyCTUTb, BbIbpaB BapMaHT BblIBOPOYHOE CKAHMPOBAHUE W MYHKT
CbeMHble HOCUTE/IU B PaCKPbIBaloLEMCA MeHto O6beKTbl CKAHUPOBaHUA, a 3aTeM HaXas KHOMKy CKaHMpOoBaTb.

G > MoBTOPUTL NOCNEeAHEe CKAaHUPOBaHUe

EbICprIVI 3anyck nocnegHero BbinoO/IHEHHOINO CKaHMUPOBAHUMA C UCMNOJ1Ib30BaHUEM TEX e HAaCTPOEK.

CM. rnaBy Xo/, CKaHMPOBaHMA A5 NONYYEHUA AONONHUTENbHbIX CBEAEHUIM O NPOLLECCEe CKAHUPOBAHMUS.

NPUMEYAHUE
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PeKkomeHayeTcA 3anycKkaTb CKaHMPOBAHME KOMMbIOTEPA HE PeKe 0OAHOTO pas3a B mecAL,. MOoXKHO HacTpouTb
CKaHWPOBaHWe KaK 3an/iaHMPOBaHHYIO 3a4a4y B MeHto Cay»Ke6Hble nporpammbl > MAaHMPOBLUMK. [11aHMpPOBaHME
exeHeae IbHOro CKaHMPOBaHWA KOMMNbIOTEPA

4.1.1.2.1 CpepcTBO 3anycKa BbIOOPOUYHOro CKAHMPOBaAHUA

BblibopoyHOe CKaHMpOBaHWE NO3BONSAET CKAHMPOBATb AUCK HE LLEeJIMKOM, a TOIbKO onpegesieHHble ero yactu. [na
3TOro NocneoBaTe bHO WeKHUTE 31eMeHTbl CKaHMpOBaHUE KOMNbIOTepa > BbIGOpOUYHOE CKaHMPOBaHUE U
BblbepuTe 0AMH M3 BAPUAHTOB B PacKpblBaloLLEeMCA crivcke O6beKTbl CKAHUPOBAHUA NMB0 KOHKpPEeTHbIe 06bEeKTbI
CKaHWPOBaHWA B ApEBOBUAHON CTPYKTYpe Nanok.

B packpbiBatoLLemca MeHo O6beKTbl CKAHMPOBAHUA MOXKHO BbI6paTb NpeaBapuUTeIbHO onpeaeeHHble 06BbEeKTbI
CKaHMpPOBaHMA.

e [lo napameTpam npoduns: BbIGMPaOTCA 06BEKTLI CKAHMPOBAHMA, YKa3aHHbIe B BbiIbpaHHOM npodune
CKaHWPOBaHWA.

CmeHHble HocUTeNu: BbibupatoTca auckeTbl, USB-ycTpoiicTBa XpaHeHMA, KOMMaKT- n DVD-aucku.
ecTKkue gUCKKU: BbIOMPAIOTCA BCe KECTKME AMCKM CUCTEMDbI.

CeTeBble AUCKU: BbIOMPALOTCA BCE NOAKIOYEHHbIE CETEBbIE ANCKM.

e Huuero He BbI6MpaThb: BbIOOP 06BEKTOB OTMEHAETCA.

[ns 6bICTPOro nepexoa K KakoMmy-11Mbo 06beKTy CKAHMPOBAHUA UK ANA A0BaBAEHNA NaNKK UK GaiinoB BBeANUTE
MMA LeneBol Nanku B NycToe nojie noj CMcKkom nanok. 3To BO3MOXHO TOJIbKO B TOM C/ly4ae, eCu B ApeBOBUAHOM
CTPYKTYpe He BblbpaHbl HMKaKne 06beKTbl, a B MeH0 O6beKTbl CKaHMPOBaHUA BbIGpaH NyHKT Huuero He BbI6GUpPaTh.

CkaHMpoBaHWe KOMNbIOTEpa @ @

- D*Computer
D * OnepaTMEHaA NamMaTe
] © zarpyzounmii cekrop
+[&
+ D W4 D
+ [Jgeen
+ €& etwork

EEE,J,HTE NyTe A4NA CKAHWPOBAHWNA

MapameTpbl OYUCTKM AN CKAHUPOBAHWUA MOMKHO HAaCTPOWTb, MOC/eA0BaTeIbHO BbI6PaB 31eMeHTbl [lonoNHUTEIbHbIE
HaCTPOiKM > 3awmTa oT BUPYCOB > CKaHMpOBaHME KOMMbloTepa no TpebosaHuio > MapameTpbl ThreatSense >
OuucTKa. YTo6bl BbINONHUTL CKaHUPOBaHWe 6e3 04MCTKK, BbibepuTe napameTp CKaHMpoBaTb 63 oUnCTKK. Mctopus
CKaHMPOBaHMA COXPAHARTCA B KypHasie CKaHUPOBaHMA.

Ecau BbibpaH napameTp MponycTUTb UCKNtoueHUa, Gaitsibl C pacliMpeHUaMM, KOTOpble paHee Bblan UCKNOYEHbI U3
CKaHMpoBaHusA, byayT NPOCKaHMPOBaHbI.

B packpbliBatoemcs meHio Mpodunb CKAHMPOBAHUA MOXKHO BbI6paTb MPOdUAb, KOTOPbIN ByAeT UCNOAb30BaH ANA
CKaHWPOBaHWA BbIGPaHHbIX 06BEKTOB. 10 yMONYaHMIO Mconb3yeTca Npodunb CKaHupoBaHue Smart. CywectayeT
elle ABa NpeABapuTeNbHO 3a4aHHbIX MPOGUAA CKaHMPOBaHMA MO Ha3BaHMeM JleTanbHOe CKaHUPOBaHME U
CKaHMpOBaHMeE Yepe3 KOHTEKCTHOE MEeHI0. B 3TMX Npodunax ckaHMpoBaHMA UCNO/b3YOTCA ApyrMe napameTpbl
ThreatSense. LLlenkHUTe HacTpoiiKa... 419 HAaCTPOMKM M0Nb30BaTE1bCKOro Npoduna ckaHuposaHusa. MapameTpsl
npoduns ckaHMpPOBaHMA ONMcaHbl B pasgene [pyroe napameTtpos ThreatSense.

Haxmute KHONMKRY CKaHMPOBaTb, yTOObI BbIMNO/THUTD CKaHMpOBaHMe C Bbl6paHHbIMVI napameTpamu.
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KHonka CKaHMpOBaTb C NpaBamu agMUHUCTPATOPA NO3BO/IAET BbIMONHATL CKAHUPOBAHME MO YYETHOM 3anmCbio
aAMuHMCTpaTopa. Bocnonb3yiTech 3Tol QyHKLMER, CN Y TeKYLLETO Nob30BaTeNA HET NpaB Ha A0CTYN K Gaiinam,
KOTOpble ciedyeT NPoCKaHUPOoBaThb. [laHHaa KHOMKa HeAOCTYMHa, eC/IN TEKYLLMIA MONb30BaTE b HE MOMKET Bbi3blBaTb
onepaumm KOHTPOA YYETHbIX 3annceli B KauecTse agmMmUHUCTpPaTopa.

NMPUMEYAHUE.
KypHan ckaHMPOBaHMA MOKHO MPOCMOTPETb MO 3aBEPLUEHUN CKAHUPOBAHMSA, HaXKaB KHOMKY MOKa3aThb }KypHabl.

4.1.1.2.2 Xopa CKAaHUpPOBAHUA

B oKHe xo4a CKaHMPOBaHMA 0TOBPaAXKAETCA TEKYLLLEE COCTOSHME CKAHUPOBAHMA U MHPOPMALLMA O KonmyecTse ¢alinos,
B KOTOPbIX 06HAPYKeH 3/10HaMe PEHHbIN Koa,

NMPUMEYAHMUE.

HopmasibHOM cuTyaumeit ABAAeTCA HEBO3MOMHOCTb CKaHMPOBaHUA HEKOTOPbIX GaliN0B, HaNnpUMep 3aLLULLE HHbIX
naposiem ¢painnos unu Gpannos, UCNONb3yeMbIX UCKTOYUTENbHO OMepaLMOHHON cuctemoli (0bbluHO pagefile.sys n
HeKoTopbIX GaitoB }KypHanoBs).

XopA, CKaHMPOBAHUA: MHAMKATOP BbINOJHEHWNA MOKA3blBAET COCTOAHME YXKe MPOCKaHMPOBAHHbIX 06bEKTOB N0
CpaBHeHMI0 ¢ ocTaBLLUMMUCA. COCTOAHME BbINOIHEHMS CKAHMPOBaHUA GopMUPYeTCA Ha OCHOBe 06LLEero KoinMyecTea
06bEKTOB, BK/IIOYEHHbIX B CKAHUPOBAHMUE.

O6beKT: MM 06beKTa, KOTOPbIM CKAHMPYETCA B HACTOALLMIA MOMEHT, U €0 Pacno/IoKeHUe.,

HaiiaeHb! yrpo3bl: oTobparkaeTca obLiee KOIMYECTBO NMPOCKAHNMPOBaHHbIX GaliI0B U Yrpo3, 06HAPYKEHHbIX U
yZAaNeHHbIX BO BpEMSA CKaHMPOBAHMUS.

Maysa: NnpMocTaHOBKA CKaHMPOBaHMA.

B0306HOBUTb: 5Ta BO3MOMHOCTb CTAHOBUTCA AOCTYMHa Noc/e NPUOCTaHOBKMU CKaHMPOBaHMA. Haxmute Bo306HOBUTD,
4TO6bI MPOAONKNUTD CKAHMPOBAHME.

OCTaHOBUTb: NPEKpPaLLEHNE CKAHMPOBAHUSA.

MPOKPYTUTb KYpHa/N CKAHUPOBAHUA: €C/1M 3TOT NapameTp aKTUBMPOBAH, XXYPHaN CKaHMPOBaHUA byaeT
NPOKPYUYMBATLCA aBTOMATUUYECKM NPU 406aBAEHUN HOBbIX 3amnmnceit, YyTobbl 0TOBPaXKaNMUCh Camble CBENKME SN1eMEHTbI.

NMPUMEYAHMUE.

LLleNKHUTE 3KPaHHYIO 1yNYy UAK CTPEKY, YTOBbl NPOCMOTPETb CBEAEHMA O TEKYLLEM CKAHUPOBAHUKN. MOXKHO
napan/ieNbHo 3amnycTUTb APYroe CKaHMpoBaHuWe, LenKkHyB CKaHMPOBaTb KOMMblOTEP UM BbibBopouHoe
CKaHMpOBaHMe.
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(esfE1) NOD32 ANTIVIRUS

CI(aHMpDBaHHe KOMMNbIOTEPA @

A [owawkas cTpaHuua
O, CkaHuposatine o O CKaHMpOEBAHKE KOMMNBHTEPA PacluMpeHHOE CKaHWPOBAaHME

KOMMNBHOTEPA 4, CxaHWpoBaHWE BCEX NOKANbHBIX ANCKOE W BoiBopodHoe CKAHMPOBAHWE W CKAHWPOBAHWE
G QOBOHOBNEHNE YASMEHWUE YTROZ CBEMHEBIX HOCUTENER
= Cepeuc
¥ Hacrpoiika [MepeTawmTe Gainel croga 4NA CKaHWMpOBaHWA
© Cnpaexa v nognepxka

@ CkaHMpoBaHWe KOMMbHTEPa
*

OBrapyxeno yrpos: 0

C:\SRecycle.Bin\S-1-5-21-3182146458-818520675-517222923-1000\ SRSFUIV).exe n n
- [ T AR RN
Bonblue ceeaeHMid OTKPEITE OKHO CKAHWDOBAHMA
ENJOY SAFER TECHNOLOGY™ [efictene nocne ckaH. | HUYEro He npeanpuH. W

[eicTBue nocne CKaHMPOBAHUA: BbIMOJHEHME 3aMN1aHUPOBAHHOMO 3aBepLUeHMA PaboTbl, Nepesarpysku uam
nepexoaa B CNALWMMN PEXKMM MO 3aBEPLUEHUM CKAaHMPOBaAHMA KOMNblOTePa. Mocne 3aBepLIEHNA CKAaHMPOBaHMA Ha
9KpaH byaeT BbIBEAEHO AMANOr0BOE OKHO NOATBE PXKAEHMA 3aBepLUeHMA PaboTbl. OHO byAeT aKTUBHO B TeYEHUE
60 ceKyHA,

4.1.1.2.3 MMpodunnn ckaHNMpoBaHUA

Mpeano4YTMTeIbHbIE NapamMeTpPbl CKAHMPOBAHMA MOXHO COXPaHUTb /18 UCNO/b30BaHMA B AaNbHENLIEM.
PekomeHAyeTca co34aTb OTAENbHbIA NPOdUIb ANA KaXKA0To PeryaspHO MCNOb3yeMOTro CKaHUPOBaHMA (C
Pa3nYHbIMMU 06bEKTAMM, METO4AMM CKAHMPOBAHMA M NPOUYUMM MapameTpamm).

Ona cospaHusa npoduna oTKPoTe OKHO «J0NONHUTEIbHbIE HacTPolKkn» (F5) U WwWenkHUTe 3awumura oT BUPYCOB >
CKkaHupoBaHWe KomnbloTepa no TpebosaHuio > OcHoBHOe > CnucoK npoduneii. B okHe Aucnetuep npodpunei ectb
pacKkpbliBaloLleeca MeHto BbibpaHHbI npodunb, B KOTOPOM NEPEUNCAOTCA CyLLecTBYoLWMe Npoduan ckaHMpoBaHUS
M eCTb BO3MOHOCTb CO34aTb HOBbIN. [lnA co3gaHunsa npoduasa CKaHMPOBAHWUS B COOTBETCTBUMN C KOHKPETHbIMMU
notpebHoCTAMM cM. pa3gen Hactpoika napameTpoB moayaia ThreatSense, B KOTOPOM OMMUCLIBAETCA KaXK Al
napameTp, UCMO/1b3yeMbli 418 HACTPONKM CKaHUPOBaHMA.

1 MPUMEYAHME.
Mpegnonoxmm, Nosb3oBaTeNto TpebyeTca co3aaTb COOCTBEHHbIN NPOdUIb CKAHMPOBAHUSA, MPUYEM KOHOUTYpaL s
CKaHUpoBaTb KOMNbIOTEP YACTUYHO YCTpaMBaeT ero. Mpu 3TOM He HY)KHO CKAaHMPOBATb YNAKOBLLMKM NN
MOTEHLMaNbHO OMAaCHbIe MPUIOXKEHUSA, OAHAKO HYXKHO MPMMEHUTD TLLATE/IbHYIO OYUCTKY. BBeAMTE MMA HOBOTO
npoduns B okHe Aucnetyep npoduneii n Haxkmute KHonKy [,o6asutb. Bbibepute HOBbIN NPodUNb B
pacKpbIBaOLLLEMCS MeHIO BbiGpaHHbI Npo¢duab 1 HaCTPOMNTE OCTa/IbHbIE NAapPaMeTPbl B COOTBETCTBMM CO CBOMMMU
TpeboBaHUAMM, a 3aTeM HaxkMmuTe KHOMKY OK, 4Tobbl coxpaHWTb HOBbIY MPOdUAb.
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4.1.1.2.4 MypHan cKaHUpPOBaHUA KOMMbIOTEpPA

B )KypHane CKaHMPOBaHMA KOMMbIOTEPA COAE PHKATCA 06LLME CBEAEHNA O CKAHUPOBAHWM, HANPUMEP TaKMe:

e Bpems 3aBepLUeHUs;

e 06Lyee BpeMaA CKaHMPOBaHUSA;

® KO/INYeCTBO OBHApPYKEHHbIX Yrpos;

® KO/INYECTBO MPOCKAaHNPOBaHHbIX 06bEKTOB;
® MPOCKaHMPOBaHHbIE AUCKM, NanKu v paiinbl;
® [aTa Vi BPeMs CKaHMPOBaHWUS;

e Bepcua moayna obHapyKeHua

4.1.1.3 CxkaHuMpoBaHMe B COCTOAHUMU NPOCTOA

YcTaHoBWTE nepektoyaTe b BKAOUUMTb CKaHUPOBaHUE B COCTOAHMM NPOCTOA B AepeBe [,0noNHUTEeNbHbIE HACTPOMKU
> AHTMBMPYC > CKAHUPOBAHUE B COCTOAHMM NPOCTOA > OCHOBHOE, YTO6bI Pa3peLIMTb aBTOMATUYECKOE CKaHMpPOBaHWe
CMCTEMbI, KOTIa KOMMbIOTEP HE UCMONb3YeTCA.

Mo yMONYaHMIO B COCTOSHUM MPOCTOA CKAaHMPOBaHUe He paboTaeT, ecnu KomnbloTep (HOYTOYK) paboTaeT oT 6aTapeu.
ITOT NapamMeTp MOXHO nepeonpeaenTb, ycTaHoBMB diaxkok CKAaHUPOBaATb AaXKe B cyyae PaboTbl KOMMbIOTEPA OT
aKkKkymynaropa.

BkatounTe napameTp Braountb BegeHue XYpPHaNoB, YToObl pe3ybTaTbl CKAHUMPOBAHMA KOMMbOTEPA
perncTpmMpoBanmch B pasgene Paiiibl }KYPHAI0B: B ITaBHOM OKHE NPOrpammbl NOC/Ie 40BATE/IbHO LENKHUTE
anemeHTbl CepBuc > Paiinibl }KYPHANOB, NOC/IE YEr0 B packpblBatoLemca cnucke MypHan BbibepuTte aneMeHT
CkaHMpoBaHUe KoMNbloTepa.

O6HapyrKeHWe B COCTOAHMUM NpocTos byAeT 3anyLieHo B caydae npebbiBaHMA KOMMNbIOTEPA B OAHOM U3 CeayoWwmx
peXMMOB.

e 3acTaBKa
e B/IOKMPOBKA KOMMblOTEPA
e Bbixoa nonb3oBartens

LLlenkHuTte MapameTpbl ThreatSense ana usmeHeHUs NapaMeTPOB CKAHUPOBAHWUSA B COCTOAHUM NPOCTOos (Hanpumep,
cnocob6oB obHapyKeHus).

4.1.1.4 CkaHupoBaHue $paiinos, MICNOJHAEMbIX NPU 3aNyCKe CUCTEMDI

Mpw 3arpy3ske KomnbtoTepa 1 06HOBNEHUN MOAYNA OBHAPYKEHMA aBTOMATUUYECKM NPOBepatoTCca daiinbl,
MCMONHAEMbIE NP 3aMyCcKe CUCTEMbI. ITO CKaHMPOBaHME 3aBUCUT OT KOHDUIYPaLIMM M 33434 NJAHUPOBLLMKA.

CKkaHMpoBaHMe daifios, UCNOHAEMbIX MPU 3aMyCKe CUCTEMbI, BXOAMT B 3aaa4y naaHuposLumKa MposepKa ¢aiinos,
MCMOJIHAEMbIX MPU 3anycKe cucTembl. 19 M3MeHeHMs ero HacTpoek Bbibe puTe KomaHay Cny:kebHble nporpammbl >
> MNaHUPOBLYMUK, LLENKHUTE 31eMeHT ABTOMaTUYe CKU NPoBepATb ¢aiinbl Npu 3anycKe cUcTeMbl, a 3aTem U3MeHUTb.
Ha nocneaHem atane otob6pasutca AnManoroBoe OKHO ABTOMaTMYecKas nposepka haiiioB Npu 3anycKe CUCTEMbI
(mononHUTeNbHbIE CBEAEHMA CM. B CleayloLieM pasaene).

Bonee nogpobHble MHCTPYKLUMU MO CO3AaHUI0 33434 B MIaHMPOBLLMKE M yNpaBaeHUIo MU CM. B pasgene CosaaHue
HOBOW 33434MW.
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4.1.1.4.1 AsTOMaTMueckasa nposepkKa $paiizoB Npu 3anycke cUcTembl

Mpu co3gaHnm 3annaHMpoBaHHOM 3aaauun «MposepkKa $haltoBs, MCNOMHAEMbIX MPW 3aMNyCKe CUCTEMbI»
NpeAoCTaBNAETCA HECKO/IbKO BapPMAHTOB HAaCTPOMKM CeAyHOLLIMX NapaMeTpoB.

B packpbiBatolemca meHo O6bIYHO Ucnob3yeMble ¢alinbl yKasbiBaeTcsa rybuHa ckaHMpoBaHuA Gaiinos,
MCNOMTHAEMbIX MPW 3anycke cuctembl. CKAaHMPOBaHWE BbINOJIHAETCA HAa OCHOBE CEKPETHOTO C/I0XKHOTO a/IfopPUTMA.
dainbl ynopsgoveHbl No yObIBaHWMIO B COOTBETCTBUM CO CEAYOWNUMU KPUTEPUAMM.

¢ Bce 3apeructpupoBaHHble TUNbl $painoB (Hanbosibluee KOMYECTBO CKaHMpPyeMbIX $aitnos)

e Pepgko ucnonbsyemble ¢aiinbl

e O6bI4HO Ucnoabdyemble ¢aiinbl

e Yacro ucnonblyembie ¢pannbl

¢ TonbKo Hanbonee yacTo ucnosbsyembie paitnibl (HaMmeHbLLEee KONMUYECTBO CKaHUPYyeMbIX dalinios)

TaKsKe cyllecTByIOT ABe 0cobble rpynbi.

e dalinbl, KOTOpble 3aNycKaloTCcA Nepes, BXOA4OM M0/1b30BaTeNA: CoAe pXHUT Gaiibl M3 TaKUX Nanok, KoTopble
MO>KHO OTKpPbITb 63 BX0/Aa N0/1b30BaTeNs B CUCTEMY (B TOM UMcie 601bLNHCTBO 3/1EMEHTOB, UCMONHAEMbIX MPU
3aMnycKe CUCTeMbI: CNYK6bl, 06beKTbI MOAYNA NOAAE PHKKM Bpay3epa, ysegomneHuma Winlogon, 3agaHus B
nnaHuposwuke Windows, nssecrtHole 6ubnnotekn DLLu T. 4.).

e dalinbl, 3anycKarowimeca Nocsie BXoAa No/ib30BaTena: Coae pHut Gaibl U3 TaKUX Nanok, KOTOPbIe MOXHO
OTKPbITb TO/IbKO MOC/AEe BXOAa MN0/1b30BaTeNs B CUCTEMY (B TOM uncae dalinbl, 3anyckaemMble Noj KOHKPETHbIMU
YyUYeTHbIMM 3aMUCAMM: 0BbIYHO daliibl U3 ManKK
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run).

Cnunckmn nognexawmnx CKaHMpoBaHUKO d)aVIHOB ABNAKOTCA d)MKCMpOBaHHbIMVI anAa Ka)‘KAOﬁ OMMCaHHOW BblLLE rpynnbl.

MpuopuUTeT CKAHMPOBAHUA: YPOBEHb NPUOPUTETHOCTU, MCMOb3YEMbI 415 ONpeae e HUA YCA0BUIA Hayana
CKaHMPOBaHMA.

Mpu 6e3aeiicTBUK: 3a4a4a OyAET BbINONHATLCA TO/IbKO NpU 6e34eMCTBUM CUCTEMbI.
Camblii HU3KMIA: MMHUMaNbHAA HarpysKa Ha cuctemy.

bonee HU3KUIA: HM3KaA HarpysKa Ha cucTemy.

CpeAHumii: cpeaHAs HarpysKa Ha cuctemy.

4.1.1.5 WcKknroueHua

McKknroueHMA No3BOIAKT UCKIOUYMTL daliibl M NAMNKM U3 CKAaHUPOBaHUSA. YTobbl 0b6ecneynTb CKaHUMPOBaHME BCEX
06BbEKTOB Ha Ha/lMuKMe Yrpo3, PEKOMEHAYETCA CO34aBaTb UCK/IOUYEHUS TONIbKO B C/lyYae KpaliHelt HeobxoaMmocCTu.
OZHAKOo B HEKOTOPbIX Cy4asX BCE Ke HEOBXOAMMO UCKNIOUATb 06BbEKTLI, Hanpumep 6osbwne 6asbl AaHHBIX,
KOTOpble 3aMe/1At0T PaboTy KOMMbOTEPA NPU CKAHUPOBAHUU, AU MPOrPAMMbI, KOHGAMKTYIOLWME C MPOLLECCOM
CKaHMPOBaHWA.

[NnA nckNtoyeHUn 06beKTa U3 CKAHMPOBAHMSA BbIMONHWUTE CAeAyloLme AeACTBUA.

1. Haxmute KHonKy Jo6aBuTb.
2. BeeauTe nyTb K 06bEKTY UM BbIAENUTE €70 B APEBOBUAHON CTPYKTYpE.

OnAa ykasaHuaA rpynn ¢painoB MOXKHO MCNOIb30BaTb CUMBO/bI LaboHa. BonpocuTenbHbIl 3HaK (?) 0603HavyaeT oamH
noboli cumson, a 3Besgouka (*) — nboe KoMYecTBo CMMBOIOB.

Mpumepbl

e YT0Obl MCKNOUMTL BCe daliNbl B NanKe, yKaXKUTe NyTb K NanKe U UCNOAb3yinTe macky *.*,

e [115 TOro YTobbl MCKIOUYNTb BECb AMCK, B TOM YMCae Bce Gaiibl M Nognanku Ha HemM, UCNOb3yiTe macky «D:\*».

e EC/IN HYXKHO UCKNOYUTb TONIbKO daiiibl € paclumpeHmem .doc, cnonb3yinte macky *.doc.

e Ecnv uma ucnonHaemoro daiina coae pHuT onpeaeneHHoe YNCN0 CMMBOJIOB (M CUMBOJIbI MOTYT MEHATLCA), MPUYEM
M3BECTHa TO/IbKO NepBas byksa umeHu (Hanpumep, D), ucnonbayiite cneayowmini dopmart: D????.exe.
BonpocuTenbHble 3HaKW 3aMeLLaloT OTCYTCTBYOLWME (HEU3BECTHbIE) CUMBObI.
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WcknroueHma

MyTe ¥rposa

C\Recovery\**

copoom Jomes |

1 NPUMEYAHME.
Yrpo3sa B dpaine He byaeT obHapy»KeHa Moay/ieM 3aLLMTbl palinoBOM CUCTEMbI B PEXKMME PEaNbHOTO BPEMEHW UK
MOAY/1EM CKaHMPOBAHMA KOMMbIOTEPA, €C/TU Gai/l COOTBETCTBYET KPUTEPUAM 4151 UCK/THOUYEHMA U3 CKAHUMPOBAHMUA.

Cron6ubi
MyTb: NyTb K MCKAtOYaeMbIM haitnam 1 Nankam.

Yrposa: eciv pagom € UCKAoYaeMbiM GpaiiioM YKa3aHO MMSA Yrpo3bl, 3TO 3HAYUT, YTO dai cKaHupyeTca Ha
HaNMuyme BCex yrpos, Kpome 3Toi. ECiv aTOT daiin No3xKe OKaXKeTCcs 3apakeH Apyroi BpeA0OHOCHOW NMPOorpammon,
MOZY/b 3aLLUMTbl OT BUPYCOB ee 06HapYKUT. MCKAOYEHNA TAaKOro TMMa MOTYT UCMO/1b30BaTbCA TObKO C
onpeaeneHHbIMU TUMaMuy 3apaxkeHMit M MOTYT CO34aBaThCA B OKHE NpeaynpexXaeHusa ob yrpose, B KOTOPOM
coobluaeTcs 0 3apaxeHum (NocaeoBaTeIbHO LWeAKHUTE 31eMeHTbl MoKas3aTb pacluMpeHHble napameTpbl >
UcKknountb u3 o6HapyKeHus). B kauectse anbTepHaTUBbI 415 CO34aHMA UCKIOYEHNA BbiGepuUTe 3/1e MEHTbI
Cnyeb6Hble nporpammbl > > KapaHTUH, NOC/1e Yero WeKHUTE NPaBOi KHOMKOM MbILKN HaXO4ALLMICA B
KapaHTuHe dalin 1 BbibepuTe B KOHTEKCTHOM MEHI0 KOMaH4y BocCTaHOBUTb M UCKNIOUUTD U3 06HapyKeHUs.

dnemeHTbl yrnpasneHua

[006aBuUTb: KOMaH4a, MCKAIOYaOLLAA 06bEKTLI U3 MPOBEPKMU.
N3meHUTb: M3MeHeHMe BblIBpaHHbIX 3anucen.

Ypanutb: yaaneHue BblbpaHHbIX 3aNUCceN.

4.1.1.6 Napametpbl ThreatSense

COCTOMWT U3 PAJA COMKHbBIX METOA0B 06HAPYKEHUA Yrpo3. ITa TEXHONOTMA ABNAETCA yNpeXaatoLen, T. e. 3alwmiaeT
OT HOBOW Yrpo3bl y»Ke B CAaMOM Hayane ee pacnpocTpaHeHus. A codeTaHne aHan13a U MOAeIMPOBaHNA KoAa,
npMMeHeHMsA 0606LLe HHbIX CUrHATYyp M CUTHaTYpP BUPYCOB MO3BOSAET 3HAYUTENbHO MOBbLICUTL YPOBEHb He30MacHoCTH
KomnbtoTepa. Moay/ib CKaHMPOBaHMA CNOCOBEH KOHTPOIMPOBATb HECKO/IbKO NOTOKOB AaHHbIX OIHOBPEMEHHO, 3a
cyeT Yero yBennymeaeTca 3dpGeKTUBHOCTb 06HapyKeHMA yrpo3. TexHonorua ThreatSense TakKe apdeKTUBHO
YHUUTOMAET PYTKUTHI.

Ona moayna ThreatSense MOXHO HAaCTPOUTb HECKO/IbKO NapamMeTPOB CKaHNMPOBAHMUA:

e TUMbI N paclwmMpeHrma ¢Gannos, NoANeKalMX CKAHUPOBAHUIO;
® coyeTaHMe PasNMYHbIX CNOCO60B 0BHAPYKEHUS;
® YPOBHM OYUCTKM U T. A,
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YT06bI OTKPbITH OKHO NapameTpos, wenkHute MapameTtpbl ThreatSense B okHe «[1ONOIHUTEIbHbIE HACTPOKNY
Ntoboro Moy, UCnosb3ytowwero TexHonornto ThreatSense (cm. HUKe). PasHble cueHapumn obecneyeHus
6e3onacHoOCTM MoryT TpeboBaTb Pa3IMYHbIX HAcTpoeK. MNoaTomy TexHonormto ThreatSense MOXKHO HacTPOUTb
OTAE/IbHO ANA KaX40ro U3 CAeayroLmMx Moaynen 3alwuTbl:

e 3awWwuTa GpainIoBOM CUCTEMbI B PEKMUME PeasbHOro BpEMEHM;
® CKaHMpPOBAHME B COCTOAHMM NPOCTOS;

® CKaHMpOBaHMe Mpw 3anycKe;

® 3alMTa JOKYMEHTOB;

® 3aWMTa MOYTOBOTO KAMEHTA];

e 3aWwMTa gocTyna B UHTepHeT;

® CKaHMpOBaHMeE KoMMNbloTepa.

MOXeT NoXBacTaTbCA NapameTpamm, KOTOPbIe XOPOLLIO ONTUMMU3MPOBaHbI /11 KaXKA0ro U3 Moayiei, npuyem ux
M3MeHeHUe 3HaYUTEeIbHO BAUAET Ha NOoBeeHUe cUcTeMbl. Hanpumep, U3meHeHe napameTpoB CKaHMPOBaHKA
YMaKOBLUMKOB B PEXKMME PEasbHOro BpEMEHU UIN BKAOYEHUE PACLUMPEHHOM 3BPUCTUKM B MOy e 3almThbI
baiNoBOW CUCTEMbI B PEXKUME PEANbHOT0 BPEMEHN MOXKET 3ame/TnTb PaboTy cucTembl (06bIYHO TONIbKO HOBbIE
baiibl CKaHMPYHOTCA C MPUMEHEHMEM 3TUX METOA0B). PeKoMeHayeTca He U3MeHATb NnapameTpbl ThreatSense no
YMO/THAHWNIO HU 418 KaKUX MoAyen, Kpome moaynsa « CKaHMpOBaHMe KOMMbioTepay.

CKkaHupyemble 06beKTbl

B 3TOM paszene MOXKHO yKa3aTb KOMNOHEHTbI U Gai/ibl KOMNbIOTEPA, KOTOPble BYAYT CKAHMPOBATLCA Ha HAaNMYMe
3aparkeHu.

Ol'lepaTMBHaf-l NamMmATb: CKaHNPOBaHME Ha Ha/1n4yne yrpo3, KoOTopble aTaKytoT OnepaTuBHYO MamMATb CUCTE Mb.

3arpy3ouHble CEKTOPbI: 3arpy304Hble CEKTOPbI CKAHUPYIOTCA Ha HaZIMYMe BUPYCOB B OCHOBHOWM 3arpy304HOI 3anmcu.

MoutoBbie daiinbl: Nporpamma NoAAe P*KMBAET TakMe pacnpeHus, kak DBX (Outlook Express) u EML.

ApXMBbI: NporpaMmma noAaep>KMBaeT Takue paclumpeHns, Kak ARJ, BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA,
MIME, NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE n mHorue apyrue.

CamopacnakoBblBaloLLLMEeCA apXUBbI: 3TO d)aﬁﬂ bl apPXMBOB C pacwmpeHmnem SFX, KOTopble pacnakoBbIBAtOTCA
CaMOCTOATENIbHO.

Mporpammbl c:KaTuA UcnosiHAe Mbix ¢palnNoB: B OTIMYME OT CTAaHAAPTHbIX TUMOB AaPXMBOB, MPOrPaMMbl CKaTKA
ncnonHAemblx ¢ait0B Nocae 3anycka pacnakosbliBatoTCcA B NamaATU. baarogapsa amyaaummn Koga mMoayib
CKaHMPOBAHMSA Pacno3HaeT He TOIbKO CTaHZapTHble cTaTudeckme ynakoswmku (UPX, yoda, ASPack, FGSu T. 4.), HO
N MHOeCTBO APYrMX TUMOB YNaKOBLLMKOB.

MapameTpbl CKAHUPOBAHUA

BbibepuTe cnocobbl CKAHNMPOBAHMA CUCTEMbI Ha NPEAMET 3apaxKeHUN. [oCTyNHbl YKa3aHHbIe HUMKE BapUaHTbI.

IBPUCTUUECKUIA aHANIU3: aHa/IN3 BPeLOHOCHOW aKTUBHOCTM MPOrpamMM C MOMOLLLbIO CMeLMaibHOro afiropuTma.
[NaBHbIM AOCTOMHCTBOM 3TOr0 MeTOoAa ABAAETCA CNOCOBHOCTb MAeHTUOULMPOBATL BPeAOHOCHbIE MPOrpaMmbl,
CBEAEHMA O KOTOPbIX OTCYTCTBYIOT B CYLLECTBYIOLLEN 6a3e AaHHbIX CUTHATYP BMPYCOB. He0CTaTKOM e aBnsfeTca
BEPOATHOCTb (04eHb HEDO/bLLAA) NOXKHbIX TPEBOT.

PaclumMpeHHbIi 3BPUCTUUECKUIA aHaNNU3/CcUrHaTYpbI pacnpeaeneHHbIX CeTeBbIX aTak: MeTo, PacliMpeHHOro
3BPUCTUYECKOrO aHanm3a basmpyeTca Ha YHUKabHOM 3BPUCTUUYECKOM a/iropUTMe, pa3paboTaHHOM KoMMNaHuel
ESET, oNnTMMU3NPOBAHHOM /18 0OHAPYKEHMA KOMMbIOTEPHbIX YEPBEN U TPOAHCKMX MPOrpamMM U PeanM30BaHHOM
Ha A3blKaxX MPOrPamMMMPOBaHMSA BbICOKOTO YPOBHS. Mcnosib3oBaHMe pacliMpPeHHOM 3BPUCTUKM 3HAUUTE/TbHbBIM
06pa3om yBeIMYMBaET BO3MOMKHOCTM NpoayKkToB ESET no obHapy:KeHUto yrpos. C NOMOLLbI0 CUTHATYP
OCYLLECTBAAETCA TOUHOE 0BHaApYKeHME U naeHTUbUKALMA BUPYCcoB. CUCTEeMa aBTOMATUUYECKOro 06HOBAEHUA
obecneymnBaeT 4OCTYMHOCTb HOBbIX CUFHATYP Yepes HECKOIbKO YacoB nocie 0bHapyKeHMA yrposbl. HegoctaTkom
¥Ke CUrHaTyp ABAAETCA TO, YTO OHM NO3BOJIAIOT O6HAPYKMBATb TOIbKO M3BECTHbIE BUPYCbI (MM UX HE3HAYUTENIbHO
MoandULMPOBaHHbIE BEPCUM).

lNoTeHUManbHO HeXenaTesibHOe NPUIOXKEHME — 3TO NPOrpamma, KOTopasa CoaepPXKUT peKaamy, yCTaHaBAMBaAET
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naHe M MHCTPYMEHTOB MM BbINONHAET APYrue HeAcHble GYHKLMU. B HEKOTOPbIX CUTYaUMAX MOXKET MOKa3aTbCs, YTO
NpeuMyLLeCcTBa TAKOTO NMOTEHLMANbHO HEXKeNaTe/IbHOro NPUIOKEHUS NepeBeLNBaOT PUCKU. [03TOMY KOMMaHUA
ESET nomeLwaeT 3TM NPUIOMKEHMUS B KAaTETOPUIO HE3HAYUTEIbHOTO PUCKA, B OT/IMYME OT APYIMX BPeAOHOCHbIX
NpPorpamm, HanpuUmep TPOSHCKUX NPOrPaMM UIU YepBeA.

MpeaynpexaeHne — o6Hapy)XeHa NOTeHUMANIbHAA Yrpo3a

Koraa obHapyKMBaeTca NoTeHLMaNbHO HeXeaTe/IbHOe NMPUI0KEHNE, MOXKHO pPeLLnTb, Kakoe AelcTBre cneayeT
BbIMOJIHUTD.

1. OYMUCTUTBL/OTKNIOUMUTD: AEICTBME NPEKPALLAETCA, M MOTEHUMANbHAA YrPO3a HE MONAZaeT B CUCTEMY.

2. MNponycTutb: 3Ta QyHKLUMUA NO3BOASET NOTEHLMANBHOM Yrpo3e NPOHUKHYTb Ha KOMMbIOTEp.

3. YT06bl paspelunTb NPUIOKEHNIO M BNpeab paboTaTb Ha KOMMbloTepe 6e3 NpepbiBaHU, LWENKHUTE 31€ MEHT
PaclumpeHHble napameTpbl U yCTaHOBUTE GiarkoK MCKNounTb U3 o6Hapy»KeHuA.

NOD32 ANTIVIRUS

Hal:’.ﬂ,EHO NOTEHUHWANbHO HEXENATENbHOE NPUAOHKEHNE

OBBexT NoTEHUMANEHE HEXenaTensHan nporpamma (Win32/PUAtest.A) Haliged & daiing, k
KoTopomy npunoxeHue [ Windows Explorer nbITaeTca nonyumTs 4ocTyn.

37a nporgamMema MOXET HE NPEACTAENATE YIpo3y Eﬁﬂl'IECHDCTIn, HO MOHET CHUXATE
NpoW3B0ANTENEHOCTE M HAAEWHDCTE KOMMOBHITERE AW NPUEDINTE K M3MEHEHWHDY NOBEAEHHA
CHCTEMbI.,'J,CI'IC."IHHT&"II:HbIE CEE4EHWA. ..

[NoaseprHyTe dain ouncTke?
OunctuTb WirHopupogats

JononHuTensHele ceegennA ob 3Tom coobuiennn v MNogpoBrocTn v PaclunpeHHbIe NapameTpsl

Ecnu obHapykunBaeTCA NOTEHLMANbHO HEXKeNaTeIbHOe NMPUIOMKEHME U er0 He YAaeTcA O4UCTUTb, 0TobparkaeTca
yBegomneHve Aapec 3a610KkMpoBaH. [115 Noy4yeHUs A0NOIHUTENIbHBIX CBeAeHUI 06 3TOM cobbITUM NepenguTte 13
rNaBHOro MeHo B pasaen Cayxeb6Hbie nporpammbl > Paitnbl }KypHanos > OTGUNbTPOBaHHbIE Be6-CaliTbl.

NOD32 ANTIVIRUS v ooX

Appec 3abnoKMpoBaH.

URL-appec:

JonoaHKTEAEHEE CEEREHMR OF 3ToM CooBlEHMM b ﬂD,ﬂ,pDﬁ-HDCTM
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MoTeHUMaNnbHO HeXKenarteibHble NPUNOKEHUA — napameTpbl

Mpw ycTaHoBKe nporpammbl ESET MOMKHO BKOUUTL OBHAPYKEHWE MOTEHLMANbHO HEXKENATENbHbIX MPUAOKEHMI (CM.

n3obparkeHne HUXe).

(es[ER) SECURITY - X

LUndpbl nmeroT 3HauweHWe. MonyunTe MaKCMManbHBIA YPOBEHE 3alUWThI.

Cucrema otzeieoe ESET LiveGrid ® nossonaet cobupate MHGOPMALWI O NOAC3PUTENBHBIX 0BBEKTAX, KOTOPYHD Mbl 3ETOMATUHECKN
oBpaBateieaem, 4ToBbI B HAaLLER 0BNAYHOR CUCTEME CO3AABATE MEXAHWZMEI 0BHApyeHnA, Co343E WX, Mbl WX CPasy NPUMEHAEM, YTODbI
OBECMNEYNTE CBOUM KWEHTAM MAKCMMANBHEIA YPOBEHS 3ALLWTEI

v BrntounTe cuctemy otsieoe ESET LiveGrid® (pekomengyerca)

OGHBPY)KEHHE NoTeHUMaNnbHO HeXenaTeNbHbIX I'IPHJID)KEHHﬁ

Pewenne ESET moxeT 06Hapy:nBaTh NOTEHLMANEHD HEKENATENEHBIE MPUIOKEHNA W 33NPALUNEATE NOATEEPHAEHIE NEPE] UX YCTAHOBKONA,
MoTEHUMANBEHD HEXENATENBHBIE MPUIOKEHNA MOTYT HE NPEACTABNATE Yrpo3y BE3ONaCHOCTH, HO MOTYT CHUAATL NPOM3E0ANTENEHOCTS,
CKOPOCTh paboThl W HAAEKHOCTE KOMMBIITERE WK KE NPUEDANTE K MSMEHEHWID NOBEAEHNA. KaK Npasuno, ANA yCTaHOBKW TAKWX NpOrpanM
TpebyeTca paspeLUEHUE NOBI0BATENS.

BintounTe 0BHapyKeHNE NOTEHUMANBHO HEXENATENBHERX NPUACHKEHNIA

OTenrounTs Dﬁ-HEp}O\\(EHHE NOTEHUMANEHO HEXENATENEBHBIX I'IFIHHD)KEHHE

YcraHoBuTb CMEHMTE NaNKy YCTaHOBKW

A BHUMAHME!
nOTeHLI,MaJ'IbHO HeXXelaTe/ibHble NPUNO0XKEHUA MOTYT YCTAaHAB/IMBATb PE€K/1aMHble€ MPOrpamMmmbl U NaHe N

MHCTPYMEHTOB W/IX COZE PXKaTb PEKNAMY U APYTUe HeKenaTenbHble U Hebe3omnacHble NporpammHble
KOMMOHEHTbI.

3T NnapameTpbl MOXKHO B 1t060€ BpeMsA M3MEHUTb B pasgesie napameTpoB Nporpammbl. YTo0bl BKAOYUTL UM
OTK/II0YUTb 0BHApYKeHMEe NOTEeHLMANbHO HeXKenaTeabHbIX, He6e30nacHbIX UK NOA03PUTENbHBIX NMPUNOKEHNUN,
cneaymnte NpuBeAEHHbIM HUXKE UHCTPYKLMAM.

1. OTkpoiTe nporpammy ESET. Kak oTKpbITb Nporpammy ESET Ha moem KomnbioTepe?
2. HaxkmuTte knasuuwy F5, yuTobbl nepeiTn K pasgeny JononHuteibHble HaCTPOMKMU.
3. LlenkHuTe anemeHT AHTUBUPYC 1 HA CBOE YCMOTPEHME BKAOUYUTE UAN OTKAOUUTE NapameTpbl BKatounTb

OGHBPV)KEHME NnoTeHUUa/IbHO HeXXeJ1aTe/ibHbIX I'Ile'IO)KeHMﬁ, Bkntountb OﬁH&py»(eHMe noTeHUuuasbHO ONaCHbIX

npunoXeHui 1 Bkaountb o6HapyKeHMe NoA03pPUTENbHBIX NPUIOXKEHUN. YTOObI COXPaHUTb HACTPOIKMY,
HaXXmnte KHonKy OK.

35


http://go.eset.eu/knowledgebase?lng=1049&segment=business&KBID=SOLN3152

PaCLIJHpF_‘HHbIe napamMmeTpbl Q x ®

3ALLWNTA OT BUPYCOB ﬂ OCHOBHOE
3aluTa Gaiinosoil cucrens B MAPAMETPbI MOAYAA CKAHWPOBAHUA
pexkIME PEANBHOTO EPEMEHN
CKaHleOBaHlIe KOMI‘IbKJTepa na BinrounTe DéHEFI)DKEHME MNOTEHUWMANBHO HEXMENATENBHbBIX 0
Tpe6oBaHmto NPUGKERNIA
LKaH“pOBaH”e & COCTORRIM BrnrounTe DEHEFI)OKEHME MNOTEHUWMANBHO ONACHbIX I'IplﬂﬂD)KEHlﬂﬁ x 0
npoCToA
CKaHWpPOEBaHKUe NPKW 2anycke BratounTe 0BHapyKEHUE NOACSPUTENEHEIK NPHACHEHNA (i ]
CheMHEIE HOCHTEK
3aLWMTa AOKYMEHTOB
HIPS 3ALLIWTA ANTI-STEALTH i )
BrnrounTe 3amTy Anti-Stealth -
QEHOBNEHWE
WMHTEPHET M 2NEKTPOHHAA
MOYTA WCKNHYEHWA
CNNcok NyTEd, KOTOPBIE HyKHO MCKIMUNTE U3 CKAHWPOBaHMA MzmennTe 0

KOHTPO/b YCTPOWCTB
CYKEBHBIE MPOTPAMMbI

MHTEP®EIAC MOJIb30BATENA

MoTeHUManbHO HeXKenatesibHble MPUNOKEHUA — 06010uKH

0O60/104Ka — cneumnanbHOe NPUIOKEHUE, UCNONb3yEMOE Ha HEKOTOPbIX PaitioobmMeHHbIX pecypcax. 3TO CTOPOHHee
CPeACTBO, YCTaHAB/MBAOLLEE NPOrPaMMy, KOTOPYIO HYXKHO 3arpy3uTb, B KOMMIEKTE C APYTrMM NPOrpamMmHbIM
obecneyeHneMm, HanpUMep NaHe bl MHCTPYMEHTOB UM PEKAAMHOW NPOTrPaMMON, KOTOPbIE M3MEHAIOT JOMALLHIOK
CTpaHuLy Beb6-6pay3epa nam napameTpbl nomcka. MNpu aTom pannoobmMmeHHbIe pecypcbl YacTo He YBe AOMAAIOT
NOCTaBLUMKOB NPOrpammHoro obecnevyeHus Uam noay4vateneii 3arpyKeHHboix GpainioB 0 BHECEHHbIX UBMEHEHUAX U
CKPbIBAOT HACTPOMKM, MO3BONAOLLME OT HUX OTKA3aTbCs. IMeHHO noaToMy KomnaHusa ESET cuntaeT 060104KM
NOTEHLMANbHO HeXelaTeIbHbIMU NMPUIONKEHUAMM U AAET N0JIb30BaTENIAM BO3MOMKHOCTb OTKA3aTbCA OT UX 3arpy3Ku.

O6HOBNEHHYIO BEPCUIO AAaHHOM CTPAHULbI CMPaBKM CM. B 3TOM cTaTbe 6a3bl 3HaHMM ESET.

MoTeHuManbHO onNacHble NPUNOXKEHUA: K TAaKUM NPUIOKEHUAM OTHOCUTCA HOPMASIbHOE KOMME pPYeCKoe
nporpaMmmHoe obecrneyeHne, TaKoe Kak CyKebHble Mporpammbl yAaieHHOTO A0CTYNa, MPUIOXKEHUS 414 B3/IOMA
naposei U KnaBMaTypHbIe WNMOHbI (NPOrpaMmsbl, 3aMMCbIBalOLLME KaXKA0€e HaxKaThe KNaBuLWW Ha KnasuaType). Mo
YMOYaHUNIO 3TOT NapameTp OTK/IOYEH.

MapameTpbl OYUCTKM ONpeaenaloT noBegeHne Moay A CKaHUPOBAHUA MPU OYMCTKE 3aparkeHHbIX $paiinos.
MpeaycMoTpeHOo TPU YPOBHS OYUCTKMU.

UcknioueHus

PacwupeHnem HasbiBaeTcA Y4acTb UMeHU dalina, oTaeIeHHasA OT OCHOBHOM YacTu ToUYKon. OHO onpeaenseT TMn
daina u ero cogepxmmoe. IToT pasgen napameTpos ThreatSense no3sonseT onpenenntb TUNbl Gpalinios,
nog/1eKalmx CKaHMPOBAHMIO.

Apyroe

Mpu HacTpoiike napameTpoB moayns ThreatSense Ans cKaHMPOBaHWA KOMMbIOTEPA MO TPeHOBAHUIO TaKKe
[OCTYMHbI ONMUCAHHbIE HWUXKe NapameTpbl U3 pasgena [pyroe.

CKaHMPOBATb a/IbTEe PHATUBHbIE NOTOKM AaHHbiIX (ADS): anbTepHAaTUBHbIE MOTOKM AAHHbIX, UCMO/Ib3yEeMble
darinosoii cuctemoit NTFS, — 3710 €BA3M daltnoB 1 NanokK, KOTopble He 0BHAPYKMBAKOTCA NPU UCNONL30BAHUM
06bIYHbIX METOA0B CKaHMPOBaHUA. MHOrMe 3apaxeHUA MacCKUPYIOTCA MO afbTePHATUBHbIE MOTOKM AaHHbIX,
NbITasACb M36€eKaTb 0OHaAPYKEHUS.
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3anyckaTb ¢GOHOBOE CKaHUPOBaAHUE C HU3KUM MPUOPUTETOM: KaXKblii MPOLLECC CKaHMPOBaHWA noTpebaneT
HEKOTOPOE KO/IMYECTBO CUCTEMHbIX pecypcoB. Ecnv nonb3osaTeib paboTaeT ¢ pecypcoeMKMMM NporpaMmmam,
MOKHO aKTMBMPOBaTb GOHOBOE CKaHNMPOBAHUE C HU3KMM NPUOPUTETOM M BbICBOGOAUTL TEM CaMbIM PeCypCbl AN
OPYIUX NPUOSNKEHUIA,

PeructpupoBaTb Bce 06beKTbI: eCu 3TOT GNaskoK ycTaHoBAeH, dain XypHana byaeT coaepxaTb MHPopMauuo 060
BCEX NPOCKaHMPOBaHHbIX daitax, B TOM YMCae He3apaxkeHHbIX. Hanpumep, ecnun B apxmMBe HalgeH BUPYC, B
JKypHane TakxKe byayT nepeyncneHbl HesapaxeHHble dalinbl U3 apxmBa.

BKAOUUTL ONTUMM3aLMIO Smart: NPy BKIOYEHHOM ONTUMM3auMK Smart Mcnosib3yroTca ONTMMasIbHble MapameTpbl
ana obecrneyeHns camoro 3pdeKTUBHOIO YPOBHA CKAHMPOBAHMA C COXPaHEHMEM MAaKCMMa/lbHO BbICOKOM CKOPOCTH.
PasHble MOAy/M 3aLLMTbI BbINMOHAIOT UHTENIEKTYa/IbHOE CKAHUPOBAHWE, NPUMEHSAA OTAEIbHble MeToAb! ANS
pasfinyHbIX TUNOB ainoBs. Ecan onTummMsaums Smart OTKIOYEHa, MPY CKAHUPOBAHMM UCMOb3YHOTCA TO/IbKO
No/ib30BaTe/IbCKME HACTPOMKM agpa ThreatSense Kaxkaoro moayns.

CoXpaHUTb OTMETKY O BpeMEHU NOCAEeAHEro A0CTYNa: YCTaHOBUTE 3TOT G/IaXKoK, YTOBObl COXPaAHUTb UCXOLHOE
3HayeHMe BpeMeHM A0CTyNa K CKaHUMpyeMbiM paitiam, a He 0B6HOBAATL X (Hanpumep, 418 UCMONb30BaAHUA C
CMCTEMAMU Pe3epPBHOTO KOMMPOBAHUA AAHHbIX).

OrpaHunyeHus

B pazgene «OrpaHMUYEHMA» MOXKHO YKa3aTb MaKCUMasibHbI pasmep 06bEKTOB U YPOBHU BIOXKEHHOCTU apXM1BOB
[ANA CKaHMPOBaHWA.

MapameTpbl 06bEKTOB

MakcumanbHbI pasmep 06beKTa: onpeseneHre MakcMMasbHOTo pasmepa 06beKTOB, Noa/eKallmx
CKaHWpPOBaHWIO. [laHHbI MOAY/b 33LLMTbI OT BUPYCOB ByAeT CKaHMPOBATb TOJIbKO 06bEKTbI MEHbLUE
YyKa3aHHOro pasmepa. ITOT NapameTp PEKOMEHAYEeTCA MEHATb TO/IbKO OMbITHbIM M0/1b30BATENAM, Y KOTOPbIX
€CTb BECKME OCHOBAHUA AN UCKIOYEHUS U3 CKAHMPOBAHMUA HONbLWINX 06BEKTOB. 3HAYEHME MO YMOTYAHUIO: He
02PAHUYEHO.

MakcumanbHas NPo Ao/ IKUTEIbHOCTb CKAHUPOBAHUA obbekTa (C)Z onpeaesneHne MmakCMMaZibHOro sHa4yeHuUA
BpemMeHU CKaHNpOoBaHUA obbekKTa. Ecnm nonb3oBaTenb YKaXeT 34€ecb cobcTBEHHOE 3HayeHue, MmoAaynb 3alWnThbI
OT BUPYCOB NMNPEKPATUT CKaAaHNPOBaHNE 0b6beKTa N0 UCTEYEHUU YKa3aHHOIo BpemeH” BHe 3aBUCMMOCTU OT TOTO,
3aBepPLWEHO 1IN CKaHMPOBaHKE. 3HayeHune no YMONYAHUIKO: HE O2paHU4Y€EeHO.

HacTpoiiku ckaHMpoBaHUA apXUBOB

YpoBeHb B/I0}KEHHOCTU aQpPXMBOB: onpeaeneHne MakCMMaabHOM ryBuHbI CKaHUPOBAHMA APXMBOB. 3HAaUYEHUE
no ymon4danuio: 10.

MakcumanbHblii pasmep ¢aiina B apxuse: 3TOT NapaMmeTp NO3BOASAET 334aTb MaKCMMa/bHbIN pasmep ¢alinos B
apxuBe (Npu UX U3BNEYEHMM), KOTOPbIE MNOA/NENKAT CKaHUPOBAHMIO. 3HAYEHME MO YMONUYAHWNIO: HE 02PaHUYEHO.

NMPUMEYAHUE.
He pekomeHAyeTca M3MEHATb 3HaYEeHMA MO YMOYaHUIO, TaK KaK 0ObIYHO A5 3TOro HET 0CO60M NMPUYMHBbI.

4.1.1.6.1 Ouuctka

MapameTpbl NPOLLECCA OYUCTKM ONpeaensatoT NoBeAeHNe MOAYNA CKAaHMPOBAHMA NPU OYUCTKE 3apaykeHHbIX Galinos..
MpeaycMmoTpeHo TPU YPOBHSA OUYUCTKU.
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4.1.1.6.2 WUcKnoUeHHble U3 CKAaHUPOBaHUA paclumpeHua dpaiinos

PaclwmpeHnem HasbiBaeTcA YacTb MMeHM dalina, oTAeNeHHasa OT OCHOBHOM YacTu TouKo. OHo onpeaenseT Tun danna
W ero cogepxunumoe. IToT pasaen HacTpolku napameTpoB ThreatSense no3sonseT onpeaennTtb TUMbl Gannos,
noa/iexKawmx CKaHMpPOBaHUIO.

Mo ymonyaHuio ckaHMpytoTcs Bee dalinbl, HE3aBUCUMMO OT MX paclumpeHus. Jlloboe paclumpeHne MoXHO J06aBUTb B
CNUCOK $HannoB, UCKAOYEHHbIX M3 CKAHMPOBAHMUS.

NHoraa nckntoyeHune painos HeobxoaMmo, eCcn CKaHMPOBaHWE onpeaeeHHbIX TUMoB GpaiioB NPenATcTByeT
HOPMasibHOM paboTe NporpaMmmbl, KOTOPas UCMOb3YET 3TU pPaclUMPEHUA. Hanpumep, peKoMeHAYeTCA UCKAOYaTb
pacwupenus .edb, .eml u .tmp npu ncnonbsosaHun cepsepos Microsoft Exchange.

C nomolLbto KHoNoK [,06aBUTb 1 Y4,anuTb MOXKHO pa3peLlaTb UM 3anpeLaTb CKaHnpoBaHme $Gaiiios C
onpeaeneHHbIMMK paclumMpeHuamm. ns obaBaeHus B CNMCOK HOBOMO PacLUMPEHNA HaXKMUTE KHOMKY [lo6aBuUTb,
BBEeAMTE pacliMpeHme B MyCcToOM nosie u Haxkmute KHonKky OK. Bbibpas BapnaHT [,06aBUTb HECKOJIbKO 3HaYEHUIA,
MOHO A06aBUTb HECKOJIbKO pacluMpeHuii nmeH ¢aiinos, pasae/ive X CMMBOJIOM NEPEBOAA CTPOKM, 3aNATOM Uan
TOYKOW C 3anATol. Ecnu paspelueH BBOA HECKOIbKMUX 3HAYEHUM, paclumMpeHmsa byayT oTobparkaTbea B BUAE CNMUCKa.
YT106bI YAaANTb PacCUMPEHMNE U3 CUCKA, BbIBEPUTE 3TO PacCLUMPEHUE U HAXKMUTE KHOMKY YaanuTtb. [Ins usmeHeHun
BbIOPAHHOTO PacIMPEHUs HAXKMUTE KHOMKY U3SMeHUTD.

MO>KHO MCMO/Ib30BaTh CreLMabHble CUMBObI ? (BOMPOCUTENbHbIN 3HAK). 3B€3404Ka BOMPOCUTEIbHbIN 3HAK —
Nto60o OTAENbHbIN CUMBO.

1 MPUMEYAHME.
YT106bI 0TOOPA3UTL paclumpeHme daiina (ecnm oHo ectb) B onepaymoHHon cucteme Windows, Bbibepute MaHenb
ynpaeneHua > MapameTpbl NanoK > BKAaAKy Bug, cHumuTe dpnaxkok CKPbIBaTb pacluMpeHUA Ans
3apPerncTPUpPoBaHHbIX TUMOB GaliNoB, a 3aTeM HaXKMUTE KHOMKY «MpUMEHUTbY.

4.1.1.7 [evictBua npy ob6HapyKeHUU 3aparkKeHuns

3aparkeHua MoryT NonacTb Ha KOMMbIOTEP U3 PA3/INYHbIX UICTOYHUKOB, TaKMX Kak Be6-cainTbl, 0bLme nanku,
3/IEKTPOHHAA NoYTa UAU CbeMHble HocuTenu (Hakonutenu USB, BHELWHWE AUCKWU, KOMNAKT- nan DV D-aucku, ANCKeThbI

UT. A.).

CraHaapTHoe nosegeHue

O6bl4yHO ESET NOD32 Antivirus o6Hapy»KMBaeT 3aparkeHuns ¢ MOMOLLbIO C/ieaytowmnx Moaynen:

® 3alMTa $aiiN0BOMN CUCTEMDI B PEXKMME PeaNbHOTO BPEMEHMU;
e 33lKMTa AocTyna B MIHTepHeT;

® 33LUMTa NOYTOBOrO K/INEHTA;

® CKaHMPOBAHWE KOMMbIOTEPA N0 TPebOBaHMIO.

Kaskabli Moay/ib UCNOb3yeT CTaHAAPTHbIM YPOBEHb OYUCTKM M MbITAETCA OYUCTUTL Gali, MOMECTUTb €T0 B KAPAHTUH
WKW NpepBaTb NogxaAYeHMe. B npaBom HUMKHEM Yry 3KpaHa oTo6paykaeTcsa OKHO yBeAOMIEHWUN. [LonoNHUTEIbHbIE
cBeAeHns 06 ypoBHAX OYMCTKM M NOBeAeHMM CM. B pasgene Oumncrka.

NOD32 ANTIVIRUS 2 cooBuenui W X

A ¥rposa yganeHa

O6wexT yrposa (Eicar) Gein HalgeH, KOrAa NPWIOHKEHWE
& Internet Explorer nemanocs nony4nTs goctyn K seb-
caliTy (secure.eicar.org).

Mocryn zabnokuposan.

[ONOAHWTENLHEE CEEJEHURA OO 3ToM COOBIWEHHM
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OuuncTka n yaaneHume

Ecnu gerictBre No ymonyaHuIo AnA MOAyAA 3almTbl GaliIoBOM CUCTEMbI B PEXMME PEASIbHOTO BpEMEHU He
onpeaeneHo, Nosb30BaTe 0 Npeg/araeTcs BblIbpaTb ero B OKHe npegynpexXaeHunsa. O6bIYHO AOCTYNHbI BAPUAHTbI
Ounctutb, Yaanutb nnv Huuero He npeanpuHumarb. He pekomeHayeTca Bbibupath genctene Huuero He
npeAnpUHUMATb, MOCKOIbKY NPW 3TOM 3apayKeHHble ¢alinbl He ByayT oYmLeHbl. MICKNtoYeHWe A0NYCTUMO TONIbKO B
TOM C/ly4ae, ecnu Bbl yBepeHbl, 4To dain 6e3speneH 1 6611 06HapyKeH no owmnbke.

NOD32 ANTIVIRUS
A O6HapyeHa yrposa!

O6werT yrposa (Eicar) Hafged B daline, K KOTOpOMY NPHACHKEHWE
=] Microsoft Windows Search Protocol Host neimaerca nonyunte goctyn.,

Mpunowenne: Ch\Windows\Systern32\SearchProtocolHost.exe
Komnanua: Microsoft Corporation

Penyraumna: " il OBrapyxero 7 ner Hazaa

Parin: ChUsers\Admin\Downloadsheicar.com (1)t
Penyraumna: A B OBrapyxeno 5 ner Hazag
Donapysenmne: Eicar Tect dain

MoasepryyTe Gawmn oumcTre?

v CKONMPOBaTh B KAPaHTUH
v MNepeaaTs Ha aHann3
MeknounTs U3 NpoBEpKN

Weknrounte nognice U3 DGHEp}OKEHHH

JononHuTensHble cBeaeHMA 0B 3Tom cooBlern A MogpoBHocTn  » PacluMpeHHbIE NapamMeTpol

OuuncTKy cnenyeT NpUMeHATb, eciun paiin 6bia aTakoBaH BUPYCOM, KOTOPbIN A06aBUA K HEMY BpeAOHOCHbIN Ko, B
3TOM C/ly4ae CHayana NporpamMma MnblTaeTca OYUCTUTL 3aparkeHHbIV Gaits, YTobbl BOCCTAHOBUTb €10 NepBOHaYaibHoe
cocToaHue. Ecnu daiin conepRuT TONbKO BPEAOHOCHbIV KoA, OH ByaeT yaaneH.

Ecnu 3aparkeHHbIl paiin 3a6,10KMPOBaAH MM MCMONb3YETCA KAKUM-1MB0 CUCTEMHbIM NPOLLECCOM, 0BbIYHO OH
yAanseTcsa TONbKO nocse ocBoboxaeHUA. Kak NpaBuio, 3To NPOUCXOAUT NOC/Ie Nepesanycka CUCTEMbI.

MHoOKeCcTBeHHbIe Yyrpo3bl

Ecnm npu ckaHMpoBaHMM KOMMNbIOTEPA KaKMe-11Mb0 3aparkeHHble ¢aliibl He 6blaN ounLLeHb! (Man ana
napameTpaypoBeHb 04YNCTKM BblIO YCTAHOBAEHO 3HaYeHUe be3 o4UCTKU), Ha IKpaHe 0TObPasnTCA OKHO
npeaynpexXaeHus, B KOTOPOM Bam ByaeT npea/ioKeHo BblbpaTh AelicTBMe Ana Takux dannos. Cneayet BbibpaTb
nectena ana dannos (aencTema BbiIbMpatoTca OTAENbHO ANA KaXKA0oro ¢paiina B CNMCKe), a 3aTeM HaXKaTb KHOMKY
loToso.

YaaneHue ¢aiinos us apxmeos

B peKnme OYMCTKM N0 YMONYAHMIO apXUB YAANAETCA LLeIMKOM TO/IbKO B TOM C/ly4ae, eC/IM OH COAE PXKUT TONIbKO
3aparkeHHble daitsibl. MHaye roBops, apXmBbl, B KOTOPbIX €CTb He3apakeHHble dalibl, He yaanaoTtca. OgHaKo
cneayeT NpoABAATb OCTOPOXKHOCTb MPY CKAHUPOBAHUM B PEXKMME TLATEIbHOM OYMUCTKM, TaK Kak NpM 3TOM apXxumB
yOanAeTcs, eCIN COAEPHKUT XOTA Bbl 0AMH 3apaxkeHHbI Galin, HeE3aBUCMMO OT COCTOAHUA APYTUX GaiioB B apxmBe.
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Ecnv Ha KomnbloTepe BO3HUKAM MPU3HAKM 3aparkeHUs BpeAOHOCHOM NPOorpamMmmoin (Hanpumep, OH cTan megjeHHee
paboTaTb, 4acTo 3aBUCAET M T. N.), pEKOMEHAYETCA BbIMONHUTL CAeaytolme AeNcTBuS.

e OTKpoiTe ESET NOD32 Antivirus 1 Bbibepute KomaHay « CKaHMpOBaHWE KOMMbIOTEPAY.

e BbibepuTe BapmnaHT CKAHMPOBATb KOMNbIOTEP (4O0NONHUTENbHYIO MHPOPMaALMIO CM. B pasgene CKaHMpoBaHue
KOMMbIOTEPA).

e [locne OKOHYaHMA CKaHUPOBaAHMA NPOBEPLTE B XKypPHa/ie KOJIMYECTBO NMPOCKAHNPOBAHHbIX, 3apaXKeHHbIX U
OUMLLEHHbIX hannos..

Ecnu cnefyeT cKaHMPOBaTb TO/IbKO OMpeseieHHY0 YacTb AMCKa, BbibepuTe BapuaHT Bbi6opouyHOe CKaHMpOBaHME U
YKayKuTe 06BbEeKTbI, KOTOPbIE HY}KHO CKaHMPOBaTb Ha NpPeAMeT HalnYuA BUPYCOB.

4.1.1.8 3awmTta AOKYMEHTOB

DyHKLMA 3aLWLMTbI AOKYMEHTOB CKaHMpyeT gokymeHTbl Microsoft Office nepes nx oTkpbITUEM, a TaKKe NpoBepseT
darinbl, aBTOMaTUYECKM 3arpyKaemMble 6paysepom Internet Explorer, Takme Kak anemeHTbl Microsoft ActiveX.
dDyHKUMSA 3aWMUTBI JOKYMEHTOB obecneymBaeT ele 0AMH ypoBeHb 6@30MacHOCTM B AOMNONHEHME K GYHKLMM 3aLLMTbI
$annoBoOM CUCTEMbI B pEXKUME peanbHOro BpemMeHu. YTobbl yayylnTb NPom3BOAUTENBHOCTb CUCTEM, FAE He
ocyulecTeaneTca paboTa c 6onbwMm KonnyectBom aoKymeHToB Microsoft Office, pyHKUMIO 3aLMTbI JOKYMEHTOB
MOYHO OTK/THOUUTb.

[na BKAtOYEHNA GYHKLMM 3aLLNTbI JOKYMEHTOB OTKPOWTE OKHO [LONO/IHUTENbHbIE HAaCTPOMKM (HaXKMUTE KNaBuLly
F5), 3aTem BbibepuTe 3/1€ MEHTbI 3aLLnTa OT BUPYCOB > 3aLuTa A0KYMEHTOB M YCTaHOBUTE MepeKntoyaTeslb
MHTerpauua c cuctemoii.

1 MPUMEYAHME.
3Ta GYHKLMA aKTUBMPYETCA NPUNOKEHUAMM, B KOTOPbIX UcnonblyeTca Microsoft Antivirus APl (Hanpumep,
Microsoft Office 2000 n 6onee nosaHue sepcum unu Microsoft Internet Explorer 5.0 u 6onee nosgHue Bepcun).

4.1.2 CvbemHble HOCUTENU

ESET NOD32 Antivirus obecneuymsaeT aBTOMaTMYECKOE CKaHNPOBaHUE CbeMHbIX HocuTenel (komnakT- u DVD-auMcKos,
USB-ycTponcTB M T. Nn.). [laHHbIA MOAY1b NO3BONAET CKAHMPOBaTb BCTAB/IEHHbIN HOCUTEIb. ITO MOMKET BObITb YA06HO,
eC/I aAMMHUCTPATOP KOMMbOTEPA XOYeT NPefoTBPaTUTb NMOAKIIOUYEHME NO/1b30BaTEIAMM CbEMHbIX HOCUTENEel C
He)KelaTeIbHbIM COZEe PXHUMbIM.

[DeiicTBue, KOTOpOe cneayeT NpPeaNpPUHATb NOC/e NOAKIIOYEHUA Cbe MHOTO HocuTensa: BbiIbop AencTemA no
YMOIYaHMI0, KOTOpOe byaeT BbINMOAHATLCA NPU NOAKIHOYEHUMN K KOMMbIOTEPY CbEMHOTO HOCUTENS (KOMMNAKT-ANCKA,
DVD-aucka, USB-ycTpolicTea). Ecnuv BbibpaH BapmnaHT MoKa3aTb napameTpbl CKaHUPOBAHUA, Ha SKpaH byaeT
BblBEAEHO YBEAOM/IEHME, C MOMOLLBIO KOTOPOTO MOYKHO BbIOPATb HYXKHOE AEeNCTBUE.

e He cKaHMpoOBaTb: AeCTBMA He ByayT BbIMONHATLCA, @ OKHO O6HapyXKeHO HOBOE YCTPOICTBO By AeT 3aKpbITO.

e ABTOMaTMYECKOe CKaHUPOBAHUE YCTPOWMCTB: BbINO/IHAETCA CKaHNMPOBAHME MOAK/IIOYEHHOTO CbEMHOTO HOCUTENSA MO
TpeboBaHuto.

¢ MoKa3aTb NnapameTpbl CKAHMPOBAHUA: NEPEXOL B pasfen, r4e HacTPanBakoTCa A4eMCTBUA CO Cbe MHbIMM
HOCUTENAMMU.

Korpa scrasnseTca CbeMHbI HOCUTE N, 0To6pa>KaeTcn cnegytouee aManorosoe OKHO:

(eslE) NOD32 ANTIVIRUS ®

(=) OBHapyXeHO HOBOE YCTPOWCTBO
" CD/DVD (sysrcd-0.4.0 (F\])
CKaHWpOBaTh

CKaHUpOBaTL NO3XE

HacTpoiika...

Breraa wcnonssceate BelGpaHHbIi BapHuanT

CkaHupoBaTb ceityac: 3anyCK CKaHMPOBaHMA Cb€ MHOIO HOCUTENA.
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CKaHMpOBaTb no3Xe: CKaHnpoBaHNe CbeMHOIo HocuTenA 6y,u,eT OT/10XKeHO.
HaCTpOﬁKal BbI30B AOMO/IHUTE/IbHbIX HACTPOEK.

Bceraa Mcnosb3oBaTb Bbl6paHHbIi BAPUAHT: €C/IM YCTaHOBUTbL 3TOT GAaXKoK, BbibpaHHoe aeicTeue byaeT
BbINOMHATLCA KaX /bl pa3, KOraa BCTaBNAETCA CbeMHbIN HOCUTETb.

Kpome Toro, B ESET NOD32 Antivirus ecTb MoAy b KOHTPO/1A YCTPOMCTB, NO3BONAIOLLMI 3a4aBaTb NpaBuIa

NCMO/1b30BaHMA BHELWHWUX YCTPOMCTB Ha YKasaHHOM KomnbtoTepe. [lonosHUTe IbHble cBeAeHMA 06 STOM moayae CM. B

pasaene KOHTPO/b YCTPONCTB.

4.1.3 KoHTponb ycTpoucTs

KoHTponb ycTpoiicts

ESET NOD32 Antivirus obecneuymBaeT aBTOMaTMYeCKOe ynpaB/ieHue ycTpolicTBamu (KomnakT- u DVD-guckamu, USB-
yCTpoMcTBaMm 1 T. n.). [aHHbIA Moaynb NO3BOAAET 6/I0KMPOBATh UAM UBMEHATb PaclUMPEHHbIe GUALTPbLI U
paspeLueHus, a TaKKe YKa3blBaTb, MOXKET /I NMO/1b30BaTE/Ib NONYYaTb AOCTYN K KOHKPETHOMY YCTPOMCTBY M paboTaTb
C HUM. ITO MOKeT bbITb YA0OHO, eCIM aAMUHUCTPATOP KOMMblOTEPA XO4eT NPeLoTBPaTUTb MCMNOIb30BAHME YCTPOMCT
C HeXKenaTesibHbIM COAE PHKUMbIM.

MNopaepKuBaemble BHELUHME YCTPOMCTBA:

JVCKOBbI HAKOMUTENb (KECTKNIM AUCK, CbeMHbI USB-amMcK)
e Komnakr-/DVD-aunck

e USB-npuHTep

e FireWire-xpaHunuuwe

Ycrpoitcteo Bluetooth

YCTPOICTBO YTEHMA CMAPT-KapT
YcTpolicTBo 06paboTKM M306pakeHU
e Moaembl

e LPT/COM-nopTbl

e [lepeHOCHOE YCTPOMCTBO

o MukpodoH

e Bce TUMNbl YyCTPOMCTB

MapameTpbl KOHTPOA YCTPOCTB MOXHO U3MEHUTB B pasaene JononHutenbHble HacTpouku (F5) > KoHTponb
YCTPOMCTB.

Ecnu akTMBMpOBaTh Nepekatodatenb \MHTerpauua c cuctemoid, 8 nporpamme ESET NOD32 Antivirus 6yaeT BKAOYeHa
bYHKUMA KOHTPOANA YyCTPOMNCTB. YTOObI 3TO M3MEHEHWE BCTYNWIO B CUY, HEOHX0AMMO Nepesarpy3nTb KOMMbHOTEP.
Mocne BKAOYEHMA KOHTPOISA YCTPOMCTB KHOMKa Pe AaKTOp NpaBuUA CTaHET aKTUBHOM U Bbl CMOYKETEe OTKPbITb OKHO
Pepaktop npasua.

NPUMEMAHUE.

MoKHO co3aTb pasHble rPpynmnbl YCTPOWMCTB, K KOTOPbIM By AyT NPUMEHATLCA pasHble npasuaa. Fpynny, K KOTOpoWn
npUMeHAeTcA NPaBuo ¢ deicteuem YreHue 1 3anucb Man TONbKO ANA YTEHUA, MOXKHO CO34aTb TO/IbKO OAHY.
Bnarozaps 3ToMy, KOrZa K KOMNbIOTEPY NMOAK/OYAOTCA HEOMO3HAHHbIE YCTPOMCTBA, GYHKLUA KOHTPOS
YCTPOWCTB X B0KUpYyeT.

Mpy1 NOAKNHOYEHUN YCTPONCTBA, 3a6/10KMPOBAHHOTO CyLLECTBYHOLLMM NMPaBUIOM, 0TOBPA3UTCA OKHO YBEAOMIEHUS, U
[OCTYN K ycTpolcTBy byaeT 3a6/10KMpPOBaH.

3awura Be6-Kamepbl

BKkntoueHMEM NepekNtoYaTeNA, PACMNOIOKEHHOTO PAAOM C 31eMeHTOM MHTerpauua c cucTeMoid, akTuBMpyeTca
byHKUMA «3awmTa Beb-Kamepbi» B peweHnn ESET NOD32 Antivirus. Mocne BrkAtovyeHUs GyHKLMM «3aLmTa Beb-
Kamepbl» KHoMKa MpaBuna ctaHeT akTUBHOM M Bbl CMOXKeTe OTKPbITb OKHO Pe1akTop npasui.

B

41



4.1.3.1 PepaKtop npaBun oA KOHTPONA YCTPOMUCTB

B okHe PeAaKTop NpaBua AN KOHTPOAA YCTPOMCTB OTOBparKatoTcA cyluecTsytowye npasuna. C ero nomoLLblo MOXHO
KOHTPO/IMPOBAaTb BHELLIHME YCTPOICTBA, KOTOPbIE N0/Ib30BaTEIM MOAKAOYAIOT K KOMMbIOTEPY.

MNpaewna ?
[4LTE Brntoueno  Tun Onucanune Jeiictene Monesoeatenn CepbesHocTh
Block USE for User |v Awnckoeblid Hakon... [NpowssogwTtens .. bBnokwpoeate Bce Bceraa

Rule o ¥crpoicTeo Blue.., YreHne 1 zannce Bce Bcerga

o,
o o

Bbl MmoOXKeTe paspeLlmnTb UK 3ab10KMPOBaTb OnpeaeieHHbIe YCTPOMCTBA 4J1A KOHKPETHbIX NO/b30BaTENEN UM KX
rpynmn, a Tak»Ke B COOTBETCTBUM C ZOMOJHUTE/IbHBIMW NMapameTpamm, KOTopble 3a4at0TcsA B KOHOUTypaumm npasuma. B
CrMCKe NpaBuA ANA KaXKAoro npasuaa oTobparkaeTca onncaHune, BKAOYAlOLWEE Ha3BaHME M TUM BHELIHETO
YCTPOICTBA, AeMCTBUE, BbINOJHAEMOE NOC/E €r0 NOAKMOYEHMA K KOMMbIOTEPY, A TAKXKe CepPbe3HOCTb /15 XKypHana.

[nsa ynpaBneHuaA NpaBmUIOM UCMOb3YinTe KHOMKK [,06aBUTb A U3meHUTb. YToObI co34aTb NPaBuUIo C
MCNO/1b30BaHMEM 3apaHee 3aZaHHbIX MAapaMeTPOB M3 APYroro NpaBuaa, Haxmmte KHonKy Konnposatb. XMIL-cTpOKW,
KOTOpble 0TOOPaXKarTCA, ECAM LLENKHYTb NPAaBUIO, MOXKHO CKONMUPOBATL B bydep obmeHa. Kpome Toro, oHM moryT
NOMOYb CUCTEMHbIM aAMUHUCTPATOPAM SKCMOPTUPOBATb AU UMNOPTUPOBATL 3TN AaHHbIE, A TaKXKe UCNOoAb30BaThb UX,
Hanpumep, B ESET Remote Administrator.

YT06bI BbIAENUTb HECKONIbKO MPaBUA, WENKHUTE UX, YAepXKunBana HaxaTol knasuwy CTRL. 3aTem nUx MoKHO byaeT
OZHOBPEMEHHO YAANTb MO0 NepeMecTUTb K Hauyany UM KOHLY cnncka. ®naxkok BKAOYEHO NO3BONAET BKAKOYUTD
WAN OTKAOYUTL NPaBUA0. ITO MOXKET BbITb NONE3HO, EC/TM Bbl HE XOTUTE MOJTHOCTbIO YAANATb NPaBU/I0, YTOObI
BOCMO0/1b30BaTbCA UM NO3AHEE.

YnpasieH1e 0CHOBaHO Ha NpaBu/iax, KOTOPble OTCOPTUPOBAHbI MO NMPUOPUTETY: NpaBua c 6onee BbICOKUM
NPMOPUTETOM HaXOAATCA B Hayane.

3anucK KypHana MOXKHO NPOCMOTPETb B r1aBHOM okHe ESET NOD32 Antivirus B pa3gene Cny:KebHble nporpammbl >
®daiinbl KypHana.

B »KypHan KOHTPOA YCTPOMCTB 3anmncbiBalOTCA BCE C/lyYaun, Koraa cpabaTbiBaeT QyHKLUMA KOHTPONS YCTPOMCTB.

LLenKHUTE 3anoNHUTD, yTOObI BbIMOMHUTL aBTOMAaTMUYECKOE 3aMOoJIHEHME napameTpoB A4/ Cbe€MHbIX HocuTenen,
NOAKNHOYEHHbLIX K KOMMNbHOTEPY.
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4.1.3.2 [o6asneHue npaBus KOHTPOA YCTPOICTB

MpaBun/io KOHTPO/IA YCTPOICTB ONpeaenseT AeNCTBME, BbINOHAEMOE NPW NOAKIOYEHUMN K KOMMNbIOTEPY YCTPOMCTB,
KOTOpPble COOTBETCTBYIOT 334aHHbIM KpUTEPUAM.

H3mennTs npaemno ?

ma Block USB for User

|_|FIEEI.‘1J'ID BEMHIYEHD

Tun ycrpoiicTea JVcKoBBIA HAKONWTENL

Jefictene Bnokuposate A4
Tun kpuTepues YerpoficTeo A"
MpowssoguTens Games Company, Inc.

Mogens basic

CepuiiHblii Homep 0x4322600934

CepbeEsHOCTE PEFMCTPUPYEMBIX

- Bceraa W
coBbITHi 2

Cnucok none3oeatenei MameHuTs

Y106bI ynpocTtuTb VI,CLEHTMd)MKaLI,MIO npasuia, eBBeanTe €ro onncaHMe B none Uma. YToObl BKNOYUTL UAU OTKIOYUTD
3TO NPaBUO, WWEeNKHUTE nepeKkatoyaTenb pAaom c anemeHTom lNMpaBuno BKAKOYEHO. 3T0 MOXKeT bbITb nonesHo, ecnun
MOJTHOCTbIO YAA/NIATb MPaBU/10 HE HYXKHO.

Tun ycTpoiictBa

B packpbiBaloLLLEMCA CMUCKE BblbepUTE TUM BHELLHETO YCTPOWCTBA (ANCKOBbIM HAaKONUTE b, MOPTAaTUBHOE YCTPOMCTBO,
Bluetooth, FireWire nT. a.). CBeaeHUs 0 TUMNe yCTPOMCTBA NOCTYNatoT OT OnepaumoHHOM cucteMbl. IX MOXKHO
NPOCMOTPETb C MOMOLLbIO AMCneTYepa YCTPOMCTB, eC/IN YCTPOMCTBO NOAKIOUYEHO K KOMMNbloTepy. K Hakonutenam
OTHOCATCA BHELWHWE ANCKU U TPASNLMOHHbIE YCTPOMCTBA YTEHUA KApT NaMATH, NOAKIOYEHHbIe No npoTokoay USB
unu FireWire. YcTpoicTBa YTEHMA CMAPT-KapT NO3BONAIOT YATATb KAPTbl CO BCTPOEHHBIMU MMKPOCXEMAMM, TAKME KaK
SIM-KapTbl UAU NAEHTUOUKALMOHHbIE KapTOYKK. MprUmepamm ycTpoicTB 06paboTKM M306paXKeHUM CAYKAT CKaHePbI 1
Kamepbl. TaK KaK 3TW yCTPOMCTBA NPeLoCTaBAAOT CBEAEHMA TO/IbKO O CBOUX AENCTBUAX, @ HE O NOJIb30BaATENSAX,
3a6/10KMPOBATb X MOXKHO TO/IbKO rN06aNbHO.

DevicrBue

[locTyn K ycTpoicTBam, He npeaHasHaYeHHbIM 418 XPaHeHMA AaHHbIX, MOXHO TO/IbKO paspellmnTb Uan
3ab10KMpoBaTh. HanpoTue, Npasumaa 4/1a yCTPOMCTB XPaHEHWUA AaHHbIX MO3BOAIOT BbI6PaTbh OAHO M3 YKa3aHHbIX HUXKeE
npas.

e YTteHue n 3anucb: byaeT paspelleH NoHbIM AOCTYN K YCTPOWMCTBY.

BnoKuMpoBaTtb: 4OCTYN K YCTPOMNCTBY byaeT 3a6/10KMPOBaH.

Tonbko uTeHue: byaeT paspeLleHo TONIbKO YTeHME AaHHbIX C YCTPOMCTBA.

MpeaynpeauTb: Npy KaXXA0M MNOAKAOYEHUM YCTPOMCTBA MNO/1b30BaTENb MO/lyYaeT yBeJOMIEHME, PaspeLleHo n
3TO YCTPOWCTBO WM 3a6/1I0KMPOBAHO, U NMPUY 3TOM CO34aETCA 3aMMCh KypHaia. YCTPOCTBA HE 3aNMOMMHAIOTCA.
YBegomneHus oTobparkatoTcA NPK KaxkaoM NoBTOPHOM MOAK/I0OYEHMM OAHOIO U TOTO e YCTPONCTBa.

ObpaTtuTe BHMMaHWUE, YTO NOJTHbIN CMUCOK AENCTBUN (pa3peLleHnit) 4oCTyneH He Ana BcexX TUMoB YCTPOMCTB. Ecaun
YCTPOWMCTBO OTHOCUTCA K TUMY XPaHUANLL, ByayT AOCTYNHbI BCe YeTblipe AencTeuaA. Ecnm yctponcteo He
npeaHasHavyeHo AN1A XpaHeHWA AaHHbIX, 6yAyT AOCTYMHbI TONIbKO TPU AelcTBua. Hanpumep, paspeweHune TonbKo
yTeHue HenpumeHnmo K Bluetooth-ycTpoiictBam, MoaToMy AOCTYN K HUM MOXKHO TO/IbKO paspeLlnTb, 3a6/10KMpoBaTh
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WAN Pa3peLLmnTb C NpeaynpexaeHnem.

Tun Kputepues : Bbibepute anemeHT Mpynna ycTpoiicTs nnm YCTpoucTeo.

C nomoupto YKa3aHHbIX HUXXe OOMNO/THUTE/IbHbBIX MapaMeTPOB MOXXHO TOYHO HAaCTPanBaTb U UISMEHATbL NpaBu/ia AnA
KOHKPETHbIX yCTpOﬁCTB. Bce napameTpbl HE 3aBUCAT OT PETrnUcCTpa.

¢ Mpoussoautenn: GUAbLTPALMA NO UMEHM MU MAEHTUDUKATOPY NPOU3BOAMTENS.

e Mogenb: nmsa ycTpocTBaa.

o CepuiiHbIii HOMep: Y BHELLHMWX YCTPOMCTB 06bIYHO eCTb cepuiiHble Homepa. Korga peyb MAeT 0 KOMMaKT- Uan
DVD-AucKke, TO 3TO CEPUMHBIN HOMEP KOHKPETHOIO HOCUTENSA, a He AMCKOBOAA KOMMAaKT-AMCKOB.

NMPUMEYAHME.

Ecnv ona aTux napameTpoBs He 3a4aHbl 3HaYeHUA, BO BPEMA COMOCTaBeHUA NPaBuIo UTHopUpyeT 3Tu noas. Ans
napameTpoB GpUAbTPaLIMM BO BCEX TEKCTOBbIX MOJIAX HE YYUTbIBAETCA PETUCTP U HE MOAAE PXKMBAOTCA
NnoACcTaHOBOYHbIe 3HaKu (*, ?).

NMPUMEYAHME.

[Ona npocmoTpa cBeAeHUM 06 3TOM YCTPOMCTBE co3aalTe NPaBUIO Ad COOTBETCTBYIOLLErO TMUMa YCTPOMCTB,
NOAKOYUTE YCTPOMCTBO K KOMMbIOTEPY M 03HAKOMbTECH CO CBEAEHUAMMU 06 YCTPOICTBE B }KYPHANE KOHTPOAA
YCTPOWCTB.

Cepbe3HOCTb perncTpupyembix cobbiTui

MepcoHanbHbIM partepson ESET NOD32 Antivirus coxpaHseT AaHHble 060 BCceX BaxKHbIX COObITUAX B daitie XKypHana,
KOTOPbI MOYKHO OTKPbITb U3 I1aBHOTO MeHto. LLleikHUTe CnyxkebHble nporpammbl > Paitnibl KYPHaN0B 1 BbibepuTe
B packpbiBatowemca cnucke HMypHan snemeHT KOHTPOb YCTPOIACTB.

e Bcerga : 3anucbiBatoTCA BCe COObITUA.

[unarHoctuKa: pernctpupyetcs nHdopmMmaums, Heobxoammasn 415 TWATeIbHOM HAaCTPOWKKM NPOTrPaMmbl.
MHdopmaumsa: B KypHan BHOCATCA MHOOPMaLMOHHbIE COOBLLEHMSA, B TOM Yncae coobLieHMsA 06 ycneLwHom
onepaumv o6HOBNEHUS, @ TaKKe BCE Nepeync/ieHHble BbllLe 3anucu.

e MpepynpexaeHue: 3anncbiBaeTcs MHGoOpMaLmMsa 060 BCEX KPUTUUYECKUX OLIMBKax U NpeaynpexRaeHnsx.

e Huuero: }kypHanbl He co34atoTCs.

MpaBW/ia MOXHO Ha3Ha4aTb TO/IbKO A/151 HEKOTOPbIX MOJib30BaTeNnet UAu ux rpynn, Ao6aBneHHbIX B CMTUCOK
nosnb3oBaTeneu.

e [106aBUTb: OTKPbIBAETCA A4MANOroBOE OKHO TUNbl 06BEKTOB: NO/Ib30BATE/U U FPYNIbl, B KOTOPOM MOXHO
BbIBPATb HY}KHbIX NO/Ib30BaTE/EN.
e Ypanutb: BbIbpaHHbIM NONb30BaTENb yAaNAeTca U3 dpunbTpa.

NMPUMEYAHUE.
Bce ycTponcTBa MOXKHO GUABTPOBATL MO NMOb30BATEIbCKMM NPaBMaam (Hanpumep, yCTporcTea 06paboTku
N306parkeHNN NPea0CTaBAAT MHPOPMALMIO TONbKO O AEMCTBUAX, HO HE O MOb30BaTeNsX).

4.1.4 Cuctema npepoTBpalLeHUA BTOpXKeHUU Ha y3en (HIPS)

A BHUMAHME!
N3meHeHMA B napameTpbl cuctembl HIPS AONKHBI BHOCUTB TO/IbKO OMbITHbIE NOIb30BaTeNN. HenpaBuabHasA
HACTPOMKa 3TUX NAapPaMeTPOB MOKET NPMUBECTU K HecTabunbHo paboTe cucTembl.

Cucrema npepoTBpaLLeHUs BTopXKeHuUi Ha y3en (HIPS) 3awmuiaeT oT BpeJOHOCHbIX MPOrpamMmm v Apyroi
He)KenaTebHOW aKTMBHOCTU, KOTOPbIE MbITAlTCA OTPMLATEIbHO MNOBANATb Ha 6e30MacHOCTb KomnbloTepa. B
cUcTeme NpeaoTBPaLLEHMA BTOPYKEHMI Ha Y3€/1 UCMO/Ib3YEeTCA PAaCUMpPEHHbI aHaNM3 NOBeAeHMA B COMETAHUN C
BO3MOXHOCTAMM ceTeBOM GUAbTPaLMKM NO 0BHapYKeHUIO, Baarogapa YeMy OTCEKMBAKOTCA 3aMyLLEHHbIE NPOLECCHI,
dannbl n pasgenpl peectpa. CucTema NpeLoTBPALLEHNA BTOPXKEHMIN Ha y3ea OT/IYaeTCcA OT 3almTbl GpannoBom
CUCTEMbI B PEXKMME peasibHOTro BPeMEHM U He ABasfeTcA palepBOIOM; OHa TOIbKO OTC/IEKMBAET MNPOLLECChI,
3anylLLeHHble B ONepPaLUoOHHON cucTeme.
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MapameTpbl HIPS goctynHbl B pasaene JlononHutenbHble HAacTpoiku (F5) > 3awurta ot Bupycos > Cuctema
npepoTBpaLLeHUa BTOPXKeHui Ha y3en > OcHoBHble. CoctosaHMe HIPS (BKAtoYeHO/OTKI0UeHO) oToBpaXKaeTcs B
rnaBHom okHe nporpammbl ESET NOD32 Antivirus, B pasgene Hactpoiika > 3awura Komnbtotepa.

PaclumpeHHble napameTpsi Q, O

3ALLWTA OT BUPYCOB E OCHOBHOE

3awmTa Gainosoi cHCTEMbI B BicnoumTs cucreny HIPS
pexumMe peansHoro BpeMeHi
CKaHMpOBaHWe KOMNLIOTEPA NO BrntounTs Mogynb camMo3aLnTel X
TpeboeaHu
BNHOUNTE pACLLMPEHHEIR MOAYNE CKAHWPOBAHWA NAMATH
CKEHI.-I[:ICIEIBHI.-I"E.l E COCTOAHHUK
npocTon BrntounTs BACKWPOBLLWK IKCNNDHTOR
CKaHUPOEAHWE NPK 2anycKe
CLEMULIE HOCHTEM BAHOUMTE 33LLMTY OT NporpamMm-LLIaHTaHNCTOB
3aluMTa AOKYMEHTOB
HIPS
Pescum duneTpayun ABTOMATUHECKMA PEXKNM A" 0
OEHOBJ/EHWE ABTOMETHHECKNE peskum

MHTennekTyaneHEIR pesum

WHTEPHET 11 2NEKTPOHHAA " .
AOUTA HTERAKTMEHBIA PEKNM

Peskim Ha OCHOBE NOAUTHKK

KOHTPOSIb YCTPOIACTB Trems Pt oByderms 0

CYAEEHBIE NPOTPAMMEI -
AONOAHWTENBHBIE HACTPOWKWA

WMHTEPQEWC NOMB30OBATENA

MCNONb3yeT BCTPOEHHYO TEXHOI0TMM CAMO3aLLMUTbl, KOTOPas He NO3BOAAET BPeAOHOCHbIM MPOrpamMmmamM NoBPEKAATb
WM OTKNIOYATb 3aLLUTY OT BUPYCOB M WIMMOHCKUX Nporpamm. baarogapa aTomy nosb3oBaTe b BCEraa yBePeH B
3alWMLWEHHOCTU KOMMboTEPa. YTO6bI OTKAOUUTL cucTemy HIPS naun dyHKLMIO camo3awmTel, TpebyeTcs
nepesarpy3utb Windows.

3awmuweHHas cnyXba: BkatoyaeTca 3almTa Ha yposHe aapa (Windows 8.1, 10).

PaclumMpeHHbIit MoAyNb CKAHUPOBAHUA NAaMATU pPaboTaeT B codeTaHMM ¢ 610KMPOBLUMKOM 3KCMNJIOWTOB, YeM
obecneuynBaeTcs ycuaeHHan 3aLimTa OT BPeA4OHOCHbIX NMPOrpamm, KOTopble MOTYT n3beratb 06HapyKeHUs
NPOAYKTaMM AN1A 3aLMTbl OT BPEAOHOCHbIX NPOrPamm 3a CHET MCMO/1b30BaHUA YMbILLIEHHOIO 3aMnyThiBaHUA UK
WwndpoBaHMA. PaclumpeHHbIi MOAY/1b CKAHMPOBAHMA NAaMATU MO YMOJTYAHMIO BKAOYEH. [ ONONHUTENbHYIO
nMHpopMaLMio 06 3TOM TUME 3aLUUTbI CM. B [J10CCAPUN.

BNOKMPOBLLMK IKCNNOMTOB NpegHa3HavYeH 414 3aWmUTbl NPUNOXKEHWUIA, KOTOPble 06bIMHO YA3BUMbI 419 SKCMNOMTOB,
Hanpumep bpay3sepos, nporpamm aia yteHus PDF-¢dalinos, No4ToBbIX KAMEHTOB U KomNoHeHToB MS Office.
BNOKMPOBLLMK 3KCNIOMTOB MO YMOYaHWUIO BKAtOYEH. [lononHUTenbHYo nHGopmaLmio 06 3TOM TUNe 3aLLMTbl CM. B
r1occapum.

3awmTa OT NPOrPaMM-LUAHTAXKUCTOB — 3TO eLle OAMH YPOBEHb 3aLLMTbI, GYHKLMOHUPYIOLIMIA KaK 4aCTb KOMMOHEHTa
npeaoTBpaLLeHNA BTOPXKEHUI Ha y3en. YTobbl Mogy b 3amTbl OT MPOrPamMM-LLAHTaXKUCTOB paboTan, HeobxoaMmo
BK/HOUMTb cuCTeMy penyTaummn LiveGrid. lononHuTenbHyo nHdopmaLmio 06 3TOM TUMe 3aLLmMTbl CM. 34€ECh.

[loCTynHbl YeTbipe peskuma GUnbTPaLMN.

ABTOMAaTUYECKUI peXXum: BK/1t0o4eHbl BCe onepauunn 3a UCKAKYeHNeM TeX, KOTopble 3a6J'IOKVIPOBaHbI
npeagapuTeNbHO 3adaHHbIMU NpaBuiaMy, 3aliMLLQ0WLIMMN KOMNbHOTEP.

UHTenneKTyanbHbIA peXXUm: Nosib3osaTte/ib byaeT noayyaTb yBeAOMAEHUA TONbKO 06 04eHb NOA03PUTENbHbIX
cobbITMAX.

MHTepaKTMBHDIN peXXUM: Nob3oBaTenb byaeT NosiyyaTb 3aMpockl Ha MOATBEPIKAEHME OMNepPaLUii.
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Pe’KMM Ha OCHOBE NONUTUKK: onepauum 610KMpyLoTCA.

Pexxum obyueHUs: onepaLmm BKAKOYEHDI, U NOCAE KaXKAO0M onepaunmn cosgaeTca npasuno. MNpasuaa, cosgaBaemblie B
TaKOM peXMme, MOXHO NPOCMOTPETL B peAaKTope Nnpasu/, HO X NPUOPUTET HUKE, YeM Y NMPABUA, CO34aBAEMbIX
BPYYHYIO U/IN B aBTOMATUYECKOM perkume. ECnn B packpblBatoLLEMCA CNIUCKE pesknmoB dunbTpaummn HIPS BbibpaH
peXMm obyyeHms, CTaHOBUTCA AOCTYMHbIM NapameTp Pexkum obyyeHus 3aBeplumtca. BoibepuTe A4nnTeIbHOCTb
MCNO/b30BaHUA peXxnma obyyeHua. MakcumanbHan anntenbHoctb — 14 gHeld. Korga yKasaHHbIM nepuog,
3aBepLUMTCA, BaM byaeT npeaioxKeHo U3MeHUTb NpaBua, cosgaHHble cuctemolt HIPS B pexkume o0byyeHun. Kpome
TOr0, MOYHO BblIOPATb APYro PeXKUM GUABTPALUN UAKN OTIOKUTL PeLleHe 1 MPOLOIKNUTL UCMOb30BaATb PEXUM
obyyeHus.

Pe)KMm 3aaH nocne 3aBepLueHUA peXKUuma obyueHua: Bbibe pute pexxnum GuabTpaumm, KoTopbli byaeT
MCMONb30BaThCA MO OKOHYAHMM PeXKMMa 06ydeHMs.

CucTema npefoTBPALLLEHNS BTOPMKEHWUIA HA y3e/1 OTC/IEXKMBAET COObITUA B ONEPALMOHHOM CUCTEME U pearnpyeT Ha
HUX HA OCHOBE MPaBWJ/I, aHaNOTNYHbIX NpaBuaam daepsona. Haxkmute KHoMKy M3meHUTb, PacnooXKeHHYH PSAOM C
anemeHToMm «[paBrna», YTobbl OTKPbLITL OKHO ynpasaeHua npasunamm HIPS. B okHe npasun HIPS mokHO BbibMpaTh,
[06aBNATb, USMEHATb M YAANATb NPaBUAa.

B cneaytowem npumepe 6yaeT NoKasaHo, Kak OrPaHUYUTL HEXKeNaTeIbHOe NOoBeAeHME NPUNOKEHNIA.

1. MpwceoliTe NpaBuay MMA 1 BbibepuTe BAOKMPOBATb B pacKkpbiBaloLLLEeMCA MeHIo JecTeue.

2. AKTMBMpYITE NepekntoyaTenb YBe4OMUTb NONb30BaTENSA, YTOObI yBeJOMIEHNE 0TOBPaXKanoch Npu KaxKaom
npUMeHeHuM Npasuna.

3. BbibepuTe x0Ta 6bl 04HY ONepaLMio, K KOTOPOW ByaeT NPUMEHATbLCA NpaBuo. B okHe UcxoaHble
npunoXeHua BbiIbepuTe B pacKkpbiBatoLLLEe MCA CMMCKe BapuaHT Bece npunokenus. Hosoe npasuio byaet
NPUMEHATLCA KO BCEM MPUNOKEHUAM, KOTOPble ByAyT NbITaTbCA BbIMONHUTL Nt060€ U3 BbIBpaHHbIX A€ NCTBUIA
MO OTHOLLEHMIO K YKa3aHHbIM MPUIOKEHUAM.

4. Bbibepute U3MeHUTb COCTOAHUE APYroro NPUAOKeHUs (Bce onepaLMm onmncaHbl B CpaBKe Mo nporpamme,
KOTOPYIO MOKHO OTKPbITb, HaxKaB Knasuwy F1)..

5. BbibepuTe B pacKkpbiBaloLLEMCA CUCKe BapuaHT OnpeaeneHHble NpUNoXKeHuA 1 go6asbTe 04HO UK
HECKO/IbKO NPUAOXKEHNIN, KOTOPbIE HY}KHO 3aLLUUTUTb.

6. HakmuTe KHOMKy F0TOBO, YUTOObI COXPaHUTbL HOBOE MPaBUJIO.
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MNapameTpel npaswn HIPS ?

KM npaenna Example

Jefictene PazpewmnTe W

I:'I'II':[‘.'F|3LI,I.-1I.-1 BNMMAHKWA

Daiinb X
Mpunoxenna
3anucw peectpa bt

BrnroueHo

CepbesHOCTE PEMMCTRMEYEMBILX

. Her LY
coBbITHA

¥BEAOMKTE NONB3I0EATENA v

o I orwes

4.1.4.1 [onoaHuUTeNbHble HACTPOMUKU

lNepeyncneHHble ganee napameTpbl NOsie3Hbl ANA OTAALKN M aHA/IM3a NOBeAEHUA NPUTOXKEHUA.

[OpaiiBepbl, 3arpy3Ka KOTOPbIX pa3pelLueHa Bcerga: 3arpysKa BbibpaHHbIX ApaliBe poB paspelleHa Bceraa, He3saBUCcMmo
OT HaCTPOEHHOTO pexnma GUAbTPALMKN, ECIU OHU He 3a610KMPOBAHbI B ABHOM BUAE NPaBUIOM NOJb30BaTENA.

PeructpupoBartb Bce 3a610KMpoOBaHHbIe onepauuu: Bce 3ab/10KMpoBaHHble onepaumm byayT 3anmcbiBaTbCA B XKypPHan
HIPS.

Coob6ww,atb 06 U3IMeHeHUAX NPUNOXKEHMUIA, 3arpyKaemMbiX NPU 3anycKe CUCTEMBDI: NPKU J06aBAEHUN UNU YAANEHUM
NPUNOXKEHMWSA, 3arpysKaeMoro npu 3anycke CUcTeMbl, Ha paboyem cTone oTobparkaeTca yBeLoMneHue.

OB6HOBNEHHYO BEPCUIO 3TOM CTPAHULLbI CNPABOYHOM CUCTEMbI CM. B CTaTbe 6a3bl 3HaHMI ESET.
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4.1.4.2 WHTepakTusHoe okHo HIPS

Ecnu ana npasuaa No yMOAYAHMIO YCTAHOBAEHO AelicTBME 3anpoCUTb, TO NPU KaXKa0M 3anycke npasuaa byaet
0TO6pPaXKaTbCA AMANOrOBOE OKHO. B HEM MOXKHO 3anpeTUTb UK paspeLunTb onepaumto. Ecnm nosb3osatesb He
BblOMpaeT aelicTBME B TEYEHME ONpeaeeHHOro BpeMeHM, Ha OCHOBE NPaBuA BbIOMpaeTcs HoOBoe AeliCTBME.

NOD32 ANTIVIRUS

Cucrema npeaoTBpalleHNa BTOPXEHNA Ha ysen (HIPS)

W

Mpunoxenne (B Console Window Host ) npoByer nonyunTe 40CTyn K ApYromMy NpRAKEHNHD

(B Windows Command Processor ).

Mpunoxenne: B Console Window Host

Komnanua: Microsoft Corporation

Penyraumna: + i OBrapyxeno 2 roaa Hazaa

Tun gocryna: 33BEpLUNTE/ NPUOCTAHOENTE paBoTy Apyroro NPUACHKEHNA,

W3MeHUTE cocToAHME ApyTore NpUaoHeHHA

O6tekt: CAWindows\System32\emd.exe

Paspewmnts 31y onepaumio?

Pazpewmts 3anpetntb

® CnpaluneaTe Kaxaeli pas
3aN0MHWTE A0 33KPLITHA NPWI0KEHHA

Cozgate NpPaguac 1 3anoMHWTE HABCEr4a

JononHutensHele ceegenna of 3tom cooBwgensn - lMogpobrocn v PaclumpenHdbie napametpel

B oanoroBomM OKHe MOKHO CO34aTb MPABWU/IO Ha OCHOBE HOBOTO AEWCTBUSA, 06HapyXkmnBaemoro cuctemoit HIPS, a
3aTeM onpeaeinTb YCI0BUA, B COOTBETCTBMM C KOTOPbIMW 3TO AelcTBME ByAeT paspeLleHo nam 3anpeLeHo.
OTAeNbHble NapaMeTPbl MOXHO HacTPOUTb, LLENKHYB 31eMeHT [,ononHuTenbHble cBeaeHusa. MNpasuna,
co3gaBaeMble TakMM cnocobom, CHMTaOTCA PaBHO3HAYHbIMM NPaBMIaM, CO34aHHbIM BPYYHYIO, MO3TOMY NPaBuo,
CO34aHHOE B AMaIOFOBOM OKHE, MOXKeT bbITb MeHee Noapo6HbIM, YeM MPABUIO, KOTOPOE BbI3Ba/O NOAB/IEHME
TAKOro AMasoroBOro okHa. 3T0 3HAYMT, YTO NOCAE CO3A4aHMA TaKOro MPaBKa 3Ta e onepauma MOXKeT BbI3BaTb
NnoAB/JEHME TaKOro e OKHa.

BpemeHHO 3aNOMHUTb 3TO AeliCTBUE ANA AaHHOrO Npouecca — eC/n BbIbpaTb 3Ty YCTAaHOBKY, AeNCTBUE
(PaspewmTtb/3anpeTuTb) 6yAET MCNONL30BATLCA A0 TEX MOP, MOKA HE U3MEHATCA NPaBUAA AN PEKUMbI GUNbTPALMUN,
He 6yaeT o6HoBAEH Mmoay/ib cucTtembl HIPS nnn He byaeT BbiNnonHeHa nepesarpyska KomnbtoTepa. MNocne
BbINONHEHMA N0OOro U3 3TUX TPEX AENCTBUN BPEMEHHbIE NpaBuaa yaanatTca.
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4.1.4.3 O6HapyKeHO NOTeHLUMa/ibHOE NOBeAeHNEe NPOrPaMmMbl-LLAHTAXKMUCTA

Mpu 06HapyKeHNN NOTEHLMANbHOTO NOBeAeHMA, XapaKTe pHOro AnA NPorpamMmMbi-LLaHTaXK1CTa, oTobparkaeTcs
AManoroBoe oKHO. B HeM MOXKHO 3anpeTUTb U1K paspeLUnTb OnepaLmio.

NOD32 ANTIVIRUS

A O6Hapy>eHo NoJZo3pUTENLHOE NOBEGEHNE

Mpunosxenne (=] hghfghadfg.scr ) NbiTaeTca MSMEHNTS daiine y Bac Ha KoMMbITEpE
NoAo3pUTENBHEIM oBpasom,

Ecnm BeI HE ACEEQAETE ITOMY NPWIOHKEHWHD, CNEZYET SEE-HDKHpDEETb 3Ty NONBITEY.

Mpuaoxenne: 2] hghfghadfg.scr

Komnaums: HewseectHo

Penyrauma: v @ OBrapyxenol rog nazaa

Onepauwua: MoTEHLMANBHOE NOBEAEHNE NPOTPaMMBI-LUAHTAKNCTE

PaspewmTs 3Ty onepaumo?
Pazpewmts JanpetnTb

JononHutensHele ceegeHna of sTom cooBugenmn - MogpoBrocTn v PaclumpenHbie napameTpel

[aHHOe aManoroBoe OKHO NO3BOAAET OTNPABUTb (AN HA aHANIU3 UM UCKTIOUYUTD U3 NPOBEPKU. Haxkmute KHOMKY
CBegeHuA, UTOObI MPOCMOTPETb KOHKPETHbIE NapameTpbl 0BHapyXeHUs.

BAXHO!
N5 npaBuabHOM paboTbl MOAYNA 3aLMTbI OT NPOrPamMm-LLIaHTaXKMCToB cuctema ESET Live Grid gonrkHa 6bITb
BK/tOYEHa.

4.1.5 WrpoBoii pexkum

UrpoBoi pexkmm — 3To GyHKLMA A5 TEX, KTO CTpeMUTCca nsbekaTb nepepbiBOB B paboTe NporpamMmMmHoOro
obecrneyeHuns 1 NOABAEHMSA OTB/IEKAIOLLMX BCM/IbIBAIOLLMX OKOH, a TaKKe »KesaeT CBECTU K MUHUMYMY HarpysKky Ha
npoueccop. Ero TakyKe MOXKHO MCNO/1b30BaTb BO BPEMA NPe3eHTaL M, KOTOpble HE/b3A NPepbiBaTh AeATENbHOCTbIO
MOAY A 3aLUMTbl OT BUPYCOB. MNpu BKAOYEHUMN 3TON GYHKLMM OTKIOYAKOTCA BCE BCM/IbIBAOLLME OKHA, a paboTa
NJaHMPOBLLMKA MOTHOCTbIO OCTAHAB/IMBAETCA. 3aLUMTA CUCTEMbI MO-NpPeXHeMY paboTaeT B POHOBOM PeKMME, HO He
TpebyeT Kakoro-n11Mbo BMeLaTebCTBa CO CTOPOHbI NO/1b30BaTeNA.

BKkntoyeHme 1 OTKAOYEHME UTPOBOIO PeXKMMa OCYLLLeCTBAAETCA B I/TABHOM OKHe Nporpammel, B o6nacw|,

OTKpbIBaeMOI KoMaHaoW HacTpoiika > 3awwmura KOMNboTePa UK LLLETYKOM Ha NMUKTOrpamme PAAOM C
MrpoBoii pexkum. BKitoyas UrpoBOM perkuMm, Bbl NoABEPraeTe CUCTEMY YIPO3€e, MOSTOMY 3HAYOK COCTOAHMSA 3aLLMTbI
Ha NaHe M 3334 CTaHeT OPaH}KeBOoro LgeTa, YTobbl TEM CaMbiM NpeaynpeanTb Bac. Kpome Toro, gaHHoe
npeaynpexaeHne otobpasnTca B r1aBHOM OKHE NPOrpamMbl, rae opaHXeBbiM LBeTom byaeT oTmeyeHo Urposoii
peXXUm aKTUBEH.

BbibepuTe anemeHT ABTOMATHUYECKU BK/IKOYATb UTPOBOM PEXKMUM NMPU BbINOTHEHWUMU NPUIOKEHWUI B NOJIHOIKPAHHOM
pexume B pasgene JlononHuTenbHble HacTPoKku (F5) > CayxkebHble nporpammbl, YTOBbI UTPOBOI PeXKUM
BK/IHOYA/ICA NP 3anycKe N1060ro NpUNoXKeHUA B NOJTHOIKPAHHOM PeXXMME U BbIK/TH0Yanca Npu BbIXoae U3
NPUIONKEHUA.

BbibepuTe napameTp ABTOMATHUUYECKU OTK/IOYATb UTPOBOIA peXKum yepes, 4Tobbl 3a4aTb BPEMS, CNYCTA KOTOPOe
UrPOBO peXxnm byaeT aBTOMaTUUYECKU OTK/TOYATbCA.
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4.2 3awmta B UHTEepHeTe

KoHourypauus napameTtpoB MHTepHeETa U 31E€KTPOHHOM NOYTbI AOCTYMNHA Ha NaHenu HacTpoika, KoTopasa noAsaseTcs
npw HaxkaTum NnapameTpa 3awmra B UHTepHeTe. B 3TOM OKHe npeaocTaBnfeTca 4ocTyn K 6osee NogpobHbIM
HACTPOMKaM NpPOrpammbl.

) — b4
(es[=1) NOD32 ANTIVIRUS
@ 3awmTta MHTepHeTa @
A Nomawkaa crpannuLa
JawmTa goctyna e MHTepHet
CkaHupoBaHue -:) . it P . #
0O, Brnroueno: oBHapyseHne u Bnoknpoeka BeB-cafiTos ¢ BPEjOHOCHEIM COAENMHMEIM.
KOMMbHOTEpa
G OBHOENEHKE ‘) JalmTa NoYTOBOTO KIMEeHTa #
Brntoueno: CKAHWPpOBaHWE CCIDE-LLI,EHMM, APUHWUMEEMBIX 1 OTNP3ENAEMEIX NOHTOBLIM KAWEHTOM.
= Cepeunc
‘) 3awmTa oT dMWwKHra #
¥ Hacrpoiika Brnroueno: obHapyKeHne n BNCKWPOBKE MOLUEHHIMYECKWY W QULLMHIOBRIX BEG-CaliToE,
© Crnpaexa u noggepxka
EM|OY SAFER TECHNOLOGY™ ¥ MmnopT v akcnopT napameTpos o] PaclwmperHsie napametpsl

MoaKkntoueHme K UHTepHETY CTano CTaHA4apPTHOM dyHKLMEN NepcoHanbHOro KomnbloTepa. K coxkaneHnuto, MHTepHeT
TaKKe CTa/l U OCHOBHbIM CPeCTBOM PACNpPOCTPaHEHMA BPeJOHOCHOTO Koaa. MoaTomMy KpaiHe BaXKHO yaenuTb ocoboe
BHMMaHMe 3awumTte aoctyna B UHTepHeT.

LenkHute 'ﬁ' yTO6bI OTKPbITL MapameTpPbl 3aLMTbl B IHTe pHEeTe/3aLLMTbl 3/1€KTPOHHOM NOYTbI/3alWMTbl OT GULINHTA
B pasgene «[onoNHUTEeNbHbIE HACTPOMKMNY.

3aLmMTa NOYTOBOrO KAKeHTa 0becneynBaeT KOHTPOIb 0OMeHa AaHHbIMW 3/1EKTPOHHOM NOYTbI MO NpoToKoiam POP3 n
IMAP. lMNpu ncnonb3oBaHUM NOAKIKOYAEMOTrO MoayNA 415 noyToBoro KnmeHTa ESET NOD32 Antivirus no3sonsaeTt
KOHTPONMPOBaTb BeCb 06MeH AaHHbIMU, OCYLLECTBAAEMbI MOYTOBLIM KMEHTOM (Mo npoTokosam POP3, MAPI,
IMAP, HTTP).

3awuTa oT GULLIMHIA JaeT BO3MOXKHOCTb 6/10KMPOBaTb BEDO-CTPaHMLbI, Ha KOTOPbIX €CTb QULLMHIOBOE COAE PHUMOE.
HacToaTenbHO peKoMeHAyeTCss OCTaBUTb BCE OMUUM 3aLLMTbI OT GULLIMHIA BKAKOYEHHbBIMMU.

Bbl MOXeTe OTKNUYNUTb MOAY/M 3aLLMTbl OT ULLMHIA, 3aWWTbl B MHTepHEeTe/3aLWmMTbl 31€KTPOHHOM NOYTbI Ha

HEKOTOPOE BPeMS, LLE/IKHYB MyHKT
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4.2.1 3awwuTta goctyna B UHTepHeT

MoakntoueHme K MHTepHeTY CTano CTaHaapTHOW GpyHKUMEN NepcoHanbHOro KomnbloTepa. K coxaneHuto, MHTepHeT
TaKXe CTa/l U OCHOBHOWM cpefoi pacnpocTpaHeHMA BPeA0OHOCHOro Ko4a. 3awumTa goctyna B MHTepHeT paboTaeT nytem

OTC/IEKMBAHMA COEAMHEHNN Mexay Beb-bpay3sepamm 1 yaaneHHbIMK ce pBepPamMmn B COOTBETCTBMM C MpaBuUIaMu
npotokonos HTTP n HTTPS.

JocTtyn K Beb-CTpaHMLLaMm, KOTOpble coAep KaT 3aBe40MO BPeAOHOCHOE CoAe PHRMMoe, BNIOKMPYeTCs [0 ero 3arpysku.
Bce ocTanbHble BeO-CTpaHULbI MPW 3arpy3Ke CKaHUPYHTCA MOAY/1eM CKaHMpoBaHua ThreatSense 1 610KMpyOTCA B
cnydyae obHapyKeHMa Bpe4OHOCHOTO CoAe PXKUMOro. 3aluTa goctyna B MHTepHeT npeAnonaraeT ABa YPOBHA:
610KMPOBKa Ha OCHOBAHUM «KYEPHOro» CrCKa M BIOKMPOBKA Ha OCHOBAHMM COAE PHKUMOTO.

HactoAaTenbHO peKoMeHAYyeTCA He OTKAOYaTb 3aWmTy AocTyna B MHTepHeT. YTo6bl NONYYMUTb AOCTYN K 3TOM GyHKUMUMK,
B r/1aBHOM OKHe nporpammbl ESET NOD32 Antivirus Bbibepute kKomaHay Hactpoiika > UHTe pHeT U 31eKTPOHHas novta
> 3awuTa aoctyna B UHTepHerT.

-'/(‘_\-H\‘. {r_‘w\
<= ]l ]
&)

e o0

& Npegynpexaenne! ESET M... ‘ ‘ oy T::\? ‘E}

ESET NOD32 ANTIVIRUS
A Beb-caiiT 3abnokmpoeaH

31a BE&'CI'EBHMQ,EI HaxX0ogWTCA B CNWNCKe Bef-caliToB ¢ MOTEHUWaNBHO ONacHbIM
COAEPHXUMEIM.

Hoctyn K Hemy 2abnoKMpoBaH.

OTkphITs 6asy sHavud ESET | www.esetnod32.u

B pasgene fiononHuTenbHble HAacTpouku (F5) > UHTepHeT u 3neKTpoHHaA nouTa > 3awura gocrtyna B UHTepHeT
[OCTYMNHbI Ciegytowmne napameTpbl.

e Be6-NpoTOKO/Ibl: BO3MOXHOCTb HACTPOMKN OTCAEXKMBAHUSA B CTAHAAPTHbIX MPOTOKO/1aX, KOTOPbIE UCMO/b3YIOTCA B
6onblUIMHCTBE Beb-Opay3epos.

¢ YnpasneHune URL-agpecamu: 3aecb MOXKHO 334aBaTb HTTP-agpeca, KoTopble ciegyeT 610KMpOBaTh, pas3peLlaTb
WU UCKNOYATb U3 NMPOBEPKMU.

¢ MapameTtpbl ThreatSense — paclumpeHHaa HacTPOMKa MOAY s aHTUBUPYCHOMO CKaHMPOBaHUA. [laeT BO3MOMKHOCTb
HacTpauBaTb ONpeAe ieHHble MapaMeTpPbl, HANPUMEP TUM CKAaHUPYEMbIX 06BEKTOB (CO0bLLEHUA 31EKTPOHHOM
NOYTbl, aPXMBbI U T. A4.), METOAbl OBHAPYKEHMA 418 3aWMTbl AOCTYNA B MHTEpHET U T. 4.

4.2.1.1 OcHoBHOe

BKAOUMUTb 3aWUTy AocTyna B UHTEpHEeT: Koraa 3TOT NapameTp OTK/OYEH, 3allmMTa 40CTyna B IHTepHEeT M 3awmTa oT
bULWIMHIa He oCyLWEeCTBAAIOTCA.

BKAIOUMTb pacluMpeHHOe CKaHMPOBaHUeE cueHapueBs 6pay3epa: Korga 3ToT NapameTp BK/IOYEH, BCE UCMOIHAEMbIE B
MHTepHeT-6paysepax nporpammbl JavaScript 6yayT NnpoBepATbCA MOAYAeM CKaHMPOBaHMA 417 3alWMTbl OT BUPYCOB.

NMPUMEYAHUE
HacToaTeibHO peKoOMeHAyeTCs He OTK/OYaTh 3alMTy A4ocTyna B IHTepHeT.
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4.2.1.2 Beb6-npoTOKOAbI

Mo ymonyaHuto ESET NOD32 Antivirus HacTpoeH Ha oTc/ieKmBaHme npoTokosa HTTP, ncnonbsyemoro 601bWNMHCTBOM
WUHTepHeT-b6pay3epos.

Hactpoiika moayna ckaHuposaHua HTTP

B Windows Vista n 6onee nosgHux Bepcuax, HTTP-Tpaduk oTcherkmBaeTcsa Ana BCEX NOPTOB U NPUJIOKEHMI. B
onepauymoHHon cucteme Windows XP MOXKHO BHOCUTb M3MeHeHUs B napameTp MopTbl, ucnonblyembie
npotokosiom HTTP B OKHE, OTKPbIBAEMOM C MOMOLLbIO KOMaHApb! [LonoNHUTEIbHbIE HAaCcTPOMKHK (F5) > UHTepHeT n
3/IeKTPOHHasA NouTa > 3aLLuTa 40CTYNa B UHTEepHeT > Be6-npoTokonbl. HTTP-TpaduK Bcex NpUNOXKeHUIM
OTC/IE}KMBAETCA NO YKA3aHHbIM MOPTaM A1 BCEX MPUNOKEHWUI 1 MO BCEM MOPTAM A5 MPUNOKEHWIA,
NOMeY€eHHbIX KaK BEO-KAMUEHTbI M MOYTOBbIE KINEHTHI.

Hacrpoiika moayns ckaHuposaHua HTTPS

TaKKe noaep:KmBaeT NpoBepKy npoTokona HTTPS. B aTom TUne coeanHeHUs aaa nepegayvm nHbopmaumm
MeXay CEPBEPOM U KMEHTOM UCMO/b3yeTcs 3alndpoBaHHbIN KaHan. Mporpamma ESET NOD32 Antivirus
npoBepseT coeAUHEHUS, UCNOJb3yoLMe meToapl WndposaHua SSL n TLS. Mporpamma ocyuiecrTensaeT
CKaHMPOBAHME TO/IbKO TEX MOPTOB, KOTOPble NOMeYeHbl Kak MopTbl, ucnonbyembie npotokonom HTTPS, BHe
3aBMCMMOCTM OT BEPCUMN OMEPALLUOHHON CUCTEMBI.

3awmndpoBaHHble coe ANHEHUA He ByayT CKaHMPOBATbCA. YTOObI BKAOYNUTL CKaHMPOBaHMe 3alWndpPoBaHHOTO 06MeHa
[OAaHHbIMW M MPOCMOTPETb HACTPOMKM MOAYNA CKaHMPOBaHWA, NepeiauTe K napameTpam SSL/TLS B pasgene
«[1oNONHUTENbHbIE HACTPOMKIWY, WEeNKHUTE MHTePHET M 3N1eKTPOoHHaA nouTa > SSL/TLS 1 ycraHoBUTE dnaxoK
BKntountb punbTPaLmMIo NpoToKonos SSL/TLS.

4.2.1.3 YnpasneHue URL-agpecamm

B pasgene ynpasneHus URL-agpecamm moxKHO 3agaBatb HTTP-agpeca, KoTopble 6yayT 610KMpoBaTbCA, pa3peLuaTbes
WUAN UCKNTI0YATbCA U3 NPOBEPKMU.

MoceuleHne Beb-calnToB, BKAOYEHHbIX B CNMMCOK 3a6/10KMPOBaHHbIX aZPecoB HEBO3MOXHO, KPOME C/ly4aeB, Koraa nx
aZipeca TaKxe BKAtoYeHbl B CIMCOK pa3peLueHHbIX agpecos. Be6-caiitbl, Jo6aBneHHble B CNUCOK agpecos, AN
KOTOpPbIX OTK/IOYEHA NPOBEPKA, 3arpy»KatoTcsa 6e3 NpoBepKu Ha Hainune BpeloHOCHOMO KoAa.

Braountb GUnbTPaLMIO NPOTOK0/10B SSL/TLS — 3T0 ycTaHOBKa, NpeAyCcMOTPEHHas Ha ciydal, Koraa Kpome HTTP-
caliToB TpebyeTca Takke GUAbTPOBATb CalTbl, UCNOAb3YtoLWMe NpoTokoa HTTPS. B npoTMBHOM cayyae B CUCOK ByayT
[06aBNeHbl TONIbKO NocelleHHble Bamu goMmeHbl HTTPS-caiToB, a He nonHbIn URL-agpec.

Ecnun nobasutb URL-aapec B CNUCOK agpecoBs, ANA KOTOPbIX OTKAOUeHa GuabTpaumsa, STOT agpec byaeT UCKIoYeH U3
npougecca ckaHMpoBaHUs. TaKKe MOXKHO paspeluaTtb Unu 6J10KMpoBaTh onpeaeneHHble agpeca, AobaBnsasa ux
cooTBeTCcTBEHHO B CNUCOK paspeLueHHbIX agpecoB 1in B CNMCOoK 3a6/10KMPOBaHHbIX agpecos.

Ecnu Bbl xoTMTe 3a610KMpOBaTh Bce HTTP-agpeca, KpoOMe afpecos, BKAOYEHHbIX B aKTUBHbI CAMCOK paspeLueHHbIX
agpecos, 106aBbTe CUMBOJ «*» B aKTUBHbI CAMCOK 3a610KMPOBaHHbIX afpecoB.

B cnunckax MOXKHO MCMOb30BaTh TaKMe CrelunanbHble CUMBO/bI, Kak «*» (3Be3404Ka) M «?» (BONPOCUTE IbHbIN 3HaK).
CMMBO1 3BE304KMN 3aMeHAET Ntobyto nocie0BaTeIbHOCTb CMMBOJIOB, @ BONPOCUTE/IbHBIN 3HaK — N1t0601 CMMBO.
Ocoboe BHUMaHMe cnefyeT yAeNUTb YKa3aHUI0 apecoB, UCKTIOYEHHbIX U3 MPOBEPKM, MOCKObKY B 3TOT CMMUCOK
[OOJIKHbI BXOAWTb TO/IbKO AOBEPEHHbIE M HaZeXHble agpeca. TOYHO TaK e HYXKHO y6eanTbCs B TOM, YTO CUMBO/IbI
WabaoHa B 3TOM CMUCKE UCNOJb3YOTCA NPaBuabHO. CBeAEHMA O TOM, KaK MOXHO 6e3onacHo 0603HaUYUTb Lenbli
OOMEH, BK/1I0Yan Bce NoAA0OMEHbI, CM. B pa3gene [lob6asneHme HTTP-agpeca nam mackv gomeHa. Ytobbl
aKTMBMPOBATb CMUCOK, ycTaHOBUTE $a*KOK CNUCOK aKTUBEH. EC/iM Bbl XOTUTE NOAYYaTb YBEAOM/IEHUS O TOM, YTO B
aZIpPeCHYH0 CTPOKY BBOAMTCA aApec U3 TEKYLLLETO CMUCKA, YCTaHoBUTe GparKoK YBeA0MAATb O TPUMEHEHUN.

NPUMEMAHUE.

®yHKumA ynpasneHna URL-agpecamm no3BonAeT TakKe 6/10KMpoBaTh UM paspeLlaTb OTKPbITUE Gpaiinos
onpeaeneHHbIX TUMOB NP NPOCMOTPe Beb-CTpaHuUL,. Hanpumep, ecin He TpebyeTca OTKPbIBaTb UCMOHAEMbIE
dalnbl, BbibepuTe B pacKpbIBAOLLLEMCS CMIMCKE CMMCOK, B KOTOPOM XOTUTE BI0KMPOBATh 3TN daitsibl, U BBEAUTE
Macky «**.exe».
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Cnwcok agpecos ?

WMra cnmcka Tunel agpecos Onncanwe cnncea
CNWCoK paspelleHHbIX aApecos Paspeiwieno

Cnucok 3abnoknpoBaHHbX 3jpecos 3abnoknpoBaHo

CnWCoK 3apecos, AN KOTOpbIX OTKNYEHE M. Mcknrodensl ns nposepkn

JoBaesTe B cnncok 3aBNoKMpoBaHHBIX 34PECOE NOACTAHOBOUYHBIA 3HaK (7], yTobel Bnokwposate sce URL-agpeca, kpome agpecos,
EK/HYEHHBIX B CTIMCOK PaspelleHHBX.

N

dnemeHTbl ynpasneHua

[,06aBuUTb: co34aHNe HOBOTO CNUCKa B AOMOJIHEHWE K NpeBapuTebHO 334aHHbIM. 3TO MOXKET BbITb NONE3HO B
C/lyy4ae, ecau Bbl XOTUTE JIOTMYECKM Pa3aenTb pasHble rpynnbl aapecos. Hanpumep, oauH CNMCoK
3a6/10KMPOBAHHbIX a4PECOB MOXKET COAE PXKATb aZpeca, NOyYeHHbIE U3 KaKoro-1Mbo BHeLHero ny6anyYHoro
YepHOro CnucKka, a BTOpon — agpeca, AobasneHHble BamMu. TakMm 06pa3om BHELLHWUIM CMUCOK MOXKHO ByaeT fierko
06HOBWTb, HE BHOCA U3MEHEHWI B BaLLl JINYHbIM CMTUCOK.

M3mMeHUTb: peJaKTUPOBAHME CyLLECTBYIOLLMX CMMCKOB. MICNoNb3yiiTe 3Ty YCTaHOBKY 414 A06aBAEHMS UK
yAaneHus agapecos.

Yaanutb: yaaneHue cyLecTBYOLWMX CMUCKOB. TONbKO A/1A CMIUCKOB, CO34aHHbIX NOCPEACTBOM KOMaHAbI
[o6aBuTb. YaaneHue CNMCKOB N0 YMOYaHWUIO HEBO3MOXKHO.

4.2.2 3awmTa NOYTOBOrO K/IMEHTa

4.2.2.1 TouyToBble KANEHTbI

NHTerpaums ESET NOD32 Antivirus ¢ BalMm NOYTOBbIM KIMEHTOM MOBbILLAET YPOBEHb aKTUBHOM 3aLUUTbl OT
BPEeAOHOCHOIo KoAa B COOBLLEHMNAX 3NEKTPOHHOM NoYTbl. ECn Mcnonb3yemblii NOYTOBbIM KAMEHT NOAAE PPKUBAETCA, B
ESET NOD32 Antivirus MO»HO HAacTPOUTb MHTETpaLMiO. ECAM MHTerpauma akTMBMPOBAHA, NaHeNb MHCTPyYMeHTOB ESET
NOD32 Antivirus nobaBnseTca HeNocpeACTBEHHO B MOYTOBbIN KAMEHT, obecneunsasn 6onee 3GPeKTUBHYIO 3aLLUTY
3/1EKTPOHHOM NOYTbI (MaHe b MHCTPYMEHTOB AnA nocneaHmx Bepcuii Moutel Windows Live He gobasnsaeTca).
MapameTpbl MHTETPALMM AOCTYNHbI B pasgesie [ononHUTeNbHble HacTPoiiKu (F5) > UHTepHeT M 31eKTPOHHasA noyta >
3awmTa KIMeHTa 3/1eKTPOHHOI NoYTbl > MoYTOBbIE KINEHTI.

MHTerpauua c NOYTOBbIM K/IUEHTOM

B HacTosLWMMN MOMEHT NoALe PrKMBAKOTCA Caeaytolme noytoBblie KnmeHTbl: Microsoft Outlook, Outlook Express,
Mouyta Windows m Mouta Windows Live. 3alumuTa 31€KTPOHHOM NOYTbl peannsoBaHa B 3TUX NpPOorpaMmax B BUAeE
nogxAto4Yaemoro mogyns. FnaBHoe NpemmyL,ecTBo NOAK/I0Yae MOro MOy 1A 3aK/1H04AETCA B TOM, YTO OH He
3aBMCUT OT MUCMOJIb3YEMOTO NPOTOKOAA. MpPK NONYYEHNN NOYTOBBLIM KIMEHTOM 3alIMPPOBAHHOIO COOBLEHNS OHO
pacwmndpoBbIBaETCA U NepeaaeTcs MOAYN0 CKaHUPOBAHUA. MONHbIN CMUCOK NOAAE PHKUBAEMbIX NOYTOBbIX
K/IMEHTOB M UX BEPCUI CM. B CTaTbe 6a3bl 3HaHWI ESET.

[axe ecnun MHTErpaLmMsa OTKIHOYEHA, MOYTOBbIE KIMEHTbI OCTAIOTCA 3aLUMLLEHbI COOTBETCTBYIOLLMM MoayAem (4/1A
npotokosos POP3, IMAP).
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BkatounTe napameTp He BbINOAHATDL NPOBEPKY NPU USMEHEHUU COAEPKUMOro Nanku "Bxogawme", ecam npu
pabote c MS Outlook HabntopaeTcs 3ameaneHne GYHKLMOHUPOBAHWUA CUCTEMbI. ITO BO3SMOXKHO MPU U3BAEYEHUM
co0bLEeHNA 31eKTPOHHOM NouTbl n3 xpaHuaulia Kerio Outlook Connector Store.

CKaHMDVEMaﬂ 3/1IEKTPOHHAaA NOoYTa

BKAIOYMTD 3aLLUTY 31EKTPOHHOM NOYUTbI C NOMOLLbIO NOAK/IOYaEMbIX MOAYNEN KANEHTA — AaXKe eCu 3aLMTa
3/1E€KTPOHHOM NOYTbI C MOMOLLIO NOYTOBOIO KAMEHTA OTK/OUYEHA, NPOBEPKA NOYTOBOrO KAMEHTA NOCPEeACTBOM
bUNbTPaLMKM NPOTOKO/I0B BCe paBHO paboTaer.

MonyyeHHble cOO6LEeHUA — BK/HOYEHNE UK OTKIHOUEHME NPOBEPKMN BXOAALLMX COOBLIEHMIA.

OTnpaBneHHble COOBLEeHUA — BKIOYEHME UM OTKNOYEHME NPOBEPKM OTMNPABNEHHbIX COOBLLEHUIA.
MpounTaHHble COOBLLEHNA — BKNOYEHME MU OTKIOUYEHME MPOBEPKM NPOUYUTAHHBIX COOBLLEHNN.

[elicTBue, npumeHsemoe K 3apakeHHOMY co0bL,eHUIo

Huuero He npeanpUHMMATL — €C/1M 3TOT NapamMeTp BKAOYEH, Mporpamma byaeT BbIBASATb 3apParKEHHbIE
B/IOYKEHUA, HO He ByAeT BbINOHATb HUKAKUX AeUCTBUM C COOBLLEHMAMM 31 KTPOHHOM NOYTbI.

Ypanutb coobweHne — nporpamma byaeT yBe4OMIATb NOJ1b30BaTeNA O 3aparkeHUAX U yAansaTb CO0bLWEeHMA.
MNepemecTuTb cO06L,EHUE B NANKy «YganeHHble» — 3apaskeHHble coobleHMNa byayT aBTOMaTUYECKU
nepemeLaTbca B Nanky «YaaneHHble».

MNepemecTutb cO06L,EHUE B NANKYy — 3apaKeHHble coobleHns byayT aBTOMaTUYECKU NepemMeLaTbes B
YKa3aHHYo MNanky.

Manka — BbIGOP Nanku, B KOTOpYo ByayT nepemMeLaTbcs 0O6HapYKeHHbIE 3apaXKeHHble COObLLEeHUA
3/IEKTPOHHOM NOYTbI.

MoBTOPUTL CKAHUPOBaHKUE Noc/e O6HOBNEHUA — BK/IOYEHME UIN OTK/IOYEHME MOBTOPHOIO CKaHMPOBAHMA
nocne o6HoOBAEHUSA MOAYNA OBHapPYKEHUS.

MpUHATbL pe3ynbTaTbl CKAHUPOBAHUA U3 APYIMX MOAYNE — eC/IY YCTaHOB/EH 3TOT GpaXKOK, MOAY b 3aLUMUTbI
3N1EKTPOHHOM NOoYTbl ByAeT NPUHUMATL Pe3yNbTaTbl CKAHUPOBAHMA OT APYTUX MOAYAEeN 3aWnThbl (CKaHUPOBaHMe
Katanoros POP3, IMAP).

NMPUMEYAHMUE.

PekomeHayeTca BKAOYMTbL NapameTpbl BKAKOYUTD 3aLLMTY 3/1€ KTPOHHO NOYTbI C MOMOLLbIO NOAK/0YaeMbIX
MoZAynen KAMeHTa 1 BKAoUUTb 3aLLUTY 3/1eKTPOHHO NOYTbI C MOMOLLLbIO GUIBTPALMKN NPOTOKOIOB. TH
napameTpbl 4OCTYMHbI B pa3gene [JononHuTenbHble HacTpolKkuy (F5) > MHTepHeT 1 31eKTpoHHasn noyta > 3awmTa
MOYTOBOTO KANEHTA > [TPOTOKO/bl 3/1EKTPOHHOW MOYTbI).

4.2.2.2 MpOTOKO/bl 3/IEKTPOHHOW NOYTDI

IMAP 1 POP3 — camble pacnpoCTpaHeHHble NPOTOKO/1bl, UCNOb3yeMble ANA NOJIYYEHUA 3NEKTPOHHOM NOYTbI B
NoyToBbIX KAneHTax. IMAP — 3To MHTEPHET-NPOTOKO ANA NOAYYEHUA 3/IEKTPOHHOM noYTbl, IMAP nmeet
onpegeneHHble npeumylecrsa nepeg POP3. Hanpumep, cpasy HECKObKO KIMEHTOB MOTyT OAHOBPEMEHHO
NOAKNOYATLCA K O4HOMY M TOMY e NOYTOBOMY ALMKY M MOAAE PHMBATL CBEAEHMA O COCTOAHMM co0bLWeHuUA, B
YaCTHOCTM O TOM, BbIN10 1M COOBLLEHME MPOYNUTAHO, YAANEHO UK Ha Hero 6bia HanucaH oteeT. ESET NOD32 Antivirus
obecneynBaeT 3alLMTy ITUX NPOTOKONOB BHE 3aBUCMMOCTM OT UCMO/1b3yEMOI0 NOYTOBOIO KNMeHTa 1 6e3
HeobX0AMMOCTM NepeHacTPamMBaTb NOYTOBbLIN KANEHT.

Moay b 3aLwmTbl, 06ecrneynBatoLLLMn TaKOM KOHTPO/1b, aBTOMATMYECKM 3anycKaeTca NPy 3anycke CUCTEMbI M OcTaeTcA
aKTUBHbIM B namaATun. MNpoBepKa npoTtokona IMAP ocylecTBasieTca aBTOMATUYECKU 6€3 A0MNONAHUTENIbHOW HACTPONKK
NOYTOBOrO KAMeHTa. 10 yMONYaHMIO CKAHMPYOTCA BCE AaHHble, NpoxoaAalme yepes nopt 143, Ho npu
HeobX04MMOCTM MOXKHO A06aBUTb U Apyr1e NopTbl. Homepa NopToB cneayeT pa3genaTtb 3anaTbiMU.

HacTpouTtb nposepky npotokonos IMAP/IMAPS 1 POP3/POP3S MO*HO B 061aCTM AOMNONHUTEIbHbIX HAaCTPOEK. YTobbI
OTKPbITb 3TW HACTPOWKK, NOCAea0BaTeIbHO BbibepuTe 31emMeHTbl MHTepHEeT U 3/1eKTPOHHasA nouTta > 3awura
NoYTOBOro KAneHTa > MPOTOKO/bI 3/1IeKTPOHHOM NOYTbI.

BKAOUUTD 3aLLUTY 3N1EKTPOHHOM NOYTbI C NTOMOLLLbIO GUNBTPALMU MPOTOKON0B — BK/HOUEHME MPOBEPKM NPOTOKONO0B
3/1IEKTPOHHOM NOYTbI.
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B Windows Vista n 6osnee no3gHux Bepcuax npoTokobl IMAP 1 POP3 aBToMaTU4YeCKM onpeaenatoTca U CKaHUPYoTCA
Ha Bcex nopTtax. B Windows XP ana Bcex NpuaoKeHUN CKaHUPYHOTCSA TO/IbKO HacTpoeHHble MopTbl, Ucnosb3yemble
npotokonom IMAP unu POP3. Kpome Toro, Bce NopTbl CKAHMPYIOTCA ANA NPUNOKEHUIA, OTMEYEHHbIX KaK Beb-
KJIMEHTbI U NOYTOBbLIE KAUEHTHI.

Mporpamma ESET NOD32 Antivirus TakxXe nogaepumBaeT CKaHMpoBaHMe npotokonos IMAPS n POP3S, KoTopble ans
nepeaym MHGopMaLmm MeKay CEPBEPOM M KNMEHTOM UCNONb3YIOT 3alMdpPoBaHHbIM KaHan. Mporpamma ESET
NOD32 Antivirus npoBepsieT coeAMHEHUS, UCMOJb3yloWwmne meToapl WudposaHma SSLun TLS. MNporpamma byaeT
BbIMOMHATb CKAaHMpPOBaHMe TpadmKa TONbKO A/1A NOPTOB, YKa3aHHbIX KaKk MopTbl, ucnonbsyemblie npotokonom IMAPS
munmn POP3S, BHe 3aBUCMMOCTM OT BEPCUM ONEePaLMOHHON CUCTEMbI.

3awmndpoBaHHble coeAMHEHMUA He By YT CKAHMPOBATbCA. YTOObI BKNOUUTL CKaHUpPOBaHMe 3aWwndpoBaHHOro obmeHa
OAHHBIMW M NPOCMOTPETb HACTPOMKM MOAYNS CKAHUPOBaHUSA, NnepenamTe K napameTpam SSL/TLS B pasaene
«JOoNoNHUTENIbHbIE HACTPOWKNY, WEeNKHUTe MHTepHeT U 3NeKTPOoHHasA nouta > SSL/TLS v ycTaHoBUTe dnaxkok
BKAOUMTb pUAbLTPaLMIO NPOTOKONOB SSL/TLS.

PaclumpeHHble napameTpbl Q X @
BALLIMTA OT BUPYCOB MOUYTOBLIE KAWEHTbI
OBEHOBNEHME

E nNPOTOKOALI SAEKTPOHHOM MOYThI

WIHTEPHET 1 3NEKTPOHHAR
MOYTA BAHYNTE 33LUMTY FNEKTPOHHOA NOYTEI C NOMOLLIBHY
GUABTPALMKY NPOTOKONCE

3amMTa NOUTOEOrO KNAMEHTa
Jawwmra gocryna B MHTepHet
3aLmTa oT QULLKMHFE HACTPOMKA MOAYNA CKAHUPOBAHHWA IMAP

~ BrnwouwnTe nposepry npotokona IMAP [ ]
KOHTPOSb YCTPOIACTE

CMYAHEEHBIE MPOTPANMMEBI =
HACTPOMKA MOAYNA CKAHUPOBAHWUA IMAPS

VIHTEP®EIC NO/b30BATENA BrnwounTe nposeprky npotokona IMAPS [ ]

MopTel, ncnonesyemele npotokcnom IMAPS 585,993 i ]

HACTPOMKA MOAYNA CKAHUPOBAHWA POP3

BrnwouwnTe nposepky npotokona POP3 i

4.2.2.3 TpeaynpexaeHua U yseaomieHusn

3awmTa aNeKTPOHHOM NoYTbl 06ecneymBaeT KOHTPOb 6€30MNacHOCTM 06MeHa AaHHbIMK MO NpoToKkoaam POP3 n
IMAP. Ucnonb3ys nogkntodaembin moaynb ana Microsoft Outlook n gpyrnx noutoBbix KnneHToB, ESET NOD32
Antivirus obecneuynBaeT KOHTPO/b BCEro 06MeHa AaHHbIMM, OCYLLECTB/IAEMOTO NOYTOBbIM KIMEHTOM (MO
npotokosam POP3, MAPI, IMAP, HTTP). Mpn npoBe pKe BXOAALLMX COOOLLEHNI NPOrpaMmma UCNONb3yeT BCE
coBpeMeHHble MeTO/bl CKAaHMPOBAHMA, obecrneynBaemble MoayaeM CKaHUMpoBaHMA ThreatSense. 3To no3sonsAeT
06HapyKMBaTb BPeAOHOCHbIE MPOrpamMmbl AaxKe A0 TOrO, KaK AaHHble O HUX MOoMNaZatoT B MOAYb OOHAPYKeHUS.
CkaHnpoBaHMe coeagnHeHn no npotokonam POP3 u IMAP He 3aBMCUT OT MCNO/1b3yEMOTO NMOYTOBOIO K/IMEHTA.

MapameTpbl 415 3TON GYHKLMM HacTpamBatoTca B 06/1acTv [LoNnoNHUTENbHbIE HACTPOMKKU, pasael MHTepHeT n
3/1eKTPOHHasA NOYTA > 3alLmMTa NOYTOBOro KAneHTa > MpeaynpeKaeHua U yBe L,0MIEHUA.

Mocne NpoBepKM K COOBLLEHMIO 31EKTPOHHOW NMOYTbI MOXKET BbITb NPUKPENIEHO YBEAOMIEHUE C pe3y/ibTaTaMm
CKaHMPOBaHMA. Bbl moxkeTe BblbpaTh flo6aBneHMe yBeAOMAEHUI K NOlyYEHHbIM U MPOYUTAHHBIM COO6LLEHUAM,
[o6aBneHune npumeyaHuii B Nosie TeMbl MOYYEHHbIX U MPOUYUTAHHDBIX 3aparKeHHbIX coobweHuit nnu flobasneHue
yBeA0M/IEHUIA K OTNPaBieHHbIM cooblieHuam. O6paTuTe BHUMAHUE, YTO B HEKOTOPbIX Cy4YasnX yBeAOMIEHUA MOTYT
6bITb onyLLeHbl B NpobaemHbix HTML-coobueHuax nnm cdabprKoBaHbl HEKOTOPbIMU BUPYCamMU. YBELOMAEHUA MOTYT
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6bITb f06aBNEHbI K BXOAALWMM U MPOYUTAHHbIM COODLLLEHUAM MU K UCXOAALLMM COOBLLEHMAM (MU U K TEM, U K
Apyrvm). [lOCTYMNHbI YKa3aHHbIe HUMKE BapMaHTbl.

e HuKorga: yBegomneHusa He gobaBnaioTca.

e To/IbKO K 3apaeHHbIM CO06LeHUAM: ByayT OTMeYeHbl TO/IbKO CO0BLLEHUSA, COAe piKalume BpeA0HOCHbIe
nporpammsi (Mo ymonyaHuio).

¢ Ko Bcem cKaHMpyeMbIM coobLieHusam: nporpamma byaeT fo6aBnsaTb yBeLOMAEHNA KO BCEM CKaHUPYEMbIM
COO0bLWEeHNAM 3NEeKTPOHHOM NOYTbI.

[o6aBnaTb npumeyaHue B Nose TeMbl OTPABASIEMbIX 3apaXKeHHbIX COOBLLeHUIA: YCTaHOBUTE 3TOT GN1aXKOK, ecnu
Heob6x04MMO, YTOObI 3alLMTa 3/1IEKTPOHHOM NOYTbl 06aBAANa NpeAyNPeKAEHUA O BUPYCaX B TEMY 3aparKeHHbIX
CO0bLLEHNI. ITa PYHKLMA MO3BOISET OCYLLECTBAATb NPOCTYIO PUAbTPALIMIO 3aparkeHHbIX coobLLeHM No Teme (ecnu
noAAep*KMBaeTCs MOYTOBbIM KAMeHTOM). OHa TaKKe MoBbIWaeT ypoBeHb A0BEPUA AndA noaydatens. Ecam
0bHapyrKeHO 3apaxeHune, gaHHan GyHKLMA NpeaocTaBAseT LeHHY MHopMaLmo 06 ypoBHE yrpo3bl NMCbMa UK
oTnpasuTens.

LabnoH, aob6aBnsembliii B NoJie TeMbl 3apaXKeHHbIX CO0bL,EeHUIA: STOT Wab/IOH MOMKHO U3MEHUTb, EC/TN HYXKHO
oTpefaKkTMpoBaTb GpopmMaT npedurKca B TEMe 3aparKeHHOro coobLeHUs. 3Ta GyHKUUS 3ameHUT Temy coobuieHusa Hello
npu 3a4aHHOM 3Ha4YeHUM npedukca [virus] Ha Takon dopmart: [virus] Hello. NepemeHHan %VIRUSNAME%
npeacTaBnaeT 0OHaPYKEeHHYIO yrposy.

4.2.2.4 WHTeErpauua ¢ NOYTOBbIMU KAUEHTaMU

NHTerpaums ESET NOD32 Antivirus c NOYTOBbIMU KNMEHTAaMU YBENUUYNBAET YPOBEHb aKTUBHOM 3aLLMTbI OT
BPEAOHOCHOIO KOAa B COOBLLEHMNAX 9NEKTPOHHOM NoyTbl. ECIM MCNOb3yeMblit MOYTOBbLIN KNMEHT NOALE PrKUBAETCS, B
ESET NOD32 Antivirus MOXHO HAaCTPOUTb MHTETpaLMio. ECnn nHTerpauma akTMBMPOBaAHA, NaHeNb MHCTPYMmeHTOB ESET
NOD32 Antivirus BCTaBAseTCs HENOCPEACTBEHHO B NOYTOBbIN KNNEHT, obecneunBas 6osee 3dbeKTUBHYIO 3aLLNUTY
3/IeKTPOHHOM NoYTbl. NNapameTpbl MHTErPALLMN AOCTYMNHbI B pa3gene HacTpoiika > [lonosnHUTeIbHble HaCTPOMUKM >
UHTepHeT 1 3/1eKTPOHHaA NoyTta > 3almMTa NOYTOBOro KAneHTta > MNoytoBble KAUEHTbI.

B HacToALMI MOMEHT Noaae prkMBatoTCA cieaytolme noyToBble KaneHTbl: Microsoft Outlook, Outlook Express, noyTta
Windows, nouyta Windows Live. MonHbIl CNUCOK NoAe prKMBaeMbIX NOUTOBbIX KTMEHTOB U UX BEPCUI CM. B CTaTbe
6a3bl 3HaHMM ESET.

YctaHoBuTe dnaxkoK OTKAOUUTL NPOBEPKY NPU U3MEHEHUM COAePXKMUMOro nanku "Bxogawme", ecnv npu pabote ¢
NOYTOBbIM KNMEHTOM HabatodaeTcA 3ameaneHme paboTbl CUCTEMbI. ITO BO3MOMKHO MPU MU3BNEYEHUN CO0BLLEHMA
3/IEKTPOHHOM NoYTbl U3 XxpaHunuuwa Kerio Outlook Connector Store.

[axe eciv HTerpaumsa OTKAYEHa, NOYTOBbIE KAMEHTbI OCTAlOTCA 3aLUMLLE Hbl COOTBETCTBYIOLLMM Moaynem (a1a
npoTokonos POP3, IMAP).

4.2.2.4.1 KoHpurypauma 3awmutbl NOYTOBOro KJAMEHTA

Moaynb 3alUMTbl 3NEKTPOHHOM NOYTbI NOAAE PKUBAET C/ieaytoLLme NoyToBble KnneHTbl: Microsoft Outlook, Outlook
Express, noyta Windows, nouta Windows Live. 3aluTa 31€KTPOHHOM NOYTbl peasin3oBaHa B 3TUX NporpamMmmax B BUAe
noAKato4YaeMoro moayns. lnaBHoe npemmyLLecTBo NOAKAYaEMOTO MOAY /1A 3aK/H04AEeTCA B TOM, YTO OH He 3aBUCUT
OT MCNONb3YEMOr0 NPOTOKOAA. MPY NOAYYEHUM MOYTOBLIM KMEHTOM 3aLIMPPOBAHHOTO COOBLLLEHNS OHO
pacwmdpoBbIBAETCA M NepeaaeTca MOAY0 CKaHUPOBAHWMA.
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4.2.2.5 ®unbtp POP3, POP3S

POP3 — camblii pacnpocTpaHeHHbI MPOTOKOA, UCMOJ1b3yeMbl A8 NOAYYEHMUA SINEKTPOHHOM MOYTbI B MOYTOBbIX
KnueHTtax. ESET NOD32 Antivirus obecrneuymBaeT 3alLMTy 3TOr0 NPOTOKO/1a BHE 3aBUCMMOCTM OT UCMOJ1b3yeMOTo
NMOYTOBOTO KAMEHTA.

Moaynb 3almThl, 0becneymBaroLLmii 3TY GYHKLMIO, aBTOMATUYECKU MHULIMMPYETCA NPU 3anycKe onepaumoHHOM
CUCTEMbI M OCTAeTCA aKTUBHbIM B ONepPaTUBHOMN NamaTW. Jna HOpMabHOM paboTbl MoAyNA ybeanTech B TOM, YTO OH
BK/tOYeH. NposepKa NnpoTokosia POP3 ocyuecTBafeTca aBToMaTMyeckm 6e3 HeobXoAMMOCTM NepeHacTPOoMKM
NMOYTOBOrO KAMeHTa. Mo yMoAYaHMIO CKaHUPYHOTCA BCE AaHHble, Npoxoaslme Yyepes nopt 110, Ho npwm
HeobXx0AMMOCTM MOXKHO f06aBUTbL U Apyrve NopTbl. HOMepa NopToB cielyeT pa3fenaTb 3anaTbiMu.

3awmndpoBaHHble coeANHEHUA He ByayT CKAHMPOBATbCA. YTOObI BKAOUNUTL CKaHMPOBaHMeE 3aWndPOBAHHOTO 06MeHa
AaHHbIMW M NPOCMOTPETb HACTPOMKM MOAY/15i CKAHUPOBaHUS, NepenamTe K napametpam SSL/TLS B pasgene
«[loNoNHWUTENbHbIE HACTPOMKINY, WeEeNKHUTE MHTePHET U 3N1eKTPOoHHaA noyTa > SSL/TLS n yctaHoBUTE dnaXKoK
BKAOUMTb PUAbLTPaLMIO NPOTOKONOB SSL/TLS.

B aTOM pasgene MOXHO HaCTPOUTb NPoBepKy npoTtokosos POP3 1 POP3S.

BkatounTb NpoBepKy npotokona POP3: npu BKAOYEHWM 3TOFO NapamMeTpa BeCb TpaduK, MPOXoAALLMI MO NPOTOKONY
POP3, npoBepaeTca Ha Haan4ymMe BPeAOHOCHbIX MPOrpamm.

MopTbl, ucnonblyembie NpoTokoaom POP3: cnncok NopToB, MCNob3yeMbiX NpoTokosiom POP3 (110 no ymonyaHuto).

ESET NOD32 Antivirus Tak»e nogaeprkmBaeT NpoBepKy npoTokoaa POP3S. B atom TMne coeguHeHus gna nepegaym
MHGOPMaLIUN Me Ky CEPBEPOM U KTMEHTOM UCMNO/b3yeTcs 3allnppoBaHHbIN KaHan. ESET NOD32 Antivirus
npoBepaeT COeJUHEHUSA, UCNOb3yoLWMe meToabl WndposaHma SSLn TLS.

He npoBepaATb npoTokon POP3S: 3alindpoBaHHble coeguHEeHUsA He byayT NpoBepPsATbCA.

MpoBepsaTb npotokon POP3S Ha yKa3aHHbIX NOPTaX: YyCTaHOBUTE 3TOT GAAXKOK, YTOObI BKNOUMTL NPOBEPKY NPOTOKOA
POP3S Ha nopTax, yKasaHHbIX B napameTpe MopTbl, ucnonblyemblie npoTtokonom POP3S.

MopTbl, ucnonblyembie npotokonom POP3S: cnncok nopTos, Ucnonb3yembix npotokonom POP3S, koTopble cneayet
nposepsTb (995 No ymonyaHuio).

4.2.3 ®unbTpauma NnpoToKON0B

3alLuuMTa OT BUPYCOB MPOTOKO/I0B NPUIOXKEHU obecneumnsaeTca moaynem ckaHuposaHua ThreatSense, B KoTopom
o06benHEHbI BCE COBPEMEHHbIE METO/bl CKAaHUPOBAHWA A5 BbIABMEHUA BPEAOHOCHbIX Nporpamm. PyHKUMA
duNbTPaLMKM NPOTOKON0B paboTaeT aBTOMATUYECKM BHE 3aBUCMMOCTM OT UCMO/Ib3yeMoro Be6-6pay3epa M NOYTOBOrO
KAveHTa. [lna pefakTMpoBaHMa HacTpoeK 3awndpoBaHHbIX (SSL) coeanHeHU BbibepuTe sanemeHTbl UHTEpHET 1
3/1eKTPOHHas noyTa > SSL/TLS.

BKkAtounTb GUNBTPaALMIO COAEPKMUMOTO, NepeAaBaeMoro No NPOTOKO/IaM NPUNOKEHUI: MOXKET UCMO/1b30BaTbCA AN1A
OTKNOYeHMA GUNBTPALMUM MPOTOKONOB. YUTUTE, YTO MHOTME KomnoHeHTbl ESET NOD32 Antivirus (3awmTa goctyna B
MHTepHeT, 3alLMTa NPOTOKON0B 3/1EKTPOHHOM NMOYTbI, 3aLLMTa OT GULLMHIA U KOHTPOJIb ZOCTyNa B IHTepHeT) 3aBUCAT
OT 3TOro NapameTpa 1 He cMOTyT PaboTaTb B C1yYae ero OTKAOYEHUA.

UcKntoueHHble NPUNOXKEHUA: MO3BOIAET UCK/IOUNTb YKa3aHHbIE NPUNOKEHNA U3 GUABTPALUN NMPOTOKO/IOB.
MonesHo, ecim GUAbTPALMA NPOTOKOI0B BbI3bIBAET NPO6/1€MbI COBMECTUMOCTMH.

MUcKknioueHHble IP-aapeca: No3Bo/1AeT UCKAIOUYNUTL YKa3aHHbIe yaaneHHble agpeca U3 GuabTpaumm NpoToKoA0B. ITa
dYHKLMA NnonesHa, ecnm GUnbTPaLMa NPOTOKONO0B Bbi3blBaeT NPo6aeMbl COBMECTUMOCTY.

Be6-KAMEeHTbI M NOYTOBbIE KAMEHTbI: (MCNONb3yeTcs TONIbKO B onepaunoHHon cucteme Windows XP) nossonset
BbI6paTb NPUNOXKEeHUA, TPadUK KOTOPbIX ByAeT NpoxoauTb GUAbTPALIMIO MPOTOKO/0B BHE 3aBUCMMOCTU OT
MCMO/1b3yeMOro nopTa.
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4.2.3.1 KnueHTbl UHTEpHETA U INEKTPOHHO NOYTbI

1 MPUMEYAHME.
HaunHas c OC Windows Vista c naketom o6HoBneHua 1 u Windows Server 2008, ana NnpoBepKu ceTeBbIX
coeIMHEeHWNI UCNONb3YyeTcsa HOoBaA apxuTekTypa naatdopmbl punbTpaumm Windows (WFP). Tak TexHonorus
nnatdopmbl punbTpaumm Windows ncnosbsyeT ocobble MeToapbl oTcaeXnBaHUS, pasgen KnneHtbl UHTEepHeTa u
3/IEKTPOHHOM NOYTbI HEJOCTYMNEH.

B ycnosusx nepeHacblweHHOCTM MIHTepHeTa Bpe 4OHOCHbIMUM Nporpammamm 6esonacHoe nocelleHne Beb-cTpaHuL,
ABMAETCA BaXKHbIM aCMeKTOM 3aLLMTbl KOMNbOTEPA. YA3BMMOCTM Be6-6pay3epoB M MOLIEHHUYECKME CCbITKM
NO3BOAIOT BPEAOHOCHbIM NPOrpamMmmam He3amMeTHO NPOHKKaTb B cucTemy. MMeHHO No3ToMy B MPOrpammHOM
obecneyeHumm ESET NOD32 Antivirus ocHoBHOe BHUMaHWe yaenseTtcs obecneyeHuo 6esonacHocTy Beb6-6pay3epos.
Kaxpooe npunokeHue, obpalyatoLleecs K ceTu, MOXKeT 6bITb NTOMeYeHOo KaK Beb-6pay3ep. dnaxkok umeeT Aga
COCTOAHMUA.

e He ycTaHOB/EH: NOAKNOUYEHNA NPUNOKEHUA GUABTPYIOTCA TONIbKO A/1A YKa3aHHbIX MOPTOB.
e YCTAHOB/EH: NOAKNOYEHUA BCceraa GUAbTPYIOTCA (4aXKe ecau 3a4aH gpyrol nopT).

4.2.3.2 WUcCKNOYEHHble NPUNOXKEHUA

[na ncknoyeHUa coegUHEHUN onpefieNeHHbIX CeTeBbIX MPUNOXKEHUN U3 GUABTPALUN COAEPKUMOTO BblAeNuTe UX B
cnucke. CoeAMHEHMUSA BblAENEHHbIX MPUAOXKEHUI no npoTokosam HTTP/POP3/IMAP He 6yayT npoBepATbCA Ha
Hannyue yrpo3s. PekomeHayeTca UCNo/1b30BaThb 3Ty BO3MOMHOCTb TOJIbKO /1A TEX MPUNOMKEHUN, KOTOpble paboTatoT
HEKOPPEKTHO, €CNU UX COe ANHEHMA NPOBEPAIOTCA.

3anycKk NPUNOXKEHUI 1 CNyK6 ByaeT AOCTYNeH aBToMaTMyecku. HaxkmuTe KHonky [lo6aBUTb, UTOObI BPYYHYHO
BbIGpPATb NPUIOKEHME, OTCYTCTBYIOLEE B CNMUCKE GUIBbTPALMMN NPOTOKO/OB.

WcknrouedHele NMPHUNOXEHNA 7

CAWINDOWS\SYSTEM32NSVCHOST.EXE
CAWINDOWS\MICROSOFT.NET\FRAMEWORK\V4.0,30319MSCORSVW.EXE
CAWINDOWS\MICROSOFT.NET\FRAMEWORKG4'V4.0, 30319\ MSCORSVW.EXE
CAWindows\System32\svchost.exe

=
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4.2.3.3 WUcknwoueHHble IP-agpeca

3anucK B cnmcke ByayT UCKNOYEHbl U3 GUALTPALMM COAE PHKMUMOTO NPOTOKO10B. CoeAMHEHUA MO NPOTOKOIaM
HTTP/POP3/IMAP, B KOTOPbIX y4acTBYIOT BbibpaHHble agpeca, He byayT NpoBepPATLCA Ha Hafinumne yrpos. IToT
napameTp pekomMeHAyeTCA UCMOb30BaTb TO/IbKO A1 3aCNYKMBAOLLMX AOBE PUS apeCcoB.

HaxmuTe KHonKy [,06aBuTb, 4TO6bI UCKNOYMTL IP-agpec, AManas3oH agpecos UAKM NOACETb YAANEHHOTO Y313, He
oTobBpaXKaemoro B cnvcke GUAbTPaLLMM NPOTOKONA.

Haxmute KHon Ky y,qanwrb, yTObbI yAOa/1nTb Bblae/N1eHHbIE 3aNMUCUN U3 CMUCKaA.
WcknouerHele IP-aapeca ?

10123

10.211-10.21.10
192.168.1.0/255.255.255.0
feB0:b434:b801:e878:5975
2001:21:420::/64

==
o o |

4.2.3.3.1 [Aob6asutb agpec IPv4

3ToT dyHKUMA no3sonseT AobasuTb IP-agpec, AnanasoH aapecoB UK MacKy NOACeTU yAaneHHOW KOHEYHOM TOUKM, K
KOTOPOW A0MKHO 6bITb NPMMEHEHO NpaBuao. MHTepHeT-nNpoToKoa Bepcun 4 (IPv4) — 3To ycTapesluan Bepcus, HO
OHa [0 CMX NOp WMPOKO MUCMONb3yeTCs.

OTpenbHbIi appec: fobasneHue IP-agpeca oTAeN1bHOTO KOMMNbIOTEPA, 4J17 KOTOPOTO A0JKHO 6bITb MPUMEHEHO
npasuno (Hanpumep, 192.168.0.10).

[Ouana3oH agpecoB: BBeAMTe Haya/ibHbIlM U KOHeYHbIN IP-aapeca, YTobbl 3a4aTb AManasoH IP-agpecos (Mau
HECKONIbKO KOMMbIOTEPOB), K KOTOPbIM caeayeT NPMMeHUTb NpaBuao (Hanpumep, oT 192.168.0.1 no 192.168.0.99).

MoaceTb: noaceTb (rpynna KOMMbOTEPOB), 3aJaHHas IP-aapecom 1 Mackom.

Hanpumep, 255.255.255.0 — 3T0 MacKa ceTu ansa npedukca 192.168.1.0/24, KoTopblii 03HaYaeT AmanasoH afpecos oT
192.168.1.1 no 192.168.1.254.

4.2.3.3.2 [Oo6asutb agpec IPv6

3T0T dyHKUMA no3BonseT Aob6aBuTb IPv6-agpec MnM Macky noaceTu yaaneHHON KOHEYHOM TOUYKM, K KOTOPOU A0/IKHO
6bITb NPMMEHEHO NPaBMAO. ITO HOBEWLLAA BEPCUA MHTEPHET-NPOTOKOAA, M B ByayLiem oHa 3ameHUT Bonee cTapyto
Bepcuto 4.

OTpenbHbli appec: obasneHune IP-agpeca oTA€N1bHOTO KOMMNbIOTEPA, 4J19 KOTOPOTO A0/XKHO 6bITb NPUMEHEHO
npasuno (Hanpumep, 2001:718:1c01:16:214:22ff:fec9:ca5).

MopceTb: NnoaceTsb (rpynna KOMMbOTepPOB), 3aAaHHas IP-aapecom 1 mackoi (Hanpumep, 2002:c0a8:6301:1::1/64).
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4.2.3.4 SSL/TLS

MOMeT NPoBePATb 0OMeH AaHHbIX NOCPeACTBOM NPOTOKoAa SSL Ha Hannume yrpo3. MoXKHO MCNO/1b30BaTb Pas3/iNyHbIe
peXXMMbl CKaHMPOBAHMA 4/1A 3aLLMLLEHHbIX SSL-coe AMHEHWIA, 418 KOTOPbIX UCMOJIb3YIOTCA AOBEPEHHbIE
cepTMOUKaTbI, HEM3BECTHbIE CEPTUOUKATLI MW CEPTUPUKATbI, UCKIHOUYEHHbIE M3 MPOBEPKM 3aMLLEHHbIX SSL-
coeANHEHN.

BKAountb puabTPaLMIo NPoToKona SSL/TLS: ecin punbTpauma NPOTOKOa OTK/IOYEHA, MPOrpaMma He CKaHUpyeT
obmeH AaHHbIMM Mo NpoToKony SSL.

Pexkum ¢punbTpaumm npoTokonos SSL/TLS AocTyneH co cneayrolmmm napameTpamu.

ABTOMaTHUUYECKUIA PEXKUM: 1CMOJb3YEeMbli MO YMONYAHUIO PEXKUM, B KOTOPOM CKaHUPYHOTCA TO/IbKO
COOTBETCTBYIOLIME MPUIONKEHUSA, TaKME KaK Be6-6pay3epbl U MOUTOBbIE KAMEHTbI. EF0 MOXKHO nepeonpeaennto,
BbIOPAB NPUNOKEHUS, ANA KOTOPbIX ByAeT CKaHMPOBATLCA Nepesaya AaHHbIX.

MHTepaKTUBHbIN pPeXXUM: NPY BbIMOJIHEHWUM BXOZA Ha HOBbINM 3aLLMLLEHHbIN SSL-caiT (C HEM3BECTHbIM
cepTMOUKATOM) Ha 3KPaH BbIBOAUTCA AMaIOTOBOE OKHO Bbibopa AENCTBUA. DTOT PEXKMM NO3BOIAET CO34aBaTb
CMUCOK cepTUPUKaTOB SSL M NPUNOIKEHWNI, UCKAOYAEMbIX U3 CKAHNMPOBAHUA.

PeXXum NoauTUKK: BbibepuTe 3TOT BapMaHT, YTOObI CKaHMPOBATb BCe 3alMLLeHHble SSL-coeaMHeHMA, Kpome Tex,
KOTOpPbIe 3aLLMLLEHbI UCKAOUYEHHBIMW U3 MPOBEPKM cepTUdMKaTamu. Ecamn ycTaHaBAMBaETCA HOBOE COeAMHEHME,
MCNo/b3yloLee HeWU3BECTHbIN 3aBEPEHHbIV cepPTUOMKAT, NO1b30BaTE b HE NONYYUT YBELOMIEHMSA, @ CAMO
coeaMHeHWe aBTOMaTM4YecKkm byaeT dunbTpoBaThea. MNpun JoCTyne K cepBepy C HEHAAE KHbIM CePTUOUKATOM,
KOTOpPbI MOMEYEH M0/1b30BaTeIeM KaK A0BEPEHHbIN (406aBAeH B CMMCOK A0BEPEHHbIX ce pTUPMKATOB),
COeAMHEHME C 3TUM CEPBEPOM PaspeLlaeTCs, a COAePKMMOe KaHana casu punbTpyeTca.

CnUCcoK NpunoKeHuit, otpunbTPOBaHHbIX C MTOMOLLbIO SSL: N0o3Bo/IAET HacTpamBaTb noBegeHMe ESET NOD32
Antivirus on1a 3aaHHbIX NPUIONKEHUIA.

CNUCOK U3BeCTHbIX ce pTUPUKATOB: N03BOAAET HAacTpouTb NnoBegeHmne ESET NOD32 Antivirus B OTHOLWEHMM
KOHKpPEeTHbIX cepTudunkaTos SSL.

UcKniountb 06MeH AaHHbIMM, 3aLLMULLLEHHDIM C NOMOLLbIO Ce pTUDUKATOB BbICOKOM HageKHocTu (EV): Korga aToT
napameTp BK/tOYEH, 0OMEH AaHHbIMM C TaKUM TUNOM cepTudumKaTa SSL byaeT UCKAKOYEH M3 npoBepKu. SSL-
cepTMOUKATLI BbICOKOM HaAEKHOCTM FAPAHTUMPYIOT, YTO OCYLLECTBAAETCA MPOCMOTP MMEHHO Tpebyemoro caiTa, a He
WAEHTUYHO BbIFNAAALLETO NOAAe1bHOTO (06bIYHO NoAAe IbHbIMM BbIBAOT GULLMHIOBbIE CalTbI).

BAokupoBaTb WndpoBaHHbIE NOAK/OYEHUSA, UCMO/b3YIOLLUE YCTapeBLUMIA NPOTOKOA SSL Bepcum 2: coeanHEHUS,
ucnonbaylolme 6onee paHHIOW Bepcuio NpoTokona SSL, byayT aBTomaTmMyeckn 610KMpoBaThCA.

KopHeBsoii ceptudpmkar

[Do6aBuTb KOpHEBOI cepTUPUKAT B U3BECTHbIE Bpay3epbl: 419 HOPManbHOM paboTbl SSL-NoaKNOYEHNI B
6pay3epax M NOYTOBbIX KAMEHTax HeobxoaMMo A06aBUTb KopHeBOM ce pTUdUKAT ESET B CNMCOK M3BECTHbIX
KOpHEBbIX cepTuduKaToB (U3gateneit). Mpu BKAOYEHUM 3TOro napameTpa ESET NOD32 Antivirus aBTomaTuyecku
nobasnseT KopHeBon cepTudukaT ESET B n3BecTHble bpay3epbl (Hanpumep, Opera v Firefox). Ana 6pay3epos,
MCMONb3YOLWMX CUCTEMHOE XpaHuauLLe cepTudmKaTos (Hanpumep, Internet Explorer), ceptuoukar gobasnsercs
aBTOMATUYECKN.

[Na ycTaHOBKM cepTUdMKaTa B HEMOAAe PsKMBaeMble Bpay3epbl Noc/ea0BaTeIbHO BbibepuTe 31eMEHTbI
MpocmoTpeTb cepTuduKat > fononHutenbHo > Konuposatb B daiin..., a 3aTeM BpyUHYI0 UMMNOPTUPYIATE 3TOT
cepTudmkar B bpaysep.

CpoK peicrBus ceptudukara

Ecnv npoBeputb cepTUdUKAT C NOMOLLbIO XpaHuAULW,a cepTudukatos TRCA He yaaeTca: B HEKOTOPbIX CAyYanx
cepTUdMKaT HEBO3MOXHO MPOBEPUTH C MOMOLLBI0 XPaHUANLLA CEPTUGMKATOB A0BEPEHHbIX KOPHEBbIX LLEHTPOB
ceptudmKkaumm (TRCA). 310 3HaUMT, UTO Y cepTMdMKaTa CyLLecTByeT cobCTBEHHAn NOANMNCL Kakoro-anbo apyroro
cybbeKTa (Hanpumep, agMUHUCTPaTopa Beb-cepBepa AN HEBObLLOK KOMNAHUKN) U MPUHATUE PeLleHUsA O
BbIbOpe TaKoro cepTUdMKaTa Kak 4OBEPEHHOro He BCeraa npeacTaBaseT OnacHOCTb. BObLWMHCTBO KPYMHbIX
KOMMNaHuit (Hanpumep, 6aHKK) NCNob3yIOT cepTudUKaTbI, nognucaHHble TRCA. Ecnuv ycTaHoBAeH GAaxoK
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3anpalumBaTb AeACTBUTENbHOCTb cepTUdUKaTa (Mo YyMONYaHUIo), Noab3oBaTe o byaeT npeasiosKeHo BbibpaTb
OelCTBMe, KOTopoe ciedyeT NpeanpUHATL BO BpeMs YCTaHOBKM 3alindpoBaHHOTo coeguHeHMA. MoXHO BbibpaThb
BapuaHT BIOKMpoBaTb coeguHEeHUA, UCMO/Ib3YIOLWME cepTUdUKAT, UTOObI Bceraa paspbiBaTh 3alUMPPOBaAHHbIE
COeAMHEHMA C CaUTOM, UCMONb3YIOLWMUM HEMPOBEPEHHDIV ce pTUPUKaAT.

Ecnm cepTudUKaT Hege UCTBUTENIEH UM NOBPEXKAEH: 3TO 3HAUMT, UTO UCTEK CPOK AENCTBUA CePTUDUKATA UM Ke
NCMoNb3yeTcA HenpaBuUibHOe cOBCTBEHHOE 3aBepeHue. B 3Tom cyyae pekomeHayeTca BbibpaTb BAOKMpoBaTb
coeAVHeHUs, UCNob3yloL e cepTUUKAT.

4.2.3.4.1 CeptuduKartbl

Ona HopmanbHOM paboTbl SSL-noakNoYeHUI B Bpay3epax U MOUYTOBbLIX KINEHTax HeobxoauMo A06aBUTb KOPHEBOW
cepTndmkat ESET B CNMCOK U3BECTHbIX KOPHEBbLIX cepTUPUKaTOB (M3aaTeneit). MNapameTp Jo06aBuTb KOpHEBOI
cepTudUKaT K u3BeCTHbIM 6paysepam Ao/1KeH 6biTb aKTUBMPOBaH. BbibepuTte 3TOT NapameTp, YTobbl aBTOMaTUYECKU
[06aBUTb KopHeBoW cepTudmMKaT ESET B n3BecTHble 6pay3epsbl (Hanpumep, Opera, Firefox). [na 6pay3sepos,
NCMONb3YHOLWMX CUCTEMHOE XpaHuauLLe cepTudmKaTos (Hanpumep, Internet Explorer), ceptudukat gobasnsercs
aBTOMaTMYecKu. [Ins yCTaHOBKM cepTuUdMKaTa B HeNoaae prkmBaemble 6paysepsbl BbibepuTe MpocmoTpeTb
ceptudukKar > flononHutenbHo > KonuposaTtb B ¢pai..., a 3aTem BpyUHYO MMNOPTUPYITE ero B 6paysep.

B HeKoTOpbIx cyvanx cepTudMKaT HEBO3MOXKHO NPOBEPUTL C MOMOLLBIO XPaHUAMLLA AOBEPEHHbIX KOPHEBbIX
cepTMOUKaATOB cepTUMLMPYIOLWMX OpraHoB (Hanpumep, VeriSign). 3To 3HauuT, 4To Y cepTUdMKaTa cyecTsyeT
cobcTBEHHAsA NoAnMcb Kakoro-anbo apyroro cybbekTa (Hanpumep, agMUHUCTpaTopa Beb-cepeepa MAM HebonbLIOK
KOMMaHWK) U NPUHATUE peLLeHMA O BbIbope TaKoro cepTUdMKaTa Kak LOBEPEHHOIO He BCeraa npeactaBnaeT
0MacHOCTb. BONbLINHCTBO KPYMHbIX KOMMNaHUI (Hanpumep, 6aHKM) UCMOIb3YIOT cepTUPUKATLI, noanncaHHble TRCA.
Ecnu yctaHoBNeH pnarkoK 3anpawmneaTb A4eiCTBUTENIbHOCTb cepTudMKaTa (No ymonyaHuio), nosb3osaTento byaet
npeanoXKeHo BbIbpaTb AeCTBUE, KOTOPOE CAeayeT NpeanpUHATbL BO BPEMSA YCTAaHOBKM 3aLLUMPPOBAHHOMO
coeanHeHwuA. Ha akpaHe 0TobpasnTca AManoroBoe OKHO A1 Bblbopa AeNCTBMA, B KOTOPOM MOXKHO NPUHATL peLlieHume
0 TOM, YTO C/iegyeT caenathb: MOMEeTUTb CePTUPUKAT KaK JOBEPEHHbIN MU KaK UCKAIOYEHHbIN. Ecnn cepTudmkat
OTCYTCTBYET B CMUCKE XPaHMUAULLA AOBEPEHHbIX KOPHEBbIX CEPTUOUKATOB CEPTUDULMPYIOLLMX OPFraHOB, /15
odopmMNEeHMA OKHa UCNOJb3yeTCA KpacHbIi LBeT. ECu e cepTUdMKAT eCcTb B 3TOM CNUCKe, OKHO byaeT odopmneHo
3e/1eHbIM LLBETOM.

Mo»KHO BblIbpaTb BapnaHT BAOKMPOBaTb coeAMHEHUA, UcnoNb3ytolme cepTudmKaT, UTobbI BCeraa paspbiBaTh
3alMbpoBaHHbIE COEANHEHMA C CAUTOM, UCMO/b3YIOLWMM HEMPOBE PEHHbIN cepTUDMKAT.

Ecnuv a10T cepTUdMKAT HEAENCTBUTENEH UM NOBPEKAEH, 3TO 3HAYMT, YTO UCTEK CPOK AEMNCTBUA CEPTUPUKATA AU Ke
MCMoNb3yeTcA HeBepHoe cobcTBEHHOE 3aBepeHue. B aTom cnyyae pekomeHayeTcs 610KMpPOBaTh COEAUHEHMS,
MCMoNb3ylowme AaHHbIN cepTUDUKAT.

4.2.3.4.1.1 3awundpoBaHHbI ceTeBoM TpaPuK

Ecnun KomnbloTep CKaHUPYeT coeAMHEHUS, UCMOJb3yloLuMe NPOTOKOoA SSL, Npy NonbITKe YCTaHOBUTL 3allmMdpoBaHHOe
coeanHeHue (C UCnoab30BaHUEM HEMU3BECTHOTO CePTUPMKATA) Ha SKPaH MOKET BObiThb BbIBEAEHO ANANOr0OBOE OKHO,
npeanaratollee BbibpaTthb genicTeme.

37O AMaNOroBoe OKHO COAEPKUT CeAyoLmMe AaHHbIE:

® VIMA MPUIOXKEHMA, KOTOPOE MHULIMMPOBANO 0BMEH AaHHbIMU;
® VIMA UCMOAb3YEMOro cepTUdMKaTa;

® BbINOJIHAEMOE AENCTBUE: HYXKHO BblbpaTb, CKAHMPOBATL /1N 3aWINMPPOBAHHOE COeANUHEHMNE U 3aNOMMHATb /1N
AencTeme ana npunoxeHusa nubo ceptudukara.

Ecnu cepTndmKaT He HaxoAMTCA B XPaHUULLE AOBEPEHHbIX KOPHEBBIX LLEHTPOB CePTUOUKALLMK, OH CYMTAETCA
HeHaZeXHbIM.
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4.2.3.4.2 CnuUCOK U3BECTHbIX cepTuduKkaTtos

CNUCOK u3BeCTHbIX ce pTUPUKATOB No3BoaAET HacTpouTb nosegeHmne ESET NOD32 Antivirus B OTHOLIEHUM
KOHKpPETHbIX cepTUPMKATOB SSL, a TaKKe HAaCTPOUTb 3aNOMMUHAHMeE AeNCTBUIM NOIb30BaTENA, EC/IN B PEXUME
dunbrpauma npotokosos SSL/TLS Bbi6paH UHTepaKTUBHbIN pexum. ClMCOK MOXHO NPOCMOTPETb U
OTpPeaaKTUPOBaTb, NOC/eA0BATE/IbHO BbIOPaB 3/1eMeHTbI [LonoNHUTENbHbIE HAacTpoiiku (F5) > UHTepHeT n
3/1eKTPOHHasA nouta > SSL/TLS > CnMcoK u3BecTHbIX ce pTUPUKATOB.

B okHe CNMUCOK M3BeCTHbIX cePTUDUKATOB MMEIOTCA NEePeUNC/IEHHbIE HUMXKE 31 MEHTbI.
Cton6upl

NUmsa : ums cepTuduKara.

MU3pgatenb cepTudUKara : Ma cosgaTtens ceptuduKara.

Cy6beKT cepTUdMKaTa : 3TO M0/1e YKa3blBaeT Ha CYObEKT, KOTOPOMY MPUHALIEKNUT OTKPbITbIN KAtOY,
COAEePKALUMIACA B MONE OTKPLITOrO K/toda cybbekTa.

[octyn: B KayecTBe 3HayeHUs napameTpa [Jeicreue aocryna Bbibepute Paspewntb nav 3a610KMPOBaTb, YTOODI
paspeLumnTb Uan 3a610KMPOoBaTb 06MEH AaHHbIMM, 3aLUMLLEHHbIN 3TUM CePTUGUKATOM, HE3aBUCUMO OT €ro
HageKHOoCTW. BbibepuTe ycTaHOBKY ABTOMAaTMUYECKM, UTOObLI paspeLlaTb A4OBEPEeHHble cepTUdUKaTbl U npeanaratb
BapWaHTbl e NCTBUIA ANA HeHaZeXHbIX. BbibepuTe 3anpalimBaTb, YTo6bI BCErAa 3anpallmBaTh AeNCTBUSA
nosib3oBaTens.

CKaHMpOBaTb: B Ka4yecTBe 3HaYeHus napameTpa [eicTBMe CKaHUPOBaHUA BbibepuTe CKAHUPOBATb UK
MponycTutb, 4TO6bLI CKAHUPOBATb UKW UTHOPUPOBATb OBMEH AaHHBIMU, 3aLMLLEHHbIV 3TUM CEPTUOUKATOM.
BbibepuTe ycTaHOBKY ABTOMATUUYECKU, YTOObI CKAHMPOBAHMWE BbIMOIHAI0CH B aBTOMATUYECKOM PEeXXMME, a 3anpoc
OEeNCTBUA — B MHTEPAKTMBHOM. YTOObI Mporpamma Bceraa 3anpallvBasna y no/ib3oBaTe i, Kakoe Aeicrame
cneayeT BbIMO/IHUTb, BbibepuTe yCTaHOBKY 3anpalumBarhb.

dnemeHTbl ynpasnieHus

Do6aBuTb — BbIGOP HOBOTO CEPTUDMKATA M HACTPOIKA €ro NapameTPOoB, CBA3aHHbIX C 4OCTYMOM U
CKaHWpPOBaHMEM.

N3meHUTDb: BbibepuTe cepTUOUKAT, KOTOPbIN HYXKHO HAaCTPOUTb, U HAXKMUTE KHOMKY M3MeHUTD.
Yaanutb: Bbibepute cepTUPMKAT, KOTOPbIN HY}KHO YAANUTb, U HAXKMWUTE KHOMKY YAaNUTb.

OK/OtmeHa : HaxkmuTe KHonKky OK a1 coxpaHeHua usmeHeHun nnv OTMeHa ana nx OTMEHbI.

4.2.3.4.3 CnuUCOK NPUNOXKEHU, OTPUALTPOBAHHDbIX C nomoLybio SSL/TLS

CNUCOK NPUNOKEHUIA, OTPUNBTPOBAHHDbIX C NOMOLLbIO SSL/TLS, MOKEeT MCNO0/1b30BaTLCA 414 HACTPOWKM NOBEAEHUA
ESET NOD32 Antivirus B OTHOLIEHUM KOHKPETHbIX NMPUNOXKEHUI, @ TaK}Ke 3aNOMUHAHMA BbIOPaHHbIX AEUCTBUIA, €C/TN B
pexxkume Punbrpauma NPoTokoos SSL/TLS BbiI6paH MHTEPaKTUBHDbIN peXKuMm. CMCOK MOXKHO MPOCMOTPETb U
OTPeAaKTUPOBaTb, NOC/eA0BaATE/IbHO BbIOPaB 3/1eMeHTbI [LoNnoNHUTENbHbIE HAacTpoiiku (F5) > UHTepHeT n
3/1eKTPOHHasA nouta > SSL/TLS > CAncoK npunoxKeHunin, otdunbTpoBaHHbIX C NOMOoLbio SSL/TLS.

B okHe CnUCOK NpUnoXKeHUin, oTGUALTPOBAHHbIX C MTOMOLLbIO SSL/TLS nmetoTca nepeUmncieHHble HUMXKE 31eMEHTbI.
Cton6upl

MpunokeHune: MMa NPUNOKEHWUA.

DeiictBue ckaHupoBaHuA: BbibepuTe CKaHMpOBaTb 1AM MPONYCTUTb, YTOBbI CKAHUPOBATb UAM UTHOPUPOBATL
06MeH AaHHbIMM. BbibepuTe ycTaHOBKY ABTOMAaTHUE CKM, YTOObI CKaHMPOBaHME BbINOHANOCH B aBTOMATUYECKOM
peknMme, a 3anpoc AeNCTBUSA — B MHTEPAaKTUBHOM. YTO6bI MporpamMma Bcer4a 3anpallnsana y nosib3osaTens,
KaKoe ZeicTBue cneayeT BbiNONHUTL, BbibepuTe yCTaHOBKY 3anpalmBearb.

dnemeHTbl ynpasnieHus

Do6aButb: fob6aBNEHME PUABTPYEMbIX MPUNOKEHWUIA.
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N3meHuUTb: BbibepuTe ce pTUdUKaT, KOTOPbIN HYXKHO HAaCTPOUTDL, U HAXKMUTE KHOMKY U3MEeHUTb.
Ypanutb: BbibepuTte cepTUOUKAT, KOTOPbIV HYXKHO YAANUTb, U HAXKMUTE KHOMKY YAaNUTb.

OK/OTtmeHa : HaxkmuTe KHoMKy OK a/1a coxpaHeHMa nsmeHeHuin unm OTmeHa a1s X OTMEHbI.

4.2.4 3awuTta OoT GULIMHIA

TepMUH «PUWINMHI» 0603HaAYaeT NPECTYNHYIO AEATENBHOCTb, B PaMKax KOTOPOM UCMOb3yeTcA CoumManbHan
WHXKeHepua (MaHUNYyIMPOBaHME NO/b30BaTENAMM, HAaMPaBAeHHOEe Ha NoJlyYeHMe KOHPUAEeHLUMANbHOM
MHbopmMaLmm). PULIMHT YaCTO UCMONb3yeTca ANA NOAYYEeHMA AOCTYNa K KOHOUAE HUMANbHbBIM CBE AEHUAM, TAKUM KaK
Homepa 6aHKoBCKMX cyeToB, PIN-Koapbl 1 T. n. lonofHUTE IbHble cBeAeHUs 06 3ToM AeATeNbHOCTU NpUBeAeHbI B
rnoccapumn. Mporpamma ESET NOD32 Antivirus obecneunsaeT 3aWwuTy oT GULIKHIA: BEO-CTPaHULbI, KOTOpble
3aBeJOMO PACNpPOCTPAHAOT TAaKOM TUM COAE PHKMMOT0, MOTyT BbiTb 3a6/10KMPOBaHbI.

HactosaTenbHO peKomeHayeTca BKAOUNTb 3awmTy OT duwmHra B nporpamme ESET NOD32 Antivirus. 118 3TOro HY»KHO

B OKHe [lonosiHuTeNbHble HacTPoiiku (F5) nocneoBaTeNnbHO WENKHYTb 31eMeHTbl MHTepHeT U 3/1IeKTPOHHas novTa >
3awuTa ot GpULIMHTa.

B cTaTbe Halwel 6a3bl 3HaHU NPUBEAEHbI AONOIHUTENbHbIE CBEAEHUS O 3aWuMTe OT GULLKHIA B nporpamme ESET
NOD32 Antivirus.

JocTyn K puwmHrosomy Be6-canty

Korpa oTKpbiBaeTca GULLMHIOBLIN Be6-caiT, B Be6-6pay3epe oTobparkaeTca cneaytollee AManoroBoe okHo. Ecau Bbl
BCE PAaBHO XOTUTE OTKPbITb 3TOT BE6-CAlT, WeKHUTE 3n1emeHT UrHOpUpPOoBaTb yrposy (He pekomeHayeTcs).

o
®@|@ no-¢ ” & Npeaynpexaenne ESET N...

ESET NOD32 ANTIVIRUS
A\ TNortenumnansHas noneitka GuwnHra

3Ta Eef-CTpaHMUA NBIT3ETCA oBMaHyTe NOCETMTENEH, UTOGE! OHW YKaZanu
KOHOWAEHUMANEHYH WHOOPMALWID, HANPUMEP AaHHEIE MR BXOAE WM HOMEPA
KPEeAUTHLIX KapT.

BepHyThcA Ha NPeAbIAYLLYHO CTPaHMLY?

ey

CooBWMTs 0 HENPaBWNLHO 3aDN0KMPOEaHHOW CTPaHMLE

OTkphITs 6asy sHavud ESET | www.esetnod32.u

NMPUMEYAHME.

Bpems, B Te4eHME KOTOPOro MOXKHO MOAYYNTb AOCTYM K NOTEHLMANbHOMY GULLIMHIOBOMY Beb-CcaliTy, 3aHECEHHOMY
B «6enbli» CNUCOK, MO YMOIHaHUIO UCTEKAET YePE3 HECKOJIbKO YacoB. YToObI paspeLlnTb AOCTYN K Be6-caiTy Ha
NMOCTOSIHHOM OCHOBE, UCMONb3YNTE MHCTPYMEHT YnpasneHune URL-agpecamu. B pasaene [lononHuTenbHble
HacTpoiiku (F5) nocnenoBateNnbHO WENKHUTE 31eMeHTbl MHTepHEeT U 31eKTPOHHaA noyTa > 3awuTa gocTtyna B

UHTepHeT > YnpasneHue URL-agpecamum > CNUCOK agpecoB., Bbibepnte kKomaHay U3meHUTb 1 obasbTe
HeobxoauMbIl Be6-CaliT B CMMUCOK.
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CoobuweHue o0 GULLMHIOBOM caitTe

Ccbinika CoobLnTL N03BOAET COOBLMTL O GULLIMHIOBOM UM BPEeJOHOCHOM Beb6-caiiTe B KomnaHuio ESET ¢ uenbio
NpoBeAeHWA ero aHanumsa.

NPUMEYAHMIE.
Mpexae yem oTNPaBAATb agpec Beb-caiTa B KomnaHuto ESET, ybeauTech B TOM, YTO OH COOTBETCTBYET OAHOMY
WU HECKOIbKUM U3 C/Ie Ay IOLWUX KPUTE PUEB:

e Beb-calT coBcem He 0bHapyKMBaeTcs;
e Be6-CaliT HenpaBuIbHO 0B6HaPYKMBAETCA KaK yrpo3a. B TakomM C/ly4ae MOKHO COOBLLUTb O JIOKHOW METKE
bULLIMHIOBOrO cainTa.

Nnn ke agpec Beb-caiiTa MOXKHO OTNPABUTb MO 3/1€KTPOHHOM noyTe. OTnpaBbTe NMCbMO Ha agpec
samples@eset.com. loMHUTE, YTO TEMA NMCbMa AO0/1XKHA OMMUCbIBATb NPOHEMY, a B TEKCTE NUCbMA CledyeT yKasaTb
MaKCMManbHO MOJIHYO MHbOpMaLMIo 0 Beb-caiiTe (Hanpumep, Be6-caiT, C KOTOPOTo Bbl MOMaaM Ha 3TOT CaT, KaK Bbl
y3Hanu o6 aTom caitte U T. 4.).

4.3 O6HOBNEHME nporpammbl

PerynapHoe obHoBneHmne ESET NOD32 Antivirus — nyylmin cnocob obecneuymntb MakCUMabHbI YPOBEHb
6e30nacHOCTM KoMnbtoTepa. Moayb 06HOBAEHUA NOAAE PXKMUBAET aKTya/IbHOCTb NPOrPaMMHbIX MOZYNEN U
KOMMOHEHTOB CUCTEMbI.

BbibpaB nyHKT O6HOBAEHME B I/TaBHOM OKHE MPOrpaMmbl, MOXKHO MPOCMOTPETb MHGOPMALIMIO O TEKYLLEM COCTOAHMMU
0bHOBNEHMA, B TOM YMC/Ie AaTy U BPEeMA NocAeAHEro yCrnellHo BbiNO/JIHEHHOTO 0O6HOBAEHMSA, a TaKXKe CBeAeHUS 0
HeobxoAMMOCTN 06HOBNEHUS.

TaKKe MOMKHO BbINO/IHUTb OOHOBNEHME BPYYHYIO, HaXKaB KHOMKY MpoBeputb HannumMe o6HoBAEHMIA. PeryaspHoe
0b6HOB/EHME NPOrPaMMHbIX MOZY/1E/ U KOMMOHEHTOB ABNAAETCA BaXKHbIM acneKTom obecneyeHus NoIHOM 3aWmTbl OT
BpeAOoHOCHOro Koaa. YaenuTte ocoboe BHUMaHUE M3yYeHUI0 KOHOUIYpUpoBaHMA 1 paboTbl 3Toro npouecca. Ans
nosy4yeHua o6HOBAEHMI HEOBXOAMMO aKTUBMPOBATb NPOAYKT C NOMOLLBHO BALLEro NULLEH3MOHHOTO KatoYva. Ecam
JINUEH3MOHHbIW K04 He Bbl/1 YKa3aH B NpoLecce YCTaHOBKM, 3TO MOXKHO CAeNaTb 4J19 aKTMBALLMM NPOrpammbl Mpu
06HOBNEHUN, YTOObI MONYYUTL AOCTYN K cepBepam ob6HoBAeHMM ESET.

NMPUMEYAHUE
JINLLEH3MOHHbIM K104 NPeA0CTaBASETCA MO 9N1eKTPOHHOM noyTe KomnaHuen ESET nocne npuobpeteHns ESET
NOD32 Antivirus.
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(esfE1) NOD32 ANTIVIRUS

ObHoBNEHME @
A [oMaluHAA CTpaHMua
CKaHUpPOEaHWE Son LS ATTIVITLE

o KOMMBHOTEDA V TekyLLLaRA BEPCURA: 11.0.121.0
3 OGHOBneHWe
£ cepeuc MocnegHee ofHoBAEHKE: 9/14/2017 12:49:27 PM

V [NocnegHAn NnpoeepKka Ha HaAK4YMe 9/14/2017 12:58:33 PM
¥ Hacrpoiika 0BHOEASHUIA:
© Cnpaexa v nogaepxxa MokazaTe BCE MOLYAM

EM|OY SAFER TECHNOLOGY™ anIEEpMTI: HanMuyme oBHOENEHMA

TeKyw,an Bepcua: oTobpakaeTcs HOMep TEKYLLE YyCTaHOBAEHHOM BEPCMM MPOAyKTa.

MNocnepHee o6HoBNEeHMe: OTOGparkaeTcsa AaTa nocneaHero obHosAeHUA. ECin He oTobpaykaeTca HeaBHAA AaTa,
BO3MOXHO, BallX MOAY/IN NPOAYKTa HEaKTya lbHbl.

MocnepHAA npoBepKa Ha HaiMune 06HOBNEHUIA: OTOOpaXKaeTcsa AaTa NnocaeHel MPOBEPKM Ha Hanuuyme
obHOBIEHNIA.

MokasaTtb Bce moaynu: 0T06pa)Ka(3TCﬂ CMNCOK YCTAHOBJ/TIEHHbIX MPOrPaMMHbIX MO,CI,ynEVI.

HaxmuTe MpoBeputb Hannumne o6HOBAEHUIA, YTOObI HAWTM NOC/Ie AHI0 AOCTYNHY0 Bepcuto ESET NOD32 Antivirus.

Mpouecc o6HOBNEHUA

Mocne HaxaTuna KHonku MpoBepuTb Hanuumne o6HOBAEHMI HaunHaeTCs 3arpy3Ka. Ha akpaH byayT BbiBeAgHbI
WNHANKATOP BbINOJIHEHWUA 3arpy3Kun M BPeMsA A0 ee OKOHYaHKA. YTobbl npepBaTh NpoLecc 06HOBNEHUA, HAXKMUTE
OTMmeHUTb o6HOBNEHMe.



(esfE1) NOD32 ANTIVIRUS

ObHoBNEHME @
A [oMaluHAA CTpaHMua
CKaHWpOBaHWe eobl NOLS. Antivirus

o KOMMBHOTEDA V TekyLLLaRA BEPCURA: 11.0.121.0
3 O6HoBeHMe *
& cepmuc MocneaHee oBHOBABHKME: 9/14/2017 12:49:27 PM

V [NocnegHAn NnpoeepKka Ha HaAK4YMe 9/14/2017 12:58:33 PM
¥ Hacrpoiika 0BHOEASHUIA:
© Cnpaexa v nogaepxxa MokazaTe BCE MOLYAM

u L L L - -
ENJOY SAFER TECHNOLOGY™ OTMEHUTE OBHOENEHME

BAXHO!

O6bl4HO B OKHEe OBHOBNEHME 0TObpaXKaeTcA 3e1eHbli GaXKOK, YKa3blBalOLWMI Ha TO, YTO YCTAaHOBNEHA
aKTyasbHasA Bepcua Nporpammbl. Ecam aToro coobuieHmsa HeT, nporpamma ycrapena. Mpu 3Tom noebilwaeTcs pPUCK
3aparkeHunn. O6HOBMTE MOAYNN KaK MOMKHO CKopee.

Mpeablaylee yBegoMaeHUE CBA3aHO CO CaeayoWmMMn AByMA coobeHnamm 06 owmbKax npy o6HOBAEHUMN.

1. HepelicTBUTENbHAA NULEH3UA: B pPa3ge/ie NapaMeTpoB 0O6HOBEHNA BBEAEH HENPABU/bHbIM NULLEH3UOHHbI
KAto4. PeKoMeHayeTcsa NpoBepuTb AaHHbIe ayTeHTUOUKALMKN. B OKHe «[oNONHUTEIbHbIE HAaCTPOMKNY (Bbibepute
NyHKT HacTpoiiKa B r1aBHOM MEHI0, NMOC/E YEro WeAKHUTE 31eMeHT [,onoaHUTEIbHbIE HAaCTPOWUKU, UM HAXKMUTE
Knasuuy F5) cogeprKaTca paclumpeHHble napameTpbl 06HOBAEHUA. B r1aBHOM MeHI0 NocieA0BaTe 1bHO
e IKHUTE 31eMeHTbl CnpaBKa U noaaeprKka > U3MeHUTb INLEH3UI0 1 BBEAUTE HOBbIM IMLEH3MOHHbIN Ktou.

2. Mpw 3arpyske ¢aitnos 06HOBNEHUIT MPOU30LLNA OLIMBKA: BO3MOKHAA NPUUYMHA 3TOM OLUMOBKN — HenpasBu/bHble
napameTpbl NOAKNYEHUSA K MHTEPHETY. PEKOMEHAYEeTCA NPOBEPUTL HaIMYME NOAKNOYEHUA K MHTepHeTy
(Hanpumep, nonpobyitTe OTKPbITb Nt060M Beb-caliT B bpay3epe). Ecnu Beb-caliT He OTKPbIBAaETCA, BOSMOXKHO, He
YCTaHOB/IEHO NOAKNIOYEHME K UHTEPHETY MU Ha KOMMNbIOTEPE BO3HUKAN Kakne-nnbo npobnembl ¢
noakatoYeHem K cetn. Obpatutech K cBOeMy MOCTaBLUMKY yCnyr MHTepHeTa, YTobbl BbIACHUTb, €CTb /1N Y BacC
aKTMBHOE NOAKNIOYEHME K UHTepHeTy.
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(esfE1) NOD32 ANTIVIRUS

ObHoBNEHME @
A NoMawHAR cTpannLa
CKaHWpOBaHMe ESET NOD32 Ant
o KOMMNBLHOTEPS V’ TekylLlan BepoIA: 11.0.121.0
3 OGHOBneHWe
£ Cepenc MocnegHee ofHoBAEHKE: 9/14/2017 12:ﬁ_19:2Fr PM
Y Nocregusn NpPoBepKa Ha HaAK4me 9/14/2017 12:58:33 PM
¥ Hacrpoiika 0BHOEASHUIA:
© Cnpaexa v nogaepxxa MokazaTs BCE MOLYM
g OBHOoBNEHWE MOAYAEA He BLINOAHEHO
CepEep He HaligeH.

EM|OY SAFER TECHNOLOGY™ ﬂpGBEpM'h HanMuyme oBHOENEHMA

1 NPUMEYAHME.
JononHUTENbHbIE CBEAEHWNS MOYKHO HalTU B 3TOM cTaTbe 6asbl 3HaHM ESET.

4.3.1 NapameTpbl 06HOBNEHUA

MapameTpbl 06HOBNEHUA AOCTYMNHbI B AepeBe JononaHuTenbHble HacTpoiku (F5) B pasgene O6HoBneHue > O6bluHas.
B aTom pasgene npuogutca MHGopmaLma 06 UCTOYHMKAX OOHOBNAEHUIA, TaKMUX KaK cepBepbl 0OHOBAEHUI, @ TaKKe
Tpebyemble /19 HUX AaHHble ayTeHTUOUKALMM.

O6wume

TeKywmii npodnnb o6HOBAEHMA OTOOPArKaeTca B packpbiBatowemca meHto Mpodunb o6HoBAEHMA. YTOObI cO34aThb
HOBbIM NPOdUIb, PAAOM C 3n1eMeHTOM CNUCOK Npoduneit HaxkmuTe KHonKy U3ameHuTb, BBeaMTe Mma npodunsa u
Ha)kMuTe KHomnKy [,06aBuUTb.

Ecnv Bo Bpems 3arpyskm o6HOBNEHUIA MOAYNA 0OHAPYKEHUSA BO3HUKAM NPOo61eMbl, LWeNKHUTE OUMCTUTD, UTOObI
YOANUTb BpeMeHHble dainnibl 0OHOBAEHUIM (OYNCTUTD KILWL).

OTKar

Ecnv Bbl Nogo3peBaeTe, YTo NociegHee o6HoBNeHMe 6a3bl AaHHbIX CUTHATYP BUPYCOB M (MAK) Mmogynel Nporpammbl
nospexaeHo 1Mbo paboTaeT HeECTabUAbHO, MOXKHO BbIMOJIHUTL OTKAT K NpeaplayLein BepCcumn U OTKIYNTD
06HOBNEHMA Ha YCTAaHOBEHHbIN Nepuno BpeMeHU. Un MOXKHO BK/IIOUUTb paHee OTKAOUYEHHble 0BHOBEHUS, eCn
OHM OT/IOXKEHbI HAa HeoNpeAe IeHHbIM NepuoL BpeMEHMU.

Mporpamma ESET NOD32 Antivirus co3gaeT CHUMKU Moayna 0O6HapyXKeHUa U NPorpammHbIX Moaynein. ITU CHAMKU
ncnonb3yoTea GyHKUMe omkama. YTobbl co3aaBanmcb CHUMKM 6a3bl JaHHbIX CUTHATYP BUPYCOB, OCTaBbTe G1axoK
Co3patb CHUMKM PaitnoB 06HOBNEHUIA yCTaHOBNEHHbIM. B nosne KonnuectBo CHUMKOB, XPaHALLUXCA NOKANIbHO
YKa3bIBAETCA KOJIMYECTBO XPAHALLMXCA CHUMKOB NpeablayLumnx COCTOAHMI 6a3bl 4aHHbIX CUrHATYpP BUPYCOB.
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Mocne HaxaTusa KHOMKK OTKATUTD ([JononHuUTenbHble HacTpoiku (F5) > O6HoBnaeHMe > 06wme) B packpblBatoLemca
MEHIO HYXHO BbIBPaTh NPOMEKYTOK BPEMEHM, Ha KOTOPbIN ByAeT NpMoCTaHOBIEHO 0BHOBAEHME MOAYNA
06HapY»KeHMA 1 NPOrPaMMHbIX MOAY/1EN.

PacluMpeHHble napameTphbl Q X @
3ALLIMTA OT BMPYCOB OBLLVE
OEHOB/EHMWE

B nroonan

WIHTEPHET 1 2NEKTPOHHARA
noyTa Cnwncok npodunei MzmeHnT [ ]

KOHTPO/b YCTPOIACTE

W3MEHEHUE NMPOPLUNA
CNYAEBHEBIE MPOTPAMMBI
BrifepuTe npodnne, KOTOPEIA HY#HD M3MEHWTE Moii npodune w4 (i ]
WHTEPQEAC NOMB3CBATENA
B OCHOBHOE
Tun cbHoBnEHMA PerynapHoe oGHOBNEHNE L'
OmnrounTte onoeewenne ob yonewHom oBHoBNEHNK 0

PEXXMM OEHOEBAEHWA
E nNPOKCW-CEPBEP HTTP

Ons obecneyeHns NnpaBUAbHOM 3arpy3KkM 06HOBNEHWUIA HEOBX0AMMO KOPPEKTHO 334aTh BCe NapameTpbl 0OHOBAEHUIA.
Ecnmn ncnonbsyetcs panepBos, nporpamme A0MXKHO ObITb paspelieHo 0bMeHMBATbCA AaHHbIMK Yepe3 NHTepHeT
(Hanpumep, Nnepeaaya AaHHbIX NO NpoTokony HTTP).

ﬂ OcHoBHasa MHpopmauumsa

Mo ymonuyaHutio ansa napameTpa Tun o6HOBAEHUI 3a4aH0 3HaYeHMe PerynapHoe o6HOBAEeHUE. DTO 03HAYaeT, YTo
dannbl 06HOBNEHMI By ayT aBTOMaTUYECKU 3arpyKaTtbhca ¢ cepBepa ESET ¢ MUHUManbHbIM pacxoaom Tpaduka.
TectoBble 06HOBNEHMA (NapameTp TecToBoe 06HOBNAEHUE) — 3TO OOHOBNEHUSA, KOTOPbIE YXKe NPOLUAU NOJIHOe
BHYTPEHHEE TeCTUpPOBaHMe 1 B banKalwee Bpems ByayT OCTYNHbI BCEM M0/1b30BaTeNAM. [IpenmyLecTBo mx
MCNO/1b30BaHWUA 3aK/1K0HAETCA B TOM, YTO Y BaC NOABAAETCA AOCTYN K HOBEMLLMM METOAaM OOHapYKeHUA n
ucnpasneHmam. OgHaKo Takne 06HOBNAEHUS MHOTAA MOTYT 6bITb HEAOCTAaTOYHO cTabunbHbl U HE JO/1KHbI
MCMON1b30BaTbCA Ha MPOU3BOACTBEHHbIX CEPBEPAX U Paboumx CTaHUMAX, rae HeobXoaMMbl MaKCUMaNbHble
paboToCcnocobHOCTb M CTabUNIbHOCTb.

OTKAIOUMTb OnoBel,eHre 06 ycnewHom 06HOBAEHUN: OTK/IIOYEHME YBeJOMIEHWNI Ha NaHeIn 33434 B NPaBoM
HWKHEM YTy 3KpaHa. ITOT napameTp yA06HO MCMoab30BaThb, €C/IN Kakoe-Tnbo NpUaoKeHue uam urpa paboTaet B
NoIHO3KPaHHOM perkume. ObpaTute BHMMaHKeE, YTO B UTPOBOM PeXKMME BCE YBEAOM/IEHMUS OTKOUYEHbI.

4.3.1.1 Npodunu o6HOBNEHUA

Mpodunnn obHOBAEHMNS MOXKHO CO34aBaThb AJ18 Pa3/IMUYHbIX KOHPUrypaLmii 1 3aga4 obHoBneHus. Co3gaHue npodunen
06HOBNEeHMA 0cOBEeHHO NOJIe3HO A1 N0/b30BaTeIe MOBUNbHBIX YCTPOMCTB, KOTOPbIM HEOBX0AMMO CO3aaTb
BCMOMOTraTeIbHbIM NPOodUAb 415 PEryASPHO MEHSIOLLMXCA CBOMCTB NOAKIOYEHUS K HTEpHeTY.

B packpbiBatowemca meHto Mpodunb o6HoBAEHUA 0TOBparkaeTcs TeKywmii npodunb. Mo ymonyaHuo ato Moii
npodunb. YTobbl cO34aTb HOBbIM NPOGUADL, PAAOM C 31eMeHTOM CNUCOK Npodunen HarxkmmutTe KHonky U3meHuTb,
BBEAUTE UMA NPOGUAA U HaXKMUTE KHONKY [l06aBUTD.
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4.3.1.2 [ononHuTenbHble HACTPOIKKN O6HOBNEHMA

PacwmpeHHble napameTpbl 06HOBMEHMA NO3BOAIOT HACTPOUTL PeXXUM 06HOBNEHUA U NpoKcu-cepsep HTTP.

4.3.1.2.1 Pexum obHOBNeHMUA

BknazKa PexXum 06HOBAEHUA COAEPKUT NAapamMeTPbl, OTHOCALMECA K PerynapHbIM 06HOBAEHUAM Nporpammbl. C
NMOMOLLIO 3TMX MapPaMeTPOB MOXKHO 334aTb NoBeAeHMe NPOrpammMbl B TeX CNyYasnX, KOraa CTaHOBATCA AOCTYMHbI
HOBble BEPCUMN MOAY/1A OBHAPYKEHUA NN 0BHOBAEHUSA KOMMOHEHTOB NPOrPaMmbl.

O6HOBNEHNSI KOMMNOHEHTOB NPOrPaMMbl COAEPKAT HOBblE GYHKLMMU UM BHOCAT M3MEeHEeHMA B QYHKUMW Npeapblaywmx
BEPCUIA, @ CAaMM BXOAAT B perynspHble 0bHoBAeHUA (Moaynsa obHapy:keHwusa). MNocne ycTaHoBKM 0BHOBAEHMIA
KOMMOHEHTOB MPOrpammbl MOXKeT NoTpeboBaTbCA Nepesarpyska KoMnbloTepa.

JoCTynHbl yKa3aHHble HUXKe napameTpbl.

O6HOBNEHME NPUIOXKEHUA: KOTAa 3TOT NapameTp BKAOUYEH, 0BHOBAEHME KaA0ro M3 KOMMNOHEHTOB NPOrpaMmbl
6y4eT BbINONHATLCA aBTOMaTUYECKK, 6e3 3anpocoB, yBe A0MAEHMIA M NOHOTO 06HOB/IEHUA NPOrPaMMbI.

BKHOUUTDL pyyHOEe 06HOB/IeHME KOMNOHEHTOB NPOrPaMMbl: 3STOT NAapaMeTp Mo YMOJI4aHMIO OTKAoYeH. Ecam aToT
napameTp BKtOYEH U A0CTyNHa bonee HoBas Bepcus ESET NOD32 Antivirus, MOXKHO NPOBEPUTb HaNYMeE
0b6HOBNEHWI Ha naHen O6HOBNEHUE 1 YCTAHOBUTb HOBYHO BEPCUIO.

3anpawmBaTb NOATBEPXKAEHMUE Nepep, 3arpy3Koii 06HOBNEHUA: eC/M 3TOT NapameTp BK/IIOYEH, Nepes
YyCTaHOBKOW /1t060ro A40CTYNHOro 06HOBNEHMA NOABAAETCA ONOBELLEHNE W 3aNpOC NOATBEPHKAEHNA YCTAaHOBKMU.

3anpalumnBatb NoATBEPKAEHME, eCnm pasmep 06HoBneHua npesbiwaeT (KB): ecnun pasmep daiina 4OCTYNHOIO
06HOBNEHMA NPEBbILLAET YKa3aHHbIN 34eCb pa3mep, nepes ycTaHOBKOM Takoro 06HOB/IEHMA NoABAETCA
onoBeLleHMNe 1 3anpoc Ha NMOATBEPKAEHNE YCTaHOBKMN.

4.3.1.2.2 MpokKcu-cepsep HTTP

[na goctyna K napameTpam HacTPOMKKU NPOKCU-cepBepa A1 KOHKPETHOro Npoduna 06HOBAEHUN LEIKHUTE
anemeHT O6HOBNEeHMe B AepeBe [onoaHUTENbHbIe HacTPolKu (F5), a 3aTem MpoKcu-cepsep HTTP. BoibepuTe B
pacKpbIBalOLLLEMCA CIUCKE PeXXum NpoKcU-cepBepa 0auH U3 Tpex NepeymncsieHHbIX HUXKe BapUaHTOB.

e He 1CMoNb30BaTb NPOKCU-CEPBEP
e CoefiIMHEHMe Yepes NPoKCcK-cepsep
e /icnonb3oBaTtb 0bLLMe NapameTpbl MPOKCU-cepBepa

BbibepuTe Mcnonb3oBatb rnobanbHblie NapameTpbl NPOKCU-cepBepa, YToObl NPUMEHATNCL MapaMeTpbl

KOHOUIypaLmm NpoKCcK-cepBepa, yiKe 3adaHHble B pasgene CnyxkebHble nporpammbl > MpoKcu-cepsep aepesa
PaCLUMPEHHbIX NapamMeTPoB.

Bbibepute BapMaHT He Mcnonb30BaTb NPOKCU-cepBep, YTOObI YKa3aTb, YTO NPOKCU-CEPBEP He ByAeT MCNO1b30BaTbCA
ana obHosneHua ESET NOD32 Antivirus.

MogkKnoueHne Yepes NPOKCU-cepBep: 3TOT GAKOK A0KEH BbITb YCTAHOB/IEH B CIEAYIOLLMX CYYanX:

e [poKcu cepBep, OTIMYHBIN OT YKa3aHHOro B napameTpe CnyxkebHbie nporpammbl > MpoKcu-cepsep,
ncnonbayeTca ana obHosnaeHuA nporpammbl ESET NOD32 Antivirus. B Takoi KoOHGUIypauumn B napameTpax
NPOKCU-CepBepa AO/IKHbI ObITb ONpeaeneHbl CBeAeHUA O HOBOM NPOKCU-CepBepe: ero agpec B nose MNMpokeu-
cepsep, KOMMYHUKALMOHHbIN NOPT (Mo yMmonyaHuio 3128), a TakKe UMA N0JIb30BaTeNA 1 Napo/ib (ecau
TpebyeTcs).

e [TapameTpbl NPOKCU-cepBepa He 3aaaHbl rnobanbHo, ogHako ESET NOD32 Antivirus 6yaeT noakato4aTbea K
NPOKcU-cepBepy ANA NoNyYeHUa 06HOBAEHUIA.

e KomnbtoTep noakntoyaetca K MHTepHeTy Yepes npokcn-cepsep. MapameTpbl 6epyTca us Internet Explorer B
npouecce yCTaHOBKM MPOrpaMmmbl, HO MPU UX USMEHEHUU BMOCAEACTBMM (Hanpumep, Npy CMeHe NocTaBLLMKa
ycnyr MHTepHeTa) Bam cnegyeT y6eauTbea, YTO YKas3aHHbIe B 3TOM OKHe napameTpbl NPoKcn HTTP BepHbI.
MHaye nporpamma He CMOXKeT NOAKN0YATLCA K cepBepam 06HOBNEHUIA.
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Mo ymon4aHuIo yCTaHOB/IEH BapuaHT Mcnonb3oBatb o6Lime napameTpbl NPOKCU-cepBepa.

Mcnonb3oBaTb NpAMOE NOAKAIOYEHUE, EC/IU NMPOKCU-CEPBEP HEA0CTYNEH: NPOKCU-CePBEpP He ByaeT MCNONb30BaThCA
npv 06HOBNEHUK, ECIU OH HELOCTYMEH.

1 MPUMEYAHME.
Mons Uma nonb3osartena u NMaponb B 3TOM pasaesie OTHOCATCA TOJIbKO K MPOKCU-cepBepY. 3anoNHANTE 3TU Nons
TONbKO B TOM C/lyYae, eCn 415 A0CTYNa K MPOKCU-CepBepy TPebYTCA MMA No/1b30BaTeA M Mapo/ib. YKasaHHble
Mo/ HE MMEIT OTHOLLIEHMA K UMEHW NO/1b30BaTENA M Napoato Ansa nporpammbel ESET NOD32 Antivirus v fO/1KHbI
6bITb 3aNO0NHEHbI TO/IbKO B TOM C/ly4ae, eC/u, YTobbl MOAKNOYUTLCA K IHTEPHETY Yepes NPOKCU-CEPBEP, HYKEH
naposnb.

4.3.2 OTKaT o6HOBANEHMA

Ecnu Bbl Nogo3peBaeTe, YTo NocnegHee 0b6HOBAEHUE MOAYNSA 0BHAPYKEHMA U/ UK NPOrPaMMHbIX Moaynel
nospeXxaeHo unmn paboTtaeT HecTabuabHO, Bbl MOXETE BbINOAHWUTbL OTKAT 40 NpeablayLLeli BEPCUM U OTKIIOUYUTD
06HOB/IEHMA Ha YCTAHOBIEHHbIN NepUoL BpeMeHU. MM MOXKHO BKIOYUTL paHee OTK/ItoYeHHble 06HOBNEHMS, ecn
OHM OT/I0XKEHbI HAa Heonpeae /IeHHbIM Nepuos BpeMeHM.

Mporpamma ESET NOD32 Antivirus co3gaeT CHUMKU Moayna 0OHapyXKeHUa U NPOorpammHbIX Moaynen. ITU CHUAMKU
ncnonb3yoTea GyHKUMe omkama. YTobbl co34aTb CHUMKU Moayns 0bHapyKeHua, yctaHosuTe dnarkok Co3pasaTb
CHUMKMU paiinoB 06HoBNeHUH. B nosie Konnuecrso I0KanbHO XPaHUMbIX CHUMKOB YKa3blBaeTCs KOJIMYECTBO
XPaHALWMXCA NpeablaywmX CHAMKOB MOy 15 OBHapyKeHus.

Mocne HaxaTusA KHOMKKW OTKATUTH ([lononHUTeNbHble HacTpoiku (F5) > O6HoBAeHMe > 06wme) HyKHO BbIOpaTh B
pacKpbliBaloLEeMCs crncke JAUTeNIbHOCTb Nepuog BpeMeHM, Ha KOTOPbIN by aeT NpMoCcTaHoBIEHO 0bHOBAEHME
MoAayNnA 0bHapyKeHUA U MPOrPaMMHbIX MOAYNEN.

OTtkat ?

MpoaomenTensHocTE Hal2uy v | D

Ha 24 y
Ha 36y

Ha 48 u

[o otzeiEa

BbibepuTe BapuaHT [lo 0T3bIBa, YUTOObI OTNOXKNUTL PeryiapHble 06HOBAEHUS Ha HeoNpeaeeHHbI Nepuos BpeMeHH,
noka ¢pyHKUuMs 0bHOBNEHN He ByaeT BOCCTaHOB/NEeHa BPY4YHYH0. [TOCKO/IbKY OH NoABepraeT CUCTEMY OMACHOCTU, €ro
He peKoMeHAayeTca UCNOo/1b30BaTh.

Mocne oTKaTa KHOMKa OTKaT 3ameHnAeTcA Ha PaspelunTb 06HOBNEHMA. Ha NpOTAXKEHUM Neproaa BpeMeHH,
BbI6paHHOrO B packpblBatoLleMcs MmeHto MpuoctaHoBUTL 06HOBNEHUSA, 06HOB/EHUA He nNpoun3BoaaTca. Mporpamma
BO3BpPALLAeTCA K CaMo CTapoi BEpCUMUM MOy NA OBHAPYKEHWA, KOTOPasA XPaHWUTCA B KAYeCcTBe CHUMKA B GpaiinoBoM
cUcTeMeE /I0Ka/IbHOro KOMMboTEPa.
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PaclumpeHHble napameTpsi Q, O

3ALLIMTA OT BUPYCOB B oBWME
OBHOBNEHWE Mpoduns oBHoBAEHNA Moii npodine v O
WIHTEPHET W1 3/IEKTPOHHARA BB (T T T, _ i
MoYTA
KOHTPONb YCTPOIACTE OTKAT
CYKEEHbIE MPOTPAMMb Co3aaTh CHUMKN MOgyNeil 0

- KonnuecTeo NOKaNEHO XPRHUMBEIX CHUMKOE 22 O
WMHTEP®EC NMONL30OBATENA

OTkaT K NpesBEIAYLLMM MOgYNAM OTkat
MPO®UIN

1 MPUMEYAHME.
Mpegnonoxum, nocneaHen Bepcum Moaynsa obHapyKeHUa npmucsoeH Homep 6871. Bepcum 6870 1 6868 xpaHATCA B
KayecTBe CHMMKOB. ObpaTuTe BHUMaHWe, YTo Bepcua 6869 He AOCTYMHA, MOCKO/IbKY, HANPUMEP, KOMMbIOTEP Obl
BbIKNOYEH N bonee HOBas Bepcus 06HOBNEHUSA CTana AOCTYMNHa A0 TOro, Kak bblna 3arpyeHa Bepcusa 6869. Ecin B
none Konnmyecrso 1I0KabHO XPAHUMbIX CHUMKOB YCTAaHOBUTb 3HAaYEHUE 2 U HaXKaTb KHOMKY OTKaT, nporpamma
BEpPHETCA K Bepcnmn 6868 moayns obHapyKeHuaA (BKAOYasA MporpammHble Moayan). ITO MOXKET 3aHATb HEKOTOpOoe
Bpems. YTobbl NpoBEepPUTb, MPOU3BEAEH /1N OTKAT A0 NpeablayLiei Bepcumn, B rnaBHom okHe ESET NOD32 Antivirus
OTKpoliTe pa3gen O6HoBAEHME.

4.3.3 CospaHue 33434 o6HOBAEHUA

O6HOBNEHME MOKHO 3aMyCTUTb BPYYHYIO, HaxKaB MpoBepuUTb Hanuune 06HOBEHUIA B OCHOBHOM OKHE, KOTOpOoe
nosasnseTca nocse Bbibopa nyHKTa O6HOBNAEHME B I1aBHOM MEH!O.

O6HOB/IEHUA TAKKEe MOXKHO BbINONHATb KaK 3an/laHMPOBaHHYO 3a4a4y. 158 KOHOUTYpPUPOBAHMA 3an1aHMPOBaHHOM
3afauun nepenguTe B pasgen CayxebHble nporpammbi > MaaHmMpoBLUK. Mo ymonyaHumio B ESET NOD32 Antivirus
AKTUBMPOBaHbI CneaytoLine 334a4u:

e perynapHoe aBTomaTuyeckoe o6HoBNEHME;
e aBTOMaTnuyeckoe 06HOBAEHME NOC/E YCTaHOBKM MOLEMHOIO COe AMHEHUS;
e aBTOMAaTMUYecKoe 06HOBAEHME NOC/AE BXOAa NO/b30BaTeA B CUCTEMY.

Kaxayto 3agavyy 06HOBNEHMA MOXKHO U3MEHUTb B COOTBETCTBUM C KOHKPETHbIMK TpeboBaHUAMK. Kpome 3azad no
YMOYAHMIO MOYKHO CO3aTb ApYrve 334341 0OHOBEHMA C NO/b30BaTEIbCKMMM HACTPOMKaMU. JONONHUTENIbHYIO
MHOpPMaLMIO O CO34aHNM N HACTPOMKe 3a4a4 0OHOBEHMA CM. B pasaene [11aHUPOBLLMK.
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4.4 CnyxebHble nporpammbil

B meHIo CepBuUC NepeymnciieHbl MOAyaM, KOTOPbIE NO3BO/IAOT YNPOCTUTbL NPOLLECC aAMUHUCTPUPOBAHNA NPOrPaMmmbl,
N TaK¥Ke COAEPKUT AOMNONHUTENbHbIE BO3MOXKHOCTM aAMUHUCTPUPOBAHMA /15 ONbITHLIX MOJIb30BaTeNEeN.

|.|.|,e}'IKHMTe anemeHT JonoNHUTENbHbIE CPEACTBA, YTOObI OTO6pa3VITb apyrmne cpeacrtea 3alnTbl Ballero KOMnbrOTEpPa.

4.4.1 CnyxebHble nporpammbi B ESET NOD32 Antivirus

JeHb CI'IV)KEGHI:IE nporpammbl : B 3TOM MEHIKO NpeacTtaB/ieHbl MOA4Y/TN, KOTOPbIe MOMOTatoT ynpoCcTuUTb npouecc
AAMUHUCTPUPOBAHMA MPOrPpaMmMbl, a TaKXKe coaepaTtca 40NONTHUTe/IbHble BO3SMOXHOCTU aAMUHUCTPUPOBAHUA ONA

OMbITHbIX NO/Ib30BaTENEN.

(es[z1) NOD32 ANTIVIRUS

Cepeuc
A NomalHan cTpanuLa
o, CKaHMPORaHNE Daknbl XypHana
KOMMBIOTEpA 3 Ceegenna obo BOEx BAXKHbIX COBBITUAX

nporpamMmel

3 OBHOENEHWE

- P CTaTWCTVKA CUCTEMBI 3aLUWTHI

i Cepewc @ CTaTMCTUKE Yrpo3 U cnama

¥ Hactpoiika

@ Cnpaeka u noasepxka ESET SysInspector
Cpeacteo cbopa nogpobHbIX cBEAEHKI O
CHCTEME

ESET SysRescue Live

CpeacTeo yAaneHnA BOEACHOCHBIX NPOrpammM

OTnpaevT dain aAna aHannsa
OTnpaenTs Gaiin B MCCNELDBATENBCKYHD
naboparopuo ESET

B @

EM]OY SAFER TECHNOLOGY™
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B 3TOM MeHI0 NpeacTaBieHbl cheaytowme cyKebHble Nporpammbl.

dalinbl }KYpPHaNoB
P

@ CTaTuUCTMKa 3aLmThI

@ HabnoaeHue
A\

3anylleHHble npoLecchl (ecnn ncnonb3osaHue cuctembl ESET LiveGrid® BkntoveHo B ESET NOD32 Antivirus)

ESET Syslnspector

@ ESET SysRescue Live: nepeHanpasnseT Ha cTpaHuuy ESET SysRescue Live, c KOTOpOi MOXKHO 3arpy3unTb obpas
ESET SysRescue Live nau Live CD/USB Creator as1a onepaumoHHoli cuctembl Microsoft Windows.

®I‘InaHM OBLUUK

d CpeacTBO OYUCTKU CUCTEMDI: NOCaEe yAaneHunAa yrposbl CpeactBo OYMNCTKU CUCTEMbI MOMOraeT BOCCTaHOBUTb
KOMMNbKOTEP A0 COCTOAHUA, NPUTOAHOTIO K 3KCN/1yaTauunmn.

OtnpaBka 06paslia Ha aHa/1M3: BO3MOKHOCTb OTNPAaBUTb NOA03PUTENbHbIV Galii Ha aHaIN3 B BUPYCHYHO
nabopaToputo ESET. [lnanorosoe 0KHO, OTKPbIBatOLLEECA NPU UCNONb30BaHUM 3TOM QYHKLUMN, ONUCAHO B AAHHOM
pasgene.

&\ KapaHTunH

NMPUMEYAHME.

KomnoHeHT ESET SysRescue moxeT 6biTb HegoctyneH ans OC Windows 8 B 6onee paHHUX BEpCUAX NPOAYKTOB
ESET. B TakOM c/iy4ae pekomeHayeTca 06HOBUTb COOTBETCTBYIOLLMI NPOAYKT MAn co3paTb Anck ESET SysRescue B
apyroii Bepcumn Microsoft Windows.

4.4.1.1 Painbl KypHana

dalinbl }KypHanoB cogepKaT UHGOPMALMIO O BaXKHbIX MPOrPaMMHbIX COBbITUAX U CBOAHbIE cBeAeHMA 06
0OHaApYKEHHbIX Yrpo3ax. BeaeHue KypHaia ABAAETCA BaXKHE MMM 3/1eMEHTOM aHa/IN3a CUCTEMbI, OOHapYKeHuA
yrpo3 1 ycTpaHeHus npobnem. OHO BbINOIHAETCA B GOHOBOM perkMme H6e3 BMellaTe 1bcTBa No/b3oBaTens. JaHHble
COXPaHAKTCA B COOTBETCTBUM C TEKYLLMMM NapameTpamm CTeNeHn AeTanunsaumm KypHana. NpocmaTpumBaTb TEKCTOBbIE
coobuieHns n Gaknbl }KypHana, a TakKe apXMBUPOBATb MX MOXKHO HenocpeacTBeHHO B cpeae ESET NOD32 Antivirus.

MonyunTb JOCTYN K daitiam }KypHasia MOXKHO 13 I/1IaBHOTO OKHa MPOrpammbl, LLENKHYB 3iemMeHT CayyKebHble
nporpammbl. > ®aiinbl }KypHana. BoibepuTe HyKHbIV TUMN XKypHana B packpbiBatowemcs meHo MypHan. [ocTynHbl
YKa3aHHbIe HUKe XKypHanbl.

o O6Hapy)KeHHble Yrpo3bl: }KypHas yrpo3 coAe pHuUT NoapobHyo MHGOPMaLMIO O 3aparkeHUsX, 0OHapPYHKEeHHbIX
nporpammotii ESET NOD32 Antivirus. B }kypHane coxpaHsaeTca MHpopmaLusa 0 BpeMeHN 0B6HapyKeHus,
Ha3BaHWW YrPo3bl, MecTe 0OHAPYKEHUS, BbIMOJHEHHbIX AENCTBUAX U UMEHM NO1b30BATE A, KOTOPbIN
HaxoAMNCA B CUCTEME NPU 0OHAPYKEHMM 3aparkeHMA. [1BarKabl LLEeTKHUTE 3amnuch KypHaaa 41a npocmoTpa
noApobHOro coaepPXMMOro B OTAE/IbHOM OKHe.

o Cob6bITUA: B XKypHasie cobbITUIA PErMCTPUPYIOTCA BCE BayKHbIe AeCTBUSA, BbINOHAEMble Nporpammoit ESET
NOD32 Antivirus. OH cogepKUT MHGOPMALMIO O COBLITUAX M OLIMOKax, KOTOPble NPOU30LLIN BO BpeMA paboThbl
nporpammbl. OH AO/IKEH MOMOraTb CUCTEMHbIM aAMUHUCTPATOPaM M NO1b30BaTENAM PeLlaTb NPobaembl.
3avacTyto MHPOpPMaLMA, KOTOPas COAEPHKUTCA B STOM XKypHasie, OKasblBaeTcA BECbMa NOIe3HOMN Npu peLleHnm
npobaem, BO3HMKaOLLMX B paboTe Nporpammbl.

e CKaHMpoBaHMe KOMMbIOTEPA: B 3TOM OKHe 0TO6paKatoTca pesy/ibTaTbl BCEX BbIMOJIHEHHbIX BPYYHYHO UK
3an/laHNPOBaHHbIX OMepaLMii CKaHMPOoBaHUA. Kaxaan CTpOKa COOTBETCTBYET OAHOM NPOBEpPKEe KOMMboTEpa.
YTo6bl NONYYMTb NOAPO6HYI0 MHPOPMALMIO O TOW AW MHOW ONEPaLLMM CKAHUPOBAHWSA, ABAXKAbI WENKHUTE
COOTBETCTBYHOLLYHO 3amMmchb.



e HIPS: 30ecb cOAeprKaTcA 3anmnc KOHKPETHbIX NPaBU/I CUCTEMbI NPeA0TBPALLEHWSA BTOPXKEHUI Ha Y31, KOTopble
nomeuyeHbl 418 perucTpauun. B npotokosie oTobpaskaeTca NpuaoKeHUe, KOTOPOe 3anyCTM/0 onepaumio, ee
pe3ynbTat (paspeleHune unm sanpeLeHme Npasnna) 1 MMs npasuna.

e OTdunbTPOBaHHDbIE Be6-CaliTbl: 3TOT CMMCOK UCMOb3YyeTcA 415 MPOCMOTPa CrnCKa Be b-caiToB,
3a6/10KMPOBaHHbIX MPW MOMOLLM 3aLLUMTbI A0CTYMa B MIHTEPHET. B KaxaoMm XypHane ykasbiatoTcs Bpems, URL-
aZipec, Noab30BaTe b U MPUIOKEHUE, C MOMOLLBIO KOTOPOTO YCTAaHOBEHO NOAK/IOYEHNE K KOHKPETHOMY Beb-
cauTy.

e KOHTPO/Ib YCTPOMCTB: COAEPHUT CMUCOK MOAKMOHEHHbIX K KOMMbIOTEPY CbeMHbIX HOCUTENEN 1 YCTPOMCTB. B
XKypHaie perucTpupytoTca TONbKO Te YCTPOWCTBA, KOTOPbIe COOTBETCTBYIOT NPABMY KOHTPOA. B npoTuBHOM
CNyyae B XKypHasie He CO34atoTcA 3anmncK 0 HUX. 34ECh e 0TObPpaXkaloTcA Takme CBeAeHMS, Kak TUM YCTPOICTBa,
CepUitHbIA HOMEp, MMA NOCTaBLUMKA M pasmep HocuTens (Npu ero Hannuum).

Bbibepute cogepRunmoe ntoboro KypHana n Haxkmmute knasuwwm CTRL + C, yTobbl cCKONMpoBaTh ero B bydpep obmeHa.
Yaepneas knasmwm CTRL n SHIFT, morKHO BbIGpaTb HECKO/IbKO 3anunce.

LLlenKHWUTE 3neMeHT o dunbrpaumn, YTobbl OTKPLITb OKHO PUNBTPALMA KYPHANA, r4e MOXKHO 334aTb KpUTEPUU
dunbTpauum.

U.l,e}]KHMTe KOHKPETHYH 3anuncb npaBoﬁ KHOMKOM MbILWMN, yTobBbI OTKPbITb KOHTEKCTHOE MEHIO. B KOHTEKCTHOM MEHIO
AOCTYyNHbI NepeYvyncieHHble HUXKE NapaMeTpbl.

e MokKasaTb: NPOCMOTP B HOBOM OKHe Noapo6HON MHPOPMALLMK O BbIBPAHHOM KypHase.

o ®dunbTpaumA o4UHAKOBBIX 3aNUCei: NOC/e aKTUBALMM 3TOro puabTpa OByayT NOoKa3aHbl TONBKO 3anNucy 04HOM0
TMNa (AMArHoCTUYECKME 3anucK, NpeaynpeXaeHua uT. 4.).

e OunbTPOBaTh.../HalTu...: Npu BbIGOPE 3TOrO NapameTpa Ha SKPaH BbIBOAMTCA OKHO MOUCK B 3KypHane, B
KOTOPOM MOKHO 3aJaTb KpUTepum GUAbTPaLMM A4 onpeaeneHHbIX 3anuncen XypHana.

® BKAOUUTb GUABTP: AKTMBALLMA HACTPOEK UabTpa.

o OTKNOUUTL QUABLTP: YAANAOTCA BCe MapameTpbl GuabTpa (Co3aaHHbIe, Kak ONMCaHO Bbile).

e Konuposatb/Konuposatb Bce: KonupyeTtca MHpopmaLma 060 Bcex 3anmncsax B OKHe.

e Yaanutb/Ypanutb Bce: yaansaoTca Bbi6paHHble 3anmncu nam Bce 3anmncu B oKHe. [JNA 3TOro AeMCTBUA HYKHbl
npaBa agMMHUCTPaTopa.

® JKCNOPT...: IKCNOPT MHPopmaumm o 3anucax B ¢ann dopmata XML.

® JKCMNOPTMUPOBATDb BCE...: SKCMOPT NHPOpPMaLMm 060 Bcex 3anumcsax B dpain dopmata XML,

o MPOKPYTUTb }KYPHAJ: YCTAHOBUTE 3TOT P/Ia*KOK, YTOObI BbINMOIHANACh aBTOMATUYECKasA MPOKPYTKa CTapbixX
YKYPHaN0B, a Ha 3KpaH B OKHe Paiinibl }KypHaNa BbIBOAMINCL aKTUBHbIE KYPHasbl.

4.4.1.1.1 ®aiinbl XKypHanos

HacTtpoliky BegeHusa ypHana ESET NOD32 Antivirus MOXHO OTKPbITb M3 F/1aBHOFO OKHa Nporpammsl. Haxkmure
Hacrpoiika > MepeitTu K A,0NOAHUTENbHbIM HacTPOMUKaM... > CayxKebHble nporpammbl > Paitnbl }KypHana. IToT
pa3aen ucnosb3yeTca ANA HACTPOMKM ynpasaeHuA XKypHanamu. Mporpamma aBTomaTUYeCKM yaanaeT ctapble Gainbl
*KYPHaNoB, YTo6bl COKOHOMUTb AUCKOBOE NPOCTPAHCTBO. 15 PpaitnoB XKypHaia MOXKHO 3a4aTb NapameTpbl,
YKa3aHHble HuXKe.

MuHMManbHaA cTeneHb AeTanns3auum XKypHana: HacTpoiKka MMHUMaNbHOTO YPOBHS AeTann3almm 3anucei o
cobbITMAX.

e [IMarHOCTUKa: B }KypHa/ BHOCUTCA MHOOPMaLMA, HeobXxoaMmas 4/1A TWaTeIbHOM HAaCTPOMKM NPOrpamMmsl, U BCe
nepeYnc/ieHHble BbllLe 3aMucu.

o UHdopmaums: B XKypHaa BHOCATCA MHPOPMALMOHHbIe cOObLLEHMA, B TOM YMC/e COODLLEHUS 06 ycnelwHoM
BbIMNOJIHEHUM OOHOBNEHUSA, @ TaK¥Ke BCE Mepeync/eHHble Bbllle 3anmcu.

e MpepynpexxaeHus: B )KypHaa BHOCUTCA MHGOPMaLMA 060 BCeX KPUTUUYECKUX OLLIMOKAX MU NpeaynperkaeHuUsX.

o OWMKMBKM: B }KypHan BHOCUTCA MHPOpMauma 06 owubkax 302py3Ku ¢palinos n KpUTUYECKUX OLLIMOKaX.

o Kputuueckue oIMBKU: perncTpupyroTca TONIbKO KPUTUYECKME OLINMGKM (OLWMBKK 3anycKa 3aLlmTbl OT BUPYCOB,U
T.M.).

3anucy B XKypHane, Co3haHHble paHbLLe, YEeM YKa3aHo B Nosie ABTOMATUYECKU YAANATb 3anuUcK cTapLue, yem X gH.,
6yayT aBTOMATUYECKM YAANATHCA.
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ABTOMaTH4YECKM ONTUMU3UPOBATb Gal/IbI }KYPHANIOB: eC/IM 3TOT G/IaXKOK YCTaHOBAEH, daiibl XKypHanos byayT
aBTOMATMYECKM AedparMeHTUPOBATLCA B TEX C/IYYanX, KOr4aa NpoueHT dparmeHTaLumn NpesbllLaeT 3HayeHue,
yKasaHHoe B napameTpe Eciu KonnuecTso HeUcnonb3yeMbix 3anuceii npesbiwaeT (%).

Haxkmute KHoMKy ONTMMMU3NPOBATb, YTOObI HauaTb AedparmeHTaumio GaiaoB KypHanos. Mpu 3Tom yaanaoTca Bce
MycTble 3anunCK }KYPHANO0B, YTO yay4yLlaeT NPOU3BOAUTENLHOCTb U CKOPOCTb 06PaboTKM KypHaNoB. Takoe yaydlleHne
0COBEHHO 3aMETHO, eC/M B XKypHasiax CoAepX*utca 60blIoe KOMYeCTBO 3anucei.

Bbi6epute BK/OYMNTL TEKCTOBbIM MPOTOKO/, YTOObI pa3peLLnTb XPaHEHUE KYPHANO0B B Apyrom dopmaTe OoTAebHO OT
dalnoB }KypHan0B.

o LleneBoii KaTanor: Katanor, B KOTOPOM ByayT XpaHUTbCA daiibl }KypPHANoB (TONbKO AnA TeKCToBOro popmaTa U
dopmarta CSV). Kaxkaplli pasgen )ypHana coxpaHaeTcs B OTAebHbI dalin c npeaBapuUTebHO 3a4aHHbIM UMEHEM
(Hanpumep, B dain virlog.txt 3anuncbiBaeTca pasgen O6HapyKeHHble yrpo3bl Gaina }KypHana, eciun ana xpaHeHua
$annoB *KypHana Bamu BbibpaH popmaT 06bIMHOIO TEKCTA).

e Tun: ecnu BbIbpaTb dopmaT TEKCT, X KypHasibl ByayT COXPAHATLCA B TEKCTOBbLIN daiin, AaHHble B KOTOpOM byayT
pa3geneHbl Tabynsaumei. To e Kacaetca popmata CSV. Ecnm BbibpaTh ycTaHOBKY CobbITUE, KYpPHanbl byayT
COXPaHATbCA He B Gaitn, a B )KypHan cobbitnin Windows (ero mosKHO NpocMoTpeTb Ha MaHeIn YNpaB/ieHus B
cpeacTse NpocMoTpa CobbITHIA).

Ypanutb Bce ¢ainbl XKypHana: yaanneT BCe COXPaHEHHbIE KypHa/ibl, BbibpaHHble B pacKkpbiBatoLemMcs meHto Tun.
Mocne yaaneHus >KypHaaoB NOABUTCS YBeLOM/IEHME O 3aBepLUeHUM NpoLecca yaaNeHus.

NMPUMEYAHUE

[ns yckopeHusa paspelueHuns npobaem cneupnanuctol ESET MHOrA@ MOTyT 3anpallmnBaTth y No/ib30BaTeIel Ky pHabl
c ux KomnbroTepos. ESET Log Collector obneryaet cbop Heobxoanmoi nHpopmaumu. JonoNHUTENbHbIE CBEAEHUSA
o cbopuimKe KypHanos ESET cm. B 310 cTatbe 6a3bl 3HaHMM ESET.
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4.4.1.2 3anyLwieHHble npouecchbl

B pasgene «3anyLeHHble NPoLLECChl» 0TOOPArKAOTCA BbINOHAEMbIE HA KOMMbIOTEPE MPOrPaMMbl N NPOLLECCHI.
Kpome TOro, oH n03Bo/iSieT ONepaTUBHO M HEMPEPLIBHO YBEAOMNATbL KOMMNaHMO ESET 0 HOBbIx 3apaxkeHusax. ESET
NOD32 Antivirus npegocrasnaeT nogpobHble cBeAeHWUS 0 3anyLLEHHbIX Npoueccax A1 3alWMTbl N0Ab30BaTeNeN ¢
nomolulbto TexHosnoruum ThreatSense.

- X

@ 3anyu.|,e|-||-|b|e npoueccel @ © @

B 3tom okHe oTobpaxaeTch cncok BelBpaHHbX Garnoe M 4ONOAHWTEABHAA MHdoprauma ns ESET

(esfE1) NOD32 ANTIVIRUS

»

[ OMaLUHARA CTRaHWULA

O, CKaHnpoBaHue LiveGrid®. ¥YkazsieaeTcA ypoBEHs PUCKa ANA KxA0ro Gaina, a Takxe KONMYECTEO NOAL20BaTENEH 1
A
KOMMEHOTEDE EPEMA, KOTA3 OH Bbll M3HAYaNEHO OBHapyxeH.
5 OBHoBNEHME
¥p... MNpouecc PID Konuyecreo no... Bpema oBHapyxeHWa HMma npunoxeHna
&= Cepeuc ® smss.exe Microsoft® Windows® Oper...
# 5 - v IE] C5r55.8%8 360 **}***}* T net Hazapn Microsoft® Windows® Oper...
acTpoiika
' E]wininit.exe 404 }}}*}}}* 7 net Hazag Microsoft® Windows® Oper..,
o Cnpaeka W NOAAepxKa v . winlogon, exe 445 **i‘**i‘ 5 neT Hazag Microsoft® Windows® Oper..,
v [ services.exe 508 **i***i* 7 net Hazag Microsoft® Windows® Oper...
v IE] Isass.exe 516 **‘**}‘* 7 net Hazag Microsoft® Windows® Oper...
v IE] lsm.exe 524 **}***}* 5 neT Hazag Microsoft® Windows® Oper...
v IE] svchost.exe 024 **i‘**i‘ 7 net Hazag Microsoft® Windows® Oper..,
v ] ekrn.exe 084 ** 1 Hegenn Hasag ESET Security
v !? vboxservice. exe T2 *'}i 1 rog Hazag, Oracle VM VirtualBox Guest ...
v IE] spoalsv.exe 1168 **}***}* 5 neT Hazag Microsoft® Windows® Oper...
MyTe: c\windows\system32\smss.exe
Pazmep: 110.0 KB
OnucaHue: Windows Session Manager
KomnaHua: Microsoft Corporation @
Bepowua: 6.1,7600.16385 (win7_rtm.090713-1255)
MpoaykT: Microsoft® Windows® Operating System

Jata cozgaHua: 6/26/2017 2:42:53 PM
Jata nsmernenna:  6/26/2017 2:42:55 PM

EM|OY SAFER TECHNOLOGY™ ~ CKpbITe NOAPOBHOCTI

Mpouecc: uma obpasa nporpaMmbl UAK NPoOLECCa, 3anyLWEeHHbIX B HACTOAWMIA MOMEHT Ha KomnbtoTepe. [Ans
NPOCMOTpPA BCEX 3aMyLLEHHbIX HA KOMMNbIOTEPE NPOLLECCOB TaKXKE MOMXKHO UCMO1b30BaTh AncneTyep 3a4a4 Windows.
YT106bI OTKPLITL AXCNETYEP 33434, WESKHUTE NPaBOM KHOMKOM MbILlW B MYCTOW 061aCTM Ha NaHeIn 3a4a4, Nocae Yero
BblbepuTe NyHKT Aucnetyep 3agav. Mauv Bocnonbayiitecb coyetaHmem Knasuw CTRL + SHIFT + ESC.

YpoBeHb puUcKa: B 601blinHCTBE cnydaeB ESET NOD32 Antivirus n TexHonorma ThreatSense npucsamBatoT 06bekTam
(dartnam, npoueccam, pasgenam peectpa u T. n.) YPOBHM PUCKA HAa OCHOBE HAabOPOB 3BPUCTUYECKUX MPaBUJI, KOTOpble
M3y4YatoT XapaKTe PUCTUKM KaxKaoro o6bekTa 1 3aTeM OLEHUBAKOT BEPOATHOCTb UX BPpeAOHOCHOW AeATenbHOCTU. Ha
OCHOBE TaKOro 3BPUCTUYECKOro aHaM3a 06 beKTamM NpuUcBanBaeTca ypoBeHb pucKa: oT 1 — 6e3onacHo (3eneHblin) ao
9 — onacHo (KpacHbli).

1 MPUMEYAHME.
M3BeCcTHble NPUIOXKEHUA, UMetoLwMe NOMeTKY besonacHo (3eneHblit), onpeaeneHHo ABAAKTCA YNCTbIMU
(HaXO,CI,FITCFl B benom CI'IMCKE) M UCKNTKIOYaoTCA U3 CKAaHUPOBAHUA. 3Tum AOCTUraeTCA nosbllleHne
npon3BoanTe/IbHOCTU.

NaeHTUdMKaTOp Npouecca: naeHTUOUKALUMOHHBIN HOMEP NPOLLeCCa MOMKET UCMO/1b30BaTbCA B KAYeCTBe NapameTpa B
BbI30BaX Pa3/INUHbIX QYHKLMIN, TAKMX KaK M3MEHEHME NprUopuUTeTa NpoLiecca.

KonuuecTtBo nonb3oBateneii: KONMYECTBO NO/b30BaTeNEN JAHHOTO NPUNOKEHUA. ITa MHPOPMaLMA cobrpaeTcs
TexHonorvei ThreatSense.

Bpems obHapyKeHuUa: Bpems, Npolueawee Cc MOMEHTA 0B6HapYKEHUA NPUNOKEHUA TexHonornen ThreatSense.
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NMPUMEYAHME.

Ecnun npunoskeHne nmeeT nomeTRy HenssecTHo (opaHKeBbIl), OHO He 06s3aTeIbHO ABAAETCA BPEAOHOCHbLIM.
O6bI4YHO 3TO MPOCTO HOBOE MpPUIOXKEHUE. ECin Bbl He yBepeHbI B 6e30MacHOCTM daitia, ero MOXKHO OTNPAaBUTL Ha
aHanu3 B UccnenoBaTenbekyto abopatoputo ESET. Ecnum daiin okaxkeTca Bpe A4OHOCHbIM MPUIOXKEHUEM, TO B
cnepytoulem o6HOBAEHUM OH ByAeT pacno3HaBaTbCA.

MmA NpunoXKeHUA: KOHKPETHOE MMA NPOrpaMmbl UK NpoLecca.
OTKpbITb HOBOE OKHO: CBEIeHMA O 3anyLLEeHHbIX NpoLeccax byayT oTobpakeHbl B HOBOM OKHe.

LLlenKkHUTe npunoxKeHue, 4yTobbl 0TOOPA3UTb YKa3aHHbIE HUXKE CBEAEHMUA O HEM.

MyTb: pacnosioXKeHWe NPUNOKEHUA Ha KOMMbIOTEPE.

Pasmep: pasmep ¢aiina B baritax (b).

OnucaHue: xapaKTepUCTUKM daitia Ha OCHOBE ero onucaHus B onepaLMoHHON cucTeme.
KomnaHua: Ha3BaHMe NOCTaBLUMKa UKW NPOLLECCa MPUIOKEHUS.

Bepcua: MHGopMauma OT U34aTeNa NPUNOKEHUA.

MPOAYKT: UMA NPUNOMNKEHUA U/UAN HAMMEHOBAHME KOMMaHUW.

e [lata cO3paHMA UM UBMEHEHUA: AaTa M BPEMA CO34aHNA (M3MeHeHusn).

NPUMEYAHMUE.

Kpome Toro, Bbl MOXKETE MPOBEPUTL penyTaumio GanoB, He AeNCTBYIOLLMX KaK BbIMOHAEMble NPorpaMmmbl 1M6o
npoueccol. [1715 3TOro LWe/IKHUTE UX NPaBOM KHOMKOM MbILWN U Bbibepute 31eMeHTbl PaclumpeHHble napameTpbl >
MpoBeputb penyTauuio ¢paina.

@ Cranmposate nporpammci ESET NOD32 Antivirus |

PaclumpenHble napameTpl L4 @ CkaHMpoBaTE BE3 OUNCTKK

Wzonnpoeate dain
Mepeaate dainel 4nA aHaNM3A..

MpoeepuTe penyTayuto daina

4.4.1.3 CraTMCTMKA 3aLLUTDI

0nAa npocmoTpa gnarpaMMbl CTaTUCTMYE CKUX AaHHbIX, CBA3aHHbIX C Moaynamm 3awwmtbl ESET NOD32 Antivirus,
Haxkmute CnyxKebHble nporpammbl > CTaTUCTUKA 3aLUTbI. Bbibepute MHTEpecyroLWwmMin BaC Moay b 3alLMTbl B
pacKkpbiBatoLemcs cnmcke CTaTUCTUKA, YTOObI 0TOOPA3MTb COOTBETCTBYHOLLYIO AMarpaMmma 1 ee nereHay. Ecau
HaBEeCTW YKa3aTe/1b MblLLM HA 3/1IEMEHT B IereHAe, Ha AMarpamme oTobpasaTca AaHHbIe TOIbKO A/19 3TOr0 3/IeMeHTa.

[ocTynHbl cieayolme CTaTUCTUYECKME ANarPaMMbl.

e 3awuTa OT BUPYCOB M LLUNUOHCKMX MNPOrpamm: oToBpaskeHMe KOIMYeCTBa 3apaskeHHbIX M OYMLLEHHbIX 0ObEKTOB.

3awwmTa ¢aiinoBoit cuctemMbl: 0TOOpaXKeHNe TONIbKO 0O6bEKTOB, CYMTAHHbIX M3 HaltN0BO CUCTEMbI U 3aMUCAHHbIX B

Hee.

e 3aLMTa NOYTOBOrO KANEHTA: OTOBPaXKEHUE TO/IbKO 06BEKTOB, OTNPABAEHHbIX AN MOJYYEHHbIX MOYTOBLIMMU
KAMEHTaMMK.

3awuTa gocryna B MHTepHeT u 3awmTa oT PULLIMHra: 0TobpaKkeHNe TONbKO 06BEKTOB, 3arpyKeHHbIX Beb-
6paysepamu.

Mo, cTaTUCTUYECKMMM AMarpaMMaMm NoKasaHo obLee KOMYeCcTBO NPOCKAHUPOBAHHbIX 06BEKTOB, NOCAe AHNI
NPOCKaHNPOBAHHbIN 0OBEKT M METKA BPeMEHM CTAaTUCTUKK. HaxkmuTe COpOC, UTOObI YAANUTL BCIO CTAaTUCTUYECKYHO
nHdopmaumio.

77



4.4.1.4 HabnwopaeHue

YT06bl NPOCMOTPETH TEKYLLYIO aKTUBHOCTb $aii/IoBOM CUCTEMbI B BUAE rpaduKa, WweakHuTe CayxebHble nporpammbl
> HabnwpeHue. B HUXKHEN YacTM AMarpaMmbl HAXOAMTCA BpeMEHHas LWKaia, Ha KOTOpOoW oTobparkaeTca akTUBHOCTb
$annoBoOM CUCTEMbI B pEXKUME peanbHOro BpeMeHM 3a BbiI6paHHbIN Bpe MeHHOM UHTepBas. YTobbl U3MEHUTb
BPeMEeHHOW MHTepBas, Bbibepute HeobxoaMMoe 3HaYeHUE B pacKpbiBatoLweMca MeHto HYactoTa o6HoBAeHuUSA.

& — x
(es[=1) NOD32 ANTIVIRUS
@ MoHuUTOpUHT @
A [oMaluHAA CTpaHMua
AxTMEHOCTE GafnoB0R CHCTEMBI L
fo) CKaHWpOEaHUe
*  KkomnekoTepa _
0BBbeM CUMTAHHLIX AaHHbIX
5 OB6HOBREHME t ME
= CepBuc e
I ME
¥ Hacrpoiika .
© Cnpaeka v nogaepxka LIuE
. : . [\ A A
9/14/2017 12:57:58 PM 9/14/2017 1:01:16 PM
ObHbemM 3anMcaHHbIX AaHHBIX
1 ME
1 ME
768 KE
517 KE
256 KE
M /\Jl\ ﬁl A /\JI\ Ihla A f\ A A A
9/14/2017 12:57:58 PM 9/14/2017 1:01:16 PM
EMNIOY SAFER TECHNOLOGY™ Hacrota obHoBAeHKA |1 cekyHaa v

[0oCTynHbI YKa3aHHble HUXKe BapUaHTbl.

LLar: 1 cekyHpa: AvarpaMmma OOHOBASAETCA Kaxayto CEKyHAY, BpeMEHHas LWKana oxBaTbiBaeT nocneaHme 10 MUHYT.
LLar: 1 muHyTa (nocnegHue 24 yaca): anarpamma 06HOBAAGTCA KaXKAy0 MUHYTY, BpeMeHHas LWKa/ia OXBaTbiBaeT
nocnegHuve 24 yaca.

LLar: 1 yac (nocnegHuit mecau): auarpamma 06HOBAAETCA KaxKabll Yac, BpeMEeHHas LWKana 0xBaTbiBaeT NocaeaHui
mecsau,

LWar: 1 yac (BbI6paHHbIA MecAL): Anarpamma 0O6HOBAAETCA KaxKabli Yac, BpeMeHHas LKaia 0XBaTblBaeT Noc/ieaHne
X BbIBpaHHbIX MecALEB.

Ha BepTuKanbHOM ocK rpaduKa akTUBHOCTU PaiiioBOIi CUCTEMbI OTMEYaKTCA NPOUYUTaHHbIe (CUHUI LBET) U
3anucaHHble (KpacHbIN LBeT) AaHHble. O6a 3HaueHus namepsaiotcea B Kb (kunobaittax)/MB/IB. Eciv HasecTH
yKasaTeb MblLIW HA NPOYUTAHHbIE UM 3aMMCaHHbIE JaHHbIe B IereHAe noa AvarpaMmon, Ha rpaduke otobpasaTca
OaHHble TONbKO A/19 BbIOPaHHOTO TUMa aKTUBHOCTMU.
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4.4.1.5 ESET Sysinspector

ESET SysInspector — 3To NpuUOKeHWE, KOTOPOE TLWaTeIbHO NPOBEPAET KOMMbIOTEP U cObMpaeT Noapo6Hble
CBeAEeHMA O TaKMX KOMMOHEHTAX CUCTEMbI, KaK ApaiBepbl U MPUIOMKEHMS, CETEBbIE MOAKIOYEHMA U BaXKHbIe 3anucu
peecTpa, a TaKXe OLEHMBAET YPOBEHb PUCKA AJ1A KaKA0r0 KOMNOHeHTa. 3Ta Hbopmaums crnocobHa Nomoub
onpeaennTb MPUUYUHY NOAO3PUTENIBHOIO NOBEAEHMA CUCTEMbI, KOTOPOE MOKET BbITb CBA3aHO C HECOBMECTUMOCTbIO
NPOrpaMmmHOro UM annapaTHOro obecneyeHns Uan 3apaskeHnem Bpe0HOCHbIMU MPorpaMmmamu.

B okHe Syslnspector oTob6paskatoTcs TakmMe AaHHble O CO34aHHbIX KypHanax.

e Bpems: BpeMsa co34aHuUA KypHana.

KommeHTapuii: KpaTKnit KommeHTapuii.

Monb3oBaTenb: UMA NOb30BaTE A, CO3AABLUETO KYPHA.
CocrosHMe: COCTOAHME CO34aHUsA KypHana.

[ocTynHbl NnepeyncieHHble ganee AecTBuA.

e [loKasaTb: OTKPbITUE CO34AHHOIO XKypHana. Bbl TakKe MoXKeTe WeNKHYTb daia KypHaia npaBoi KHOMKOM MbILLIN U
BblIOPATb B KOHTEKCTHOM MeHH0 NYHKT MoKasaTb.

CpaBHUTb: CpaBHEHWe ABYX CyLLECTBYHOLLUX }KYPHANOB.

Co3paartb...: CoO34aHMe }KypHana. lMpexae yem OTKPbIBATb KYpPHa/, NOA0XKAMUTe, MOKa nporpamma ESET Sysinspector
3aBepwunT paboTy (0TobpasnTca cocToAaHMe KypHana « Co3gaHo»).

e Ypanutb: yaaneHue BblOpPaHHbIX *KypPHAI0B U3 CMIMCKA.

Ecnn Bbl6paH OOUNH NN HECKOJIbKO cbaﬁnos KYPHana, B KOHTEKCTHOM MeHI0 AOCTYMHbI Chegytoumne sanemeHTbl.

MoKasaTb: OTKpbITME BbIBpPaHHOTO KypHana B ESET Sysinspector (aHanormMyHo ABOMHOMY LLENYKY).

CpaBHUTb: CpaBHEHME ABYX CYLLECTBYHOLMX XKYPHaN0B.

Co3aarb...: coO34aHMe KypHana. lMpexae yem OTKPbIBATL XKYpPHaA, NoAoXaAnUTe, NoKa nporpamma ESET Sysinspector
3aBepwunT paboTy (oTobpasnTca cocToAaHMe KypHana « Co3gaHo»).

o Yaanutb: yaaneHue BbIOPaHHbIX }KYPHA0B U3 CNIMCKA.

e Yaanutb Bce: yaaneHue Bcex XKypHanos.

® JKCMOPT...: IKCNOPT KypHana B dain .xml unu apxus B popmate .xml.

4.4.1.6 MnaHUpPOBLYUK

nﬂaHVIpOBLU,VIK ynpasaAaeT 3an/1aHNpPOBaHHbIMWU 3a4a4aMM U 3aNyCKaeT UX C npeaBapuTtezibHO 3a4aHHbIMU
napameTpamm n CBOMCTBaMMU.

MepenTn K NNaHMPOBLUUKY MOKHO M3 I1aBHOMO OKHa nporpammbl ESET NOD32 Antivirus, oTKpbIB pasgen MeHwo
Cnyxeb6Hble nporpammbl > MaaHUPOBLYUK. MAAHMPOBLLMK COAEPHKUT MOJIHbIM CIMCOK BCEX 3aM1aHUPOBAHHbIX 3a4a4
W CBOMCTBA KOHOUIYpaL MK, TakMe KaKk NpeaBapuTenbHO 3aZaHHble 4aTa, BPEMS M UCMO/Ib3yeMbli Npoduib
CKaHMpPOBaHUA.

MNaHMPOBLLMK NpeaHa3HavyeH AnA NAaHUPOBaHUA BbINOAHEHUA CAeayoLLmMX 3a4a4: 0bHoBNEeHWE MoAayeN,
CKaHWPOBaHMe, NpoBepKa GannoB, UCMOHSAEMbIX MPU 3aMyCcKe CUCTEMbI, U 06CNYXKUBAHUE KypHana. [obasnatb 1
YOANATb 334341 MOYKHO HEMocpeACTBEHHO B [/TaBHOM OKHE MJIaHMpPOBLLMKa (KHOMKK [,06aBUTb... U YBaNUTb B
HUXKHEe YacTu oKHa). C MOMOLLbIO KOHTEKCTHOTO MEHH0 OKHa NIaHUPOBLLMKA MOXKHO BbINOHUTb c/ieaytolme
nencTemA: otobparkeHue noapobHon MHbOpMaLUM, BbINONHEHWE 3343a4M HEMeANEeHHO, Ao6aBeHMe HOBOM 3a4a4M U
yOaneHue cyllecTsytollen 3agaun. Mcnonbayiite GNarKkn B Hayane Kaxaon 3anmncu, YTobbl akTUBMPOBATb MU
OTKNOUYMTb COOTBETCTBYHOLUME 3a4a4M.
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Mo yMoa4aHMIO B NIAHMPOBLLMKE 0TOBPaXKaloTCA cieayoLme 3aniaHMpoBaHHbIe 3a4a4u:

o 06CNyXKUBaHUWE XKYPHanNa;

® perynapHoe aBTOMaTu4ecKoe 06HOB/IeHUE;

e aBTOMaTMueckoe 06HOBAEHME NOC/Ie YCTAaHOBKM MOAEMHOIO COe AMHEHNS;

® aBTOMAaTUuYecKoe 06HOB/NEHUE NOC/AE BXOAa N0/Ib30BaTe/A B CUCTEMY;

® perynsapHas NpoBepKa nocneaHen Bepcum nporpammbl (cMm. pasaen Pexxum obHoBaeHuUA);

e aBTOMAaTHuecKasa NpoBepKa ¢ainNoB Npu 3anycke cUCTEMbI (Noc/ie BXOZa N0/1b30BaTe A B CUCTEMY);

e ABTOMaTM4YecKan NpoBepKa ¢aiiNoB Nnpm 3anycke cuctembl (Nocae ycrnewHoro o6HoBAEHMA MOAY A 0OHapYKeHUs)

Y106bI UBMEHUTL napameTpbl 3an/1aHNPOBAHHbIX 3a4a4 (KaK onpeaeneHHbIX Mo YMOJZTHaHUIO, TaK U
I'IOI'Ib3OBaTe}'IbCKVIX), WeNKHNTe npaBoﬁ KHOMKOM MblILLM HYXXHYIO 3a4a4y U Bbl6epVITe B KOHTEKCTHOM MEHIO KOMaHAay
U3meHUTb... nnn Bblaenute 3a4avy, KOTOpyto HEO6XOAMMO M3MEHWUTDb, @ 3aTEéM Ha*XMUTE KHOMNKY U3meHurb....

Job6asneHue HOBOI 3agaum
1. WenkHute [06aBUTb 3a4,a4y B HUKHEN YacTU OKHa.
2. BBegute nmsa 3agaun.

3. BbibepuTe HY)KHYIO 33434y B PACKPbIBAOLLEMCS MEHIO.

3anycK BHeLWHero NPUA0XKeHUA: NJ1aHNPOBaHNE BbINONHEHMA BHELUHETO NPUIOXKEHUA.

e O6cnyKuBaHMe KypHana: B Gainax *KypHasia TaKKe CoAeprKaTca OCTaTKM yAaieHHbIX 3anucei. 3Ta 3aga4a
perynspHo onTUMU3NPYET 3anucK B dpaiiiax KypHana ansa addeKTUBHOM paboThbl.

¢ MpoBepKa ¢aitnoB Npu 3arpysKe cUCTeMbI: NPoBepKa $alioB, UCNOTHEHME KOTOPbIX Pa3peLleHo NPy 3anycke uam
BXOZe N0Jib30BaTe/ 1A B CUCTEMY.

e Co3aatb CKAHMpPOBaHUE KOMNbIOTEpa: CO34aHMe CHUMKA COCTOAHUA KoMnbloTepa B ESET Sysinspector. MNpu atom
cobupatoTca noapobHble cBeAEHMA O KOMIMOHEHTaX CUCTEMbI (Hanpumep, ApanBepax, NPUIoKEHUAX) 1
OLLeHMBAETCA YPOBEHb PUCKA AN1A KAaXKA0TO UX HUX.

o CKaHMpOBaHMe KomMnbloTepa no TpeboBaHUIO: CKaHNMPOBaHMe Gait10B U NANOK Ha KOMMbIOTEPE.

O6HoBNEHME: NNaHMPOBaHWE 3a4a4M OBHOBAEHUA NyTeM 0OHOBNEHUA MOLYEN.

4. Y106bl aKTMBMPOBATL 33434y, YCTAHOBUTE NepPEKIoYaTENb B MONOKEHNE BKIOYEHO (3TO MOXKHO CAeNaTb NO3XKe,
YCTaHOBWB/CHAB GpNaXKOK B CMMCKE 3an1aHMPOBaHHbIX 33a4), HaXKMUTe KHOMKy Janee v BbibepuTte oanH 13
PEKMMOB BPEMEHMU BbINOJHEHUS:

e OaHOKpaTHO: 33Za4a byeT BbINO/IHEHA B YKa3aHHble 4aTy U BpeMs.

e IMHOrokpartHo: 3aa4a byAeT BbINONHATLCA PETYAAPHO Yepes yKa3aHHbIN NPOMEKYTOK BPEMEHMU.

e ExXeaHeBHO: 33434a OyAeT MHOTOKPATHO BbIMOJIHATLCA Kaxable CyTKM B yKa3aHHOE BpeMms.

e ExXeHeAenbHO: 33a4a byAeT BbINOMHATLCA B BbIOPaHHbIM AeHb HEAENN B YKa3aHHOE BPeMS.

o Mpu onpepeneHHbIX YyCNOBUAX: 3a4a4a byAeT BbINOJIHEHA NPY BO3HUKHOBEHMW YKA3aHHOIO CObbITUS.

5. YcraHoBuTe dnaxokK MponycKaTb 3ag,a4y, €C/iv YCTPOMCTBO paboTaeT OT aKKyMynaTopa, YTobbl CBECTU K
MMWHUMYMY NoTpebieHne CUCTEMHbIX PECYPCOB, Korga HoyToyK paboTaeT oT akKymynsTopa. 3agadva byaet
BbIMNOJIHATLCA B A&Hb M BPEMSA, YKa3aHHble B Noasax ob61acTu BoinonHeHue 3agaun. Eciv 3aga4a He morna 6biTb
BbIMNOJIHEHA B OTBEZEHHOE el BpeMs, MOXKHO YKa3aTb, Korga byaeT npeAnpuHATa caeaytoLas NomnbiTKa 3amnycka
3a4auu.

e B cneayiouwee 3ansnaHMpoBaHHOE BpemMA

o Kak MOXHO cKopee

e HesamepnutenbHoO, €CAM C MOMEHTa NOCAeAHEro 3anycKa NpoLuno 6onblue BpeMeHU, YeM YKa3aHo (MHTepBan
MOJKHO YKa3aTb C MOMOLLbIO NapameTpa Bpema c MomeHTa nocnepHero 3anyckKa).

Mo*KHO NpoCMOTpPeTb 3an/IaHMPOBAHHYO 3a4a4y, e KHYB NPaBO KHOMKOM MbiwK 1 Bbibpas Mokasatb
MHdpopmaumio o 3agave.
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Ob30p 3annaHMpoBaHHLIX 33434 ?

Wmn sapaum

OBony#WMBaHWE HypHANOE

Twun sagaumn

OBony#uBaHME XypHANOE

Janyck sapaum

3agaqa GyAET BBINCAHATLCA Kaxgbli geHe B 3:00:00 AM.

JleficTBne, NpeAnpUHMMAcMoe B CIy4ae, 011 33/a4a HE 3aNYCTUAach B ONpefencHHoe Bpems

Kak moxHo CKOpee

4.4.1.7 CpepcCTBO OUUCTKU CUCTEMDI

MNocne yopaneHma yrpo3bl CpeacTBO OYUCTKU CUCTEMbI MOMOTaeT BOCCTAaHOBUTb KOMMbIOTEP A0 COCTOAHUA, MPUTOAHOIO

K 3KCnyaTaunn. BpegoHOCHbIE NPOrpaMmmbl MOTYT MPUBECTU K OTKAHOUYEHMIO TaKUX CUCTEMHbBIX MPOrpamm, Kak
penaKkTop peectpa nam obHoBneHus Windows. CpeCTBO OYMCTKM CUCTEMbI BOCCTAHABAMBAET A5 AAHHOM CUCTEMbI
3HAYEHMA MO YMOJTYaHUIO.

OUMCTKY CMCTEMbI MOXKHO 3aMPOCUTb B CIEAYIOLUMX CTYYanAX:

® Mpun 06HAPYKEHMM YrpOo3bl;
® MpW HaxKaTUm KHonku Copoc.

Mpy HeEOHXOAMMOCTM MOXKHO NPOCMaTPMUBATb M3MEHEHMA 1 cObpacbiBaTb HACTPOMKM.

L MPUMEYAHME.
[lencTBnA B CpeACTBE OYMUCTKM CUCTEMbI MOXKET BbIMOJIHATbL TO/IbKO MO/Ib30BaTe b C NPaBamMmn afMUHUCTPATOPA.

4.4.1.8 ESET SysRescue

ESET SysRescue — 3To nporpamma 418 coO34aHu1A 3arpy304HOro AMCKa, Coae prallero ogHo us peweHunin ESET
Security: ESET NOD32 Antivirus, ESET Internet Security, ESET Smart Security, ESET Smart Security Premium nau
KaKkoli-nnbo cepBepHbI NpoayKT. FnaBHbIM NpenmyLiectBom ESET SysRescue aBnaeTcs To, 4To peweHue ESET
Security paboTaeT HE3aBMCMMO OT OMNePALMOHHOM CUCTEMbI KOMMbIOTEPA, UMES HEMOCPEACTBEHHbIN JOCTYN K
KeCTKOMY ANCKY 1 daitnoBol cucteme. 3To NO3BOIAET YAANATb TaKME 3aparKeHUs, KOTopble B 0ObIYHOM CUTYaLUK
(Hanpumep, Npu 3anyLLEHHOM ONepPaUMOHHON CUCTEME U T. N.) YAAIUTb HEBO3MOKHO.
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4.4.1.9 ESET LiveGrid®

(ocHOBaHHas Ha NepenoBOM CUCTEME CBOEBPEMEHHOIO 06HapyKeHUA ESET ThreatSense.Net ) ucnonb3yeT AaHHble OT
nonb3oBaTenei ESET co Bcero mmpa 1 oTnpasaseT Ux B BUPYCHyto nabopatoputo ESET. CeTb ESET LiveGrid®
Nno3BoNAeT NojydaTb NOA03PUTE NIbHbIE 06PasLLbl U MeTaAaHHble U3 pPeasibHbIX YCI0BUIA, MO3STOMY Mbl MOXKEM
He3amegIMTeIbHO PearnpoBaTh Ha NOTPeBHOCTM Nob30BaTeiei M obecneynTb FOTOBHOCTbL ESET K
06e3BpeKMBaHMIO HOBENLLMX Yyrpo3. JononHuTenbHY0 nHPopmaumto o ESET LiveGrid® cm. B rioccapuu.

Monb3oBaTe b MOXKET NPOBEPATb PeNyTaLMio 3aNYLLEHHbIX MPOLLECCOB M $Hali10B HEMOCPEACTBEHHO B MHTepdelice
NporpamMmbl UM B KOHTEKCTHOM MeH0, baarogapa YemMy CTaHOBUTCA AOCTYNHAa AONOAHUTEbHAsA MHGOpMaUMs U3
ESET LiveGrid®. CywecTtByeT aBa BapnaHTa paboTbl.

1. MoKHO NPUHATb pelleHme He BKAtoYaTb ESET LiveGrid®. ®yHKUMOHaNbHOCTb NPOrpaMMHOro obecneyeHuns npum
3TOM He OrpPaHUYMBAETCA, HO B HEKOTOPbIX cnydaax ESET NOD32 Antivirus mokeT b6bicTpee ob6pabaTtbiBaTh HOBbIE
Yyrpo3bl, 4eM 06HOBNEHME MOoAyNA 0bHapyKeHUs, ecnm cuctema ESET Live Grid BkitoyeHa.

2. MoskHO ckoHbUrypupoBsatb ESET LiveGrid® Tak, uTobbl 0TNpaBisaack aHOHMMHan MHPOPMaLUSA O HOBbIX Yrpo3ax U
dainax, cogeprralLmMx HEM3BECTHbIM NOKa onacHbI Koa,. Pan moxeT 6bITb oTnpasneH B ESET ana TwatenbHOro
aHanu3a. M3yyeHune 3TUX yrpo3 nomorKeT KomnaHuu ESET 06HOBUTb cpecTBa 0OOHaApYKeHMA Yrpos.

cobupaeT 0 KOMNbIOTEPax Nosb3oBaTeNel MHGOPMALMIO, KOTOPAA CBA3aHa C HOBbIMM OBHaPYKEeHHbIMW YrpO3amu.
9T0 MOXKeT bbITb 06paszeu, UKn Konua daina, B KOTOPOM BO3HMK/A Yrpo3a, NyTb K Takomy dainny, ero ums, gata u
BpeMsA, MMA NpoLecca, B pamKax KOTOPOro yrpo3a noasMaacb Ha KOMMblOTEPE, U cBeAeHUs 06 onepaunoHHOM
cucTeme.

Mo ymonuyaHuto nporpamma ESET NOD32 Antivirus oTnpaBnseT noaosputenbHble dainbl B BUPYCHYO n1abopaToputo
ESET pona TwartenbHOro aHanumsa. Becerga nckntovatotca gpainbl c onpeaeneHHbIMU PaclUMpeHUAMM, TAaKMMK Kak .doc n
.XlIs. Takke MOKHO A06aBUTb ApYr1e paclumpeHns, ecam NoaUTMKA Bale opraH13aLnmm NnpeanmcbiBaeT UCKIOYeHNe
13 OTNPaBKM.

MeHto HacTpoliku ESET LiveGrid®coae p»KUT HECKO/IbKO MapamMeTpPoB AN BKAOYEHUA U OTKAOYEHUA cuctembl ESET
LiveGrid®, npegHa3HauyeHHOM 418 OTNPaBKM NOA03PUTENbHbIX $ali10B U aHOHUMHOM CTaTUCTMYECKON MHOPMALLMK B
nabopaTopwto ESET. 3T napameTpbl AOCTYNHbI Yepes AePeBO PaclIMPEHHbIX NapameTpoB B pasgene CayKebHble
nporpammbi > ESET LiveGrid®.

BKkatouuTb cuctemy penyrtaumm ESET LiveGrid® (pekomeHayeTca): cuctema penytaumm ESET LiveGrid® ysenmunsaet
adpdeKTUBHOCTb pelueHni ESET ana 3almTbl OT BpeA4OHOCHbIX NPOrpamm, NOCKO/bKY bnarogapa el CKaHupyemble
dainnbl conoctaBnATcs ¢ 6a30i JaHHbIX 9/1EMEHTOB «6e/10ro» U «4epPHOro» CNUCKOB B ob1aKe.

OTNPaBUTb aHOHMMHYIO CTaTUCTUUECKYIO MHPOPMALMIO: C MOMOLLIbIO 3TOTO NapameTpa MOXHO pPa3peLLmnTb NPOAYKTY
ESET cobupaTtb MHPOPMALMIO O HeJaBHO OBHAPYKEHHbIX Yrpo3ax: MMS Yrpo3bl, AaTa U BpeMs 06Hapy»KeHus, cnocob
0b6Hapy»KeHUs, cBA3aHHble MeTadaHHble, BepCua M KOHOUrypauma NpoayKTa (BKAoYasa MHPOpPMaLMIO O cucTeme).

OTnpaBuTb ¢aitnbl: kKomnaHum ESET Ha aHanM3 0TNPaBAAIOTCA NOA03PUTENbHbIE Gaiibl, NOXOXKME HA YrPO3bl, U
daiinbl ¢ HEOBbIYHBIMM XapPAKTEPUCTUKAMMN UM NOBEAEHUEM.

YctaHoBUTe daxKOK BecTu KypHan, 4Tobbl cO34aTb KYPHaN cobbITUIM aNna perucTpaumm GakTtos oTnpaBku ¢aiios u
CTaTUCTUYECKOM MHbOopMaLMK. MNpu Kaxkaon oTnpaske GpaiinoB AKM CTAaTUCTUKN B 3KYPHA cObbITUI ByayT BHOCUTbLCSA
3anucum.

KOHTaKTHbIN agpec 3N1eKTPOHHOM NouTbl (He06A3aTeIbHO): BMECTE C MOA03PUTE/IbHBIMU halilaMn MOXKHO OTNPaBUTb
KOHTAKTHbI agpec 3/IEKTPOHHOM NOYTbl, C MOMOLLbIO KOTOPOTO MOYKHO 06PaTUTLCA K BaM, eCN A/19 aHaM3a
noTpebyeTcs AONONAHUTENbHAsA UHPOPMaLMA. MmeliTe B BUAY, YTO KomnaHua ESET He oTnpaBnaeT oTBeThl
nonb3oBaTensm 6e3 HeoHXoAMMOCTH.

UckntoueHune: GuabTp UCKNOYEHUI NO3BOAAET YKa3blBaTb NANKMU U Galiibl, KOTOPbIE HE HYXKHO OTNPABAATb Ha aHa U3
(Hanpumep, MoXKeT NOHaA0OUTLCA UCKNOYNTD Gaitsibl, KOTOPbIE MOTYT COAEPKATb KOHPUAEHLMANBbHYIO
MHPOPMALMIO, HANPUMEP AOKYMEHTbI U 3/IEKTPOHHbIE Tabaunupl). MepeyncieHHble B 3TOM cnucke ¢alinbl HUKOr4a He
6yayT nepenasaTbcA B ESET Ha aHaNM3, Aarke eC/IM OHU COAEPKaT NoA03puTeNbHbIN Kog, ®ainbl Hanbonee
pacnpocTpaHeHHbIX TMMoB (.doc 1 T. N.) UCKAOYAOTCA MO YMOIYaHUIO. [py KelaHUM MOXKHO AOMNONMHATb CUCOK
WCKNIIOYEHHbIX $hannos.
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Ecnu cuctema ESET LiveGrid® ncnosib3oBanack paHee, HO 6bla OTK/IlOYEHA, MOTYT CyLL,ECTBOBaTb MaKeTbl AaHHbIX,
npeaHasHavyeHHble Ana OTNPaBKK. ITU NakeTbl byayT oTnpasneHbl B ESET gaxke nocne BbIKAOYEHUA cuctemsl. MNocne
OTNpPaBKM BCel TekyLe MHpopmMaLMn HOBblE NaKkeTbl CO3A4aBaTbCcA He byayT.

4.4.1.9.1 Mopo3putenbHble ¢painbl

Mpu 06HapyKeHUM NOA03PUTENBHOTO daitia ero MOXKHO OTNPABUTL B UCCNeA0BaTeIbCKyto NabopaTtopuio ESET ans
aHanu3a. Ecnm 310 BpegoHOCHOE NpuaoxKeHue, nHbopmaumsa o Hem byaeT BKAOUYEHa B cheaytouiee 06HOBNEHME
CUrHaTyp BUMPYCOB.

PUNbTP UCKNKOUYEHUA: STOT BaPUAHT MO3BOSET UCKIIOYUTD U3 OTMPABKKU onpeaeneHHble Gdanbl UK Nanku.
MepeuncneHHble B 3TOM cnucke daibl HUKOrAa He byayT nepefaBaTbCs B UCC/ief0BaTe 1bCKyto nabopaToputo ESET
017 aHaNM3a, AaXKe eC/M OHM CoAePXKaT NoA03PUTEbHbIN Kog,. Hanpumep, MoKeT 6biTb NONE3HO UCKAOUYUTL dalinbl,
B KOTOPbIX MOKET NPUCYTCTBOBATb KOHOUAEHUMANbHAA MHOOPMALMA, TaKME KaK JOKYMEHTbI U 3/1eKTPOHHbIEe
Tabaunybl. Palinbl Hanbonee pacnpPoOCTpPaHeHHbIX TUMOB (.dOoC M T. N.) UCKAOYAOTCA MO YMOAYaHMLo. MNpu KenaHuu
MOHO JOMOJIHATb CMUCOK UCKNHOUYEHHbIX GannoB.

KOHTaKTHbIN agpec 3N1eKTPOHHOM NouTbl (He06:A3aTeIbHO): BMECTE C MOA03PUTE/IbHBIMU halilamMn MOXKHO OTNPaBUTb
KOHTAKTHbI agpec 3/IEKTPOHHOM NOYTbl, C MOMOLLbIO KOTOPOTO MOYKHO 06PaTUTLCA K BaM, eCN 419 aHaM3a
noTpebyeTcs AONONAHUTENbHAsA UHPOPMaLMA. MmeliTe B BUAY, YTO KomnaHua ESET He oTnpasBnAeT oTBeThl
nonb3oBaTensm 6e3 HeoH6XoAMMOCTH.

YcTaHoBUTe GiaKoK BecTu )KypHan, 4tobbl co34aThb KypHaa cobblTUA ana pernctpaumm GakTos oTnpasku ¢ainos u
CTaTUCTUYECKOM MHPOPMaLMK. B xypHaa cobbiTuii ByayT BHOCUTLCA 3aMMUCU MPU Kaxkaon oTnpaske Gpainnos nm
CTAaTUCTUKMU.
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4.4.1.10 KapaHTuH

KapaHTWH npegHasHayveH B Nepeyto ovepelb A4/18 U30aAUMKN M 6e30MacHOro XpaHeHUA 3aparkeHHbIX ¢alinos. daiinbl
cneayeT NOMELLATb Ha KAaPaHTWH, €CIM UX He/b3A BbleYnTb UaK 6e30nacHo yaanuTb 1Mb0 ecam OHM OTHECEHDI
nporpammoit ESET NOD32 Antivirus K 3apakeHHbIM Mo owmnbke.

MomecTUTb Ha KapaHTUH MOXKHO Ntoboit dann. PekomeHayeTca NnomeLaTbh Ha KapaHTUH ¢aiibl ¢ NoA03puUTeIbHOM
aKTMBHOCTbIO, KOTOPbIE, TEM HE MEHEE, HE 0OHAPYKMBAIOTCA MOAY1E€M CKaHMPOBAHMA 3aLWMUTbI OT BUPYCOB. dalinbl Ha
KapaHTMHE MOXKHO OTMPaBUTb B UCCeA0BaTebCKYO nabopaToputo ESET Ha aHanms.

® — b4
(es[=1) NOD32 ANTIVIRUS
(© Kapantun ® Qe
-
' Jowmalnan GpeEhLiE Epema Mma obbekTa Pasmep Mpu4KrHa Konvyecrso
0‘ CKaHMpoBaHue 9/14,/2017... | https://secure.eicar.org/eicar.com.bxt 83 b Eicar Tect dann 4
KOMNLHOTEPE

P | Ch\Users\Admin\Desktop\PUA\PUA\Potentia... 55.3 Kb Win32/PUAtest. A noTeHymaneH.., 1
s QGHOENEHNE 9/13/2017... | ChUsersvAdmin\Downloads\eicar.com (1}t 658 B Eicar Tect darn 1
= Cepsuc
¥ Hacpoiika
© Cnpaexa v nognepxka

EMJOY SAFER TECHNOLOGY™ MNepemMecTiTs Ha KapaHTuH...

NHpopmauuto o paiinax, NoMeLLeHHbIX Ha KapaHTUH, MOXHO NPOCMOTPETb B BUAE TabauLbl, coaeprLallein aaTty u
BpemMa nomeleHus daiina Ha KapaHTUH, NYyTb K €r0 UCXOAHOMY PaCcnoI0XKEHUIO, ero pasmep B barTax, MPUUNHY
nomelLeHus dainna Ha KapaHTUH (Hanpumep, 06beKT AobaBAeH NOb30BaTENEM) M KOZIMYECTBO Yrpo3 (Hanpumep,
€C/IN apXMB COLEPKUT HECKOIbKO 3aparkeHUi).

MomeweHune ¢aitnoB Ha KapaHTUH

Mporpamma ESET NOD32 Antivirus aBTomaTMyecku nomellaeT yaaneHHble Gainibl Ha KapaHTUH (ecin 3TOT NapameTp
He 6bl/1 OTMEHEH NONb30BaTENIEM B OKHE NpeaynpekaeHusa). Mpu *KenaHum 10601 Noao3pmuTeNbHbIN dalin MOXKHO

NMOMECTUTb Ha KaPaHTUH BPYYHYHO C MOMOLLbIO KHOMKM KapaHTUH.... Mpy 3TOM UcxoaHan Konus gaina He yganaeTcs.
[NA 3TOro TakKe MOMKHO BOCMO/1b30BaTbCA KOHTEKCTHbIM MEHIO, LLEIKHYB MPaBOM KHOMKOM Mblln OKHO KapaHTUH U
Bbl6paB NyHKT KapaHTUH....

BoccraHoBneHUe U3 KapaHTUHA

daiinbl, HaxoAALLMECA Ha KapaHTUHE, MOXHO BOCCTaHOBUTb B UCXOAHOM mecTe. [115 3Toro npeaHasHadeHa GpyHKLmMA
BOCCTaHOBUTb, 4OCTYMHasA B KOHTEKCTHOM MEHIO onpeaeneHHoro daiia, oTobpaxkaloLLerocs B OkHe KapaHTuHa. Ecim
daiin nomeyeH Kak NoTeHLMaNbHO HeKenaTeibHaA NPorpaMmma, BK/to4YaeTcs napameTp BoccTaHOBUTb U UCKNIOUUTD
U3 CKaHMPOBaHUA. [lONOHUTENbHYI0 MHGOPMALMIO 06 STOM TUME NPUIOXKEHUA CM. B I/10CCapumn. KOHTEKCTHOE MEHIO
COZIE PXKUT TaKKe GYHKLMIO BOCCTaHOBUTD B..., KOTOPas M0O3B0/IAET BOCCTaHOBUTL haitl B MecTe, OT/IMYHOM OT
MCXOAHOTO.
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YpaneHue us KapaHTUHA: LLeIKHUTE 31eMeHT NPABOM KHOMKOM MbILWW U BbibepUTe KOMaHAy YAanuUTb U3 KApaHTUHA
WU BbIBEPUTE SNEMEHT, KOTOPbIN HYXKHO YAanuUTb, U HaxkmuTe Knasuwy DELETE Ha KnaBuaType. Bbl TakKe MoxKeTe
BblAENUTb U YAA/INTb HECKOJIbKO 371 MEHTOB O4HOBPEMEHHO.

NPUMEYAHUE
Ecnv nporpamma nomecTtuna HesapaxeHHbI Gain Ha KapaHTUH Mo OLWKNBKe, UCKAYUTE 3TOT dhann ns
CKaHMPOBaHMA NOC/Ie BOCCTAHOBAEHMUA M OTNPaBbTe ero B CAYXKOy noanepKKM KnneHtos ESET.

OtnpasKa ¢aiina U3 KapaHTUHA

Ecnv Ha KapaHTMH nomelleH dain, KOTOPbIN He pacrno3HaH NPOorpaMmmoi, unu dainn HeBePHO KBAaNUPULMPOBAH KaK
3aparkeHHbIM (Hanpumep, B pesysibTaTe OWMOKM 3BPUCTUYECKOTO MeToAa) M M30IMPOBaH, NepeaaiTte ¢ain B
BMPYCHYtO labopaTopumto ESET. YTo6bl 0TNpaBuTb Gpainn U3 KapaHTUHA, LWENKHUTE ero NpaBoi KHOMKOM MbILWK U
BblbepuTe NyHKT MepeAaaTtb Ha aHanus.

4.4.1.11 TMpoKcu-cepsep

B 60/1bLUMX NOKANbHbIX CETAX NOAKAOYEHME KOMMbIOTEPOB K MHTEPHETY MOXKET OCYLLECTBAATLCA Yepes3 NPOKCHU-
cepsep. OpUeHTUPYACb HA 3TY KOHOUIYPaALMIO, HYXKHO 334aTb ONMCaHHbIE HUXKe napameTpbl. Ecnm aToro He caenatsb,
nporpamma He CMOKeT 0OHOBNATLCA aBTOMaTUYecKu. B nporpamme ESET NOD32 Antivirus HacTponKy NpoKcu-
cepBepa MOXHO BbIMOJIHUTb B ABYX Pa3HbIX pa3geax AepeBa pacllMpeHHbIX HAaCTPOeEK.

Bo-nepBbix, NapameTpbl NPOKCU-CEPBEPA MOXKHO KOHOUTYPUPOBATL B pasaesie [JonosHUTENbHbIe HAaCTPOMKMY,
OOCTYNHOM Yepes CnyxebHble nporpammbl > MpoKeu-cepsBep. HacTpolika NpoKcu-ce pBepa Ha 3TOM ypoBHe
NO3BOJIAET 3a4aTb €ro napameTpbl 41 nporpammbl ESET NOD32 Antivirus B uesiom. OHM MCNONb3YHOTCA BCEMM
MOAYIAMM NPOrpamMbl, KOTOPbIM TpebyeTca noakAtoYeHMe K HTepHeTy.

[lnA HacTpOMKM NapaMeTPOB NPOKCU-CEPBEPA HAa 3TOM YPOBHE ycTaHOBUTE dnaxkok Mcnonb3osaTb NPOKCK-cepBep, a
3aTeMm BBeAMTE aApec NpoKcu-cepsepa B nosie MPoKcK-cepeep 1 yKaxmTe Homep ero nopTa 8 nose Moprt.

Ecnu TpebyeTca ayTeHTMdMKALMA HA NPOKCK-cepBepe, ycTaHosuTe dnarkok MpoKecu-cepsep TpebyeT
ayTeHTUPUKaumK, a 3aTeM 3anosHMTe nonsa Uma nonb3osarens v Maponb. Haxkmute KHonky HalTu, 4tobbl
aBTOMaTMYeCKM OnpeaennTb NnapameTpbl NPOKCU-CepPBEPA U MOACTaBUTb UX. ByayT ckonnpoBaHbl NapameTpbl,
yKasaHHble B Internet Explorer.

NMPUMEYAHUE.
B HacTpolikax B o61acTu MPOKcu-cepBep MmMs MNo/1b30BaTENSA M NAaPO/ib HYKHO BBOAUTb BPYUHYIHO.

Ucnonb3oBatb Npamoe NogKAoYeHUe, eC/IU NPOKCU-cepBep HeJ,0CTYNeH: eCNM B MPOrpamMmme HaCcTPOeHO
MUCNo/1b30BaHMeE NpoKcu-cepsepa HTTP, a oH HegocTyneH, nporpamma byaet o6xoauTb NPOKCU-CEPBEP U
NoAKAOYATLCA K cepBepam ESET Hanpamyto.

MapameTpbl NPOKCU-CepPBEPA TaKKe MOXKHO HAaCTPOUTb B 061aCTM pacCLlUMPEHHbIX NapameTpoB 0O6HOBAEHMA
(nocnepoBaTeibHO OTKPOKTE [lonoNHUTENbHbIEe HAacTPoKKu > O6HoBNeHUe > MpoKcu-cepsep HTTP 1 B
packpbiBatoLLemcA cnmcke Pexkum npoKcu-cepsepa Bbibepute anemeHT MogKnoueHue yepes NpoKcu-cepeep). 3Tu
napameTpbl NPUMEHAIOTCA K KOHKPETHOMY NPOdUAI0 0OHOBIEHWA U PEKOMEHAYIOTCA A1 HOYTOYKOB, KOTOPbIE YacTo
nony4atoT 06HOBMIEHUA CUTHATYP BUPYCOB M3 PasHbIX UCTOYHUKOB. 15 NONyYeHUsA AONONHUTENbHbIX CBEAEHUIA 06
3TMX NapameTpax cM. pasaen JonoNHUTEeIbHblE HACTPOWKM 0BHOBAEHUA.
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4.4.1.12 YBepoMneHUA NO 3/IEKTPOHHOM nouTe

NOAAEPXKMBAET OTNPABKY COOBLLEHWNIA 3NEKTPOHHOM NOYTbI MPU BO3SHUKHOBEHWUM COBbITUIA C 33JaHHOW CTENEHbIO
AeTanusauun. Ytobbl BKAOYUTL 3Ty GYHKLUMIO, ycTaHOBUTE daskoK OTNPaBAATb yBE AOM/IEHUA NO 3/1EKTPOHHOM

no4yre.
PaCLIJHpEHHbIE napameTpbl q X @
SAIIVITZRIIEVEYCOE 2 YBEAOMNEHWA MO 3NEKTPOHHO MOYTE
QBEHOBNEHIME OtnpaenATe yEE4oMAEHNA © COBBITHAX N0 NEKTPOHHOA NoYTe [ ]

WHTEPHET 1 2NEKTPOHHAR

roHTA SMTP-CEPBEP

KOHTPO/b YCTPOIACTE SMTP-cepeep smitp.provider.com:587 i ]
CYEEHBIE NPOTPAMMEI Wwma nonezosatens Li ]
Daiifbl KypHANoE Mapons Li ]

Mpokcn-cepeep

YEepomneHnAa no 3NeKTROHHOM
nourte Appec oTnpasuTens [ ]

Mrpoeoii pexumM

Aapeca nonydatens [ ]
JnarHocTika
WHTEPOEMNC MNOJIb30BATENA MUHUMAaNEHAA CTENEHD AETANH3ALMN YEEAOMIEHMI MpeaynpexaeHna v | O
BrnrouwnTe wingposanne TLS X [ ]
MHTEpBAN MEXLY OTNPAEKAMN HOBbIX CooBLLEHNA 5+ @
INEKTPOHHOA NoYTbl (MHH.) =

SMTP-cepsep
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SMTP-cepBep: SMTP-cepBep, UCNOAb3yeMbIN ANA OTNPABKM ONOBELEHUIN (Hanpumep, smtp.provider.com:587,
HOMep npeaBapuTeibHO 3aaHHoro nopTa — 25).

1 NPUMEYAHME.
ESET NOD32 Antivirus nogaep*knBaet SMTP-cepBepbl, UCNOb3ytowwme wmndposaHue TLS.

Mms nonb3oBaTtena v naponb: eciv Ha SMTP-cepBepe TpebyeTca NpoBepKa NOAJ/IUHHOCTH, YKaXKuTe
AeCTBUTEIbHbIe MMA NOb30BaTeNA U NAapob ANA AOCTyNa K cepBepy.

Appec oTnpaBuUTeNA: B 3TOM MOJe YKa3blBaeTCcA agpec oTNpaBmuTena, KoTopblii byaeT oTobparkaTbcA B 3aro/ioBKe
COOBLLEHWNI 3N1EKTPOHHOM NOYTbI C YBEAOMIEHUEM.

Aapec noay4yartena: B 5TOM MoJie yKasblBaeTCA agpec NosiyvaTens, KoTopbli byaeT oToOparkaTbCa B 3aro/10BKe
COO0bLLEHNI 2NEKTPOHHOM NOYTbI C YBEAOMIEHUE M.



B packpblBatoLemca cnvcke MUMHUManbHas cTeneHb AeTain3auum yBea0M/IeHUIA MOXKHO BbiBpaTb HavaibHbIl
YPOBEHb OTMNpPaBASEeMbIX YBEAOMIEHUNA.

e [1narHOCTMKa: B }KypHa/ BHOCUTCA MHPOPMaLLMA, HEOBX0AMMas ANA TWAaTeIbHOW HACTPOMKM MPOrpammbl, U Bce
nepeYncieHHble Bbillie 3anncu.

MUHPOopMaLMOHHbIEe: 3anuncbiBatoTca MHPOPMALMOHHbIE COOBLLIEHUSA, TaKMe KaK HecTaHAapTHble ceTeBble
cobbITHA, B TOM YMC/ie cooblieHns 06 ycnelHo onepauum o6HOBAEHMA, @ TAKKe BCe NepeynceHHble Bbille
3anucu.

e MpeaynpeXKaeHusa: 3anmncbiBaloTCA KpUTUYECKME OLWMBKN 1 NnpeaynpexaeHus (Hanpumep, «He yaanocb
BbINONHUTb 06HOBAEHUE» UK «CncTeMa Antistealth paboTaeT HenpaBuabHO»).

OWMBKK: 3aNKnCbIBAOTCA OLMOKK (He aKTUBMPOBAHA 3aLUMTa OKYMEHTOB) U KPUTUYECKME OLLIMBKMU.
Kputnueckune owMBKM: 3anmcbiBatoTCA TO/IbKO KPUTUYECKMUE OLINMBKM (OWMBKK 3amycKa 3alumTbl OT BUPYCOB UK
yBEeAOM/IEHMA O HA/IMUYNK BMPYCa B CUCTEME).

Bratountb wndposaHue TLS: paspelwntb OTNPABKY NpeaynpexaeHunii o6 yrpose 1 yBeJOMIEHWUI C
Mcnosb3oBaHMeM nNpoTokona TLS.

MHTepBan meKAy 0TNpaBKamMmu HOBbIX COO6LLEHUIA 3/IEKTPOHHOM NOYTbI (MUH.): BpeMsa B MUHYTax, Yyepes KoTopoe
Mo 3/IeKTPOHHOW NoyTe ByayT OTNpaBaeHbl HOBble yBegoMAEHMA. Ecnv 3agaTb 3HaueHue 0, yBegomneHus byayt
OTNPaBAATbLCA Cpasy.

OTnNpaBAATb YBE A0MJIEHUSA B OTAE/NbHbIX COO6LLEHUAX 31€KTPOHHOM NOYUTbI: €C/1M 3TOT NapameTp aKTUBUPOBAH,
nosiyyatenb Oy4eT nosyyaTb Kaxkgoe yBegOMIeHWE B OTAE/IbHOM COOOLLEHNN. ITO MOXKET MPUBECTU K MONYYEHUIO
60/1bLIOr0 KOIMYECTBA NOYTbI 33 KOPOTKMI MPOMEIKYTOK BPEMEHMU.

dopmar coobeHui

dopmar coobLyeHuii 0 cobbITUAX: GopMaT COODLLEHNIN O COBbITUAX, OTOBPaAXKaeMbIX Ha yAaneHHbIX KOMMbOTE paXx.

dopmar npeaynpexaeHuii 06 yrposax: npeaynpexaeHuns 06 yrposax 1 yBeoMAeHUA UMeOT NpeaBapuTeibHO
3ajaHHbI GOPMaT MO YMONHYAHUIO. M3MeHATb 3TOT popmat He peKomeHayeTca. OAHaKO B HEKOTOPbIX Cay4Yanx
(Hanpumep, NPU HaAMYUK CUCTE Mbl aBTOMATU3MPOBAHHON 06PaBbOTKM 31EKTPOHHOM MNOYTbI) MOXKET NoHaA06UTbLCA
N3MeHUTb GopMaT coObLLEHUNA.

KoguposKa: npeobpa3oBbiBaeT KOANPOBKY COOBLLEHMA 31€KTPOHHOM NoYTbl B KOAMPoBKY ANSI Ha ocHoBe
pernoHanbHbIx napameTpos Windows (Hanpumep, windows-1250), koamposky Unicode (UTF-8), 7-6uTHyto
KoampoBKy ACSII (Hanpumep, «a» byaeT npeobpa3oBaHO B «a», a HEU3BECTHbIE CUMBOJIbl — B & ?%) MU KOAUPOBKY
ISO-2022-JP (ana anoHCKoW Bepcum).

Ucnonb3oBaTtb KoaupoBKy Quoted-printable: coobuweHune 6yaeTt npeobpasosaHo B popmaT Quoted Printable (QP),
B KOTOPOM MCNob3ytoTcA cumBobl ASCII, 4To No3BoISET NPABU/IbHO NepesaBaTb CMMBOJIbl HALMOHAbHbIX
andaBUTOB NO 3/1EKTPOHHOWM NouTe B 8-6uTHOM popmarte (4éidu).

44.1.12.1 dopmat coobLieHUni

B 3TOM OKHE MOXHO HacTpouTb GopmMaT coobLLEeHUI O COBbITUAX, OTOBPaXKaOLLMXCA Ha yAaeHHbIX KOMMNbIOTE Pax.

MpeaynpexaeHusa ob yrpose 1 yBeA0MIEHUS MO YMOYAHUIO UMEIOT NpegonpeaeneHHbli opmaTt. M3meHATb 3TOT

dopmart He pekomeHayeTca. O4HAKO B HEKOTOPbIX CAyYasx (Hanpumep, NPy HaIMYMM CUCTEMbl aBTOMATU3MPOBAHHOM

06paboTKM 31€KTPOHHOW NOYTbI) MOXKET MOHAA06UTLCA U3MEHUTb GOPMAT COOBLLIEHNIA.

Kntouesble cnoBa (CTPOKM, pasaeneHHble CMMBOIOM %) B COOBLLEHMM 3aMeLLLaloTeA peasibHOW nHdopmaLmein o
cobbITUK. JOCTYMHbI CAeAyoLWMe KAKYeBble C/10Ba.

o %TimeStamp% — naTa 1 Bpems cobbiTus.

e %Scanner% — 3a4elACTBOBAHHbIN MOAYNb.

o %ComputerName% — 1Mma KomnbloTepa, HA KOTOPOM MOABUIOCH ONOBELLEHME.

® %ProgramName% — nporpamma, co34asLuas OnoBeLLeHue.

o %lInfectedObject% — nmsa 3apaxkeHHoro ¢aina, coobweHna U T. N.

e %VirusName% — naeHTMbMLMpPYIOLIME AaHHbIE 3aparkeHuA.

e %ErrorDescription% — onuncaHue cobbITUA, HE UMELOLLLETO OTHOLLEHMS K BUpYyCcam.
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Kntouesble cnosa %lInfectedObject% 1 %VirusName% ncnonb3ytoTcs TONbKO B NpeaynpexaeHuax ob yrposax, a %
ErrorDescription% — T0/1bKO B cO0bLWEHMAX O COOLITUSAX.

Mcnonb3oBaTb CUMBO/IbI MECTHOTO andasuTa: NnpeobpazoBaHme cOObLLEHUI C UCNOoAb30BaHMEM KOAMPOBKM ANSI Ha
OCHOBe pernmoHasnbHbix NapameTpos Windows (Hanpumep, windows-1250). Ecniu He ycTaHaBnMBaTb 3TOT G/1aXKOK,
cooblieHne byaeT npeobpasoBaHo C UCNONb30BaHUEM 7-6UTHOI KoamposKku ACSII (Hanpumep, «a» byaeT
npeobpasoBaHO B «a», @ HEU3BECTHbIE CUMBOJIbl — B «?»).

Mcnonb3oBaTb MeCTHYIO KOAMPOBKY CUMBO/IOB: CO0bLLeHNe byaeT npeobpasosaHo B popmat Quoted Printable (QP),
B KOTOPOM MCMo/b3ytoTca 3HaKM ASCIl. 9To no3BoaseT NpaBUbHO NepeaaBaTb CUMBOJIbl HALMOHANbHbIX apaBUTOB
Nno 3/1eKTPOHHOW noute B 8-6utHOM popmarte (4éidu).

4.4.1.13 Bbi6bop obpasuya ana aHanAusa

[dnanorosoe oKHO OTNpaBKK GainNoB NO3BOAAET OTNPaBUTb Gpainn unm cant B ESET ana aHanmsa. Ytobbl OTKPbITL 3TO
OKHO, BblbepuTe CnyxKebHble nporpammbl > > OTnpaBKa 06pasua Ha aHanus. Mpy 06HapyXKeHUM Ha KOMMbloTepe
daiina, NpoaABNAIOLEro NOAO3PUTENBHYH aKTUBHOCTb, MW MOA03PUTENIbHOTO CaliTa B IHTepHETe ero MOXHO
OTNPaBUTb B UCCNea0BaTENbCKYIO abopaToputo ESET. Ecnu daiin nnmn Be6-canT okarkeTca Bpe 4OHOCHbIM
npunoxeHuem, GyHKLMA ero obHapyKeHUs byaeT BKAOYEeHa B nocieaytolme o6HOBAEHMS.

Opyrmm cnocobom oTnpaBKM ABAAETCA 31EKTPOHHAA NoYyTa. Ecam aToT cnocob ana sac yaobHee, 3aapxmBupyiite
dannbl c nomolbto nporpammsel WinRAR nnu WinZIP, 3awmtuTte apxus naponem «infected» n otnpasbTe ero no
afpecy samples@eset.com. [IOMHWUTE, YTO TEMA NMUCbMA AOJIKHA ONMCbIBaTb NPO6GAEMY, A TEKCT AOJ/IKEH COAEPKATb
KaK MOYHO bosiee nosiHyto nHbopmaumio o paine (Hanpumep, agpec Beb-calita, C KOTOPOTo OH Bbl/l 3arpyXKeH).

NMPUMEYAHUE.
Mpexae yem otnpasnATb ¢alin B ESET, ybeautech B TOM, YTO Npobaema COOTBETCTBYET OAHOMY U3 C/IeAyHoLLMX
Kputepues:

e (alin coBcem He 0bHapyKMBaeTcs;
e daitn HenpaBUIbHO OO6HAPYKMBAETCA KaK yrposa.

OTBeT Ha NoAo6HbIM 3anpoc byaeT OTNPaB/AEH TO/IbLKO B TOM C/ly4ae, ecn NoTpebyeTca AONONHUTENbHAA
nHpopmauums.

B packpbiBatolemca meHto MpuunHa oTnpasku ¢daitna Bbibepute Hanbosee noaxoasallee onMcaHne cBoero
coobuleHus.

e Moao3putenbHbiii paiin

¢ Mopo3putenbHblii caifT (Be6-caliT, 3apakeHHbIM Bpe40HOCHOM Nporpammolt)

o J1oXKHO 06HapyKeHHbIN daiin (daiin obHapyKeH KaK 3apaXKeHHbIN, XOTA He ABNAETCA TaKOBbIM)

o J10}KHO O6HapY*KEHHbIN caiT

e [ipyroe

daiin/caiit: NyTb K OTNPaBAAEMOMY Ha aHanM3 Gpainay unu seb-caity.

Aapec 3N1eKTPOHHOM NOYTbI: KOHTAKTHbIM agpec oTnpasnseTca B ESET BMecTe ¢ nogo3putenbHbIMU Gatnamm mn
MOEeT UCMOb30BaATLCA 411 3aMpoca AONOAHUTENbHOM MHPOPMaLMK, HeObXoaMMOM ANA aHanM3a. YKasblBaTb agpec
3/IEKTPOHHOM NoyYTbl HeobsA3aTeibHO. O6paseL, MOXKHO OTNPaBUTb aHOHUMHO. MOCKONbKY KaxAablii AeHb Ha cepBepbl
ESET nocTtynatoT AecaTKku Tbicady $GaiiioB, HEBO3MOXKHO OTMPaBUTb OTBET Ha KarKAbli 3anpoc. Bam OTBETAT TO/IbKO B
TOM CNyyae, eciu AnA aHanmsa noTpebyeTcsa AONONHUTENbHAA UHDOPMALLUA.
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4.4.1.14 UeHtp o6HOBNeHUa Microsoft Windows®

®yHKLMA 06HOoBNEHUA Windows ABAAETCA BaXKHOW COCTABAAIOLLEN 3aLUMTbI NOb30BaTENIEN OT BPELOHOCHbIX
nporpamm. Mo saToi npuumHe obHoBAeHUs Microsoft Windows cnegyeT ycTaHaBAMBaTb cpasy NOC/Ae UX MNOABAEHUS.
MporpammHoe obecneyeHmne ESET NOD32 Antivirus yBegomnsaeT nonb3oBaTena 06 oTCyTCTBYOWMX OOHOBNEHUSAX B
COOTBETCTBMM C BblOpaHHbIM ypoBHEM. [LOCTYNHbI Ceaytowme YPOBHU.

be3 06HOBNEHUIA: 3aNPOChl Ha 3arpy3Ky 0OHOBAEHUI CUCTEMbI HE OTOBpasXkatoTcA.
Heob6sa3atenbHble 06HOBNEHUA: OTOOPaAKaAOTCA 3aNPOChl HA 3arpy3Ky 0OHOBAEHWUI C HU3KUM 1 BOoNee BbICOKMM
YPOBHEM npuopuTeTa.

PekomeHAayemble 06HOBAEHUA: 0TOOPaXKaoTCA 3aMPOChl Ha 3arpy3Ky 06HOBAEHUI C 06bIYHBIM 1 6ON1ee BbICOKMM
ypOBHEM NpuopuTeTa.

Ba)KHble 06HOBNEHUA: OTOBPAXKAOTCA 3aNPOChI Ha 3arpy3Ky 0BHOBEHWNI, MOMEUYEHHbIX KaK BaXKHble U MMetoLme
6onee BbICOKMI ypoBEHb NpUopUTETa.

Kpumqecxue 0bHOBNEHMA: NON1b30BATENIO npeanaraeTcAa 3arpy3ntb TO/1IbKO KPpUTUYECKUNE obHoBNEHMUS.

[ns coxpaHeHus n3meHeHnn HaxkmuTe KHonKy OK. Mocne npoBepKu cTaTyca cepBepa 06HOBAEHMI HA 3KpaH byaeT
BbIBeAEeHO OKHO « OBHOBAEHMNA CUCTEMbI», MO3ITOMY AaHHble 06 06HOBNEHUM CUCTEMbI MOTYT BbITb HE AOCTYMHbI
HenocpeACTBEHHO NOCAEe COXPaHEHUA U3MEHEHUIA,

4.4.1.15 ESET CMD

ITa GYyHKLMA BKAOYAET paclimpeHHble KomaHabl ecmd. OHa faeT BO3MOXKHOCTb 3KCNOPTUPOBATL M MMNOPTUPOBATh
napameTpbl C TOMOLLI KOMaHAHOW cTpoKK (ecmd.exe). 1o 3TOro aKCnopT U MMMOPT NapaMeTPoB Oblal BO3MOKEH
TOJIbKO C UCMo1b30BaHWeM rpaduryeckoro uHtepdeiica. KoHdpurypauymo <%PN%> MOXKHO 3KCMOPTUPOBATL B Galin B
dopmate XML.

Mpu BkAtOYEHHON PYyHKUMM ESET CMD gocTynHbl ABa MeTO4a aBTOpPU3aLLMu:

Het — 6e3 aBTOpM3aumMn. ITOT METOA HE PEKOMEHAYETCS, TaK KaK OH paspellaeT MMNopT Atoboi HenoanmMcaHHOM
KoHdUIrypaLumm, 4To npeactaBaseT cobol NoTeHUMaAbHbIN PUCK.

Maponb AnA [oNOAHUTENIbHbIX HACTPOEK: NCMOJ1b30BaHWE NApPOAbHOM 3awwmTbl. Paiin B dopmate XML, n3 KoToporo
MMMNOPTUPYETCA KOHPUIypaLmaA, A0KeH ObITb NoAnmcaH (cm. MHpopmaumio o noanucaHumn danna KoHoUrypauum B
dopmate XML Huske). Mpn sTOM MeToAe aBTOPU3aLMM B XO4Ee MMNOPTa KOHOUTypaLumM Napoab NpoBepsaeTca Ha
COOTBETCTBME NMAPO/It0, YKasaHHOMY B pasgene [lapameTpbl goctyna. Ecnm HacTpoiika JocTyna He BKAOYEHa,
naponb He coBnagaeT unm dann koHdurypaumm B popmarte XML He nognucaH, KoHbUrypauus He byaeT
MMMNOPTUPOBAHa.

Mocne BrAtoUYeHUA GYyHKUMM ESET CMD MOXKHO HauyaTb MCNONb30BaTb KOMaHAHYO CTPOKY A/18 SKCNopTa U MMnopTa
KoHdUrypaumm <%PN%>. 3TO MOXKHO caenaTb BPYYHYHO MAKN CO34aTb CLEHAPUI C LIe1bio aBTOMATMU3aLUN.

BAXHO!

15 NCnoNb30BaHUA paclMPEHHbIX KOMaHa ecmd He06X0AMMO BbIMOMHATHL MX C NPaBaMu aaMUHUCTPATOPa UK
e OTKPbITb KOMaHAHY0 cTpoKy Windows (cmd) B pexunme 3anyck oT MMeHU agMUHUCTPaTopa. B npoTnBHOM
cnyyae nossutca coobuieHune Error executing command.. Kpome Toro, Bo Bpems 3KCnopTa KOHOUIypaLmMm 40AKHA
CYLLEeCTBOBATb Marnka HasHayeHus.

NMPUMEYAHMUE.
PaclumpeHHble KomaHabl ecmd MOXHO BbIMO/IHUTL TO/IbKO /IOKaNbHO. BbINONHEHME KAMEHTCKOM 3a4a4K
BbinonHeHMe KOMaHAbl C UCMoab30BaHNEM ERA He cpaboTaerT.

NPUMEP

KomaHzaa sKkcrnopTa napameTpos:
ecmd /getcfg c:\config\settings.xml

KomaHza umnopTa napameTposB:
ecmd /setcfg c:\config\settings.xml
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MoanucaHue danna KoHPUrypaumm B popmate XML:

1. 3arpysute cpeacteo XmiSignTool co cTpaHumLbl 3arpy3ku cpeacTs U yTuant ESET n ussnekute ero. 31o cpeacTso
6b110 paspaboTaHo cneumanbHO Ansa noanucaHua Gpannos KoHdurypaumm ESET B dopmate XML.

2. OTKpoliTe KomaHaHYt cTpoky Windows (cmd) B pexkume 3anycK oT UMeHU agMUHUCTpaTopa.
3. Nepengute B Nanky ¢ $palniomM xm1signTool . exe.

4. BbINONHWTE KOMaAHAY AnA nognucaHua danna koHpurypaumm B dopmate XML. Ucnonb3oBaHMe: xmlSignTool
<nyTe_ K_Odaniy xml>

5. BBeauTe napoab 4718 A0NOJHUTE/IbHbIX HACTPOEK, a 3aTEM BBEAUTE €r0 elle pa3 Nno 3anpocy cpeacTaa
XmlSignTool. Tenepb ¢aiin koHdpurypaumm B popmate XML nognucaH n ero MOXHO MMNOPTMPOBATb Ha APYTrom
aksemnnape <%PN%> c pyHKume ESET CMD ¢ nomoLLbio MeToaa aBTopu3aunm «Mapoab ana A0NOAHUTENbHbIX
HACTPOEK».

A BHAMAHME!
BkntoyaTtb ESET CMD 6€e3 aBTOpM3aLMmM HEe peKoMeHAYyeTCs, MOCKO/IbKY 3TO AACT BO3MOKHOCTb MMNOPTUPOBaTb
Ntobyo HenoAnNMcaHHY KOHOUIypaumio. 3agaiTe Nnaponb B pasaese JlononHuTenbHble HAaCTPONKKU > UHTepdeiic
nonb3oBatens > Hactpoiika gocryna, 4Tobbl N0/1b30BaTENM HE BHOCUIM HEABTOPMU30BAHHbIE U3MEHEHMUA.

4.5 WHtepdemc

B pasgene UHTepdeiic MoXKHO KOHOUTYpMpoBaTb NoBeaeHMe rpaduyeckoro nHTepdelrica Nonb3oBaTe s NPOrpaMmmbl.

C nomoupbto cnyxkebHoM nporpammbl [padmka MOKHO U3MEHUTb BHELLHWI BUA, MPOrPaMMbl U UCMOJ1b3yeMble
apdeKTbI.

I'IyTeM HaCTPOVIKM napamMeTpoB B pa3gene MNpeaynpexaeHna n yse J0MIEHMA MOXKHO U3MEHUTb NOBeAeHMEe
npep,ynpem,u,eHMﬁ 06 06Hapy)KEHHbIX yrpo3sax n CUCTEMHbIX yBe,D,OM}'IEHMﬁ. MNX MOXKHO HaCTPOWUTb B COOTBETCTBUU CO
CBOMMMHOTpe6HOUﬂMM.

Ons obecneyeHNs MaKCMMaIbHOTO YPOBHS 6&@30MacHOCTU NPOrpamMmmMHOro obecrnevyeHUs MOXHO NpPeaoTBPaTUTb
HeCaHKUMOHMPOBaHHOE U3MEHEHME, 3aLLUTMB NapameTpbl Maposiem C MOMOLLBLO CyKebHOM Nporpammbl
[TapameTpbl gocTyna.

4.5.1 SnemeHTbl UHTepPeiica

MapameTpbl MHTepdelica nonb3osBaTtensa B ESET NOD32 Antivirus no3BonstoT HacTpouTb pabouyto cpeay B
COOTBETCTBMM C KOHKPETHbIMW TPeBOBaHMAMMK. TN NAPaMeTpPbl AOCTYNHbI B BeTBM UHTepdeiic > dnemeHTbl
uHTepdeiica aepeBa paclumMpeHHbIX NapameTpoB ESET NOD32 Antivirus.

Y1o6bI OTKAOUNTL 3acTaBky ESET NOD32 Antivirus, cHumumTte dnaxkok MNoKasbiBaTb 3acTaBKy Npu 3anycKe.

Ecnu Bbl xoTHTe, 4TOOLI Nporpamma ESET NOD32 Antivirus BocnpounsBoau/ia 3ByKOBOW CUTHA, €CNY BO BPeEMS
CKaHMPOBAHMA NPOUCXOAMNT BaXKHOE cobbITMe, Hanpumep obHapyKeHa yrposa Uan CKaHUPOBaHWE 3aKOHYEHO,
BblbepuTe ycTaHOBKY Mcnonb30BaTb 3BYKMU.

UHTerpmMpoBaTb C KOHTEKCTHbIM MEHI0 — BO3MOKHOCTb MHTErpaLMmn 31eMeHTOB ynpasaeHua ESET NOD32
Antivirus B KOHTEKCTHOE MEHI0.

CocrosiHuA

COCTOAHUA NPUNONKEHUA — YTOGbI BKIOUYUTD UM BbIKNOYMTb OTOBpaKeHne CoCToAHMIA B 061acTU raBHOMO
MeH0 COCTOSIHMUE 3aLMUTbI, LLLEIKHUTE 3/1eMeHT U3MeHUTb.
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https://www.eset.com/int/download-utilities/

PaclumpeHHble napameTpbl Q X @

3ALLMTA OT BUPYCOB €
OBHOBJEHWE &

WMHTEPHET 1A SNEKTPOHHAR
nodyra ©

KOHTPO/b YCTPOIMCTE )
CNTYKEBHBIE MPOTPAMMBI

WHTEP@ENC NONL3OBATENA

Mo ymonuanuio

E 3NEMEHTbLI MHTEP®EACA NONL3OBATENA

MokasblgaTk 3acTAaBKY NP 3anycke

Mcnons2oeats 38yku (i ]
MHTErpauma B KOHTEKCTHOE MEHHD (i ]
COCTOAHWA

CocToAHMA NPUACHKEHNA Wamennte 0

APEAYNPEXAEHWA W YEEAOMAEHWA

HACTPOWKA JOCTYMNA (i ]
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4.5.2 TpeaynpexaeHUa U yseaomMneHusa

B pasaene MpepynpexxaeHus U ysegomaeHusa okHa UHTepdenc MmoKHO HacTpouTb cnocob 06paboTkm
npeaynpexaeHuii 06 yrposax U CMCTEMHbIX YBeAOM/IEHUI (Hanpumep, coobLieHui 06 ycnewHoOM BbINOAHEHUN
obHoBneHuin) ansa nporpammbl ESET NOD32 Antivirus. 3eCb TakKe MOMKHO HaCTPOUTb BpemMa oTobparkeHua 1
NpPo3payYHOCTb YBEAOMIEHUIA Ha NaHeN M 33434 (NPUMEHAETCA TO/IbKO K CUCTEMAM, NOAAE PKMUBAIOLLMM YBE AOMNEHUSA

Ha naHenu 3agady).

PacluMpeHHble napameTpbl

ALLIATA QT BMPYCOB
CQEHOBAEHWE

WHTEPHET 1 2NEKTPOHHAR
MoYTA

KOHTPOJIb YCTPOACTE
CMYAHEEHBIE MPOTPANMMEBI

WHTEP@ENC NONL3OBATENA

Mo ymonuanmio

OKHO npeaynpexXaeHus

SJIEIVIER 1 B FIF I EFWEFILA | IWJIDJ DA | EXn

NPEAYNPEXAEHWNA U YEEAOMAEHWA

OKHO NPEAYTNPEXEHWA

Orobpaxate npegynpexieHna

OBMEH COOBLLEHWAMMW B NPOTPAMME

OroBpaxaTe MapKeTUHIoBbIE cooBLIEHNA

YBEAOMMEHWA HA PABOYEM CTONE
Orobpaxate yeeAoMIEHNA HA paboduem cTone

He oTobpaxaTe yEeaomMAeHHA npy paboTe npunoxeHni B
NOAHOIKPIHHOM PEXMME

MpogomKnTENBHOCTE
MpozpadHocTs
MuHuManeHaA JeTannzauma oTobpakaeMbx coBuITui

B mMHOrononezoBaTensCckmy CUCTEMAX DTDﬁFIEDKETb

Q x| (@

i
?
i
0 0
2° 0
MHdoprmauma A"
Arlministrator

|_ooc i omen |

Ecnv oTkntountb NnapameTp OTOGpaXKaTb NpeAynperKaeHue, OKHa NpeaynperkaeHus He 6yayT BbIBOAUTLCA Ha
9KpaH; AenaTb 3To cedyeT TO/IbKO B HEKOTOPbIX 0CODObIX CUTyaUMAX. B BONbLINHCTBE CyYaeB peKomeHayeTcs

OCTaBUTb A4/14 3TOro NapameTpa 3Ha4YeHne No ymo14aHUo (BKHIOLIeH).

O6meH coobLieHuAMM B nporpamme

OTo6parkaTb MapKeTUHIroBble coobLeHUA: GYHKLUMA BHYTPM MPOrpammMHOro obmeHa cooblueHUAMM
npeaHasHadeHa 41a MHhopMMUPOBaHUA Nosib3oBaTenelt o Hosoctax ESET u ana apyrux coobuieHunin. CHumure

3TOT GNIANKOK, EC/IU HE XOTUTE MOYYaTb MAaPKETUHIOBbIE COOBLLEHUS.

YBeaoMeHUA Ha paﬁoqu crone

YBegomneHua Ha paboyem cTo/ie 1 BCMJibiBaloLLMe NOACKA3KM NpeaHasHaYeHbl TONbKO A58 MHGOPMMUPOBAHUA U
He TpebytoT yyacTna nonb3osatens. OHM oTobparkatoTcs B 061aCTV yBEAOMIEHUIA B TPABOM HUMKHEM YTy
3KpaHa. YTobbl aKTMBMPOBATL YBEAOMIEHMA Ha paboyem cTose, ycTaHoBUTe dnaxkok OTo6paxkaTb yBeg0MAeHUA

Ha pa60qu crone.

YcraHoBuTe piaxkoK He oTobpakaTb yBeaoMAEHUA NPU paboTe NPUIOKEHUI B MOJIHOIKPAHHOM peXXume,
YTObbI 3aMPETUTL BCE HEMHTEPAKTUBHbIE YBEAOMIEHUA. bonee AeTanbHble NapameTpbl, TaKMe KaK Bpems
oTob6paKeHMA U NPO3PaAYHOCTb OKHA YBEAOMIEHUIA, MOXKHO U3MEHUTb, BbIMOIHUB NPUBEAEHHbIE HUXKE

WNHCTPYKLMMK.
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B packpbiBatowemca cnvcke MUHMManbHasa geTtanusauua otobparkaembix cO6bITUIA MOXKHO BblIbpaTb YpOBEHb
CepbesHOCTM NpeaynpeXKaeHUA U yBe4OMIEHNIA, KOTopble ciedyeT oTobpakaTb. [OCTYMNHbl YKa3aHHble HUMXKe
BapUaHThbI.

e [IMarHOCTUKA: B XKypHa/ BHOCUTCA MHPOopMaLms, Heobxoamman a8 TwaTebHOM HAacTPOMKM NPOorpammbl, U BCe
nepevYncieHHble Bbille 3aMmncu.

MHdopmaums: B xKypHan BHOCATCA MHGOPMALMOHHbIE COOBLLEHUSA, B TOM Yncae coobLueHMs 06 ycnewHom
BbIMOJIHEHUM OOHOBNEHUSA, @ TaKKe BCE Mepeync/ieHHble Bbllle 3anmcu.

MpeaynpeKaeHus: B )KypHaa BHOCUTCA MHOOPMaLMA 060 BCeX KPUTUUYECKMX OLLUMBKAX M NpeaynperkaeHusX.
OWwm6KM: B }KypHaN BHOCUTCA MHPOPMaLMaA 06 ownbKax 3arpy3kun GpanioB U KPUTUYECKUX OLIMBKaX.
Kputnueckne oWIMBKU: PerucTpmpyoTca TObKO KpUTHMYECKME OWMOKK (OLWMBKM 3aMyCcKa 3awmTbl OT BUPYCOB, U
T.M.).

MocnesHuW NnapameTp 3TOro pasaena no3BoiseT HaCTPOUTb, KTO UMEHHO LOJ13KeH No/y4aTb YyBeLOMNEHUA B
MHOroMNo/1b30BaTe/1IbCKOM cpee. B nosie B MHOrononb3oBaTeIbCkKUX CUCTEMaX 0To6parkaTb yBeA0MNEeHUA 4NA
No/1b30BaTe A YKa3blBaeTCA N0/1b30BaTe /b, KOTOPbIN ByAET NOAyYaTh CUCTEMHbIE U MPOYNE YBEAOMIEHUA, YTO
no3BoNAET OAHOBPEMEHHO MOAKNOYATLCA K CUCTEME HECKOIbKMM Nosib30BaTeNAM. O6bIYHO 3TO CUCTEMHBbIN UK
ceTeBoW agMMHUCTPaTOp. ITa GyHKLMA 0cOBEHHO NoNEe3Ha ANA TePMUHANbHbIX CEPBEPOB NPU YCN0BMU, YTO BCE
cUCTEMHbIe YBEAOMIEHNA OTNPABAAITCA agMUHUCTPATOPY.

OKHoO coobuieHunsa

Yto6bl BCMAbIBAKOLLME OKHA 3aKPbIBA/IMCb aBTOMATUYECKM MO UCTEYEHMM ONPeaeIeHHOrO BpeMEHM, yCTaHOBUTE
dnaxkok ABTOMaTHUYECKU 3aKpbiBaTb OKHa co06LeHUA. EC/iv OKHO npeaynpexaeHuns He byaeT 3aKpbITo
no/ab30BaTeIEM, OHO 3aKPbIBAETCA aBTOMATUYECKM Yepes YKa3aHHbIN MPOMEKYTOK BpEMEHM.

MNopTBepKAeHUA: oTobparkeHUe CNMCKa NOATBEPHKAEHMI, ANA KOTOPbIX MOXHO HACTPOUTL NapameTpbl
oTobGparkeHus.

4.5.2.1 [onosaHuTeNbHble HACTPOMUKU

B packpbiBatolwemca meHto MuUHMManbHaa aetanmsaums otobpaxkaemblx cObbITUIA MOXKHO BbIGPaTb Ha4anbHbI
YPOBEHb CeEpbe3HOCTU NpeaynpexaeHunit 1 yBeJOMIEeHUI, KOTopble cneayeT oTobparKkaTb.

o [IMarHOCTUKa: B }KypHaa BHOCUTCA MHbOPMaLWMA, HeObXoaMMan A4/1A TWaTeIbHON HAaCTPOMKM NPOrpamMmbl, U BCe
nepeync/ieHHble BbllLe 3aMucH.

MHpopmauma: B )KypHan BHOCATCA MHPOPMALMOHHbIE COOBLLEHUSA, B TOM Yncine cooblueHma 06 ycnewHom
BbIMNOJIHEHUM OOHOBNEHUSA, @ TaK¥Ke BCE NMepeync/eHHbIe Bbllle 3anucu.

MpeaynpekaeHus: B )KypHaa BHOCUTCA MHOOPMaLMA 060 BCeX KPUTUUYECKMX OLLUMOKAX M NMpeaynperkaeHUsX.
OwmnbKMK: B }KypHan BHocUTCcA MHPopmauus 06 owubkax 3aepy3Ku ¢alinos n KPUTUYECKUX OLLIMOKaX.
Kputnueckue oWIMBKU: PErUCTPUPYIOTCA TOIbKO KPUTUMYECKME OLIMOKM (OLMOKM 3aMyCcKa 3alWmTbl OT BUPYCOB, U
T.M.).

MocneaHU napameTp 3TOro pasaena no3sosifaeT CKOHGUIYPUPOBATb, KTO UMEHHO A0/I3KEH NoJy4aTb yBeJOMAEHNA B
MHOToMno/1b30BaTe/1IbCKOM cpee. B nosie B MHOrononb30BaTeIbCkKUX CUCTEMAX 0TO6BparKaTb yBeA0M/IEHUA AN1A
No/1b30BaTe A YKa3blBAeTCA N0/1b30BaTe/1b, KOTOPbIN ByAET NOAyYaTh CUCTEMHbIE U NPOYNE YBEAOMIEHUA, €CAN
0AHOBPEMEHHO MOKET BbITb MOAKNOUYEHO HECKO/IbKO NoJib3oBaTe ieil. OBbIYHO 3TO CUCTEMHbIN UM CETEBOM
aAMUHMCTPATOP. ITa GYHKLUMA 0COBEHHO NoNe3Ha A4/ TEPMUHANbHbIX CEPBEPOB NPM YCI0BUU, UTO BCE CUCTEMHbIE
yBeAOM/IEHMS OTNPABAAKTCA a4MUHUCTPATOPY.
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4.5.3 Hacrtpoiika goctyna

HacTtpoliku ESET NOD32 Antivirus ABNAlOTCA Ba*KHOM COCTaBHOM YacTbto Ballel NoAMTUKM Be3onacHOCTH.
HecaHKLMOHMPOBaHHOE M3MEHEHME MAPAMETPOB MOXKET HAPYLWNTb CTabUIbHOCTb PaboTbl CUCTEMbBI U 0C1abUTL ee
3awmTy. 4nA npeaoTBpaweHUA HeCaHKLMOHUPOBAHHOIO U3meHeHUA napameTpbl ESET NOD32 Antivirus MoHO
3aWMTUTb NAPONEM.

PaclumpeHHbie napameTpsl Q X @
3ALLIMTA OT BUPYCOB SNEMEHTBLI MHTEP®EWCA MONL3OBATENA
QBHOBMEHWE

NPEAYNPEXAEHWNA W YBEAOMAEHWA

WHTEPHET 1 2NEKTPOHHAR
MOYTA

B HACTPONKA ZOCTYMA i
KOHTPOJ1b YCTPOVACTE 3aLMTUTE NApaMETPEI NAPoIEM X
CYEBHBIE NPOTPAMMEI 3apate napons 3ajate naponb
WMHTEP®EWNC NONbL3OBATENA nA y4ETHBIX 33NNCEll 34MWHWCTPATOPA C OTPaHWYEHHEIMK

npasamu HEoBXoAMM NONHEBIR HaBop NpPaes agMUHNCTRaTOPa

3alWmUTUTL NapameTpbl Naposiem: BbI6GOP HACTPOEK NapOo/IbHOM 3aLmTbl. LLleNKHUTE, YTOObI OTKPbLITb OKHO HAaCTPOMKM
napons.

YT06bl YCTAaHOBUTb AU U3MEHUTbL NAPO/b A5 3aLMTbI NAPAMETPOB HACTPOMKH, LeAKHUTE HacTpouTb.

[ONnA yyeTHbIX 3anucei agMUHUCTPATOPa C OrpaHUYEeHHbIMUM NPaBaMun Heobxoaum No/HbIA HAabop npas
aAMUHUCTpATOpa: BbiIbepuTe 3TOT NapameTp, YToObl NPU U3MEHEHUKN ONpPeaeIeHHbIX NapamMeTPOB CUCTEMbI 415
TeKYLLLero nonb3oBaTe s (eciumy Takoro Nosb30BaTe sl HET NPaB aAMUHUCTPATOPa) OTobparkanca 3anpoc Ha BBOJ,
MMEHMU MOoJ1b30BaTeNA U Maponsa aAMUHUCTPaTOPa (aHaNOrMUYHO KOHTPOIIO y4eTHbIX 3anucel B Windows Vista
Windows 7). K TaKum UameHeHMUAM OTHOCUTCA OTKAoYeHMe moaynel 3awmTbl. B OC Windows XP, roe HeT KOHTpoiA
yuyeTHbIX 3anucei, Ans nonb3osartenel byaet goctyneH napametp TpebyloTca npaBa agMmuHUCTpaTopa (cuctema 6e3
noaaepxku UAC).

Tonbko ans Windows XP:

TpebytoTtca npaBa agMmuHuUcTpaTopa (cuctema 6e3 noaaepkku UAC): ycTaHOBUTE 3TOT PN1aXKOK, YTOObI Nporpamma
ESET NOD32 Antivirus npeanarana BBeCTU y4YeTHblE€ AaHHble aAMUHUCTPATOpA.

94



4.5.4 MeHI0 nporpammsl

K HEKOTOPbIM Hanbosiee BarKHbIM d)YHKLI,MﬂM n HaCFpOVIKaM MOXHO NoNy4YnTb A0CTYyN, WENKHYB npaBoﬁ KHOMKOM
MbILWN 3HAYOK Ha NaHE/IN 3a4a4 .

= JomaluHan CTpaHULa

+ CTaTHCTHKE CHCTEME ZAWNTEI

MpUocTaHoBNTE 3aLLMTY

Paclumpertble napaMeTpel

Daine #ypHana

Crpeite ESET NOD32 Antivirus 11
BoccTaHoBWTE pacnonoKeHne OKoH
MpoEepHTE HANMYKUE DBHOBAEHWA. .

O nporpamme

BbICTpble CCbINIKU: 0TOBparkeHMe Hanbosee YacTo UCNoNb3yeMbiXx KomnoHeHToB ESET NOD32 Antivirus. K HUM MOXKHO
6bICTPO NeperTN Yepes MEHIO MPOTPAMMBI.

MpUOCTaHOBUTD 3aLLUTY: Ha SKPaH BbIBOAUTCA ANANOTOBOE OKHO A/15 NOATBEPXKAEHMNA. B HEM MOMKHO OTKOUNUTL
3aLLMTY OT BMPYCOB M LWINUOHCKUX MPOrpamm, KOTopasa NpeaoTBpaLLaeT aTakM Ha KOMMbIOTEP CO CTOPOHbI
BPELOHOCHbIX CUCTEM, KOHTPOINPYS 0BMeH dalinamm U AaHHbIMKU Yepes MHTEPHET M 9N1eKTPOHHYHO MOYTY.

B packpbiBatoLemMca MeHto Bpems yKkasbiBaeTca Nepmnos BpeMeHu, Ha KOTopoe byAeT NOHOCTbIO OTK/HOYEHA 3aLLmMTa
OT BMPYCOB M WMUOHCKUX NPOTrpamMmm.

@ MpWocTaHOENTE SaLLMTY @

Bpema: ’1[] MAHYT v]

MPHMOCTEHOBKE 3aLUMTEl Ha BeIBPaHHEN NEPHMOA BPEMEHK,
MOCTOAHHO OTKAKIYMTE 3ELUMTY MOXHO, BOCMONE30BEBEWM
PECLMPEHHEIMA MAPAMETPAMM,

[ O ] [ OTMeHE ]

[ononHuTebHble HAacTPOMKKU: BbibepuTe 3TOT NapameTp, YTobbl MepeiiTh K gepeBy [,0NONHUTENbHbIE HACTPOMKM.
[epeBo JOMONHUTENbHbIX HACTPOEK MOXKHO 0TOBPa3nTb U APyrMMK cnocobamu, Hanpumep HaxkaTb Kaasuwy F5 nuam
Mcnosib3oBaTb MeHo Hactpoiika > [lononHUTebHbIe HAaCTPOMKM.

daiinbl )KypHana: dalinibl XKypHana coae pKaT MHPOPMaLMIO O BAaXKHbIX MPOrPaMMHbIX COBbITUAX U NPefoCTaBAAT
obuwue cBeaeHUs 06 06HapyXKEHHbIX Yrpo3aXx.

CkpbiTb ESET NOD32 Antivirus: no3sosisieT ckpbiTb OKHO ESET NOD32 Antivirus.

C6pocuTb HaCTPOMKM MaKeTa OKHa: an1a okHa ESET NOD32 Antivirus BoccTaHaBAMBalOTCA pasmep M NooXKeHMe Ha
3KpaHe No YMOJI4aHuIo.

MpoBepuTb Hannune 06HOBNAEHMIA: 3aMyCK 0BHOBAEHNA MOAYNA OBHApPYKeHMsA (paHee U3BeCTHOTO Kak 6a3a AaHHbIX
CUTHaTYpP BUPYCOB) /18 NOAAE PXKaHUA HEOBXOAMMOrO YPOBHSA 3aLMTbI OT BPE€AOHOCHOIO KOAa.

O nporpamme: oTobparkeHMe MHGOPMALLMM O cUCTEME, CBEAeHUI 06 ycTaHOoBNEHHOM Bepcumn ESET NOD32 Antivirus u
NpPorpammHbIX Moayiax. TakKe 34ecb 0TOOparkatoTCA AaTa OKOHYAHMA CPOKA AENCTBUA NTNLEH3UN U AaHHble 06
onepaLMoHHOM CUCTEME U CUCTEMHbIX pecypcax.
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5. AnA onbITHbIX NONb30BaTeNEeN

5.1 Mpodunu

Oucnetyep npodunein ncnonblyetca B AByx pasgenax ESET NOD32 Antivirus: B pa3gene CKaHMpoBaHue KomnbiloTepa
no TpeboBaHuio 1 B pasgene O6HoBneHMe.

CKaHupoOBaHMe KomnbloTepa

MpeAanoyTMTeNbHbIE MapaMeTPbl CKaHUPOBAHMA MOMKHO COXPaHUTb A/ UCMOb30BaHNA B AabHENLLEM.
PeKkomeHayeTca co34aTb OTAENbHbIV MPOodUIb 418 KaXKA0r0o peryasapHO UCNo/ib3yeMoro CKaHMpoBaHusa (¢
PasNNYHbIMKN 06 bEKTAMU, METOAAMM CKAHMPOBAHUA U MPOYMMM NapameTpamm).

Ona co3panuna npoduna oTKpoTe OKHO «JonoAHUTEIbHbIE HAacTPOMKN» (F5) 1 WwenkHUTe 3awmura oT BUPYCOB >
CKaHupoBaHMe KoMmnbloTepa no TpebosaHMio > OcHoBHOe > CNUCOK Npoduneii. B okHe Aucnetyep npodpuneit ectb
packpbiBatoLLeecss MeHIo BbibpaHHbI Npoduab, B KOTOPOM MNEPEUNCIAIOTCA CyLLECTBYOLWME NPOdUAM CKAHUPOBAHUSA
M €CTb BO3MOXKHOCTb CO34aTb HOBbIN. /1A cO34aHMA NPOPUIA CKAHUPOBAHMA B COOTBETCTBUM C KOHKPETHLIMM
noTpebHOCTAMM CM. pasgen HacTpoiika napameTpoB moayia ThreatSense, B KOTOPOM OMUCHIBAETCA KaXKabl i
napameTp, UCMOb3yeMblii 417 HACTPOMKM CKAHUPOBAHMA.

NPUMEYAHMUE.

Mpeanonoxum, nosb3oBaTe o TpebyeTca co34aTb COOCTBEHHbIN NPOGUAb CKAHMPOBAHUA, NpUYEM KOHUrypauma
CKaHMpOBaTb KOMNbIOTEP YACTUYHO YCTpaMBaeT ero. Mpu 3TOM He HY)KHO CKaHMPOBAaTb YNAKOBLLMKM NN
NOTEeHLMANIbHO OMNacHbIe MPUOXKEHUSA, OAHAKO HYXKHO MPMMEHUTD TLLATE/IbHYIO OYUCTKY. BBeAMTE MMA HOBOTO
npoouna B okHe Aiucnetuep npodpuneit n Haxxmmute KHonky [,o6aBuUTb. Bbibepute HOBbIM Npodub B
packpbiBatoLLLle McA MeHto BblbpaHHbIN NPOodUAb 1 HACTPOMTE OCTa/IbHblE NAPaMeTpPbl B COOTBETCTBMMU CO CBOMMMU
TpeboBaHUAMM, a 3aTEM HaxKmuTe KHOMKY OK, 4Tobbl COXPaHUTb HOBbIN NPObUb.

O6HoBNeHMue

Penaktop npodunei, pacnonosKeHHblil B pasgene «HacTpolika 0bHOBAEHWI», AaeT N0b30BaTENAM BO3MOXKHOCTb
co34aBaTb HOBble NpoduaM 06HoBAEHUA. CO34aBaThb M MCMONb30BaTb COBCTBEHHbIE NMOJ/1b30BaTEIbCKME NPOPUIM
(T. e. npodurau, oTAMYHbIE OT NpoduAA No ymondaHuio Mo npodunb) creayeT TONbKO B TOM ClyYae, ecan
KOMMbIOTEP MNOAKNOYAETCA K CepBepam 06HOB/EHMIA pa3HbIMM COCOBamMm.

B KauecTBe npumepa MOXKHO NPUBECTU HOYTOYK, KOTOPbIM 0BbIYHO NOAKAOYAETCA K TIOKaIbHOMY cepBepy (3epKkany)
B /IOKA/IbHOM CETU, HO TaK:Ke 3arpykaeT 06HOBNEHMSA HENOCPEACTBEHHO C cepBepoB obHoBAeHUI ESET, Korga
HaxoAWTCA He B JIOKaNbHOW ceTu (Hanpumep, BO BPeMS KOMaHAMPOBOK). Ha Takom HOYTOYKe MOYKHO UCNONb30BaTh
ABa npoduna: Nnepsblii HACTPOEH HA NOAKOYEHME K IOKAIbHOMY CEPBEpY, @ BTOPOW — K ogHOMY U3 cepBepos ESET.
Mocne HacTpoMkM Nnpodunelt neperiante B pasgen CnyxkebHblie nporpammbl > MAAHUPOBLYUK U U3MEHUTE
napameTpbl 33434 06HOBAEHUs. HasHaubTe 0aMH 13 npoduaeli B Ka4ecTBe OCHOBHOIO, a APYroli — B KayecTse
BCMOMOTaTe/IbHOTO.

Npodunb 06HOBNEHUA: TEKYLWMIA NPpOodUIb 0BHOBAEHMA. [ANA n3meHeHUa Npodunas BbIbEPUTE HYKHbIN U3
PaCKPbIBAOLLETOCA MEHIO.

Cnucok npodunei: cogaHme unv yaaneHuve npoduneit o6HoBneHUA.
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5.2 CoueTaHuSA KnasuLll

Ona6onee ynobHoM Hasuraumm B nporpamme ESET MOXKHO MCNOb30BaTb CAeAytoLLMe CoYeTaHMA KNaBULL.

F1 BbI30B CMPaBKMu

F5 BbI30B OKHa pacCLUMPEHHbIX MapamMeTpoB

BBepx/BHM3 Mepexos no 3/emeHTam B nporpamme

- CBepTbiBaHWE Y3/10B AepeBa pacllMpeHHbIX NapameTpos
TAB nepemeLLeHmne Kypcopa rno oKHy

Esc 3aKpbITUE aKTMBHOIO AMAN0r0BOro OKHA

5.3 [AwuarHocTuka

PyHKUMS anMarHoCcTMku GopmmpyeT aBapuitHble AamMnbl NpuaoxKeHusa npoueccos ESET (Hanpumep, ekrn). Ecnu
npouncxoauT cboi npunoxkeHuna, GopmmpyeTca Aamn NamaTU. ITO MOXKET MOMOYb Pa3paboTyMKaM BbINONHATb
OTNAAKY M YyCTPaHATb pasnnyHble npobaembl ESET NOD32 Antivirus. OTKpoiiTe pacKpbIBaOLWMIACS CIUCOK PSAOM C
anemeHTom Tun Aamna v Bbibe puTE OAMH U3 TPEX JOCTYMHbIX BAPUAHTOB.

e BbibepuTe OTKAOUUTD (YCTaHOBIEHO MO YMOIYAHUIO), YTOObI OTKAOUUTL 3TY GYHKLMIO.

e MuHU: perncTpmupyeTcs camblii Manblii 06beM Nosie3Hol MHGoPMaLMK, KOTOPas MOXKET MOMOYb ONPeAeUTb
NPUYMNHY HEOXKMAAHHOTO cb0Aa NnpuaoxKeHus. MoaobHbIN dalin gamna MoOXKeT NPUroaUTbCA, ECN Ha AMCKE MaNo
mecTa. OAHaKO Npu aHaM3e orpaHUYeHHbIV 06beM BKIHOUYEHHOW B HETO MHGOPMALMN MOKET HE NMO3BOJIUTb
06HAPYKUTb OLLUMOKM, KOTOPbIE He BblaIN Bbi3BaHbl HEMOCPEACTBEHHO NMOTOKOM, BbIMOIHABLUMMCA B MOMEHT
BO3HWKHOBEHMA NPobeMbI.

o MonHbIiA: KOrAa HEOXKMAAHHO NPeKpaLLaeTca paboTa NPUNOKEHUSA, PETUCTPUPYETCA BCE COAEPHKUMOE CUCTEMHOM
namaATu. MoAHbIN ZaMn NAMATU MOXKET COAEPMKATb AaHHbIE MPOLECCOB, KOTOPbIE BbIMOHAMNCD B MOMEHT CO34aHMUSA
Jamna.

BKAOUUTb pacluMpeHHOe BeAeHue KypHana puabTpaumm NPoTOKONOB: 3aNM1Ch BCEX AAHHbIX, MPOXOAALLMX Yepes
Moaynb GUAbTPaLMM NPOTOK0N0B B popmaTte PCAP. 3To nomoraeT pa3paboTymMKam BbISBAATb U YCTPAHATb
npobaembl, cBA3aHHble ¢ GUAbTPaALMEN NPOTOKO/0B.

BK/IHOUUTD paclUMpeHHOE BeAeHUe }KypHana aisa moayna o6HOBAEHUA: 3anuncb BCex CobbITUIA, KOTOPble NPOUCXOAAT
B Npouecce 06HOBMEHUA. ITO NOMOraeT pa3paboTunmKam BbIABAATb M UCMPaBAATb NPobieMbl, CBA3aHHbIE C MOAY1EM
obHoBNEHUA.

daitnbl *KypHaANOB XPAHATCA B PACMO/IOKEHUK:
C:\ProgramData\ESET\ESET NOD32 Antivirus\Diagnostics\ 8 Windows Vista n 6osee nosaHux sepcuax n1bo no
agpecy C:\Documents and Settings\All Users\... 8 ctapbix Bepcuax Windows.

LlEI'IEBOﬁ KaTanor: Katasaor, B KOTOpOM 6y,u,eT C034aBaTbCA Aamm Npu cboe.

OTKpbITb NanKy AWarHOCTUKU: HaXXMUTE KHOMKY OTKPbITb, YUTOObI OTKPbITh 3TOT KaTa/l0r B HOBOM OKHE r1po800HUKA
Windows.

Co3aaTb gamn AUarHOCTUKK: HaskMmUTe KHOMKY Co3aaThb, 4TO6bI CO34aTh B LLeNeBOM Katanore ¢paitibl Jamna
[AMarHOCTUKM.
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5.4 MmnopT n 3KCNopT napameTpos

MOKHO MMNOPTMPOBATb U SKCNOPTUPOBATL NOb30BaTENbCKUI XML-daiin KoHpurypauum ESET NOD32 Antivirus c
nomotupto meHto Hacrpoiika.

NmnopT v akcnopT $painoB KOHOUTYpaUUKM yA06HbBI, €CAM HYXKHO CO34aThb Pe3ePBHYO KOMUIO TEKYLLEN KOHOUIYpaL MK
nporpammbl ESET NOD32 Antivirus ana ucnonb3oBaHus B bygyLiem. IKCNOPT NapamMeTpoB TaKKe yaobeH, eciu
Heob6X0AMMO UCMOb30BaTb NPEANOYMTAEMYIO KOHOUIYPALMIO Ha HECKOIbKUX KOMMbloTepax. C aTol uenbto dain
.Xm| MOXHO Nerko MMNOPTUPOBATb A/1A NePEHOCA HYKHbIX MapamMeTpPoB.

MmnopTnpoBaTb KOHOUIYPALMIO HEC/TOXKHO. B rnaBHOM OKHe nporpaMmbl Bbibepute KomaHay Hactpoiika > Umnopt u
3KCMOPT NApPaMeTpPoB..., a 3aTem — MMnopTupoBaTb napameTpbl. Beegute nmsa ania daiina KoHUrypauum nim
HaXXMMUTE KHOMKY ..., YTOObl BbIOpaTb Paiin KoOHbUIypaLummn, KOTopbI cnegyeT MMNOPTUPOBATD.

Mpoueaypa sKkcnopTa KOHPUIYPaLMKM NOX0XKa Ha ee MMNOPT. B rnaBHoM meHto Bbib6epute nyHKT HacTpoiika > UmnopT
M 9KCMOPT NapameTpPoB.... BoibepuTe IKCNopTMPOBaTb NapameTpbl 1 BBeAMTE UMA 18 dalina KoHOUrypaLmm
(Hanpumep, export.xml). C nomoLLbiO MPOBOAHMKA BbibEepUTE MECTO Ha KOMMbIOTEPE A5 cCOXpaHeHuA daitna
KOHbUrypauuu.

MMnopT 1 3kcnopT napameTpos )

Tekylwan KOHDUIypauma MoxeT OuiTe coxpaHeHa B XML-daine v npu HeobxogumocTh
BOCCTAHOBMEHA NO3Xe,

. MMI’IOpTHpOEIEITh napameTpbl

SKCNOPTHPOEATL NapaMeTpPhl

MNonHeli NyTe K Gainy ¢ tMeHem:

E:\ExportedSettings.xm|| -

1 NPUMEYAHMUE.
Mpu aKcnopTe NapaMeTPOB MOMKET BO3HUKHYTb OLIMOKA, €C/IM Y BaC HEA0CTAaTOMHO NPaB AJ15 3anucK
3KCcnopTMpyemoro danna B yKasaHHbIN KaTanor.

5.5 ESET Sysinspector

5.5.1 3HakomcTtBO ¢ ESET Sysinspector

ESET SysInspector — 3To npunoKeHne, KOTOPOE TLATENbHO NPOBEPAET KOMMbIOTEP N 0TODOparkaeT cobpaHHble
AaHHble B 0606WweHHOM BUAe. Takas MHPopMaLMA, Kak AaHHble 06 YCTAaHOBAEHHbIX ZpaliBepax U NPUNOKEHUAX,
ceTeBblX COeANHEHMAX M BAXKHbIX 3aMUCAX B peecTpe, N03BOAAET onpeaenntb NpUInHy NoA03pUTebHOIro
noBeAeHUsA CUCTEMbI, KOTOPOe MOTF/1I0 UMeTb MeCTO, Hanpumep, BCeACTBME HECOBMECTMMOCTM MPOrPaMMHOTO Uan
annapaTHoro obecneyvyeHMA UNK 3aparKeHUA BPeAOHOCHbIMM MPOrpaMmmamm.

Ooctyn K nporpamme ESET SysIinspector MoXKHO NOAy4YUTb ABYMS cnocobamm: BOCNO/1b30BaBLUUCH ee
MHTErpmMpoBaHHOM Bepcmeit B pelueHunsax ESET Security unm 6ecnnaTHoO 3arpy3mB aBTOHOMHYHO BEPCUIO
(SyslInspector.exe) c Beb-caiita ESET. Obe Bepcum paboTatoT 0ANMHAKOBO U UMEIOT OIMHAKOBOE yrnpaBieHue.
EAMHCTBEHHAA pasHMLA COCTOUT B cnocobe yrnpaB/ieHUs NoaydYeHHbIMM AaHHbIMKU. M aBTOHOMHas, U
WHTErpupoBaHHaA BEPCMM AAOT BOSMOMKHOCTb SKCMOPTUPOBATb CHUMKK cucTeMbl B XM L-dalinbl n COXPaHATb UX Ha
auncke. OgHaKO MHTErpMpoBaHHaA BEPCUA NO3BOIAET TaKXKe COXPAHATb CHUMKM CUCTEMbI HEMOCPEeACTBEHHO B MEHIO
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Cnyxe6Hble nporpammbl > ESET SysInspector (3a uckntoueHmem nporpammbl ESET Remote Administrator).
JononHutenbHble cBeAeHMA CM. B pasgene ESET Sysinspector kak Yactb npunoxkeHmsa ESET NOD32 Antivirus.

MopoxanTe HeKoTopoe BpeMs, Noka nporpamma ESET Sysinspector ckaHMpyeT KOMMNboTep. ITO MOXKET 3aHATbL OT 10
CEKYHZ, A0 HECKOIbKMX MUHYT B 3aBUCUMOCTM OT KOHOUIypaLmm o6opyaoBaHNA, onepaumoHHON cUcTeMbI 1
KO/IMYeCTBa YCTAHOB/IEHHbIX HAa KOMMbOTEPE NPUIOKEHWUI.

5.5.1.1 3anyck ESET Syslnspector

Y1obbI 3anyctuTb ESET Sysinspector, goctatouHo BbiNoAHUTL dann Sysinspector.exe, 3arpy*KeHHbli ¢ Beb-caTa ESET.
Ecnny Bac y»ke ycTaHOBNEHO 0AHO U3 pelueHuit ESET Security, moxkHo 3anycTtuTb ESET Sysinspector HenocpeacTBeHHO
13 meHto «lyck» (Mporpammbi > ESET > ESET NOD32 Antivirus).

HOAO)K,EI,MTG, NMOKa Nporpamma npoBepAaeT CUCTeEMY. OTO MOMKET 3aHATb HECKOJIbKO MUHYT.

5.5.2 WUHTepdeiic nonb3oBaTens u paborta B NpuUNOKeHUN

[nAa ACHOCTM rNaBHOE OKHO MPOrpamMbl PasfeieHo Ha YeTblpe OCHOBHbIX Pa3genia: BBEPXY F1AaBHOMO OKHA
NporpaMmbl HAXOAATCA 3/1€ MEHTbI YNPABAEHNA NPOrPaMMOiA, CIeBa — OKHO HaBMraLMu, CpaBa — OKHO OMMCaHKs, a
BHM3Y — OKHO NoApobHbIX cBeAeHU. B pasaene «CocToAHMe )ypHana» 0TobpaaloTca OCHOBHbIE NapameTpbl
KypHana (ncnonbsyemblii GUALTP, TUM GUALTPA, ABAAETCA /1M KyPHaAN Pe3yNbTaTOM CPaBHEHUA U T. 4.).

@ [Cozaano] - ESET SysInspector EIE
©aiin~ [epesov Cnucokv Cnpaekaw
ESETSYSINSPECTOR
. . T -
Moapo6HocTi: DUALTPALLNA: h-— hi::;?h — Mowck: Mowci
Pazgen COCTOAHWA: 3aNyUEHHBIE NPOLecchb
.;: 3anylerHble NPoUecchl Mpouecc MyTe PID MMA nonesoeat

% CeTesblé NOAKNHYEH A
|¥| BaxHble 3aNWCH peecTpa

L

3anyueHHble NpoLeccs

@ Cnywem b Nefinné procesy systému 0 =
EM [paiisepoi b System 4
5 sanvn ramaponanes s B s
[ Ceepenmn o cucTeme P B csrss.exe 360
, Ceepenna o daine 4 IE wininit.exe 306
@ 0 nporpanme » [85] csrss.exe 408
r . winlogon.exe 448
» 7] services.exe 496
» 7] Isass.exe 504
» [15] Ism.exe 512
+ [85] suchost.exe 612
¥ ¥ vboxservice.exe 676 =
4| T | D

OBBeKTa, (BAZaHHOMD ¢ $alfinom, He BEGpaHo.,

CocToAHKE JanKcKn

Texyuywif ;ypran [Cozpara]
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5.5.2.1 3nemeHTbl ynpaBaeHUA NPOrpammon

B aTOM pasgenie onucaHbl BCe 31eMeHTbl yipaBaeHusa npuaoxeHmem ESET Sysinspector.

daiin

LLlenkHyB aniemeHT dPaiin, MOXKHO COXPaHUTb AaHHbIE O TEKYLLEM COCTOSHMM CUCTEMbI AR UX MOC/eAyOLWero
N3yYeHMs UNM OTKPbITb PaHee CoXpaHeHHbIN KypHan. Ecan nnaHunpyetca onybaMKoBaTh XypHas, Npu ero co3gaHum
peKomeHAayeTca UCno1b30BaTh NapameTp MoaxoAuT Ans oTNPABKU. B 3TOM ciyyae 13 HETO NCKAKOYaeTCs
KOHdUAeHUMaNbHAA MHOOPMaLUMaA (Hanprumep, MMA TEKYLLETO MOAb30BaTeNs, MMA KOMMbOTEPa U JOMEHa, NpaBa
TEKYLLEero no/ib3oBaTe s, NnepeMeHHble cpepl U T. M.).

NPUMEYAHME. YT06bI OTKPLITb COXPaHEHHbIe paHee oTyeTbl ESET Sysinspector, 4ocTaTouyHO NPOCTO NepeTamuTb UX
B IN1AaBHOE OKHO Nporpammebl.

Oepeso

Mo3BonseT pa3BepHyTb UM 3aKPbITb BCE Y3/1bl, @ TAKXKE IKCMOPTUPOBATb BbibpaHHbIe pasae bl B CLeHapuii
obcnyxKuBaHus.

Cnucok

Coze pXuT GyHKUMK, 0baeryatoLme HaBUraLmio B Mporpamme, a Takke npoyve GyHKUUKU, HanpUmep cpeacTBa NOMCKa
nHpopmaummn B UHTepHeTE.

CnpaBka

ColepKnT cBEAEHUA O NPUNONKEHUM N €70 GYHKLMUSAX.

NogpobHee

3TOT NapameTp BAMAET Ha BbIBOAMMYIO B I/TaBHOM OKHE NporpaMmmbl UHGopmaLmio, obaeryas paboTy c Hei. B
6a30BOM peKMme NoAb30BaTeNt0 A4OCTYNHa MHOPMaLmMaA, HeobxoaMmas 418 NOUCKA pPeLleHU CTaHAaPTHbIX
npobiem, BOSHUKAIOLLMX B cUCTEME. B cpeiHeM pexknme oTobparkatoTca paclumpeHHble AaHHble. B nonHOM pexxume
nporpamma ESET SysIinspector oTobparkaeT Bcto MHPOpMaLmto, HE0BXOAUMYIO /15 PeLLEHMA CaMblX HECTaHAAPTHbIX
npobnem.

dunbTpauma

Mcnonb3yeTca 414 Noncka Nogo3puTenbHbIX Gaiios uav 3anuceit B peectpe cucteMbl. C MOMOLLbIO MON3YHKA MOXHO
bUNbTPOBATb 3/1IEMEHTbI MO UX YPOBHIO pUCKa. ECM NON3YHOK YCTaHOB/IEH B KpaliHee 1IeBoe NoJioxeHue (YpoBeHb
pucka 1), oTobparkatoTcs Bce aneMeHTbl. [py nepemeLLeHMM NOA3YHKa BNPaBo NPOorpamma oTGUAbTPOBbLIBAET BCE
3/1€MEHTbI C YPOBHEM PUCKA, KOTOPbIV MEHbLUIE TEKYLLETO, U BbIBOAWT Ha 3KPaH TONIbKO T 3/1eMEHTbI, YPOBEHb
NoA03pPUTENIbHOCTM KOTOPbIX Bbllle 0TOBpaXKaemoro ypoBHaA. ECM NOA3YHOK HaXxo4MTCA B KpaliHeM NpaBom
MOIOXEHMM, Mporpamma oTobpaNkaeT TObKO U3BECTHbIE BPEeAOHOCHbIE 31 MEHTbI.

Bce afiemeHTbl, MMetoLLIMe YPOBEHb PUCKa OT 6 40 9, MOryT NpeAcTaBAATb yrpo3sy a5 6e3onacHocTu. Ecin Bbl He
ucnosnbsyete peweHne ESET no obecneyeHumto 6e3onacHoCTM, Nocne HaxoxKaeHusa nporpammoit ESET Sysinspector
TaKOro 3/IEMEHTa PEKOMeHAYEeTCs NPOBEPUTb cUcTeMy € nomollbio ESET Online Scanner. ESET Online Scanner
ABnseTca becnnatHoM cnyKOow.

MPUMEYAHUE. YpoBeHb puUCKa an1eMeHTa 1IerKo onpeaenaeTca nyTemM CPaBHEHMA LiBeTa 3/1eMeHTa C LLBETOM Ha
NoN3yHKe YPOBHE PUCKOB.

CpaBHeHue

Mpw cpaBHEHUN OBYX KYPHANOB MOXHO BbI6paTb, KaKue azieMeHTbl cnegyetT OT06pa)KaTbZ BCe 3/1EMEHTbI, TO/IbKO
,£|,06an|eHHb|e 31€MEHTbI, TONNbKO YAa/Ne€HHbIE 3/IEMEHTbI UTN TO/IbKO 3aMEHEHHbIE 3/1IEMEHTDI.

Mouck

CJ'Iy)'KVIT anAa 6bICTpOFO HaxoXaeHwnAa onpegeeHHoro asiemeHTa no ero HasBaHM UM YaCTU Ha3BaHUA. Pe3y}'leaTbI
NMOUCKa 0To6pa)+<ar0Tc;| B OKHE OMNMuncaHuA.
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Bosspar

C nomoLLbIO CTPE/IOK Ha3az v BNepes MOXKHO BEPHYTLCA B OKHO OMUCAHUA K paHee 0TobpaykeHHOM nHdopmaumu.
BmecTo cTpenioKk nepexoa Hasaz v Bnepe MOXHO UCnosb3oBaTb Knasmwmn BACKSPACE v npoben.

Paspen cocroaHuna

OTobparkaeT TEKYLLMI y3en B OKHE HaBUraLUM.

BHumaHue! dnemeHTbl, BblAe1eHHble KPACHbIM LLBETOM, IBIAIOTCSA HEU3BECTHLIMM, MO3TOMY NPOrpaMmma nomeyaeT
WX KaK NOTeHUManbHO onacHble. ECIM 31eMeHT BblAeNeH KPacHbIM, 3TO He 03Ha4aeT, YTo ero MOXKHO yaanutsb. Mepes
yOaneHnem ybeamutech B TOM, YTO 3TU dalinbl A€ NCTBUTEIbHO OMNACHbI U HE ABMAKOTCA HEOBXOANMbIMMU.

5.5.2.2 Hasurauusa B ESET Sysinspector

ESET SyslInspector pacnpegenset nHbopmaumio pasHoOro TMNa no HeckoibKMM 6a30BbIM pasaesiamM, HasbiBaeMbiM
y3n1amu. YTo6bl NOMYYUTb AONONHUTEIbHbIE CBEAEHWSA, Pa3BEPHUTE NOAY3/bl COOTBETCTBYHOLLETO Yy31a. YTO6bI
pasBepHYTb UK CBEPHYTb Y3e, ABaXKAb! WEeNKHUTE UMSA Y313 MO0 PAAOM C UMEHEM LLLEIKHUTE 3HAYOK # unu =, Mpu
nepemeLleHUM No ApeBOBMAHON CTPYKTYPE Y3108 1 NOAY3/10B B OKHE HaBUraLMy O KaskaoM y3/1e AOCTYMHbI
pasnunyHble cBEAEHMA, OTODPaXkaeMble B OKHe onucaHusa. Mpu nepexone B OKHE ONUCAHUA K KOHKPETHOMY 3/IeMEHTY
B OKHe NoApo6bHON MHbOPMaLMM NOABAAOTCA AOMNONHUTEIbHbIE CBEAEHUS O HEM.

Huxke onucaHbl rnaBHble y3/1bl B OKHE HAaBUMALMM U OTHOCALLMECA K HUM CBEAEHMA B OKHAX ONUCAHMA U NOAPO6HOM
UHbOopMaLmK.

3anyuieHHble npouecchl

ITOT y3€/ COAEPHKUT CBEAEHUSA O MPUTOMKEHMUAX U NPOLECCAX, BbIMOJHAEMbIX B MOMEHT CO34aHUsA KypHana. B okHe
OMMUCAHWUA MOTYT HAaXOAMTbCA AOMONHUTE/IbHbIE CBEAEeHMSA O KaXKAOM 13 MPOLLECCOB, HaNpMMep Ha3BaHMUA
ONHAMUYECKUX BUBANOTEK, MCMNOJIb3YEMbIX MPOLLECCOM, U UX MECTOHAXOXKAEHME B CUCTEME, Ha3BaHME NMOCTaBLLUMKA
NPUNOXKEHNA N YPOBEHb PUCKa dalina.

OKHO noapobHoM MHGOPMaLMK COAE PHKUT AONONIHUTE IbHbIE CBeAeHNA 06 3/1eMeHTaXx, BblIbpaHHbIX B OKHe
onucaHus, Hanpumep pasmep daina Unm ero Xau.

NPUMEYAHME. /ltobas onepaLoHHas CUCTEMA COCTOUT U3 HECKO/TbKMX BaXKHbIX KOMMOHEHTOB A4pa, KoTopble
NocTosiHHO paboTatoT n obecneunsatoT paboTy 6a30BbIX KpaliHe BaXKHbIX GYHKLMA A5 APYIUX NOb30BaATEIbCKUX
NpUNoXKeHUN. B onpeaeneHHbIX ciyvasx nyTb K ¢paiiaMm TakMxX NPOLLECCOB HauyMHaeTcA B nporpamme ESET
Sysinspector c cumBonoBs «\??\». 3T cMMBOIbI 06ECNeYnBatoT TaKUM NPOLLECCaM ONTUMM3ALMIO 0 3aMyCKa U C TOYKK
3PEHMA CUCTEMbI IBNIAIOTCSA Be30MnacHbIMM.

CeTeBble NoAKAOYEHUA

B OKHe onuncaHma nepeymncaeHbl NPOLLECCl U MPUNOXKEHUS, KOTOPble 06MEHMBAIOTCA AaHHbIMM Yepes ceTb Mo
NPOTOKO/Y, BbIbpaHHOMY B OKHe Hasuraumm (TCP nnum UDP), a TakKe yAaneHHble aapeca, C KOTOPbIMU 3TU
NPUNOXKEHNA YCTAaHABAMBAOT COeANHEHUSA. TaKKe B HEM MOXKHO HanTh IP-agpeca DNS-cepBepos.

OKHO Noapo6HoM MHGOPMALUKN COAE PHKUT AOMNONHUTE IbHbIE CBeAeHMA 06 an1eMeHTax, BbIBpaHHbIX B OKHE
onucaHus, Hanpumep pasmep Gaina Unm ero Xslu.
BaKkHble 3anucu peecrpa

CopeprKUT CMUCOK OMNpeaeNeHHbIX 3anucell peectpa, KOTopble YacTo HbIBAOT CBA3aHbI C Pa3/IMYHbIMK Npobaemamu B
cucTeme: Harnpumep, 3amnmncu € yKasaHnem aBToOMaTUYECKM 3arpyaemblX MPorpaMmm, BCNoMOoraTe ibHbIX 06beKToB
bpaysepaunT.n.

B OKHe onucaHMA MOXKHO y3HaTb, Kakune pait/ibl CBA3aHbI C ONpeae e HHbIMM 3anucammn peectpa. JonoaHuTenbHas
nHpopmaums oTobparkaeTca B OKHE NOAPOOHbIX CBEAEHUN.

CnyK6bl

B oKHe onucaHusa nepeuncneHbl dalibl, 3apernMcTpupoBaHHble Kak cayKbbl Windows. B okHe Noapo6HbIX cBeAEHNIA
MOMHO YBUAETb CNOCOb 3amycKa CyKObl, a TaKKe MPOCMOTPETb HEKOTOPYHO AOMOHUTENbHYIO MHOOPMALUIO.
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Opaitsepbl

CnuCoK ApaliBepoB, YCTaHOB/IEHHbIX B CUCTEME.

Kputuueckue daiinbi

B OKHe onuncaHna 0TobparkaeTcs COAEPIKUMOE KPUTUYECKM BaXKHbIX PpalinoB onepauuoHHon cuctembl Microsoft
Windows.

3apaum CMCTeMHOrO NJIaHUPOBLLLMKA

OTob6parkaeTcs CNMCOK 3a4a4, MHULMUPYEMbIX NNaHUPOBLLMKOM 3agaHuii Windows B onpeaesieHHoe Bpema/nepuog,
BpEMEHMU.

UHdopmauusa o cucteme

CofepsknT noapobHble cBeaeHUA 06 060pya0BaHMM 1 NPOrpaMMHOM obecneyeHmnm, a Tak:Ke cBeaeHMA 0 3a4aHHbIX
nepemeHHbIX cpeapl, NpPaBax No/1b30BaTe/IeN U }KyPHaNaX CUCTEMHbIX COObITUNA.

CeepgeHua o dpaiine

CRMCOK BaXKHbIX CUCTEMHBbIX aiinoB 1 dannos 13 nanku Program Files. B okHax onucaHuns n nogpobHbIX cBeAeHWN
MOKeT 0TobpaKaTbca A0MNONHUTENbHAA MHPOPMALUA O HUX.

O nporpamme

CsefieHuA 0 Bepcum nporpammbl ESET Sysinspector u cncok nporpammHbiX MOZyNEN.

5.5.2.2.1 CoueTaHusa KnasuLl

Huxke nepeyncneHbl codeTaHUA KNaBULL, KOTOPbIE MOXKHO MCNOAb30BaTh Npu paboTe c nporpammoit ESET
Sysinspector.

daiin

Ctrl+O OTKPbIBAET CYLLECTBYOLLMI }KYPHAN

Ctrl+S COXPaAHAET CO34aHHbIe KypHanbl

Co3pgaHue

Ctrl+G €o34aeT CTaHAAPTHbIN CHUMOK COCTOSIHUSI KOMMNbIOTEPa

Ctrl+H €0343aeT CHUMOK COCTOAHMA KOMMNbIOTEPA, KOTOPbIM TaKXKe MOMKET CoAepraTb KOHOUAEHLUMANBbHYIO

nHbopmaLmio

dun bTpauua anemeHTOoB

1,0 6e30nacHO, oTob6paKalTCA 3/1IeMEHTbI C YyPOBHEM pucKka 1-9
2 6e30nacHo, oTobpakatoTCA 3/1EMEHTbI C YPOBHEM pUCKa 2-9
3 6e30nacHo, oTob6pakatoTCA 31EMEHTbI C YPOBHEM pUCKa 3—9
4, U HEeun3BeCTHO, 0TOBParKalOTCA 318 MEHTbI C YPOBHEM pUCKa 4-9
5 Hen3BecTHO, 0TOBParKatoTCA 31 MeHTbI C YpOBHEM pUCKa 5-9
6 HeMN3BECTHO, OTOOPAXKAOTCA 3/1€MEHTbI C YPOBHEM pUCKa 6-9
7,B ornacHo, oTobparkatoTca 3N1eMeHTbl C YPOBHEM pUCKa 7-9

8 ornacHo, 0TobparkatoTcsa 31eMeHTbl C YPpOBHEM pUCKa 89

9 onacHo, oTobparKatoTca 3/1eMeHTbl C YPOBHEM pPUCKa 9

- MOHMKAET YPOBEHb PUCKa

+ NoBbILLAET YPOBEHb PUCKA

Ctrl+9 peXnum punbTpaLmn, paBHbIN UNK Bonee BbICOKUIM ypoBEHb
Ctrl+0 peum puabTpaumm, TONbKO PaBHbI YpOBEHb

Bupg

Ctrl+5 NPOCMOTP MO NPOU3BOAUTENAM, BCE MPOU3BOAUTENM

Ctrl+6 NPOCMOTP MO NPOU3BOAUTENAM, TONIbKO ManKkpocodT
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Ctrl+7 NPOCMOTP NO NPOU3BOANTENAM, BCE APYTMe MPOU3BOSUTENN

Ctrl+3 0TOGparkeHMe NOJIHbIX CBEAEHUI

Ctrl+2 oTobparkeHne ceeZieHUI cpeaHen cteneHn noagpobHocTH
Ctrl+1 OCHOBHOW BUA,

BACKSPACE nepexofa Ha O4MH Wwar Hasag,

Mpoben nepexop Ha OaMH war srnepes

Ctrl+W pa3BepTbiBaHWE gepesa

Ctrl+Q CcBepTbiBaHWE AepeBa

Mpoune 3anemeHTbl ynpaBneHus

Ctrl+T nepexoa K UCXOAHOMY PacroIoXKEHMIO 3/IeMeHTa Nnocsie ero Bbibopa B pesyabTaTax MoOMCKa

Ctrl+P oTobparkeHne 6a30BbIX cBeAEHMI 06 06beKTe

Ctrl+A oTobparkeHWe NOJHbIX CBeAeHUIN 06 06beKTe

Ctrl+C KOMMpOBaHWe AepeBa TEKYLLETO 3/1eMeHTa

Ctrl+X KOMMPOBAHME 3/1€EMEHTOB

Ctrl+B NMOWCK CBeAEHUM 0 BbibpaHHbIX dannax B UHTepHeTe

Ctrl+L OTKPbITUE NAMKK, B KOTOPOI HAaxoamUTCca BblbpaHHbIN daiin

Ctrl+R OTKPbITUE COOTBETCTBYIOLLEN 3anNmncK B pelakTope peecTpa

Ctrl+Z KonupoBaHue NyTu K dainy (ecnm aneMeHT cBszaH ¢ danniom)

Ctrl+F nepexoz, B nosie Noucka

Ctrl+D 3aKpbITMe pPe3ynbTaToB NOMCKA

Ctrl+E 3anyck cueHapusa obcayRnBaHuA

CpaBHeHue

Ctrl+Alt+0 OTKPbITUE UCXOLHOTO N CPABHUTEIbHOTO KypHasa

Ctrl+Alt+R OTMeHa CpaBHEHMUA

Ctrl+Alt+1 oTObparkeHWe Bcex 3/1eMEeHTOB

Ctrl+Alt+2 oTObparkeHMe TONbKO A0baBNEHHbIX 31eMeHTOB (0TOBpPaKatoTCA TO/IbKO 3/IEMEHTbI U3 TEKYLLETO
XypHana)

Ctrl+Alt+3 oTobpaykeHMe TONbKO yAaNeHHbIX 3/1IEMEHTOB (0TOBparkaloTca 3/1e MEHTbI U3 NpeaplayLei Bepcun
*KypHana)

Ctrl+Alt+4 OTObBparkeHMe TONbKO 3aMEHEHHbIX 371 MEHTOB (BKtoYas palinbl)

Ctrl+Alt+5 oTob6payKeHMe TONbKO PasINUuN MeKIY KypHaiaMu

Ctrl+Alt+C oTobparkeHne pesynbTaToB CPaBHEHMUA

Ctrl+Alt+N oTObpaKeHMe TEKYLLETO KypHasa

Ctrl+Alt+P oTobparkeHWe npeaplayLueii Be pcum KypHana

Pa3Hoe

F1 BbI30B CrpPaBKu

Alt+F4 3aKpbITME NpOorpammol

Alt+Shift+F4 3aKpbITUE Nporpammbl 6e3 BbiBOAa 3anpoca

Ctrl+l CTaTUCTMKA XKypHana

5.5.2.3 CpasHeHue

C nomoLLbto GYHKLMM CPaBHEHMA NOb30BaTE/Ib MOMKET CPABHUTb ABA CYLLECTBYHOLLMX KypHana. PesynbtaTom
paboTbl 3TOM KOMaHAbI ABNAETCA HAbOP 3N1€MEHTOB, HE COBMAZAOLMX B 3TUX KYpPHasax. ITO NO3BOAAET OTC/1E€KMBATb
N3MEHEHUS B CUCTEME, YTO YA0OHO 4719 06HAPYKEHUA BPeAOHOCHOIO Koaa.

Mocne 3anycka NpUIOXKEHWE CO34aeT HOBbIN XKypPHa, KOTOPbIN OTKPbIBAETCA B HOBOM OKHe. YTo6bl COXPaHUTb
*KypHan B ¢ann, B meHto ®Paiin Bbibepute NyHKT CoOXpaHUTb KypHan. CoxpaHeHHble $hansibl }KypPHaI0B MOXKHO
BMOCN€ACTBMM OTKPbIBATb M MPOCMATPMBATb. YTOObI OTKPbITb CYLLECTBYHOLIMI XKypHa, B MeHto Pain BbIbEpUTE MYHKT
OTKpbITb }KypHan. B rnaBHom okHe nporpammbl ESET Sysinspector Bceraa oTobparkaeTcs TONbKO OAMH XKypHai.

MpeumyLuecTBom QYHKUMN CPAaBHEHUSA ABYX KYPHA/0B ABNAETCA TO, YTO OHA MO3BONAET NPOCMATPUBATb aKTUBHbINM Ha
[OAaHHbI MOMEHT KYPHaAN M KYpPHan, coxpaHeHHbIM B danne. [Ana cpaBHeHUA KypHanoB B MeHto daiin Bbibepute
NYyHKT CPAaBHUTD }KYPHasbl W BbINOJIHUTE KOMaHAy BbibpaTtb ¢ain. BoibpaHHbIN XKypHan cpaBHMBAETCA C AKTUBHbIM
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YKYPHA/IOM B F/1TaBHOM OKHe nporpammbl. CpaBHUTEIbHBIN }KypHaa byaeT COAePKaTb TO/IbKO Pas3INUuMUA MeXKIY ABYMSA
CPaBHMBAEMbIMM KypPHaNaMMU.

MPUMEYAHMUE. Mpu cpaBHeHMM ABYX PainnoB KypHana B MeHto ®aitn Bbibepute NyHKT COXPaHUTb KYpHan v
COXpaHUTe }KypHan Kak dain B popmate ZIP. B pesynbraTe 6yayT coxpaHeHbl ob6a daitna. Ecnm Takon daiin
BMNOCNEACTBMM OTKPbITb, COAEPKALLMECA B HEM KYPHaNbl CDAaBHUBAIOTCA aBTOMATUYECKN.

Pasom c oTobpaxkeHHbIMU anemeHTamm ESET Sysinspector 4o6aBAseT CMMBO/bI, YKa3blBatOLME HA Pa3NYMA MeXay
XKypHanamu.

Hu»Xe onuncaHbl BCé CUMBO/bI, KOTOpblE MOTYT OT06pa)KaTbCF| PAOOM C3N1eMEHTAMMU.

e + HOBOE 3HaYyeHWe, OTCYTCTBYET B NpeablayLLeM KypHane
e I pasfen ApeBOBUAHOM CTPYKTYPbl COAEPKUT HOBbIE 3HAYEHUS
e - yJasieHHOe 3HaYeHWe, MPUCYTCTBYET TO/IbKO B NpeablayLieli Bepcum KypHana
e = paszen APeBOBUAHOM CTPYKTYPbI COAEPHKUT yAaIEHHbIE 3HaYEeHUSA
< 3HaYeHuMe nnn Gann 61N U3MEHEHDI
pasaen ApeBOBUAHOM CTPYKTYPbI COAEPHKUT U3MEHEHHbIE 3HAYeHUs unu dakinbl
% YPOBEHb PUCKA CHU3W/ICA UK BbIN Bbille B Npeablaylieli BepCcum KypHana
A YpOBEHb PUCKA MOBbLICUICA UK BbIN HUXKE B NpeablayLLeit BEPCUK XKypHana

B pasgnene NOACHEHMUI B 1€ BOM HUNKHEM yrny 0T06pa)KaE‘TC‘iI OnncaHne Bcex CMMBOJ10B, a TaKXXe Ha3BaHWUA
CpaBHMBAeMbIX KYPHaA/10B.

CoCTOAHKWE 3anucK

Tesywymil XoyDHAA [Cozganal

Npegsyayus xypran: Sysinspector-LOG-110725- 1042 xmi [3arpyseso-ZIP]
Coagseme: [PezyneTaT cosEHERER]

CpaBHWTb NereHibl 3HaYKOB -4
+ Jofzssesmmt ofse Oobzererswe ofvesma & 28Ty

= ¥Ypanennus ofvexr Yganerrme ofnedms vZ B2TEN

% ¥AaneH L Sain JofaEREHILIE WK YL ANEHHE

¥ CormoRHme Sulnd NOHKEHD OfbeaTs & BETRE

A Comorme Suind NOELILIEHD Yganewsme S2inw & TS

Jto6oi cpaBHMBAEMbIN XKYPHA/T MOXHO COXPaHUTb B Gali/l M OTKPbITb MO3XKeE.
Mpumep

Co3paiTe 1 COXpaHUTE KypHas, CoAeprKalLMi UCXOLHY0 MHOOPMALLMIO O cucTeMe, B daiia ¢ HasBaHMEM
«npeablaywmn.xml». BHeca B cuctemy nameHeHus, otkponte ESET Syslnspector u co3gaiTe HOBbIM KypHan.
CoxpaHuTe ero B dain c HazBaHMeM mekyuwuti.xml.

YT106bl OTCNEANTH PA3AMUUA MEXKAY STUMM ABYMA KypHanamu, B MeHto Paiin BbibepuTe NyHKT CPaBHUTD XKYPHab.
Mporpamma co34act CPaBHUTEIbHbIN KYPHa/ C NepeyvyHeM PasINunin MeXKay UCXOAHbIMM KypHaTaMMu.

ToT »Ke pe3ynbTaT MOXHO NOYYNUTb C MOMOLLIO CNeytoLLe it KOMaHbl, Bbi3bIBA€ MO U3 KOMaHAHOMN CTPOKM:

Sysisnpector.exe mexkywuli.xml npedoidyuwuti.xml
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5.5.3 MMapameTpbl KOMAaHAHOW CTPOKMU

B ESET SysInspector MoxHO $opMMpPOBaTb OTYETbI U3 KOMAHAHOM CTPOKMW. N4 3TOrO UCNO/b3YHOTCA NePeUYnCeHHble
HU¥KE MapameTpbl.

/gen CO3JaHue }KypHana U3 KOMaHAHOM CTPoKM 6e3 3anycKa rpaduryeckoro MHTepoeiica nonb3osBatena
/privacy co3aHue }KypHana 6e3 KoHpuaeHUManbHON MHbOPMaLLUK

/zip COXpaHeHMe CO34aHHOro XypHana B ZIP-apxuse

/silent CKPbITUE OKHa X043 BbIMOJIHEHMA NPU CO34AHNN XKypPHaNa N3 KOMaHAHOW CTPOKM

/blank 3anyck ESET Sysinspector 6e3 co3gaHna nam 3arpysku }KypHana

Mpumepbl

Ncnonb3oBaHue:

Sysinspector.exe [load.xml] [/gen=save.xml] [/privacy] [/zip] [compareto.xml]

Y106bI OTKPbITL ONpPeAeNeHHbI }KypHan HeENOCPeACTBEHHO B bpay3epe, BOCNONb3yATECh CeayoLe il KOMaH4oM:
Sysinspector.exe \KnueHmckuli_xcypHaa.xml

YTo6bl CO34aTb KypPHaN 13 KOMAHAHOM CTPOKM, BOCNO/Ib3yNTECh CheAyoweii KoMaHaon: Sysinspector.exe /gen=.
\moli_Hoesbili_xwcypHan.xml

YT06bI CO34aTb KYPHA/, U3 KOTOPOIO UCKAtOYEHa KOHOUAEHLMANbHAas MHGOPMaLUMS, HEMOCPEACTBEHHO B CKAaTOM
daline, Bocnonb3ynTech cneaytowen KomaHao: Sysinspector.exe /gen=.\moli_Hoseblili_xypHan.zip /privacy /zip
YT006bI CPaBHUTD [1Ba XKYPHaa M NPOCMOTPETb Pa3IMymA, BOCNOb3YUTECH CieytoLLelt KomaHaow: Sysinspector.exe
Hosbili.xml cmapeoil.xml

NPUMEYAHME. Ecnu Ha3BaHMe daina unm nankm coaepKut npoben, aTo HazBaHME HE0HX0AMMO 3aKNOYNTL B
KaBbIYKM.

5.5.4 CueHapuit o6cay>KusaHus

CueHapuii obcnyRnBaHUA ABNAETCA CpeACTBOM ANA Nonb3oBaTenel nporpammbl ESET Sysinspector, ¢c nomolibto
KOTOPOro MOKHO JIETKO YAANUTb U3 CUCTEMbI HEXKENaTe ibHble 06bEKTbI.

CueHapuit 06cnyKMBaHMA NO3BOAET LENMKOM UK YaCTUYHO SKCNOPTMPOBATh KypHan ESET Sysinspector. Mocne
3KCMNOPTa MOXKHO OTMETUTb HEXeNaTe bHble 06beKTbI 411 yAaNeHUA. 3aTeM MOXKHO 3aMyCTUTb OTPEAAKTUPOBaHHbIN
XYPHan 41a yaaneHns oTMeYeHHbIX 06beKToB.

CueHapuit 06cnyKMBaHMA NpeaHa3HAYeH 4/1A N0Ab30BaTeNeN, UMEIOLLMX ONpeaeIeHHbIN OMNbIT B AUArHOCTUKE
KOMMNbOTEPHbIX cucTeM. HeKkBannduumpoBaHHOE UCMONb30BaHWE AAaHHOTO CPeACTBa MOXKET NPUBECTM K
HEeWCNpPaBHOCTM OMepPaLMOHHOW CUCTEMBI.

Mpumep

an Ha M4 No0A03PEHUA O 3aparKeEHNUN KOMIMbOTEPA BUPYCOM, KOTOprﬁ HeE 06Hapy)KVIBaETCFI I'IpOFpaMMOﬁ 3alWNTbI
OT BUPYCOB, BbINONHUTE NpUBEAEHHbIE HMXKE NOoLlarosblie MHCTPYKUNNA.

1. 3anycrtute ESET SysIinspector 1 cosgalite HOBbI CHUMOK CUCTEMbI.

2. BblbepuTe NepBblii 31€MEHT B pasgene cnesa (B ApeBOBUAHONM CTPYKTYpe), HaxkmuTe Knasuwy SHIFT, a 3atem
BbIbepuTE NOCIEAHNN 0OBEKT, YUTOObI OTMETUTL BCE 9/1€MEHTbI B CMIUCKE.

3. WenkHuTe BblaeieHHble 06EKTbI NPaBO KHOMKOM MblIlM U B KOHTEKCTHOM MEHIO BblGepUTe NYHKT
JKCNOPTMUPOBATb BblBpaHHbIEe pa3aenbl B CLLEHAPUIA CNYKObI.

4. BblbpaHHble 06bEKTbI BYAyT IKCNOPTUPOBAHbBI B HOBbIN XKypHa.

5. [anee cnegyet Hanbosee BaxKHbIM LWar BCel NpoLeaypbl: OTKPOMUTE CO3A4aHHbIN }KYPHaAN U USMEHUTE aTPUBYT «-»
Ha «+» /19 Bcex 06BEKTOB, No/iexalumx yaaneHuto. Ybeautecb, UTo He OTMeYeHbl Kakue-a1Mbo BarkHble anA
onepaunoHHOM cnuctembl Gainbl UM 0OBEKTDI.

6. OTkpolite ESET Sysinspector, Bbibepute ®Paitn > 3anycTUTb CLeHapKUii 06CNYKMUBaAHUA U YKAXKMTE NYTb K CBOEMY
cueHapumio.

7. Haxkmute kHonKy OK, 4To6bl 3anyCTUTb CLLEeHapUA.
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5.5.4.1 Co3paHue cueHapua obcayKuBaHmA

Y106bl CO34aTb CLLEHAPUN, LLLEIKHUTE MPaBOM KHOMKOM MbILM 11060 31eMeHT B 4peBOBMAHOM MeHto (Ha 1eBoi
naHenn) B rnaBHOM okHe ESET Sysinspector. B KOHTEKCTHOM MeH!0 Bbibepute KomaHay IKCNOPTUPOBATbL BCE
paspenbl B cLeHapuii cnyK6bl K IKCNOPTUPOBATh BbiGpaHHbIe pas3geibl B CLeHapUiA CNyK6bl.

NPUMEYAHMUE. CueHapuit 06cnyKMBaHMA HENb3A SKCMOPTMUPOBATL B XO4E CPABHEHMUA ABYX KYPHAN0B.

5.5.4.2 CrpyKTypa cueHapusa ob6cnyxmBaHusa

MepBan CTPOKa 3aro/ioBKa CLEHapua coaep»KUT JaHHble 0 Bepcun sapa (ev), Bepcum nHtepdeiica (gv) n sepcum
*ypHana (lv). 9Tn gaHHble NO3BOAAIOT OTC/EXKMBATb M3MeHeHUs B XML-daline, ncnosbayemom Ans co3aaHus
cueHapus. OHKM rapaHTUPYHOT COMacOBaHHOCTb Ha 3Tane BbIMNOIHEHMA. ITY YacTb CLLEHAPUA U3MEHATb He cneayer.

OctanbHoe cogeprrkmmoe dainna pasbuto Ha pasgenbl, 06bEKTbI B KOTOPbIX MOXKHO peAakTUpPoBaTb. Te U3 HuX,
KOTOpble A0/KHbI 6bITb 06paboTaHbl cLeHapuem, cnegyeT NOMeTUTb. 1A 3TOro CMMBOA «-» nepes 06beKTOM HaZo
3aMeHUTb Ha CUMBO «+». Pazaenbl oTAeNEHbI APYT OT APYra NyCTON CTpoKoM. Kaxapli pa3gen umeeT cOBCTBEHHbIN
HOMep W1 Ha3BaHue.

01) 3anyweHHble npoLecchbl

O3TOT pa3aen CoOAEPHKUT CMUCOK BCEX MPOLLECCOB, 3aMnyLWeHHbIX B cucTeme. Kaxaplii npouecc ngeHTMdnumpyeTcs no
UNC-nyTu, a Tak»ke no xawwy CRC16, 3akNH0YEHHOMY B CUMBO/1bl 3B€3404KN (*).

Mpumep

01) Running processes:

- \SystemRoot\System32\smss.exe *4725%

- C:\Windows\system32\svchost.exe *FD08%*
+ C:\Windows\system32\module32.exe *CF8A*
[...]

B gaHHOM npumepe BbibpaH (MomeveH cumBoiom «+») npouecc module32.exe. Mpu BbINOAHEHMUM CLIEHAPUA 3TOT
npouecc byzeT 3aBepLUeH.

02) 3arpyKeHHble moaynu
B sTOoM pa3zene nepeyncieHbl UCNOb3yeMble B aHHbIA MOMEHT CUCTEMHbIE MOAY N,
Mpumep

02) Loaded modules:
c:\windows\system32\svchost.exe

- c:\windows\system32\kernel32.d1l1l
c:\windows\system32\khbekhb.dl1l
c:\windows\system32\advapi32.dll

[...]

B paHHOM npumepe moaynb khbekhb.dll nomeuyeH cumBonom «+». Mpu BbINONHEHUN CLLEHAPUA NPOLLECChI,
MCNOb3yHOLMe AaHHbI MOAY b, PACMO3HAOTCA U NPEPbIBAOTCA.

03) TCP-coe guHeHUA

OTOT pasaen coaepKUT AaHHble o cyuecTsytowmx TCP-coe AMHEHMAX.

Mpumep

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 -> 127.0.0.1:30606, owner: OUTLOOK.EXE

- Listening on *, port 135 (epmap), owner: svchost.exe
+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds), owner:
System

[...]

an3aﬂyCKe3TON)CueHapMHOGHprHMBaeTOHBﬂaAeﬂeuCOKETaHOMEHEHHOFOTCP{DEAMHEHMH,HOCHGHEFOCOKET
OCTaHaB/1MBaeTCA, BbICBO60)‘K,EI,aFI CUCTEMHbIE pecypcCbl.
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04) KoHeuHble Touku UDP
IJTOT pas3gen cogeprKUT MHGOPMAaLMIO O CYLLECTBYHOLWMX KOHEYHbIX To4YKkax UDP.
Mpumep

04

c

DP endpoints:

.0, port 123 (ntp)

0, port 3702

.0, port 4500 (ipsec-msft)
0, port 500 (isakmp)

+
o O O O —
Loooo
cooo

Mpu BbINONHEHUM CLEHapUA onpeaenseTca BAaaenel, cokeTa NoMeUYeHHbIX KoHeuHbix TouyeK UDP, nocie yero cokeT
OCTaHaB/IMBAETCA.

05) 3anucu DNS-cepBepa
ITOT pasgen cogepKUT MHGOPMaLMio O TeKyLen KoHourypaumm DNS-cepsepa.
MNpumep

05) DNS server entries:
+ 204.74.105.85

- 172.16.152.2

[...]

Mpu BbINONHEHWM CLEeHapuA NnoMeYeHHble 3anucn DNS-cepBepa yaanstoTca.

06) Ba)kHble 3anucu peecTtpa
JTOT pasgen cogeprRUT MHGOPMALLMIO O BaXKHbIX 3anNuMcAX peecTpa.
Mpumep

06) Important registry entries:

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd.exe

- IgfxTray = C:\Windows\system32\igfxtray.exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = "C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate.exe" /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack.com/

[...]

anBHﬂOﬂHEHMMCHEHapMHHOMeHeHHHe3aﬂMCM6YAYTYAaﬂeHbLCBEAEHbIKO{HBpﬂAHHM3HaHeHMNWMﬂM
C6p0LLIEHbI K 3Ha4YeHUNAM N0 YMOJZTHaHUIO. ﬂ,emCTBMﬂ, npumeHAaemble K KOHKPETHbIM 3alMNCAM, 3aBUCAT OT KaTeEropmnnm un
3HaHeHMﬂpa3AeﬂaBOHpGAEﬂeHHOﬁ3aHMCMDEECTP&

07) Cnyx6bi
ITOT pasaen coaepKUT CMUCOK CNYKD, 3aperncTpmpoBaHHbIX B CUCTEME.
MNpumep

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state: Running,
startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll, state: Running,
startup: Automatic

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state: Stopped,
startup: Manual

[...]

Mpu BbINONHEHWM CLEHAPUA NOMEYEHHbIe CYXKObl U BCe 3aBUCALLME OT HUX C1YKObl ByayT OCTaHOBAEHbI U yAaNEHbI.

08) Apaiisepbl

B aToMm pasgenie nepeyncieHbl YyCTaHOB/EHHbIE ApaiiBepbl.
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Mpumep

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state: Running,
startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:
\windows\system32\drivers\adihdaud.sys, state: Running, startup: Manual

[...]

Mpu BbINONHEHWM CLEeHapuA BbibpaHHble ApaiiBepbl ocTaHaBAMBatoTcA. CneayeT yyecTb, YTO HEKOTOpbIe ApanBepbl
He NO3BO/IAOT OCTAHOBUTbL CBOIO PaboTy.

09) BaxkHble ¢aiinbi

ITOT paszen coaepKUT MHGopMaumto o harnax, KPUTUYECKU BaXKHbIX C TOUYKU 3peHMA NPABUIbHON PAaboTbl
onepauyoHHOM CUCTEMbI.

MNpumep

09) Critical files:

* File: win.ini

- [fonts]

- [extensions]

- [files]

- MAPI=1

[...]

* File: system.ini

- [386Enh]

- woafont=dosapp.fon
- EGAB80WOA.FON=EGA80WOA.FON
[...]

* File: hosts

- 127.0.0.1 localhost
::1 localhost

[...]

Bbl6paHHbIe 06bEeKTHI 6yp,yT yAaneHbl U1 BO3BPALWEHbI K UCXOAHbIM 3HA4YE€HUAM.

10) 3annaHMpoBaHHbIE 3a4a4M

3TOT pa3aen coaepKUT MHPOPMALMIO O 3aN1aHNMPOBAHHbIX 3a4a4ax.
Mpumep.

10) Scheduled tasks

)
c:\windows\syswow64\macromed\flash\flashplayerupdateservice.exe
c:\users\admin\appdatallocal\google\update\googleupdate.exe
- c:\users\admin\appdatallocall\google\update\googleupdate.exe
c:\windows\syswow64\macromed\flash\flashplayerupdateservice.exe
c:\users\admin\appdatallocal\google\update\googleupdate.exe /c
c:\users\admin\appdatallocal\google\update\googleupdate.exe /ua /installsource
windir%$\system32\appidpolicyconverter.exe
windir$\system32\appidcertstorecheck.exe
- aitagent

[...]

5.5.4.3 BbinonHeHue cueHapues 06cayKuBaHums

OTmeTbTe BCe Hy¥KHble 0OBEKTbI, @ 3aTEM COXPaHUTE U 3aKPOKTe CLeHapuiA. 3anycTUTe U3MEHEHHbIN CLLEeHapUi
HenocpeACcTBEHHO U3 [TaBHOrO OKHa nporpammbl ESET Sysinspector c nomoLbio KomaHabl 3anyCcTUTb CLLeHapuii
06cnyKuBaHUA B MeHto «Paiin». Mpun OTKPbITUK CLEHAPMA NOABUTCA Cheaytollee coobuieHMe: BbINOAHUTD cueHapuii
CNYyXKO6bl «%Scriptname%»? MNocne NoATBEPrKAEHMUA MOXKET NOABUTLCA ELLLE OAHO NpeaynpexaeHue, coobuwatollee o
NonbITKe 3anycka HenoAnMcaHHOro cueHapua. YTobbl 3anyCcTUTb CLLEHAPUIA, HAXKMUTE KHOMKY 3anyckK.

B AManoroBom okHe NOABMUTCA noarsepxaeHue ycnewHoro BbinoJiIHeHUA CUEHAPUA.

Ecnu cueHapuin moxkeT bbiTb 06paboTaH TO/IbKO YacTUYHO, 0TOBpa3uTca cneaytowee coobuweHme: CueHapwmii
06CNy>KMBaHUA BbINOJIHEH YacTUYHO. MoKa3aTb oTyeT 06 owmbKe? YTob6bl NPOCMOTPETbL NO/HbIN OTYeT 06 owWwmnbKax, B
KOTOPOM MepeymncieHbl HeBbINOIHEHHbIE AeMCTBUSA, HAXXMUTE KHOMKY Aa.
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Ecnu cueHapuit He 6bI1 NPU3HAH AENCTBUTEIbHBIM, 0TOBPasnTca cneaytowee coobueHue: Bol6paHHbIN cueHapuii
06cnyKMBaHUA He NoANKUcaH. BbinosHeHMe HeNoANMUCAHHBIX U HEU3BECTHDbIX CLLeHapUeB MOXKeT NPUBECTU K
noBpeXAeHuI0 AaHHbIX Ha KOMMNbloTepe. BbINONHUTL CLEeHapUiA U BCe A,eicTBUA? ITO MOXKET ObITb BbI3BAHO
HECOOTBETCTBMAMM B CLLEeHapMM (NOBPEKAEH 3ar0/I0BOK, MCKAXKEHO HAa3BaHME pasfena, NponyLLeHa nycTaa CTPoKa
Mexay pasfenammn uT. 4.). B aTom cnyyae oTKpoiiTe daiin cueHapuma U ncnpasbTe oWMOKN N1Mbo co3aainTe HOBbI
cueHapuin 06cnyK1BaHus.

5.5.5 Yacto 3apaBaembie BONPOCHI

TpebyioTca nu gna 3anycka ESET Sysinspector npaBa agmuHUcTpaTopa?

XoTa ans 3anycka ESET Sysinspector npaBa agmuHUCTpaTopa He TpebytoTca, HEKOTOPbIE U3 cCOBUpPaEMbIX 3TUM
NPUNOXKEHUEM AAHHbIX AOCTYMHbI TO/IbKO A/151 y4eTHOM 3anmncK aAMUHUCTPaTopPa. 3anycK ¢ npaBamm 0bblYHOTO
Nno/Ib30BaTe 1A UM C OrPaHMYEHHbIMM MPaBaMK NpUBeAeT K cOopy MeHbLIero 06bema AaHHbIX O CUCTEME.

Co3paet nu ESET Sysinspector ¢aiin KypHana?

ESET SysInspector moxeT co3aatb ¢hainn *KypHana c KoHburypaumen cuctemol. [Ana coxpaHeHUA TaKoro »KypHana B
rNaBHOM OKHe nporpammsbl BbibepuTe Paiin > CoxpaHuTb }KypHan. KypHanbl coxpaHatoTca B popmate XML. Mo
yMoAn4YaHuto dalinbl coxpaHatoTca B nanke %USERPROFILE%\Mou dokymeHmsi\ 1 NonyvatoT Ha3BaHMe TUNa
«Syslnpsector-%COMPUTERNAME%-ITMMAL-Y4MM.XML». MNepes coxpaHeHMem paiinia *KypHaaa MOXKHO U3MEHUTb
€ro pacrnosoxKeHne N UmA.

Kak npocmortpeTb ¢aiin ypHana ESET Sysinspector?

Ona npocmoTpa ¢darina KypHana, co3gaHHoro B ESET Sysinspector, 3anyctute nporpammy 1 B r/1IaBHOM OKHe
BblbepuTe daiin > OTKPLITb XKYpHan. Kpome Toro, daiinbl XKypHana MOXKHO NepeTackmMBaTb B OKHO NpuaoxkeHusa ESET
Syslnspector. Ecnum Bbl YacTo npocmaTpuBaeTe dalinbl KypHana ESET Sysinspector, cosgalite Ha paboyem ctone
Apabik ana damna SYSINSPECTOR.EXE. Mocne aToro dannbl 418 NPOCMOTPA MOXKHO NPOCTO NepeTackMBaTb Ha 3TOT
ApAbiK. Mo coobpakeHnam 6esonacHoctn 8 OC Windows Vista/7 moxkeT 6bITb 3anpeLleHo NepeTackmueaTb 316 MEHTbI
Me Ay OKHaMM C pasHbIMM HacTPOMKaMM 6€30MacHOCTH.

DoctynHa nu cneundukauyua gna popmara ¢ainos }KypHana? Cywecrsyer am naket SDK?

B HacToswee BpemMa HM cneumdukaums ainna KypHana, H1 nakeT SDK He LOCTYMHbI, MOCKO/IbKY NPOrpaMma Bce ele
HaxoAWTCA Ha CTaaun pa3paboTKu. MNocne BbixoAa OKOHYATENbHOW BEPCUM NPOrPaMMbl Mbl MOXEM MPEA0CTaBUTb 3TH
JaHHble No Npocbbam KANEeHTOB.

Kak ESET SysInspector oueHMBaeT pUCK onpegeneHHOro o6beKra?

B 6onbLlumMHCTBE cnyyaes ESET Sysinspector npucsavsaeT o6bekTam (palinam, npoLeccam, pasgenam B peectpe UT.
Mn.) YPOBHM PUCKa, UCMONb3YyA HaBOPbl 3BPUCTUUYECKUX NPABU/I, KOTOPbIE M3YYatoT XapaKTe PUCTUKM Kaxkaoro obbeKTa
W 3aTeM OLeHMBAIOT YrPo3y UX BPeAOHOCHOTo AeincTeuA. Mo pe3ynbTaTtam 3TOr0 3BPUCTUUECKOIO aHaNM3a o6 beKTam
npuceBamBaeTca ypoBeHb pUCKa 0T 1 — xopoLwo (3en1eHbl) A0 9 — onacHo (KpacHbIl). B OKHe HaBuraumm cnesa
pasge/ibl OKPaLLMBAOTCA B PasHble LIBETA B 3aBUCUMMOCTM OT YPOBHA PUCKA 0OBEKTA BHYTPU HUX.

O3HauaeT /I ypoBeHb PUCKA «6 — HEU3BECTHO (KPacHbIit)», UTO 06EKT ABNAAETCA ONACHbIM?

AHanus ESET SysInspector He rapaHTMpYyeT, UTO AaHHbI 0OBEKT ABNAETCA BPeAOHOCHbIM — 3Ta OLEeHKa A0/1’KHA
BbIMNOIHATLCA cneLmanmcTom no 6esonacHocTu. MpunoxkeHue ESET Sysinspector paspaboTaHo A4n1a TOro, YTobbl
cneumannct no 6e3o0nacHOCTY UMeT BO3SMOMKHOCTb ObICTPO OLEHUTb, Kakne 06beKTbl CUCTEMbI C/leyeT MPOBEPUTL B
CBA3M C UX HeOObIYHbIM MOBEAEHUNEM.

3auem ESET Sysinspector B xoae pabotbl nogkntouaeTtca K UHTepHeTy?

KaK n MHorne npunoxeHus, nporpamma ESET SysIinspector noanucaHa undposbiM ce pTUGUKATOM, rapaHTUPYIOLLNM,
YTO M3ZaTeIeM NPorpammbl ABAseTcs Komnauma ESET 1 uTo nporpamma He 6bl1a M3meHeHa. Jna npoBepKu
cepTUdMKaTa U NOAJTIMHHOCTM M34aTENA NPOrPaMMbl OMepaLMOHHaA CUCTEMA CBA3bIBAETCA C LLEHTPOM cePTUDUKALUMN.
3To HOpMabHOE NoBeAeHWE Nporpamm ¢ undposoi noanucoto B Microsoft Windows.
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Y10 TaKoe TexHonorua Anti-Stealth?
TexHonorus Anti-Stealth obecneunBaeTt adpdeKkTUBHOE OOHApPYKEHME PYTKUTOB.

Ecm cuctema atakoBaHa BpeAOHOCHOM NPOrpaMMoit, KOTopas BeAeT cebsa Kak PyTKUT, N0/1b30BaTe/lb MOXKET
MOABEPrHYTLCA PUCKY NOTEPU UM KPaXku AaHHbIX. Be3s crneumanbHOro MHCTpyMeHTa A41a 60pbbbl C pyTKUTaMMU Takue
MPOrpammbl MPAKTUYECKM HEBO3MOMKHO OBHAPYKUTD.

Mouemy nHoraa B dpaiinax, nomeuyeHHbIX Kak «MognucaHo MS», B 3anucu «HassaHue KOMNaHUUY CTOUT Ha3BaHUe
Apyrov KomnaHuu?

B xoze naeHTndnKaumm umdposom noanmcm ucnosHsemoro danna nporpamma ESET Sysinspector cHavana
nposepsieT Hannuyme B paine BcTpoeHHoM LmdpoBoi nognucu. Ecnm undposas nognuce HangeHa, daiin byget
NpPOBeEpPEH C UCNO/Ib30BaHMEM 3TUX AaHHbIX. Echm undposas nognuce He HanaeHa, nporpamma ESI HauMHaeT noumck
cooTBeTctBytouero CAT-¢dalina (B kKatanore 6e3onacHoctu %systemroot%\system32\catroot), coaepaliero
cBeaeHua o6 obpabaTbiBaeMom mucnosiHsemom danne. Ecnum cootseTcTeytowmin CAT-dann HaliaeH, ero undposas
NoAnMcb NPUMEHSETCA NPU NPOoBepPKe UCNoNHAeMoro daina.

Mo3ToMy MHOTAA B HEKOTOPLIX daiiax c nomeTKom «MoanucaHo MS» umeeTca 3anmncb ¢ HasBaHWEM APYroi
KOMMaHUM.

Mpumep

B cuctreme Windows 2000 ectb npunoskeHune HyperTerminal, kotopoe Haxoautca B nanke C:\Program Files\Windows
NT. TnaBHbIN UCNonHAEMbI Gain NpUNoKeHUsA He umeeT LMdPOBOI NognucKn, oagHako nporpamma ESET Syslnspector
NnomMeyYaeT ero Kak nognucaHHbI Kopnopauuen MaikpocodT. MpUYMHOM 3TOMY CIYHKUT CCbifiKa B daline C:
\WINNT\system32\CatRoot\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\sp4.cat, koTopan yKasbiBaeT Ha dpain C:
\Program Files\Windows NT\hypertrm.exe (rnasHbiii ucnonHaemblii Gaiin npunoskeHusa HyperTerminal), a daiin
sp4.cat nmeeT undposyto nognuce MankpocodT.

5.5.6 ESET SysInspector Kak yactb npunokeHmna ESET NOD32 Antivirus

YTo6bl OTKPLITb pasaen ESET Sysinspector 8 ESET NOD32 Antivirus, Bbibepute CnyxkebHbie nporpammbl > ESET
Sysinspector. B okHe ESET Sysinspector ucnonb3yeTtca npumepHO TaKas e CMCTeMa YNpaB/eHUA, KaK M B OKHaX
*KYPHaN0B CKaHMPOBAHMA M 3aN1aHUPOBAHHbIX 334a4. YT06bl BbINONHUTL 1H0OYI0 ONEpPaLUIo CO CHUMKAMM CUCTEMbI
(cospaHune, NpocMoTp, CpaBHEHUE, YAAIEHWE U SKCNOPT), TPeOYeTCA BCErO HECKOIbKO NMPOCTbIX AENCTBUNA.

OKHo ESET Syslnspector cogep*KUT OCHOBHbIE CBEAEHMA O CO3A4aHHbIX CHUMKAX, TaKMe KaK Bpemsa Co34aHusA, KpaTKUi
KOMMEHTapUI, MMA CO34aBLIETO CHUMOK MO0J1b30BaTENSA, A TAKKE COCTOAHME CHUMKA.

[na cpaBHeHMA, CO34aHUA AN YOaNeHMA CHUMKOB MCMONb3YHOTCA COOTBETCTBYOLLME KHOMKMW, PACcNO/I0XKEHHbIE B
OKHe ESET SysInspector nog cnMcKom CHUMKOB. 3TN GYHKLMM TaKKe MOMKHO BbI3BaTb M3 KOHTEKCTHOrO MeHto. [na
NPOCMOTpPA BbIOPAHHOTO CHUMKA CUCTEMbI UCNO/b3YETCA KOMaHAa KOHTEKCTHOIO MmeHto MoKasaTtb. YTobbl
9KCMOPTMPOBATb BbIBPAHHbI CHUMOK B paiin, WEeAKHUTE ero NpaBoii KHOMKOM MbIlWK U BbibepUTe KOMaHAay
JKcnopT....

Huke npueeaeHo noapobHoe onmncaHue Kaxkaoi ns dyHKLUN.

CpaBHUTb — CpaBHEHWe ABYX CYLLECTBYHOLIMX }KYPHANO0B. 3Ta PyHKLMA NPUroamTcsa, ecnm Bam notpebyeTca
nNpocneanTb Pa3NYma MeXay TEKYLWMM M Bonee cTapbiM KypHanom. [Ina cpaBHeHUA Heobxoammo BbibpaTb ABa
CHMMKa.

Co3partb... — CO34aHMe HOBOW 3anucu. Mepena co3gaHneM 3anncu HY>KHO BBECTU KPaTKUIA KOMMEHTapUI K Held. B
ctonbue CocrosiHMe oTobpaxkaeTca X0 CO34aHNA CHUMKA. Bce y»Ke co34aHHble CHUMKM NOMeYeHbl HAAMMUCbIO
CospaHo.

Ypaanutb/Ypanutb Bce — yaaneHue 3anucei us cnucka.

JKCNOPT... — CoXpaHeHMe BblbpaHHOM 3anuncn B XML-daiin c BO3MOXKHOCTbIO YNaKoBKM B ZIP-apXxuB.
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5.6 KomaHpaHaAa cTpoka

Moaynb 3awmTbl oT BUpYycoB ESET NOD32 Antivirus moKeT 6bITb 3anyLeH N3 KOMaHAHOM CTPOKM BPYYHYIO (C
NMOMOLLbIO KOMaHAb! ecls) nnaun B nakeTHom pexmnme (c nomoubto BAT-danna). Mcnonb3oBaHue moayns
CKaHMPOBAHMA KOMaHAHOM cTpoKM ESET:

ecls [[APAMETPH..] ®AWJIH. .

Cnepytolwpe napameTpbl U apryMeHTbl MOTYT MCMONb30BaTbCA NPU 3aMyCKe CKaHepa no TpE6OBaHMlO n3 KOMaH,ﬂ,HOVI

CTPOKM.

Hacrpoiiku

/base-dir=NAMNKA
/quar-dir=NAMKA
/exclude=MACKA
/subdir
/no-subdir

/max-subdir-level=YPOBEHb

/symlink
/no-symlink
/ads

/no-ads
/log-file=OANN
/log-rewrite
/log-console
/no-log-console
/log-all
/no-log-all
/aind

/auto

3arpy3utb moaynu mns MAIMKAU

MATKA KapaHT1Ha

WCKNHUNTb M3 CKaHUpoBaHUs dainbl, cooTBeTcTBytowme MACKE
CKaHWPOBATb B/IOXKEHHbIE NanKku (No ymosi4aHuio)

He CKaHMPOBATb B/IOXKEHHbIE NamnKu

MaKCMMa/ibHas CTeneHb BAOXKEHHOCTM NanoK 4/19 CKaHMPOBaHMA
cnefoBaThb MO CMMBOJINYECKMM CCbIJTIKaM (MO YMOJIYaHUIO)
MPOMycKaTb CUMBOIMYECKME CCbIKM

cKaHunpoBaTb ADS (no ymonyaHuto)

He cKkaHupoBaTb ADS

BbIBOJ, }ypHana B GANJI

nepesanucbiBaTb BbIXOAHOW dalin (Mo ymonyaHuio — Aobasnathb)
BbIBOZ, *KYPHas1a B OKHO KOHCOM (MO YMONYaHMI0)

He BbIBOAMUTb }KYPHa B KOHCO/b

PErMCTPMPOBATL TaKKe He3aparkeHHble dalinbl

He PerncTpupoBaThb He3apaskeHHble Galinbl (MO yMOAYaHUIO)
MOKa3bIBaTb MHAMKATOP PabOThI

CKaHMpPOBaHWE U aBTOMATUUYECKan OYMNCTKA BCEX JIOKANIbHbIX ANCKOB

MapameTpbl MOAYAA CKAHUPOBaAHUA

[files

/no-files

/memory

/boots

/no-boots

/arch

/no-arch
/max-obj-size=PA3MEP

/max-arch-level=YPOBEHb
/scan-
timeout=0ONPAHNYEHNE
/max-arch-size=PA3MEP

/max-sfx-size=PASMEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

/rtp

/no-rtp

CKaHMpoBaTb daisibl (Mo ymonyaHuto)

He CKaHMpoBaTb Gali/ibl

CKAHWPOBATb NAMATb

CKAHMPOBATb 3arpy304Hble CEKTOopbI

He CKaHMPOBATb 3arpy304Hble CEKTOPbI (MO YMOIYaHUIO)

CKaHMPOBaTb apXMUBbl (MO yMONYaHUIO)

He CKAHWPOBATb APXUBbI

CKaHWPOBaTb dali/ibl, TONbKO eCnu X pasmep He npesbiwaeT PASMEP B merabaiitax
(no ymonuaHuto 0 = 6e3 orpaHuyeHuUi)

MaKCMMa/IbHaA CTEMEHb BIOXKEHHOCTM apXMBOB A/1 CKAHMPOBaHMWA

CKaHMpOBaTb apXxmBbl He bonee ykasaHHoro B8 OTPAHUYEHUWN KonunuecTBa cekyHA,

CKaHMpoBaTb daliibl B apXMBax, TONbKO eCNr UX pa3mep He npesbiwaet PASMEP (no
ymosidaHuio 0 = 6e3 orpaHuyeHui)

CKAHWPOBATb daliNibl B CAMOPACNAKOBbIBAOLLMXCA APXMBAX, TONbKO €CAM UX Pa3mMep He
npesbliwaeT PASMEP B merabalitax (no ymonyaHuto 0 = 6e3 orpaHuyeHui)
CKaHMpOBaTb Gali/ibl 31€KTPOHHOM NOYTbI (MO YMOMYAHMIO)

He CKaHMPOBaTb Gali/ibl 9N1EKTPOHHOM NOYThI

CKaHMPOBATb NOYTOBbIE AWMKM (MO YMONYAHMIO)

He CKaHWPOBATb NOYTOBbIE ALLMKM

CKaHMPOBATb CAMOPACMaKOBbIBAOLLMECA aPXMBbI (MO YMONYAHUIO)

He CKAaHMPOBATb CAMOPACMAKOBbIBAOLLMECA APXUBbI

CKaHMPOBATb YNAKOBLUMKM (MO YMONYAHUIO)

He CKaHWPOBATb YMaKOBLUMKHU
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/unsafe
/no-unsafe
/unwanted
/no-unwanted

/suspicious

/no-suspicious

/pattern

/no-pattern

/heur

/no-heur

/adv-heur

/no-adv-heur
/ext=PACLUMPEHUA
/ext-exclude=PACLLUNPEHWA

/clean-mode=PEXUM

/quarantine

/no-quarantine

O6wume napameTpbl

/help
Jversion
/preserve-time

Koabl 3aBepLueHua

0
1
10
50
100

NMPUMEYAHME.

CKAHMPOBATb HA HAIMYME MOTEHLMANbHO ONACHbIX MPUNOXKEHUI

He CKaHMPOBATb Ha HAa/IMYME NOTEeHLMAIbHO OMACHbIX MPUAOXKEHWI (MO YMONYAHUIO)
CKAHMPOBATb HA HAIMYME MOTEHLMANIbHO HEXeNaTeNbHbIX NPUTONKEHN

He CKaHMPOBATb Ha HAIMYME NOTEHLMANIbHO HEXeaTeNbHbIX MPUIOKEHUN (NO
YMOJTHaHUIO)

CKaHMPOBATb Ha Ha/IMYME NOAO3PUTEIbHBIX MPUAOKEHNUN (MO YMOIYaHUIO)

He CKaHWPOBATb HA HAIMYME NOA03PUTENbHBIX MPUNOKEHWNI

MCNONb30BaTb CUTHATYPbI (MO YMONYAHUIO)

He MCMONb30BaTb CUTHATYPbI

BK/IHOUYNTb IBPUCTMYECKMIA aHaU3 (MO YMOJTYaHUIO)

OTK/IOYUTb IBPUCTUYECKUI aHANU3

BK/IIOYUTb PACLLUMPEHHYO 3BPUCTUKY (MO YyMONYAHMIO)

OTK/IHOUYUTb PACLUMPEHHYIO 3BPUCTUKY

CKaHMpoBaTb ToN1bKO dannbl ¢ PACLUMPEHUAMM, ykasaHHbIMUM Yepes gBoeToune
WCKNOYNTb U3 CKaHMpoBaHua dannbl c PACLULMPEHUAMMU, yKasaHHbIMM Yepes
apoetouune

ncrnonbsosatb PEMWM ounCTKM ana 3aparke HHbIX 06 beKTOB.

JocTynHbl yKa3aHHble HUXKe Ba PUa HTbI.

e HeTt: aBTOMaTMyecKan OYMCTKA BbINONHATLCA He byaeT.

e CraHAapTHaA (Mo ymoyaHUIO): NpUoKeHWe ecls.exe NonbiTaeTcs aBTOMA TUYE CKM OYUCTUTD UK
yAauTb 3apaKeHHble dalinbl.

o TwWaTenbHaA: NpuNoXKeHue ecls.exe NonbiTaeTca aBTOMATUYE CKM OYUCTUTL MU YA IUTb
3apa’keHHble dalinbl 6e3 BMelwaTenbCTBa Nosb3oBaTe A (Bam He ByaeT npeanoXKeHo NoATBE PAUTb
yAanexve ¢ainos).

e Hambonee TwarenbHasa: npunoskeHue ecls.exe yaanut sce da bl 63 NpoBeAe HUA OUYNCTKK
He3aBMCMMO OT UX TMNaA.

o YpaneHue: npunoxexve ecls.exe yaanut 6e3 npoBeaeHVa 04UCTKU Bee dalifibl, KPOME Ba KHbIX,
TaKUX KaK cucTe MHble dainbl Windows.

KOMMPOBaTb 3apa*KeHHble Gait/ibl, €C/IM OHM OUYMLLEHbI, B KAPAHTUH
(AONONHUTENBHO K AENCTBUIO, BbIMONHAEMOMY NPU OYUCTKE)
He KOMMpOoBaTb 3apaskeHHble ¢paliibl B KapaHTUH

MOKa3aTb CMPaBKy A BbIATU
MOKa3aTb CBeAeHNA O BEpPCUN U BbIATU
COXPaHUTb NOCNEeOHIOKO OTMETKY O BpEMEHU A0CTYyNa

yrpo3 He 06HapyKeHo

yrpo3a obHapy»eHa 1 ouullieHa

HeKoTopble Ganbl HE YAaN0Cb NPOCKAHUPOBATb (MOryT ObITb Yrpo3amm)
obHapyrKeHa yrposa

owmnbka

3HayeHue Koga 3aBeplueHuns 6onblie 100 o3HayaeT, YTo Gaiin He Bbia MPOCKAaHMPOBAH M MOKET BbITb 3apaykeH.
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6. Fnoccapui

6.1 Twunbl 3apaxkeHum

oA, 3apaskeHMem NOHMMAETCA BpeLOHOCHasA NporpaMma, KoTopas NbiTaeTcs MPOHUKHYTb Ha KOMMbIOTEP
no/sib3oBaTensa u (Mnn) NPUUNHAUTL Bpea.

6.1.1 Bupychbl

KomMnbloTe pHbIi BUPYC — 3TO GpparMeHT 3/10HaMepPEHHOr0 KoZa, KOTopbli AobaBnsaeTca B Ha4ano UAn KoHel, daiios
Ha KomMmnbtoTepe. HaszBaHuMe 6bIN0 BbIBPaAHO M3-33 CXOACTBA C HUONOTMYECKMMM BUPYCAMM, TaK KaK OHU UCMOb3YIOT
NOXOXKMe MeToAbl 419 PACNPOCTPAHEHNA C KOMMbIOTEPA Ha KOMMbIOTEP. YacTo TEPMUHOM «BUPYC» HEBEPHO
0603HayaloT Ntobble TUNbI yrpo3. OAHaKO 3TO NOHATUE MOCTENEHHO BbIBOAMTCA M3 yNoTpebieHus, U Ha CMeHY emy
npUXoauT 6osiee TOUHbIN TEPMUH «BPEeAOHOCHaA MPOorpaMmma.

KomnbtoTepHble BUPYCbl aTaKyoT B OCHOBHOM UCMOAHAEMble paiiibl U JOKYMEHTbl. KOMNbOTE PHbIN BUPYC
bYHKUMOHMpPYET cneaytolmMm cnocobom: noce 3amnycka 3aparkeHHoro daina Bbi3biBaeTcA U BbINOIHAETCA
3/10HaMePEeHHbIN Ko, 9TO NPOUCXOAMT A0 BbINOJAHEHUA UCXOAHOTO NPUAOXKEHUA. BUpyc cnocobeH 3apasutb Bce
dbaitnibl, Ha 3aNK1Cb B KOTOPbIE Y NOJIb30BaTENA CTb NpPaBa.

KomMnbloTe pHble BUPYCbl MOTYT 6bITb Pa3HbIMM MO LEAAM U CTEMEHM ONAaCHOCTU. HeKoTopble U3 BUPYCOB 0060
OMacHbI, TaK Kak MOTYT LieIeHanpaBAeHHO yAanATb Gpalinbl € 3KeCTKoro ancka. C Apyroi CTOPOHbI, HEKOTOPbIE BUPYChI
He NPUUYNHAIOT HUKaKoro Bpea. OHM NPOCTO Pa3ApaskatoT No/1b30BaTeNN U A€ MOHCTPUPYIOT BO3MOMKHOCTM CBOMX
aBTOPOB.

Ecnu Balw KOMNbIOTEP 3apakeH BUPYCOM, KOTOPbIN He yAaeTCs O4YMCTUTL, OTNPaBbTE COOTBETCTBYOLME daiinbl B
nccnepoBaTenbeckyto nabopatopuio ESET gia nsydeHus. B page caydaes 3apaxkeHHble Gpaiiibl U3MeHSTCA
HaCTO/IbKO, YTO UX HEBO3MOKHO OYMUCTUTb. B TAKOM C/lyHae UX HYXKHO 3aMEHATb YUCTbIMU KOMUAMM.

6.1.2 Yepsu

KomnbioTepHble YepBu — 3TO COAEPrKallMe 3/10HaMEPEHHbINM KO MPOorpaMmbl, KOTOPbIE aTaKyHT rMaBHble
KOMMbIOTEPbI M PACNPOCTPaHAOTCA Yepes ceTb. OCHOBHOE pasinime MeKay BUPYCcaMu 1 YepBAMM 3aK1t04aeTcs B
TOM, YTO YEPBM MOTYT PACMNPOCTPAHATLCA CAMOCTOATE/IbHO, TaK KaK OHM HEe 3aBUCAT OT 3apaKeHHbIX GpaiinoB nau
3arpy304HbIX CEKTOPOB. YepBM PacnpoCTPaHAOTCA, MCMOAb3yA aAPECHYIO KHUMY MONb30BaTeNsd UM YA3BMMOCTM B
cucteme 6e30MacHOCTU CETEBbIX NMPUIOMKEHUIA.

MosTomy yepBM HaMHOro 6oJiee NOABMMKHbI, YEM KOMMNbIOTEPHbIE BUPYCbl. Biarogaps WupoKoin nonynapHocTH
MHTepHeTa OHM MOTYT PACNpOCTPaHATLCA NO BCEMY 3€ MHOMY LLAPY 3@ CYMTAHbIE Yacbl UM JarKe MUHYTbI Noc/e
3anycka. 3Ta cnocobHOCTb HbICTPO CAMOCTOATEIbHO PENIMLMPOBATLCA AeaeT YepBKu bonee onacHbIMM, YeM Apyrue
TUMNbl BPEAOHOCHbIX MPOrPamm.

[elcTBytoWMmiA B CUCTEME YePBb MOMKET AOCTaBUTb MHOYKECTBO HEeYyA06CTB M0/1b30BaTe/t0: OH MOMKET yAanATb Gaibl,
CHU}KaTb MPOM3BOAMTENIbHOCTb CUCTEMbI MM AaXKe OTKA0YaTb Apyrue nporpammbl. 1o cyTM, KOMMNbIOTEPHbIN YePBb
MOXKEeT BbICTYMaTb B KAYeCTBE «TPAHCMOPTHOrO CPeACTBA» A41A APYTMX TUMOB 3aparke HU.

Ecnv KomnbtoTep 3aparkeH YepBeM, PEKOMEHAYETCA YAAUTb 3aparkeHHble daiisibl, MOCKOJIbKY OHM C 60/1bLLOM
BEPOATHOCTbIO COAE PXKAT 3/I0HAMEPEHHbIN Ko,
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6.1.3 TpoAHCKMe nporpammbl

MCTOpVI‘-IeCKM TPOAHCKMMU NpOrpaMmamMmn Ha3sbiBain TaKoM Knacc Yrpo3, KOTOpble NbITAalOTCA MAaCKUPOBATbCA NO4
nosie3Hble NporpamMmmbl, TeM CaMbiM 3aCTaBNAA MNOJ/Ib30BaATENA 3aNyCKaTb UX.

TaK Kak aTa KaTeropma secbma WWNPOKa, ee 4acto pa36MBaIOT Ha HECKOJIbKO HOAKaTEFOpMVI.

e 3arpysuuK — BpeAOoHOCHan Nporpamma, CrnocobHas 3arpy»aTb Apyrme yrposbl U3 MIHTepHeTa.

e Dropper — BpeAoHOCHaA NPorpamma, KoTopas npeAHasHauyeHa A1 3apaxkeHWs KOMMbITEPOB APYrMMM
BpP€eA0HOCHbIMW NPOrpPaMmMamMm.

e Backdoor — BpegoHOCHas nporpamma, Kotopas 0bMeHMBaeTcA AaHHbIMM CO 3/10YMbILLIEHHUKaMMK, NO3BOAASA UM
NONYUYNUTb AOCTYN K KOMMbIOTEPY Y KOHTPO/Ib HaZ HUM.

o KnaBuartypHbIii LUINMMOH — MporpaMma, KOTopas perucTpupyeT BCe, YTO NoJ1b30BaTelb HAbMpaeT Ha KnaBuaType, U
oTnpasnsaeT 3Ty MHGOPMALMIO 3/10YMbILWIEHHUKAM.

¢ Mporpamma A03BOHA — BpPeAOHOCHaA NPOrpamma, KoTopas npeAHasHayeHa A NOAKNYEHMS K HOMepam €
BbICOKMMMW TapUPHbLIMM NAAHAMM, @ HE NMOCTABLUMKY MHTEPHET-YCAYT NoAb3oBaTens. Mpy 3Tom Nonb3oBaTe b
NPaKTUYECKN HE MOXKET 3aMeTUTb, YTO CO34aHO0 HOBOE NoaK/toYeHMe. Mporpammbl 4O3BOHA MOTYT HaHECTU Bpes,
TO/IbKO N0/1b30BaTENIAM MOAEMOB. K C4acTbio, MOAEMbI Y3Ke He PacnpoCTpaHeHbl CTOb WMPOKO, KaK paHblue.

Ecnv Ha KomnbloTepe ob6HapyKeH daiin, KnaccudnuMpoBaHHbIN Kak TPOAHCKas NporpamMmma, peKoMeHayeTcs yaaauTb
€ro, TaK Kak OH ¢ 60/1bLIOIN BEPOATHOCTbIO COAEPKUT 3/10HAMEPEHHbIV KOA,

6.1.4 PytKMUTDbI

PYTKMTOM Ha3blBaeTCcA BpeAOHOCHasA MPorpamMmma, KoTopas npeaocTaBaseT 3/10yMblLAeHHUKAM MOJTHbIN AOCTYN K
KOMMbIOTEPY, HE NPOABAAA MPU 3TOM CBOETO NPUCYTCTBUA B cUcTeMe. locne nonyyeHus goctyna K cucteme (0bbluHO
nyTeM UCNOb30BaHMA €€ YA3BMMOCTE M) PYTKUTbI UCNOJb3YHOT GYHKLMM ONepPaLMOHHOM cUCTEMbI, YTODbI M36exKaTb
0bHapyKeHMA NPOrpamMMHbIM 0becrneyeHnem 3aLLMTbl OT BUPYCOB: UCMOJ1b3YHOTCA MEXaHM3Mbl MAaCKMPOBKM
npoueccos, GaliN0B M AaHHbIX CUCTEMHOTO peecTpa. 10 3ToM NpUYMHE UX aKTUBHOCTb HEBO3MOXKHO OOHaPYKNUTb
CTaHAAPTHbIMM METOAaMM MPOBEPKMU.

CywecTByeT ABa YPOBHA 0bHapyXeHUs, HarnpaB/ieHHbIX Ha 6opbby C pyTKUTaMU.

1. O6HapyKeHWe Npu NONbITKe A40CTyNa K cucteme. Mx elle HET B CUCTEME, TO €CTb OHU HE aKTUBHbI. MHorue
CUCTEMDbI 3aLLMTbl OT BUPYCOB CNOCOOHbI YCTPAHUTb PYTKUTbI HA 3TOM YPOBHE (MPW YCI0BUK, YTO OHU
OEeNCTBUTENbHO 0OHaPYKMBAKOT TakmMe dali/ibl KaKk 3apaxKeHHble).

2. Ob6HapyrKeHue Npu NonbITKE CKPbITbCA BO BpeMs 06bI4HOM npoBepKu. Monb3osatenam ESET NOD32 Antivirus
OOCTYMHbI NpenMyLLecTBa TexHonormm Anti-Stealth, KoTopas Takke nNo3BosAeT 06HaAPYXKMBATb U YCTPAHATD
AKTUBHbIE PYTKMUTDI.

6.1.5 PeKnamHble nporpammbl

oA peknamHOM Nporpammolt NOHMMaeTcsa nporpammHoe obecrneyeHune, CyLWECTBYOLLEE 33 CHET PEKambl.
Mporpammbl, A€ MOHCTPUPYIOLLME MOb30BaTENI0 PEKNaMHble MaTepuasibl, OTHOCATCA K 3TOM KaTeropun. PeknamHble
NPWUA0XKEHMA YaCcTO aBTOMATUYECKM OTKPbIBAIOT BCM/IbIBAOLLME OKHA C peKnamoli B Beb-6paysepe Uam usmeHsoT
OOMaLLHIOK CTPaHULY. PeKnaMHble MporpaMmbl YacTo PacnpoCTPaHATCA B KOMMAEKTe ¢ becnnatHbIMU
nporpammamu. 3To NO3BOAET UX CO34ATENAM MOKPbIBATb PacxoAbl Ha Pa3paboTKy NosiesHblx (Kak npasunio)
nporpamm.

Camu no cebe peKknamHble NPOrpaMmbl He OMacHbl, HO OHM pPasapakatoT Nosib3osaTeieli. ONacHOCTb 3aK/10YaeTCs B
TOM, YTO B PEK/TaMHbIX MPOrpamMmmax MOryT ObITb peasin3oBaHbl OMNOJHUTENbHbIE QYHKLMW CheKeHUs, NoLobHO
LUMMOHCKMM MpOorpammam.

Ecnun nonb3oBaTtenb pelaeT UCNo/1b30BaTh GecnaaTHbIN NPOrPaMMHbI MPOAYKT, EMY CTOUTb YAEeNUTb 0coboe
BHMMaHMe YCTaHOBKe Nporpammbl. Yalle Bcero nporpamma ycTaHOBKM NpeaynpexaaeT 0b ycTaHoBKe
[OONO/IHUTEIbHOM PEKAaMHOM NPOrpammbl. 3a4acTyto M0/1b30BaTeb UMEET BO3MOMKHOCTb OTKa3aTbCsA OT ero
YCTaHOBKM U1 YCTaHOBUTb HEOBXOAMMYIO Nporpammy 6e3 peknamHoM.

HeKoTopble nporpammbl HeNb3A YCTAHOBUTL 6e3 peKnamHbIX moaynein nnbo nx pyHKUMOHanbHOCTbL byaeT
orpaHuyeHa. 3To NPMUBOAUT K TOMY, YTO PeKJaMHas NPOrpamMmma 4acTo noJiy4aeT AOCTYnN K CUCTEME Ha «3aKOHHbIX»
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OCHOBaHMSAX, TaK Kak NO/1b30BaTe /b A3/l COr/IacMe Ha ee YCTaHOBKY. B 3aTom ciyyae iyylle nepecrpaxoBaTtbes. B
cnyyae obHapyKeHua Ha KomnbtoTepe ¢aitna, KnaccuPprLMPOBAHHOTO KaK peKaamMHas Nporpamma, peKomeHayeTcs
YOANUTb €ro, TaK Kak OH € 60/1bLION BEPOATHOCTbIO COAE PHKUT 3/1I0HAMEPEHHbIN KOoa,

6.1.6 LUNMOHCKKe nporpammbl

K 3TOW KaTeropum OTHOCATCA BCE MPUOKEHMSA, KOTOPbIE OTNPABAAIOT INYHYIO MHPOPMaLMio 6e3 Begoma 1 cornacusa
BAagenbua. LLUNMoHCcKMe nporpamMmsbl MUCMONb3YIOT GYHKLMMU CIEKEHUA 419 OTNPABKM Pa3IMYHOM CTaTUCTUYECKOM
MHGOPMaLLMM, TAKOM KaK CMIUCOK MoceLleHHbIX Beb-caliToB, agpeca 3/1eKTPOHHOM NOYTbl U3 CMIMCKA KOHTAKTOB
Nno/ib30BaTeNA WU CMIMCOK HaXaTWI KNaBuLL Ha KnasuaType.

ABTOpPbI LUNMMOHCKUX NPOrPaMm YTBEPKAAIOT, YTO 3TU TEXHONOTUW CNYKAT ANA U3ydyeHna TpeboBaHUM U MHTEPECOB
nonb3oBaTeiei 1 NO3BONAIOT CO34aBaTb PEKNAMHbIe MaTepuabl, 6onee COOTBETCTBYHOLLME LLe1€BON ayaUTOPUN.
Mpobaema 3aKkNt0YaeTCA B TOM, YTO HET YETKOW rPaHMLLbl Me KAy Nosae3HbIMU U BPeAOHOCHBbIMU NPUNOKEHUAMM, U
HWKTO He rapaHTUpyeT, 4To Nosyvyaemas MHPopmaLmaA He ByZeT UCNO/Ib30BaHa BO BpeA. [laHHble, No/ly4YeHHble
LMNMOHCKUMM MPOrpaMmmamm, MOryT COAEPKaTb 3almnTHble Koabl, PIN-Koabl, HOmepa cyeToB U T. 4. LLInuoHcKkue
NpPOrpammbl HacTo NOCTaBAAOTCA B KOMMIeKTe ¢ 6ecniaTHbIMU BEPCUAMM NPOrPaMm CAMUMM UX aBTOPAMM C LeNbto
NoAy4YeHMA 4OX040B UAN CTUMYIMPOBAHUA NPOAAXK NPOrpaMMHOro obecneyeHus. Yacto nonb3oBatenei
MHOOPMUPYIOT O HANIMYMM LLMMOHCKOMN NPOrpaMmbl BO BPEMS YCTAaHOBKM NPOrpamMmbl, YTOObI CKNOHUTb UX K
npuobpeTeHMto NAaTHOM BEPCUN, B KOTOPOM LUMMOHCKOM NPOrpammbl HET.

Mp1mepamm XopoLIO M3BECTHOTO BecniaTHOro NPorpaMmMHOro obecneyeHus, BMECTe C KOTOPbIM NOCTaBAseTCA
LUMMOHCKOE, MOTYT CIYXNUTb KANEHTbI NUPUHIoBblx (P2P) cetelt. Mporpammbl Spyfalcon u Spy Sheriff (n mHorne
Apyrue) oTHoCcATCA K 0cO60M NoAKaTeropmu WNMOHCKUX NPorpamm. YTBepKAaeTca, YTO OHM NpeAHasHavyeHbl 4iA
3alMTbI OT LUMWMOHCKMX MPOrpPamMm, HO Ha CAMOM Zie/1e OHWM CaMM ABSIOTCSA TaKOBbIMM.

B cnyuae obHapyKeHMA Ha KoMmnbloTepe daiina, KnaccudUUMpPOBaHHOTO KaK LWNMOHCKAA MporpaMma, peKomeHayeTcs
YOA/INTb €ro, TaK KaK C BbICOKOW BEPOSATHOCTbIO OH COZE PXKUT 3/10HAME PEHHbIN Koa,

6.1.7 YnakoBLYUKHU

YnakoBLWHMK — 3TO CaMOpaCﬂaKOBbIBaIOLLLMVICﬂ NCNONHAEMbI cbaﬁn, B KOTOPOM COAEPHKNTCA HECKOJZIbKO BUAOB
BPeAOHOCHbIX Nporpamm.

Hanbonee pacnpocrtpaHeHHbIMK ynakosLmkamm aenatoTca UPX, PE_Compact, PKLite n ASPack. OaHu n Te e
BPeAOHOCHbIE NPOrpammbl MOTYT BbITb 0OHAPYKEHbI Pa3HbIMM CNOCOBAMM, EC/TN UX CHKATUE BbIMOJHEHO NPU MOMOLLU
pa3HbIX YNaKoBLLMKOB. Kpome Toro, ynakoBLLMKK 06/1a4at0T CBOMCTBOM, 61arofapa KOTOPOMY MX CUFHATYpbl CO
BpEeMeHEM U3MEHAIOTCS, YTO YCIOXKHAET 33434y 0OHapYyKeHUA U yAaNeHUA BPeAOHOCHbIX MPOrpamMm.

6.1.8 [MoTeHUuManbHO onacHble NPUNOKEHUNA

CylwecTByeT MHOXeCTBO HOPMa/bHbIX NPOrpamm, NpegHasHaYeHHbIX 418 YNPOLLLEe HUA aAMUHUCTPUPOBAHMA
NOAK/IOYEHHBIX K CETM KoMMbtoTepoB. O4HAKO 3/10YMbILNEHHUKM MOTYT MCMNOJ1b30BaTb UX A4J1A NPUYMHEHMA Bpeaa.
MporpammHoe obecneveHne ESET NOD32 Antivirus no3sonsaeT obHapyKmBaTb TaK1e yrposbl.

B KauecTBe NOTEHUMANbHO ONACHbIX MPUAOXKEHUI BbICTYNaeT HOPMasbHOE KOMMEPUYeCKoe NPorpaMmmHoe
obecneyeHue. B 3Ty KaTeropuio BXOAAT TaKMe NPorpamMmbl, Kak cpeAcTsa yaaneHHOro A0CTyNa, MPUAOKeHUa Ans
B3/10Ma NapoJ/ieii 1 KAaBnaTypHble WNWOHbI (MporpaMmbl, 3aMMcbiBalOWME HaxKaTUA KAaBULL HA KaBuaTtype).

Ecnv noTeHumManbHO onacHoe npuaoxeHue obHapyKeHo 1 paboTaeT Ha KOMNbloTepe (HO NO/b30BaTe b He
yCTaHaB/NMBan ero), cnedyeTt 06paTuTbCA K aAMUHUCTPATOPY CETU MW YAANUTb MPUIOKEHME.
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6.1.9 TMoTeHUMaNbHO HeXKenaTesbHble NPUNOXKEHUA

MoTeHLMaNbHO HEXKeNaTeIbHOe MPUIOKEHNE — 3TO NPOrPamMma, KOTOPan COAE PKUT PeKaaMy, yCTaHaBANBaeT
naHe M MHCTPYMEHTOB MM BbINOSIHAET APYrue HeAcHble GYHKLMU. B HEKOTOPbIX CUTYaUMAX MOXKET MOKa3aTbCs, YTo
NpeuMyLLeCcTBa TAKOTO NMOTEHLMANbHO HEXKeNaTeIbHOro NPUIOKEHUS NepeBeLNBaOT PUCKU. [03TOMY KOMMaHUA
ESET nomeLaeT 3TM NPUIOMKEHMUSA B KAaTErOPUI0 HE3HAYMUTEIbHOTO PUCKA, B OT/IMYME OT APYIMX BPeAOHOCHbIX
Nporpamm, HanpUmep TPOSHCKUX NPOrPaMM UIN YepBeA.

MpeaynpexaeHne — o6Hapy)XeHa NOTeHUMANbHAA Yrpo3a

Koraa obHapyKMBaeTca NoTeHLMaNbHO HeXeaTe/IbHOe NMPUI0KEHMNE, MOXKHO pPeLLnTb, Kakoe AelcTBre cneayeT
BbIMOJIHUTD.

1. OYMUCTUTBL/OTKNIOUMUTD: AEICTBME NPEKPALLAETCA, M MOTEHUMANbHAA YrPO3a HE MONAZaeT B CUCTEMY.

2. MNponycTutb: 3Ta QyHKLUMUA NO3BOASET NOTEHLMANbHOM Yrpo3e NPOHUKHYTb Ha KOMMbIOTEp.

3. YT06bl paspelumTb NPUIOKEHNIO M BNpeab paboTaTb Ha KOMMbloTepe 6e3 NpepbiBaHU, LENKHUTE 31€ MEHT
PaclumpeHHble napameTpbl U yCTaHOBUTE GiarkoK MCKNounTb U3 o6Hapy»KeHuA.

NOD32 ANTIVIRUS

Hal:’.ﬂ,EHO NOTEHUHWANbHO HEXENATENbHOE NPUAOHKEHNE

OBBexT NoTEHUMANEHE HEXenaTensHan nporpamma (Win32/PUAtest.A) Haliged & daiing, k
KoTopomy npunoxeHue [ Windows Explorer nbITaeTca nonyumTs 4ocTyn.

37a nporgamMema MOXET HE NPEACTAENATE YIpo3y Eﬁﬂl'IECHDCTIn, HO MOHET CHUXATE
NpoW3B0ANTENEHOCTE M HAAEWHDCTE KOMMOBHITERE AW NPUEDINTE K M3MEHEHWHDY NOBEAEHHA
CHCTEMbI.,'J,CI'IC."IHHT&"II:HbIE CEE4EHWA. ..

[NoaseprHyTe dain ouncTke?
OunctuTb WirHopupogats

JononHuTensHele ceegennA ob 3Tom coobuiennn v MNogpoBrocTn v PaclunpeHHbIe NapameTpsl

Ecnu obHapykunBaeTCA NOTEHLMANbHO HEXKeNaTeIbHOe NMPUIOMKEHME U er0 He YAaeTcA O4UCTUTb, 0TobparkaeTca
yBegomneHve Aapec 3a610KkMpoBaH. [115 Noy4yeHUs A0NOIHUTENIbHBIX CBeAeHUI 06 3TOM cobbITUM NepenguTte 13
rNaBHOro MeHto B pasaen Cayxeb6Hble nporpammbl > Paiinbl }KypHanos > OTGUNbTPOBaHHbIE Be6-CalTbl.

NOD32 ANTIVIRUS v ooX

Appec 3abnoKMpoBaH.

URL-appec:

JonoaHKTEAEHEE CEEREHMR OF 3ToM CooBlEHMM b ﬂD,ﬂ,pDﬁ-HDCTM
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MoTeHUManbHO HeXKenatesibHble NPUIoXKEeHUs — NapameTpbl
Mpu ycTaHoBKe nporpammbl ESET MOXKHO BK/IOYMTb OBHApYKeHMEe NOTEHLMANbHO HEXKeNaTe IbHbIX MPUIOKEHWU (CM.
n3obparkeHne HUXe).

(es[ER) SECURITY - X

LUndpbl nmeroT 3HauweHWe. MonyunTe MaKCMManbHBIA YPOBEHE 3alUWThI.

Cucrema otzeieoe ESET LiveGrid ® nossonaet cobupate MHGOPMALWI O NOAC3PUTENBHBIX 0BBEKTAX, KOTOPYHD Mbl 3ETOMATUHECKN
oBpaBateieaem, 4ToBbI B HAaLLER 0BNAYHOR CUCTEME CO3AABATE MEXAHWZMEI 0BHApyeHnA, Co343E WX, Mbl WX CPasy NPUMEHAEM, YTODbI
OBECMNEYNTE CBOUM KWEHTAM MAKCMMANBHEIA YPOBEHS 3ALLWTEI

v BrntounTe cuctemy otsieoe ESET LiveGrid® (pekomengyerca)

OGHBPY)KEHHE NoTeHUMaNnbHO HeXenaTeNbHbIX I'IPHJID)KEHHﬁ

Pewenne ESET moxeT 06Hapy:nBaTh NOTEHLMANEHD HEKENATENEHBIE MPUIOKEHNA W 33NPALUNEATE NOATEEPHAEHIE NEPE] UX YCTAHOBKONA,
MoTEHUMANBEHD HEXENATENBHBIE MPUIOKEHNA MOTYT HE NPEACTABNATE Yrpo3y BE3ONaCHOCTH, HO MOTYT CHUAATL NPOM3E0ANTENEHOCTS,
CKOPOCTh paboThl W HAAEKHOCTE KOMMBIITERE WK KE NPUEDANTE K MSMEHEHWID NOBEAEHNA. KaK Npasuno, ANA yCTaHOBKW TAKWX NpOrpanM
TpebyeTca paspeLUEHUE NOBI0BATENS.

BintounTe 0BHapyKeHNE NOTEHUMANBHO HEXENATENBHERX NPUACHKEHNIA

OTenrounTs Dﬁ-HEp}O\\(EHHE NOTEHUMANEHO HEXENATENEBHBIX I'IFIHHD)KEHHE

YcraHoBuTb CMEHMTE NaNKy YCTaHOBKW

A BHUMAHME!
nOTeHLI,MaJ'IbHO HeXXelaTe/ibHble NPUNO0XKEHUA MOTYT YCTAaHAB/IMBATb PE€K/1aMHble€ MPOrpamMmmbl U NaHe N

MHCTPYMEHTOB W/IX COZE PXKaTb PEKNAMY U APYTUe HeKenaTenbHble U Hebe3omnacHble NporpammHble
KOMMOHEHTbI.

3T NnapameTpbl MOXKHO B 1t060€ BpeMsA M3MEHUTb B pasgesie napameTpoB Nporpammbl. YTo0bl BKAOYUTL UM
OTK/II0YUTb 0BHApYKeHMEe NOTEeHLMANbHO HeXKenaTeabHbIX, He6e30nacHbIX UK NOA03PUTENbHBIX NMPUNOKEHNUN,
cneaymnte NpuBeAEHHbIM HUXKE UHCTPYKLMAM.

1. OTkpoiTe nporpammy ESET. Kak oTKpbITb Nporpammy ESET Ha moem KomnbioTepe?

2. HaxkmuTte knasuuwy F5, yuTobbl nepeiTn K pasgeny JononHuteibHble HaCTPOMKMU.

3. LlenkHuTe anemeHT AHTUBUPYC 1 HA CBOE YCMOTPEHME BKAOUYUTE UAN OTKAOUUTE NapameTpbl BKatounTb
o6Hapy}KeHue NOTEeHUUaNbHO HeKeNaTe ibHbIX MPUIoKeHU, BKnountb o6HapyKeHne NoTeHUMabHO ONacHbIX
npunoXeHui 1 Bkaountb o6HapyKeHMe NoA03pPUTENbHBIX NPUIOXKEHUN. YTOObI COXPaHUTb HACTPOIKMY,
HaXXmnte KHonKy OK.
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PaCLIJHpF_‘HHbIe napamMmeTpbl Q x ®

3ALLWNTA OT BUPYCOB ﬂ OCHOBHOE
3aluTa Gaiinosoil cucrens B MAPAMETPbI MOAYAA CKAHWPOBAHUA
pexkIME PEANBHOTO EPEMEHN
CKaHI.-IpOEIaHI.-Ie KOMI‘IhIOTepa na BinrounTe DéHEFI)OKEHME MNOTEHUWMANBHO HEXMENATENBHbBIX 0
Tpe6oBaHmto NPUGKERNIA
CKaHMPOEaHWE B COCTORHMM .
BrnrounTe DEHEFI)OKEHHE NOTEHUWAARHO ONACHBIK NPWA0HEHNIA x 0
npoCToA
CKaHWpPOEBaHKUe NPKW 2anycke BratounTe 0BHapyKEHUE NOACSPUTENEHEIK NPHACHEHNA (i ]

ChemHLIe HOCHTEAK

3aWnTa AOKYMEHTOE
HIPS 3ALLIWTA ANTI-STEALTH i )

BrnrounTe 3amTy Anti-Stealth -
OEHOBNEHWME

WMIHTEPHET 11 NEKTPOHHAA
MOYTA WCKNHYEHWA

- Cnncok NyTed, KOTOPBIE HYAHO MCKAMYUTE M3 CKAHWPOBaHKUA MzmeHHTE (i ]
KOHTPO b ¥CTPOWKCTE

CYKEBHBIE MPOTPAMMbI

MHTEP®EIAC MOJIb30BATENA

MoTeHUManbHO HeXKenatesibHble MPUNOKEHUA — 06010uKH

0O60/104Ka — cneumnanbHOe NPUIOKEHUE, UCNONb3yEMOE Ha HEKOTOPbIX PaitioobmMeHHbIX pecypcax. 3TO CTOPOHHee
CPeACTBO, YCTaHAB/MBAOLLEE NPOrPaMMy, KOTOPYIO HYXKHO 3arpy3uTb, B KOMMIEKTE C APYTrMM NPOrpamMmHbIM
obecneyeHneMm, HanpUMep NaHe bl MHCTPYMEHTOB UM PEKAAMHOW NPOTrPaMMON, KOTOPbIE M3MEHAIOT JOMALLHIOK
CTpaHuLy Beb-bpay3sepa uau napameTpbl Noucka. MNpu atom panoobMeHHble pecypcbl YacTo He YBeAOMAAIOT
NOCTaBLUMKOB NPOrpammHoro obecnevyeHus Uam noay4vateneii 3arpyKeHHboix GpainioB 0 BHECEHHbIX UBMEHEHUAX U
CKPbIBAOT HACTPOMKM, MO3BONAOLLME OT HUX OTKA3aTbCs. IMeHHO noaToMy KomnaHusa ESET cuntaeT 060104KM
NOTEHLMANbHO HeXelaTeIbHbIMU NMPUIONKEHUAMM U AAET N0JIb30BaTENIAM BO3MOMKHOCTb OTKA3aTbCA OT UX 3arpy3Ku.

O6HOBNEHHYIO BEPCUIO AAaHHOM CTPAHULbI CMPaBKM CM. B 3TOM cTaTbe 6a3bl 3HaHMM ESET.

6.2 TexHonoruwu ESET

6.2.1 BNOKUPOBLLUK IKCN/IOUTOB

BAOKMPOBLLMK SKCNIONTOB NpegHA3HAuYeH 414 3aLnTbl NPUIONKEHWUI, KOTOPbIe 0ObIYHO YA3BMMbI 418 SKCNOMUTOB,
Hanpumep 6paysepos, nporpamm ass uteHua PDF-¢dainnos, NoYToBbIX KAMEHTOB 1 KomnoHeHToB MS Office. OH
OCYLLECTBNAET MOHUTOPUHTI PaboTbl NPOLECCOB ANA BbIABAEHUA NOA03PUTENbHbIX AENCTBUI, KOTOPblE MOFM Obl
03Ha4aTb MCNO/Ib30BaHME IKCN/IONTA.

Koraa 6/10KMPOBLLUMUK SKCMIOWTOB 0BHaPYKMBAET NOA03PUTEIbHbINA MPOLECC, OH MOMKET CPasy e OCTaHOBUTb ero
paboTy 1 3anucaTb AaHHble 06 yrpo3e, KOTOpble 3aTeM OTNPaBAAOTCA B 061a4Hyto cuctemy ThreatSense. 3Tu aaHHble
3aTeM 0bpabaTbiBalOTCA B UCCIeA0BaTeIbCKOM nabopaTopmm ESET 1 Mcnonb3ytoTca Ana yaydlweHWs 3alumTbl BCeX
no/sib3oBaTe el OT HEM3BECTHbIX YIPO3 1 aTaK «HY/1IeBOro AHA» (HOBble BpeAOHOCHbIe MPOrpaMmbl, 415 KOTOPbIX elle
HeT NpeABapuUTe/IbHO HaCTPOEHHbIX CPE/CTB 3alLMUThI).
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6.2.2 PacwuMpeHHbIN Mogy/Ib CKAHUPOBAHUA NaMATU

PaclumpeHHbIi Moay b CKAHUPOBAHMA NAaMATM paboTaeT B codeTaHMUM C HIO0KUPOBLLMKOM 3KCMIOMTOB AJ18 YCUNEeHUA
3aLLMTbl OT BPeAOHOCHbIX MPOrpamMm, KOTopble MOTyT M3beratb 0OHapYKeHMA 0ObIYHBIMMU NPOAYKTAMM A/15 3aLUUTbI OT
BPEAOHOCHbIX MPOrPamMM 3a CHET UCMO/1b30BAHMWA YMbILLIEHHOTO 3anyTbiBaHUA U/UnK WndpoBaHua. B cnyyanx, Koraa
yrpo3a MoKeT 6bITb He 06HapyKeHa C NOMOLLbHO 0BbIYHOM IMYNALUN UNU IBPUCTUKM, PACLUMPEHHBIN MOaY /b
CKaHWPOBAHUS MAMATU MOXKET onpeaenaTb NoAo3pUTeIbHbIE AENCTBUA U CKAHMPOBATb YrPO3bl, KOrAa OHK
NOABNAKOTCA B CUCTEMHOM NAaMATU. ITO pelueHne 3ddeKTUBHO AarKe NPOTUB BPEAOHOCHbIX MPOrPamm C BbICOKOW
CTENEHbIO YMbILL/IEHHOTO 3anyTbIBaHUS.

B oTAnume oT 610KMPOBLLIMKA SKCNIOMTOB, PaclUMPEHHbIN MOAY/1b CKAHUPOBAHMUA NaMATU — 3TO MeToa4,
NPUMeHAEeMbI NOC/e BbIMOHEHMA, MO3TOMY CYLLECTBYET PUCK TOTO, YTO HEKOTOPbIE BPEeAOHOCHbIE AeUCTBUA MOU
6bITb BbIMO/HEHbI 40 0OHapY»KeHWA yrpo3bl. O4HAKO ecn NPUMEHEHNE APYTMX MEeTOA0B 0OHAPYKEeHUs He Aano
pesynbTaToB, TAaKoe pelleHue obecneymBaeT AONONHUTENbHbIN YyPOBEHb 6HE@30MacHOCTH.

6.2.3 ESET LiveGrid®

CeTb ESET LiveGrid®, ocHoBaHHas Ha nepeaoBoi cucteme paHHero obHapykeHua ThreatSense.Net®, ucnonbsyer
OaHHble, NpeaocTas/ieHHble Nnonb3oBaTenamm ESET co Bcero mmnpa, 1 oTnpasBaaeT Ux B UCC/Ie40BATENbCKY O
nabopartoputo ESET. CeTb ESET LiveGrid® no3sonseT nosny4yaTb N0A03pUTENbHbIE 06pasLbl U MeTafdaHHble U3
peanbHbIX YCA0BUIA, MO3TOMY Mbl MOXEM He3aMe4/INTeIbHO pearnpoBaTb Ha NOTPebHOCTM NoNb30BaTenel
obecneyntb rotoBHOCTb ESET K 06e3BpeKnMBaHNIO HOBEMLWKX Yrpo3. MccnegoBaTenun BpeaoHOCHbIX nporpamm ESET
MCNONb3YHOT 3Ty MHGOPMALMIO 418 MONYyYEHUA TOYHOTO NpeacTaB/eHUs 0 NpMpoae U macwTabax rnobanbHbIX yrpos,
YTO NO3BONAET HAM HaMNPaBAATb YCUAUA Ha peLLUeHNe NPaBUAbHbIX 3ada4. JaHHble cuctembl ESET LiveGrid® urpatot
BAXKHYIO pOab Npu onpeaeneHnn NPMopmUTETOB B HALLMX aBTOMATU3MPOBAHHbIX CUCTEMAX.

Kpome Toro, npumeHaeTca cuctema penyTaumm, NoOMoratoLLas yay4ywmnTb o6Lyto 3GpPeKTUBHOCTb HaLUX peLleHnn no
b6opbbe c BpeaoHOCHbIMM Nporpammamu. Koraa ncnonHsaembiii Gpann amn apxme NpoBepsaeTca Ha KoMnbloTepe
nosib30BaTe A, ero X3LW-Ter CHavana NposBepsaeTca no 6ase 3/1eMeHTOB, BHECEHHbIX B «6e/ble» U «4epHble» CUCKU.
Ecnu oH HaxoauTcA B «6enom» cnucke, nposepsieMblli Gain cCYUTAaETCA YNCTbIM U TOMEYAETCA /15 UCKNOUYEHNUA U3

by ayWwmMx CKAHMPOBAHWI. ECIM OH HAXO4MUTCA B «4EPHOMY CMMCKE, NPeAnpPUHMMAlOTCA COOTBETCTBYHOLLME AENCTBUS,
ncxoaa M3 Nnpupoapl yrposbl. ECim cooTBeTCcTBUE HE HaWAeHO, Gpain TwaTeibHO cKaHMpyeTcA. Ha ocHoBaHMK
pe3ynbTaToB CKAHMPOBAHMA MPOUCXOAUT KaTeropm3saums Gainanos Kak yrpos am Ynctbix ¢ainos. Takoi noaxon umeeT
CYLLECTBEHHOE MOJIOKUTEIbHOE BIUAHME Ha NPOM3BOAMUTEIbHOCTb CKAHUPOBAHMSA.

Cucrema penyTaumm obecneumsaet apdeKTMBHOE 0bHapyKeHMe 06pasLLOB BpeAOHOCHbIX MPOrpamm eLle 40
[O0CTaBKM UX CUTHATYpP B 06HOBNEHHY0 6a3y AaHHbIX BUPYCOB Ha KOMMbIOTEPE M0/1b30BaTeNA (UTO NponcxoauT
HECKOJIbKO Pas B AeHb).

6.2.4 BNOKMPOBLLMK IKCNNOUTOB Java

BNOKMPOBLLMK 3KCNIOMTOB Java — 3TO pacliMpeHmne CyLeCcTBYOLWEN 3aLmTbl 610KMPOBLLMKA SKCNA0UTOB. OH
OCYLLECTBAAET MOHUTOPMHT Java Ha npeaMeT noseAeHuMs, NoA06HOro NoBeAeHNIO SKCMN0MTOB. 3a6/10KMPOBaHHbIE
06pasLbl MOXKHO NepesaBaTb aHAIMTUKAM BPELOHOCHbIX MPOrpamMm, YTo6bl OHM MOTIM CO34aBaTb CUrHATYPbI A8
6/10KMPOBKM TaKUX MPOrpPaMm Ha pasHbIX YPoBHSX (61oknposka URL-agpecos, 3arpy3ka ¢paiinos U T. n.).

119



6.2.5 3awwura OoT aTaK Ha OCHOBeE CLeHapues

3almTa OT aTak Ha OCHOBE CLeHapMeB — 3TO 3allMTa OT 3/1I0HaMePEHHOTO Koa Ha fA3blke Javascript B 6paysepax u
3almTa Ha 6a3e Antimalware Scan Interface (AMSI) oT cueHapues B Powershell.

A BHAMAHME!
Ona paboTbl 3TOM GYHKUMK HEOBX0AMMO, YTObbI cucTema HIPS 6biia BKAOUYEHa.

®yHKLMA 3aLLMTbI OT aTaK Ha OCHOBE CLieHapWeB NOAAE PKMBAETCA ANA TaKUX Bpay3epos:

Mozilla Firefox,
Google Chrome,
Internet Explorer,
Microsoft Edge.

NMPUMEYAHME.

MuHMMa IbHbIE NOAAEPXHMBAEMbIE BEPCUMN Bpay3epoB MOryT Pa3nmuaTthea, MOCKOIbKY dalioBble CUTHATYPbI
bpay3epoB YacTo meHawTca. NMocneaHas Bepcmsa bpay3epa Noaae prUBaeTca BCeraa.

6.2.6 3awuTa OT NPOrpamMmm-LLIAHTAXKUCTOB

Mporpamma-LwaHTaxKMCT — 3To 0cobbIli TUN BpeaoHocHoro N0, 610KMpyOLWMIA AOCTYN NONb30BaTENSA K CUCTEME
nyTem 6/10KMPOBaHMSA ee 3KpaHa UK wndposaHus danos. Moaynb 3aWMTbI OT MPOrPamMM-LIAHTaXKUCTOB
OCYLLECTBNAET MOHUTOPUHTI NOBEAEHNA NPUIOKEHNA U NPOLECCOB, KOTOPbIE NbITALOTCA U3MEHUTL BalLWN JIMYHbIE
OaHHble. Ecnv noBegeHWe NpuaokeHna onpeaenseTca Kak 310HaMepeHHoe UK penyTauMoHHOe CKaHMpoBaHMe
MOKa3bIBaET, YTO MPUIOKEHMUE ABNAETCA NOA03PUTEbHBIM, 3TO NPUNOKEHNE BIOKMPYETCA UK PeLLUeHMe O ero
610KMpPOBaHUK NpeanaraeTca NPUHATb NOb30BaTENO.

BAXHO!

[na npasunbHOM paboTbl MOAyNA 3aLUMTLI OT MPOrpamMmM-LLIAHTaXKMCTOB cuctema ESET Live Grid gonkHa 6biTb
BK/IOYEHA.
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6.3 DneKTpPOHHaA noyTa

DNeKTPOHHAA NoYTa ABAAETCA COBPEMEHHbBIM CPeACTBOM 06LLEHMA, KOTOPOE NPUMEHAETCA BO MHOMMX 061acTsX.
OTAmnYancb rMBKOCTbH, BbICOKOM CKOPOCTbIO M OTCYTCTBMEM NMOCPEAHMKOB, OHA Cbifpasia KNYeBYHO POJib B
CcTaHoBNeHun NHTepHeTa B Havane 90-x rogoB NpoLUIoro BeKa.

K coskaneHuto, BCIeACTBME BbICOKOrO YPOBHA aHOHUMHOCTM 3/1EKTPOHHAs noyTta U MHTEPHET OCTaBAsaIoT
NPOCTPAHCTBO A1 HE3aKOHHbIX AeMCTBUI, TAaKMX KaK paccblika cnama. Cnam MOKeT COLEprKaTb HeKenaTe lbHble
peKksamHble 06bABNEHUA, MUCTUOUKALMMN UAW BAIOMKEHNA, PAacCNPOCTPaHAOLME BPEeAOHOCHbIE NPOrPaMMbl.
[ocTaBnsemble Nonb3oBaTe N0 HeyA06CTBa M ONACHOCTb YBEIMYMBAIOTCA M3-3a TOTO, YTO CTOMMOCTb PaCCbIIKM
MUHMMa/IbHa, @ B PacropsAMKeHUN aBTOPOB Crama eCTb MHOMKEeCTBO CPe/ICTB /15 MOoAyYeHMsA HOBbIX aapecos
3/1€KTPOHHOM NoYTbl. Kpome Toro, KOANYECTBO M pa3HOOBpasMe cnama CUIbHO 3aTPYAHAIOT KOHTPO/b Hag HUM. Yem
[OOANbLUE UCMO/b3yeTCa aApec 3/1eKTPOHHOW MOYTbl, TEM Bbllle BEPOATHOCTb TOTO, YTO OH NonageT B 6a3bl AaHHbIX,
MCNosib3yemble 415 PaccblKM cnama. BoT HeKoTopble coBETbI, MOMOratoLme n3beskaTtb 3Toro.

e [10 BO3MOKHOCTM He pa3melLaiiTe CBOM aApec 3/IeKTPOHHOM NoyThl B UHTEpHeTe.

e [laBaliTe CBOW afpec TO/IbKO TEM, KOMY MOJIHOCTbIO loBEpAeTe.

e ECnv BO3MOMKHO, HE UCNONb3YNTe PacnpoCTpaHeHHble C/10Ba B Ka4eCTBe NCeBAOHUMOB (YEM CNOXKHEE NCeBAOHUM,
TEM TpyaHee oTcAeauTb agpec).

e He oTBeyvaliTe Ha MNO/IyYeHHbIE HeXKenaTesibHble CoobLWweHMs.

e ByabTe OCTOPOKHbI NPM 3anonHeHUU Gopm Ha Beb-canTax (0CobeHHO ecin OHM CoAePKaT MYHKTbI TUNa «[a, A xouy
noayyaTb MHPOPMaLMIO»).

e Mcnonb3yiTe «cneuyanmsnMpoBaHHble» aapeca 3/IEKTPOHHOM NoYTbl (Hanpumep, 3aBeauTe o4mMH agpec ans
paboTbl, Apyron Ana obLeHUs ¢ Apy3bAMU U T. 4.).

e Bpems OT BpeMeHM MeHANTE agpec 3N1eKTPOHHOM NOoYTbI.

e Mcnonb3yiTe Kakoe-n1Mbo pelleHne 418 3alimTbl OT Crnama.

6.3.1 PeknamHble 06bABAEHUA

Peknama B IHTepHeTe ABnseTCcA ogHUM U3 Hanbonee BypHO pa3BMBalOLLMXCA BUAOB peKiambl. Ee npenmyliecTteamm
ABNAOTCA MMHUMA/IbHbIE 33aTPaTbl U BbICOKAs BEPOATHOCTb HEMOCPeACTBEHHOTO 06LLeHUs ¢ noTpebutenem. Kpome
TOro, COOBLWEHNA AOCTABASAOTCA NPAKTUYECKM MIHOBEHHO. MHOTME KOMMaHUKN UCMO/b3YHOT 3/1EKTPOHHYHO MOYTY B
KayecTBe MapKeTUHIOBOrO MHCTPYMeHTa AN 3GPEeKTUBHOrO 06LWEHNS C CYLLECTBYOWMMM U NOTEHLMANbHbIMM
KAMEHTaMMU.

3TOT BUA peEKNAMbI ABNAETCA HOPMA/TbHbIM, TaK Kak MOTPebuTem moryT bbiTb 3aMHTEPECOBAHbI B MOy4YEeHUMU
KOMMe puecKol MHGopMaLMmM 0 HEKOTOPbIX ToBapax. OAHAKO MHOTMEe KOMMaHUM 3aHUMAOTCA MacCOBbIMM
PaccblIKaMm HeXKenaTebHbIX KOMME PUYECKUX COOBLLEHNI. B TaKMX Cyvasx peKaama rno 3/1eKTPOHHOM noyTe
BbIXOAMT 3a rPaHMLLbl AOMYCTUMOTO, M 3TU CO0BLLEHMA KNacCcMULMPYIOTCA KaK Cram.

KonunyecTtBo HeXKenatenbHbIX COO6LLI,€HVIVI yXe CTano npo6nem017|, M NPU 3TOM HUKAKUX NMPU3HAKOB ero CoKpalleHunA
He Ha6I'IPOLI,BETCFI. ABTOpr HeXeNnaTe/ibHbIX COO6LLI,EHMﬁ YaCTO MbITAaOTCA BblAATb CMaM 3a HOPpMaJibHble COO6LLI,EHMFI.

6.3.2 Muctndukauyum

MucTudurKaumein HasbiBaeTCsa N0XKHaA MHPOPMaLMA, pacnpocTpaHaLanca Yepes MHTepHeT. O6bIYHO MUCTUMKaLUK
paccblNatoTCA MO 3/IEKTPOHHOM NOoYTEe MAKM C MOMOLLBIO TaKnx cpeacTs obueHus, Kak ICQ n Skype. CobcTBeHHO
coobuieHne YacTo npeacTaBnAeT coboi WYTKY UK TOPOACKYIO NereHAy.

CBf3aHHblE C KOMMbIOTEPHbLIMU BUPYCAaMN MUCTUOMKALMM HaMpaB/ieHbl Ha TO, YTOObI BbI3BaTb Y NoJiyyaTenein crTpax,
HeyBePEeHHOCTb M COMHEHMA, NOBYKAasA UX BEPUTb B TO, YTO «HE MOAAAI0LMIACA OBHAPYKEHUIO BUPYC» YAANAELT UX
dbaitnibl, KpageT Napoar UM BbINONHAET Kakue-1nbo apyrve BpeAoHOCHbIE AeNCTBUA Ha UX KOMMNblOTepax.

HekoTopble muctuduKaumm paboTatoT, npeanaras nosy4yatesiaiMm nepecnarb cooblieHne CBOMM 3HaKOMbIM, 3a cHeT
Yyero yBesiMymBaeTca maclitab muctudmnkaumm. CyLecTsyoT MUCTUGUKALIMK, KOTOPbIE MepeaatoTcs Yyepes
MOBUNbHbIE TeNlePOHbI, MUCTUDUKALMK, NpeacTaBAsAoLLmMe cObon NPOoCcbbbl 0 NOMOLLM, NPeAN0KEeHNA NONYYUTb
OEHbIM U3-3a rpaHuLbl, U Npoymre. YacTo 6biBaeT HEBO3MOXKHO NMOHATL MOTMBALIMIO CO3A4aTeN MUCTUPUKALMM.
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Ecnu cooblieHmne coaepKUT Npocbby nepecnartb ero BCem 3HaKOMbIM, 3TO co0bLeHMe ¢ 60/1bLION BEPOATHOCTbIO
ABnseTca muctuomnkaumei. CywectsyeT 601blOE KOMYECTBO Beb-CaliTOB, KOTOPbIE MOTYT MPOBEPUTb, ABNAETCA /N
coobueHne HopMmanbHbIM. Mpexae Yem nepecbinaTb COOBLEHNE, KOTOPOE KarKeTca BaM MUCTUMKALMNEN,
nonpobyiTe HanT B UHTEepHeTe MHPOPMALUIO O HEM.

6.3.3 PuwuHr

TepMUH «PUWIMHI» 0603HaAYaeT NPECTYMNHYIO AeATENbHOCTb, B PaMKax KOTOPOW UCMOb3YOTCA MEeTOAbl COLMANbHOM
UHXeHepun (MaHUNynpoBaHue Nosib3oBaTenem, HanpasaeHHoe Ha NoyYeHue KoHouaeHUManbHon nHdopmaumn).
Lenbto duLLIMHIra ABNSETCA NONYYEHUE AOCTYNA K TaKUM KOHOUAEHLUMANbHbIM AaHHbIM, Kak HOMepa 6aHKOBCKUX
cyeToB, PIN-Kogpl n T. .

MonbITKa nony4YeHna MHGopMaLmMmn 0bbIYHO NpeacTaBaAeT coboi 0TNPaBKy cO0bLWEeHNA AKObObI OT JOBEPEHHOIO /1ML
WKW KOMMNaHUM (TaKoM Kak GMHAHCOBOTO YUYPEKAEHMA UK CTPaxoBoi KoMmnaHum). CoobLueHMe MOXKeT KasaTbeA
61aroHaaeKHbIM M COAEPKaTb N306PaXKEHUA U TEKCT, KOTOPbIE MOMIM M3HAYaNbHO BbITb MOAYyYEHbl OT UCTOYHMKA,
AKOObI ABNAKOLWErOCA OTNPABUTENEM AAaHHOTO coobweHus. Mog pasHbiMK Npeanoramu (MpoBepKa AaHHbIX,
¢dU1HaHCoBbIEe onepauun) NnpeanaraeTcsa NPeaoCcTaBUTb Kakyto-a11Mbo MYHY0 MHGOPMALMIO, TaKyto Kak HoMepa
H6aHKOBCKMUX CYETOB, UMEHa No/b30BaTe A, Napoau U T. 4. ECnn Takue gaHHble NpefoCcTaBAAoTCA, OHU 1IETKO MOTYT
6bITb YKpPaZeHbl U UCNO/b30BaHbl B MPECTYMHbIX Lenax.

baHKkw, CTpaxoBble KOMNaHWUN U gpyrne nermtTMuMmHble opraH1M3aunn HAKOrda He 3anpalnBaroT MUMeHa nosnb3oBatenem
M Napo/Jin B HE3aNpPOLWEHHDbIX COO6LLI,EHMFIX 3HEKTpOHHOl>'I MOYThbl.
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7.4acto 3apaaBaemble BONPOCHI

OTa rnaBa CoAepXMT OTBETbl Ha HEKOTOpPbIE U3 Hanbonee yacTo 3a4aBaeMbIX BOMPOCOB U peLlleHnA npo6neM
nonb3oBatenen. Haxkmute CCbINIKY, ONUCbIBAKOLLYO Bally npo6nemy.

BbinonHeHue obHoBaeHMa ESET NOD32 Antivirus
YpaaneHue BMpyca c KOMNbOTEPA

CoszfaHue 3a4a4M B NJ1aHMPOBLIMKE

MnaHMpoOBaHMeE 33434M CKAHWPOBaHUS (Kaxkable 24 Yyaca)

Ecnu Bawa npobaema He BK/ItOYEHA B CMMCOK Ha CTPaHMLIAX CMPaBKK Bbille, NONpobyiiTe HalTK ee Ha CTPaHULaxX
cnpaskun ESET NOD32 Antivirus.

Ecnv peweHne npobaembl He y4aN0Cb HAUTM C NMOMOLLbIO MOUCKA B COAE PKUMOM CNPABOYHOM CUCTEMbI, NepenguTe B
perynspHo obHoBnAemMyto base 3HaHUI ESET B UHTepHeTe. CCbIIKM Ha camble MOoNyAsipHble CTaTbM 6a3bl 3HAHUN,
KOTOpPble MOMOTYT BaM PeLLUTb PAcNpPOCTPaHEHHbIe NPOBAEMbI, NEPEUUCEHDI HUKE.

Bo Bpemsa yctaHoBKM nporpammbl ESET noasmaock coobuieHme o6 ownbKe. YTo 310 0O3HaYaeT?

AkTnBauma moero npoaykra ESET Windows ais goma ¢ MCNoi1b30BaHMEM MOET0 MMEHM NO1b30BaTENA, NAPOAA UK
JIMUEH3MOHHOTIO KAtoYa.

YpaneHuve nav nOBTOPHAA YCTaHOBKA Moero npoayKra ESET ana goma.

Bo Bpemsa ycTaHOBKM NporpamMmbl ESET noaBmaochk coobLeHme, YTO YCTaHOBKA NpeXKAEBPEeMEHHO 3aBepLUEHa.

YTto aenatb nocne o6HOBAEHUA NNLEH3NKU? (MONb30BaTENN AOMALLHEN Bepcum)

Y10 AENaTh, €CIV MO afipecC 3/IEKTPOHHOM NOYTbl USMEHUTCA?

3anyck Windows B 6e30nacHOM pekume uam B 6€30MacHOM peknme ¢ Noaae pKKom cetu

Mpn HeobX0AMMOCTM HanpaBbTe CBOM BOMPOCHI B HALLY OHAAMH-CAYKOY TEXHMYECKON NoAAe PKKU. KOHTaKTHasA
dopma HaxoamuTcs Ha BKNaake CnpaBka u noaaeprka nporpammbl ESET NOD32 Antivirus.

7.1 BbinonHeHue obHoBneHua ESET NOD32 Antivirus

O6HoBAATL ESET NOD32 Antivirus MOXHO Bpy4YHYH UK aBTOMaTUYECKU. YTOObI 3anycTUTb 0B6HOBNEHWE, BbibepuTe
KomaHay O6HoBUTb ceituac B pasgene O6HoBNEeHME.

Mpw ycTaHOBKe Nporpammbl C NapameTpamm No yMOoT4aHMIO CO34aeTcs 334a4a aBToMaTUyeckoro obHosieHus. OHa
3anycKaeTcs Kaxkapbli yac. YTobbl USMEHUTb MHTEPBa, NocneoBaTeIbHO BbibepuTe CayKebHble nporpammbl >
MAaHUPOBLUMK (JONONHUTENbHYIO MHOOPMALMIO O MNAAHMPOBLLMKE CM. 34€ECh).

7.2 YpaneHue Bupyca c Komnblotepa

Ecnv KomnbtoTep Hayan paboTaTb MeAeHHee, YacTo 3aBMCaTb U NPOABAATb APYr1e NPU3HaAKM 3aparKeHUs
BpeLOHOCHOW NPOrpaMmMoi, peKomeHAyeTcs BbIMONHUTL CAedyolme AeNcTBuS.

1. BrnaBHOM OKHe nporpammbl WweakHMTe CkaHuposaHue [MK.
2. lenkHuTe anemeHT CKAHMPOBATb KOMNbIOTEP, YTOObI 3aNYyCTUTb CKAHUPOBAHWE KOMMbIOTEPA.

3. MNocne 3aBepLIEHNS CKAHUPOBAHWUS MPOCMOTPUTE KYPHA Ha NPeaMeT KOJIMYeCTBa NPOBEPEHHbIX, 3apaXKeHHbIX U
oumLeHHbIX dannos.

4. Ecnv HeobxoAMMO NPOBEPUTbL TOIbKO ONpPeaeeHHYH0 YacTb AMNCKA, LWeNKHUTe Bbi6opoyHoe cKaHupoBaHue 1
YKauTe 06beKTbl, KOTopble cneayeT CKaHMPOBaTb Ha HaslMYMe BUPYCOB.

[ononHuTenbHble cBeAeHMUA MOXKHO HAWTU B CTaTbe Hallel peryiapHo o6HoBnAeMOM 6a3bl 3HaHui ESET.
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7.3 Co3aaHue 33434 B N1IaHUPOBLUUKE

[lns co3gaHuna 3aaaun sbibepute CnyxebHble nporpammbl > MAaHUPOBLLUK, a 3aTEM HAXKMUTE KHOMKY [,06aBuUTb naun
LEeIKHUTE NPaBOI KHOMKOM MbILWK U BbibepuTe KomaHay [,06aBUTb... B KOHTEKCTHOM MeH!10. [LOCTyNHO NATb TUMNOB
3ajau.

© 3anycK BHELUHEro NpUaAoXKeHUs: NJ1aHNPOBAHNE BbINOJIHEHMA BHELUHETO NPUAOKEHUA.

e O6cnyKuBaHMe KypHana: B Gaiax JKypHasia TaKKe CoAeprKaTca OCTaTKM yAaieHHbIX 3anucei. ITa 3a4a4a
perynspHo onTMMKU3NPYeT 3anuncy B daiiiax XKypHana ansa addeKTuBHoOM paboThbl.

o [poBepKa ¢aiinoB Npu 3arpysKe cucTembl: NpoBepKa Gainnos, UCMONHEHME KOTOPbIX Pa3peLleHo Npu 3anycke unm
BXO/Je NO0JIb30BaTENA B CUCTEMY.

o Co34aTb CHUMOK COCTOAHUA KOMIMbIOTEPA: CO34aHNe CHUMKA COCTOAHMA KomnbtoTepa B ESET Syslnspector, ana
KOTOpOro cobmpatoTca noapobHble cBeAEHUA O KOMMOHEHTAX CUCTEMbI (Hanpumep, gpaniBepax, NPUIONKEHUAX) U
OLLeHMBAETCA YPOBEHb PUCKA A1A KAXKA0TO UX HUX.

o CKaHMpOBaHMe KomMbloTepa no TpeboBaHMIO: CKaHMPOBaHMe GaitI0B U NANOK Ha KOMMbIOTEpE.

o O6HOBNEHME: N/TaHMPOBaHME 33434M 0BHOBAEHMA NyTeM 0OHOBAEHMA MOAY1EN.

MockonbKy O6HOBNEHME — OHA M3 CaMbIX YaCTO UCMO/b3yEeMbIX 3aM/laHUPOBaHHbIX 33434, HUXKe onucaH NopaaoK
nobaBneHus 3a0a4m obHOBEHUA.

B packpbiBatoeMca MeH0 3aniaHMPOBaHHasA 3aga4a Bbibepute nyHKT O6HOBNEeHUe. BBeauTe MMs 3a4a4uM B nosie
Umsa 3agaum n HaxkmuTe KHonky fanee. BoibepuTte 4acTtoTy BbINOAHEHWUS 3a4a4K. [LOCTYMHbI YKa3aHHbIE HUMKe
BapuaHTbl. OgHOKpaTHO, MHOroKpartHo, ExxegHeBHO, ExXeHegenbHo 1 Mpu onpeaeneHHbIX YCNOBUAX. YCTaHOBUTE
¢dnarkok MponycKatb 3agauy, eC/1M YCTPOMUCTBO paboTaeT OT aKKYMyAATOpa, YTOObI CBECTU K MUHUMYMY NoTpebieHne
CUCTEMHbIX PECYPCOB, KOrAa HOYTOYK paboTaeT OT akKymMy/iaTopa. 3a4ada byaeT BbIMONHATLCA B A€Hb U Bpems,
YKasaHHble B nonax ob6nactv BoinonHeHMe 3aga4un. 3aTeM yKaxKUTe, Kakoe AeNCTBUe cneayeT npeanpuHuUMaTb, ecim
3a/a4a He MOXKeT ObITb BbIMO/IHEHA B YCTAHOB/EHHOE Bpems. [LoCTyNHbI YKa3aHHbIe HUXKE BapUaHTbI.

e Bcnepyiouiee 3annaHMpPoOBaHHOE Bpems

o Kak MOXHO cKopee

e HesamepnutenbHO, €C/IM C MOMEHTA NOCAeAHEro 3anycKa npoLo 6oablue BpeMeHHU, YeM YKa3aHo (MHTepBan
MOKHO YKa3aTb B nose Bpemsa c momeHTa nocnegHero 3anycka (u)).

Ha cnegaytowem aTane oTobparkaeTca OKHO CBOAHOW MHPOPMaLMM O TeKyLLEN NaaHUpyemol 3agade. MNocne
BHECEHMA BCEX HEOBXOANMbIX U3MEHEHMI HaxkmuTe FOTOBO.

Ha aKpaH byZeT BbiBE4EHO AMA/IOrOBOE OKHO, B KOTOPOM MOKHO Bbl6paTb Mpoduam, ncnoab3yemblie ans
3an/1aHMpPOBaHHOM 334a4M. 346eCb MOXKHO 334aTb OCHOBHOW M BCMIOMOraTeIbHbI NPoduan. BcnomoraTe ibHbil
npoduab UCMONb3YEeTCA, ECN 33434y HEBO3MOMKHO BbIMONHUTL C MPUMEHEHNEM OCHOBHOTO Npoduns. Noatsepaute
BHECEHHblE M3MEeHEeHMs, HaXKaB KHOMKY MOTOBO, Noc/ie Yero HOBasA 334a4a NOABUTCA B CMUCKE TEKYLLMX
3an/1aHMpPOBAHHbIX 33Jau.

7.4 TMnaHupoBaHMe eXXeHeaes/IbHOro CKAHMPOBaAHMUA KOMNbIOTEpA

YT06bI 3aN1aHMPOBATL PErYNAAPHYIO 33434y, OTKPOMTE rN1aBHOE OKHO Nporpammel U Bbibepute Cay»KebHble
nporpammbi > MAaHUPOBLLUK. HUKe NpuBeAEHO KPaTKOe onucaHme npoLeaypbl N1aHMPOBaHUA 3a43a4u,
npeaycmaTpuBaloLLEe i CKaHMPOBaHUE JTOKA/IbHbIX ANCKOB Kaxaple 24 yaca. NoapobHble MHCTPYKLUMM CM. B CTaTbe
Halen 6asbl 3HAHWUN.

[na Toro ytobbl 3aNN1aHNPOBaTh 33434y CKAHMPOBAHMA, BbIMONHUTE CAeAyloLLMe AeNCTBUA.
1. BrnaBHOM OKHe NJIaHUPOBLUMKA HaxKMUTe [,06aBUTD.

2. B packpblBatowemMcs MeHo Bblbe puTe CkaHuposaHue MK no Tpe6osaHuio.

3. BseauTe MmsA 3343a4M U BbibepuTe 4acToTy BbINONHEHWUSA 334a4m ExXeHegenbHo.

4. 3apaiTe AeHb M BPEMA BbIMOJIHEHMSA 3a43a4N.
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BbibepuTe ycTaHOBKY BbINONHUTD 334,a4y KaK MOXKHO CKOopee, YTobbl BbINMOIHWUTL 33434y No3Xe, B Cly4ae ecau
3an/iaHMPOBaHHOE BbINOIHEHMWE 3343a4M He 3anyCTUTCA MO KakoW-1nMbo npuumnHe (Hanpumep, ecnm KoMnbioTep
BbIKNIOYEH).

MpocmoTpuTe cBOAHYH MHPOPMALLMIO O 3an1aHMPOBAHHOM 3a4a4e 1 HaxkmuTe FoToBO.
B packpblBatolleMca MmeHo OB6beKTbl BbibepuTe NyHKT ¥ecTKne AUCKK.

Haxmute FoTOBO 414 NPUMEHEHMUA 3a8a4n.
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